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Preface

This redbook describes the Mobile Client feature as available in TME 10
Software Distribution. It explains the concept of a mobile software distribution
client, gives examples of how to install and configure the Mobile Client in
different environments and shows typical change management scenarios.

This redbook was written for IBM and customer technical personnel who are
involved in the design and implementation of software distribution networks
using mobile clients, for example, in a sales organization with many mobile
users.

This redbook should also be useful in getting a general understanding of mobile
computing and the involved components.

Several practical examples are presented to demonstrate the function and the
usage of the Mobile Client feature.

Some knowledge of software distribution in general as well as a basic
knowledge of the underlying operating systems and communication protocols is
assumed.

Some knowledge of TME 10 Software Distribution, in particular Software
Distribution for AIX and Software Distribution for OS/2, is recommended but not
mandatory.

How This Redbook Is Organized

This redbook contains 391 pages. It is organized in five parts. You might want
to read this redbook from cover to cover or refer to any area of interest.
However, we do recommend that you read Part 1, “Introduction to Software
Distribution with Mobile Clients” on page 1 in any case.

The other parts can be read and used separately if desired. However, we will
use environments once set up in later chapters.

The parts are as follows:

Part 1, “Introduction to Software Distribution with Mobile Clients”

This part provides an introduction to software distribution using the Mobile
Client feature of TME 10 Software Distribution. It gives an overview of TME
10 Software Distribution first and then introduces the Mobile Client feature.
In particular Chapter 3, “Architecture and Data Flow of the Mobile Client” on
page 13 provides a detailed description of the architecture of the Mobile
Client and its components, as well as the data and control flow during a
change request performed with the Mobile Client.

We recommend that you read this part before trying to use the Mobile Client
in a scenario, since it will provide you with fundamental knowledge that is
essential for understanding and using the Mobile Client.

Part 2, “Setting Up a Mobile Client Environment”

This part provides guidance on how to set up the Mobile Client feature in
different scenarios. We will focus on installation and customization of the
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Mobile Client on different client platforms and give advice on what to look
out for. We also point to the differences between the Mobile Client and a
standard client as far as installation and configuration are concerned.

Part 3, “Simple Scenarios Using the Mobile Client”

This part shows some basic change management scenarios that can be used
to familiarize yourself with the Mobile Client. Besides showing basic
principles of the Mobile Client, we also provide you with some basic
knowledge on how to create and distribute change objects in TME 10
Software Distribution in general.

We especially recommend you read this part if you are not yet very familiar
with either TME 10 Software Distribution or the Mobile Client.

Part 4, “Advanced Scenarios Using the Mobile Client”

This part contains some more advanced scenarios using the Mobile Client
feature. In particular we show the following scenarios:

— Using a fully disconnected Mobile Client

— Using the Mobile Client over a PPP link

— Using the Mobile Client with IBM 8235 LAN Dialer

— Using the asynchronous protocol support feature

- Using change objects with Mobile Clients, for example, CID

- Using the Mobile Client in a focal point connected environment
- Using the Mobile Client with dynamic IP

We recommend you read this chapter if you need to implement the Mobile
Client in one of the above scenarios and you are already familiar with the
Mobile Client.

This part also contains detailed descriptions of configuring modems, network
protocols and related components.

Part 5, “Implementing Mobile Clients”

This part is intended to help you plan and design a software distribution
network using Mobile Clients.

It summarizes the observations and experiences gained in the previous parts
and compares the different options you can choose from when planning to
implement a software distribution solution.

This part is intended mainly for project managers, I/T architects and
designers who have to design and implement a software distribution
solution.

Also, Chapter 18, “Example Front-End Application” on page 325 contains a
sample Hotel application that automates the process of connecting to a TME
10 Software Distribution server from a remote location, for example, from a
hotel.

This application is entirely written in Java and can therefore be used on all
client platforms.

Part 6, “Appendixes” on page 351

In this part we have included information that may be helpful when using
Mobile Clients.
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Part 1. Introduction to Software Distribution with Mobile Clients

[0 Copyright IBM Corp. 1997

This part introduces the Mobile Client which is new to TME 10 Software
Distribution Version 3.1.3. We give a short introduction to TME 10 Software
Distribution in general and then introduce the Mobile Client feature.

This part also includes a detailed description of the architecture of the Mobile
Client that should be helpful in understanding change management using the
Mobile Client.
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Chapter 1. TME 10 Software Distribution

TME 10 Software Distribution is Tivoli/IBM’s solution for electronic software
distribution in the enterprise network.

It is part of Tivoli Management Environment (TME) 10, Tivoli/IBM's solution for
enterprise systems management.

At this time TME 10 Software Distribution contains the following products
inherited from the former Tivoli TME 3.0 and IBM SystemView families of
products:

Tivoli/Courier 3.0

Software Distribution for AIX 3.1.3

Software Distribution for 0S/2 3.1.3

Software Distribution for Windows NT 3.1.3

Software Distribution clients for a wide range of platforms

NetView Distribution Manager for AIX 1.2

NetView Distribution Manager/2 2.1

These products will be integrated into one single product that will combine
features of both, Tivoli/Courier and Software Distribution 3.1.3 and will run on top
of the Tivoli Management Framework (TMF).

— Note

If you would like to know more details about the integration of the above
products into the next release of TME 10 Software Distribution you can obtain
a copy of the TME 10 Roadmap document from your Tivoli/IBM
representative.

The Mobile Client feature discussed in this book is currently part of the Software
Distribution 3.1.3 family of products which will be the base for migration onto the
TMF.

This means that at the moment you should use the Software Distribution 3.1.3
family of products to be able to use the Mobile Client feature.

1.1 The Mobile Client

Increasingly organizations are relying on PCs to run their business applications.
Often these PCs are laptops and spend much of their time away from the office.
Even when connected to a LAN, laptops may change physical and logical
location frequently as their owner moves about within the corporation. Despite
the technical difficulties, laptop users require the same level of data currency
and timely software delivery that their desk bound colleagues enjoy.

The main issues with software distribution to laptop users are:

Timely installation of software updates such as table values even when the
laptop is not connected to a network.

[0 Copyright IBM Corp. 1997 3



Connection to software distribution services over modems.
Minimizing connect time to servers when connected over modems.

Identification of laptops as they move in a network, for example, changes of
IP address with location.

To address these issues TME 10 Software Distribution Version 3.1.3 introduces
the Mobile Client. The Mobile Client can:

Operate as a normal client when connected to a server.

Perform change management activities when disconnected from a server.
This is possible because of the Mobile Client’'s local catalog.

Operate as a fully disconnected client and never connect to a server.

Connect to a server over a modem using standard connections such as SLIP
or PPP, or using its own high-performance asynchronous support.

1.2 Supported Platforms

1.2.1 Clients

1.2.2 Servers

1.2.3 Support for

The Mobile Client can only operate with a server that understands how to
interact with the Mobile Client. Currently the following platforms are supported
as clients and servers:

0S/2 Version 2.1 and above
Windows Version 3.1
Windows 95

Windows NT Version 3.51 or above

AlX Version 3.2 or above
AlX Version 3.2 or above
0S/2 Version 2.1 or above

Windows NT Version 3.51 or above

Note

Besides the operating systems you will need other prerequisites in order to
run TME 10 Software Distribution and the Mobile Client, for example,
communications subsystems such as TCP/IP. Refer to Part 2, “Setting Up a
Mobile Client Environment” on page 41 for details.

Asynchronous Communications

The asynchronous communications feature allows a software distribution mobile
client to connect to a server using a modem without any underlying
communications protocol, for example, TCP/IP. In order to do so TME 10
Software Distribution directly controls the modems to establish connections.
Refer to Chapter 11, “Using the Asynchronous Protocol Support for Mobile
Clients” on page 181 for a detailed description of this feature.
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— Note

At the time this book was written we only had access to the asynchronous
support feature for the AIX server and the OS/2 and Windows 3.1 clients.

Please check with your IBM representative to obtain current availibility
information.

However, you are also able to use modems for communications on all other
platforms without using direct asynchronous support, for example, by using a
PPP link. Refer to Chapter 9, “Using the Mobile Client with PPP” on

page 131 for an example.

1.2.4 Support for Communication Protocols

A various number of communication protocols are supported by TME 10 Software
Distribution.

The communication protocols available depend on the combination of client and
server you choose. Refer to the product manuals for a detailed description on

which protocols are available for which platforms.

In this book we use TCP/IP for all scenarios. You can also use different
protocols, for example, NetBIOS to connect an OS/2 client to an OS/2 server.

Chapter 1. TME 10 Software Distribution 5
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Chapter 2. Uses for a Mobile Client

The Mobile Client opens new opportunities to use change management. A
variety of circumstances are ideally suited for using a Mobile Client, this section
presents a few.

2.1 Deadline Activation

Mobile Users or
Remote Users

rating tables
effective from
April 1, 12.00pm

Figure 1. Deadline Activation

Laptop users such as mortgage assessors who work part of the time connected
to the office LAN and part of the time visiting clients, require rating table updates
to be made effective on certain dates. They may be out of the office for several
days at a time, during which period new tables need to be installed. The Mobile
Client can receive the change objects containing the table updates while
connected to the office software distribution server and apply them automatically
when the time is right. Confirmation of the update are passed back to the office
server the next time the laptop connects to the LAN.

Another example for deadline activation is when there are many client systems
connected to a server through a slow link, as shown in Figure 2 on page 9.
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Consider the following example:

An insurance company has 1500 insurance agents connected to its head office,
all using a modem link, that need to use a new form, effective April 1. However,
since there is a large number of users and it is very likely that many them are
not available all the time, you may not want to start the distribution of the new
form only a short time before.

You can, for example, start the distribution to the clients on February 1. Since
the Mobile Client can store change objects locally you can schedule the object to
be sent to all clients immediately. The server will then connect the clients and
send the object if the client is available; if not, the object is sent when the client
becomes available.

At the same time you also send the install request to the Mobile Client, but you
specify that the install is not to happen before April 1. Since there is a two
month period between when we started the distribution and when we need the
change to become effective we can be sure that all clients will have received the
object by April 1.

Since the Mobile Client can process install requests locally all agent systems
will automatically start the install on April 1 and will not rely on a connection to
the server. The only pre-requisite for this to happen is that the client computer
is switched on and that the Mobile Client is started.

2.2 Modem Connections

8

Some laptop users visit their own office so infrequently that it is impractical to
use a LAN-based solution for software distribution. By installing the Mobile
Agent on these laptops and connecting to a software distribution server over a
modem, these users can receive software and data updates in the same way as
LAN-based users. The Mobile Agent receives the change objects into its catalog
from the catalog of the server and installs the software locally. This has the
following benefits over a redirected install across a modem:

1. The modem connection is held open for as short a time as possible, thus
minimizing cost.

2. The install can be done later at the users convenience, or scheduled to
occur automatically.

3. The change object is passed over the connection once only and in a
compressed format.

4. The install is performed in exactly the same way as for a LAN-attached
install. Many install programs will re-read the same data many times during
the install process which is extremely inefficient if the connection to the file
is slow. Also some install programs will timeout if access to the files is
slow.

We show how to use the Mobile Client with modem connections in Chapter 9,
“Using the Mobile Client with PPP” on page 131, Chapter 11, “Using the
Asynchronous Protocol Support for Mobile Clients” on page 181 and Chapter 10,
“Using the Mobile Client with IBM 8235 LAN Dialer” on page 165.

Another example where modems are used with software distribution is shown
below:
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Head Office

Insurance Agents

Figure 2. Software Distribution over Modems

In the above example several insurance agents are connected to their head
office. The agents work in their own branch offices and never visit the head
office. Software changes might occur from time to time, but mostly these are
initiated by the head office.

However, the central server might not always be able to reach all agents, so it
must be able to initiate a modem connection at a later time.

Also, a connection can be initiated by an agent, for example, to send new
contracts to the head office for processing. In this case the client needs to
establish a modem connection.

In both cases the Mobile Client is useful because it can directly control the
modem links as described in Chapter 11, “Using the Asynchronous Protocol
Support for Mobile Clients” on page 181.

Also, for the above example it is quite likely that the modem connection is used
with deadline activation.

Chapter 2. Uses for a Mobile Client 9



2.3 Fully Disconnected Client

The fully disconnected client can be used to distribute software to computers
that never connect to a TME 10 Software Distribution server.

This feature is useful when you either have no network connection between
these systems and the server at all or when you have only a very slow line
available.

You can then export the change file at the server and write it to an external
media which you ship to the clients.

Since the Mobile Client has its own repository it can import the change file from
the external media and then take care of the installation itself.

By reporting the status to the server and updating the change management
history manually you still can maintain centralized control.

2.4 Combining LAN and WAN

dial into
office LAN

plulg into
office LAN

mobile
computer

Mobile User

mobile
computer

Figure 3. Combining LAN and WAN

10
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Increasingly companies let their employees work part of their time at home while
still keeping their office at the company.

Therefore they work part of their time in the office and part of their time at home
or other places, for example, when visiting a customer.

This scenario is slightly different from an insurance agent, who maybe never
visits his/her head office but is always connected remotely.

When using a WAN/LAN combination it is most desirable that the switch between
work locations is as transparent to the user as possible.

The user in Figure 3 on page 10 uses the same notebook computer at home and
at work. When he works at home, he/she dials into the office LAN using a
modem. When he/she works at the office, he/she plugs in his/her notebook
computer into the office LAN, for example, using a docking station.

In both cases the agent does not want to have to deal with any issues related to
software distribution.

The Mobile Client is ideally suited for taking care of the software distribution part

of this switch when combined with, for example, an IBM 8235 as shown in
Chapter 10, “Using the Mobile Client with IBM 8235 LAN Dialer” on page 165.

Chapter 2. Uses for a Mobile Client 11
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Chapter 3. Architecture and Data Flow of the Mobile Client

The intention of this chapter is to explain the architecture of the Mobile Client
and show the data flow to and from the Mobile Client. The first part introduces
the internal product components and the second part explains the concept of the
Mobile Client and demonstrates the data flow during change management
processing between the server and the Mobile Client.

3.1 Overview of the Internal Components

For a common understanding we give an overview of the internal components of
the Software Distribution 3.1.3 Mobile Client product in this section. To describe
the new architecture we show the components that are available at the server

and at the standard client, before we describe the components of the Mobile
Client and their functions.

Figure 4 shows the architecture of the Software Distribution 3.1.3 products.

the following sections we go into detail about the components shown in the
figure.

In
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Change Control Server
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Figure 4. Software Distribution 3.1.3 Architecture
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3.1.1 Internal Components of the Server

14

In this part we give a brief overview of the internal components shown for the
change control server in Figure 4 on page 13 and their functions.

At the server we find the following components:
Transmission controller

The transmission controller is controlling the communication with to remote
targets, such as a focal point or another server. Any files being sent to or
from a remote system are processed by the transmission controller.

D&CC agent

The Distribution & Change Control (D&CC) agent runs at the server and each
client and handles the distribution and change control requests. The name
of the D&CC agent task is fndcmps. Each D&CC agent has an input queue
that is maintained on the server. Requests that are placed on the queue are
processed by the D&CC agent.

The D&CC agent at the server handles all request for the server issued by a
remote server or focal point. Here the server can be seen as another client.

Request handler

The request handler is responsible for the transfer of distribution and change
control requests to the database and for the transfer of requests from the
database to the scheduler. Reports are returned from the scheduler to the
request handler, which stores them in the request database.

The request handler also manages all the commands that change the status
of requests, for example, hold or delete a request in the queue.

Scheduler

The scheduler is responsible for the direction of distribution and change
control requests. The scheduler processes the requests that are placed in
its input queue. If a request is due to be processed, the request handler
transfers the request from the database to the scheduler’s input queue.
Then the scheduler transfers the request to its output queue for local and
remote targets. Requests for a local target are placed in the D&CC agent
queue for the target.

File Server

The file server maintains the catalog and is responsible for receiving data
from and sending data to the network under the control of the transmission
controller component. The file server also gives the other components of the
server access to the catalog.

The Software Distribution 3.1.3 server uses data areas to store objects and
workstation information and queue commands and requests in the system. Most
of these data areas are databases for which an integrated database manager is
provided with the product.

—— Database Format

The database content of the Software Distribution 3.1.3 product is stored in
an internal database format in flat files in different subdirectories of the
product directory. The product directory is C:SOFTDIST for OS/2 and all
Windows platforms and /usr/lpp/netviewdm for the AIX platform by default.
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The following lists the major data areas at the Software Distribution 3.1.3 server:
Catalog

The catalog serves as a reference to all change management objects and
data files that are available at the server. Each object in the catalog is
identified by an object nhame and has a pointer to the physical location of the
object. The catalog holds the information about the target workstations that
are authorized for each object.

— Information about Object Authorization

A target workstation can only install objects in push mode if it is
authorized for the object. The authorization can be specified during the
creation of an object, by using the AUTHORIZE function to explicitly
authorize one target or by authorizing all targets for each newly created
object by setting the keyword AUTHORIZE: ALL in the configuration file
NVDM.CFG of the server.

The configuration file is located in the product directory C:SOFTDIST for
the OS/2 and Windows NT server and /usr/lpp/netviewdm/db for the AIX
server by default.

The catalog also holds the change control history database that contains the
status of change management objects at each target in the domain of the
server. The history database also holds the information about data files that
were distributed to a target.

Target database

The information stored in the target database is:

— Target definitions

— Group definitions

- Installation tokens for targets

- Hardware information extracted from a target or defined for a target
Request database

The request database is used by the request handler to store requests.
Every request that is processed at the server is copied from the request
handler into the request database. The request status in the database is
updated by the request handler after reports are returned from the
scheduler.

Repository

The repository is used by Software Distribution 3.1.3 to store its change
management objects and is located by default in the directory
C:SOFTDISTREPOS for OS/2 and Windows platforms and in the path
lusr/lpp/netviewdm/repos for the AIX platform.

Queues

The server provides queues for request handling. The queues hold the files
for Software Distribution 3.1.3 queuing and scheduling mechanisms. The
queues at the server are divided into:

- Local request queue
Queue for locally attached clients

- Remote request queue
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Queue for remotely attached servers, including the focal point
— High priority request queue

Queue for requests that are submitted with high priority

3.1.2 Internal Components of the Standard Client

The only component available at a Software Distribution 3.1.3 standard client,
also called change control client, is the D&CC agent as shown in Figure 4 on
page 13. The D&CC agent handles all the distribution and change control
requests for the client. As soon as a request is received from the server the
D&CC agent processes the request at the client. The D&CC agent uses its input
queue at the server for request processing.

Distribution requests include functions to store, retrieve or delete a file. For a
distribution request the agent goes through the following steps:

Receive the request from the server
Transfer files to and from the server and store them in the local file system
Send a report to the server

Change control requests include functions to install, remove or uninstall
software, initiate procedures or activate target workstations. The processing of a
change control request varies according to the request that was issued. If files
have to be processed in a request, they are copied from the server to the client
before the installation or execution. The installation or execution itself is
triggered on behalf of the client.

A report is always sent back to the server after the request processing is
completed. The D&CC agent queue at the server is used to return the reports to
the server.

Each client has a repository used to store change management objects locally at
the client. When change control objects are sent from the server to the client
they are stored in the local repository.

3.1.3 Internal Components of the Mobile Client

16

The Software Distribution 3.1.3 Mobile Client is capable of performing change
management functions without having a connection with the server. This is
called disconnected change management or disconnected mode. (See 3.2.1,
“General Information about the Mobile Client” on page 18 for more information.)

To be able to perform disconnected change management operations the Mobile
Client has its own catalog and other components compared to the connected
standard client. As shown in Figure 4 on page 13 we find the following
components at the Mobile Client:

D&CC agent

The Distribution & Change Control (D&CC) agent handles the distribution and
change management requests from the server and the Mobile Client itself.
The description of the D&CC agent in 3.1.2, “Internal Components of the
Standard Client” is also valid for the Mobile Client, with the only exception
that the initiate procedure function is not available while the Mobile Client is
disconnected.

File server
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The file server maintains the local catalog of the Mobile Client.

The Mobile Client has its own data areas required to store objects and process
requests locally while being disconnected from the server. Most of these data
areas are databases managed by an integrated database manager. The
databases are stored in an internal format in flat files in different subdirectories
of the product directory at the Mobile Client. The default product directory is
C:SOFTDIST for OS/2 and Windows platforms and /usr/lpp/netviewdm for the
AIX platform. At the Mobile Client we find the following data areas:

Catalog

The Mobile Client has a local catalog that contains entries for all the change
management objects that are available for the Mobile Client. The objects
stored in the local catalog of the Mobile Client are:

— Objects that were sent to the Mobile Client.

— Objects for which the target of the Mobile Client is authorized, because
all targets are authorized for the object or the administrator authorized
the Mobile Client for the object.

— Note

The objects for which a Mobile Client is authorized are automatically
cataloged at the Mobile Client when it synchronizes its databases with
the server as shown in Figure 9 on page 28. Notice that the change files
are automatically cataloged but not stored at the Mobile Client. We will
explain this in more detail in 3.2.2, “Data Flow during Connection Setup”
on page 23.

Objects that were created by the user of the Mobile Client while being
disconnected.

Objects that were exported at the server to an external device and imported
at the Mobile Client.

The catalog also holds the change control history of the objects cataloged
locally for the Mobile Client.

Target database

The target database at the Mobile Client holds the following information:
— Target definition of the Mobile Client

- Installation tokens for the Mobile Client

- Hardware information stored for the Mobile Client

Request database

The local request database is used to store requests that are processed in
disconnected mode at the Mobile Client. The status of the requests is
updated in the request database after processing is completed.

Repository

The Mobile Client and every other client have their own repository. The
repository is used by Software Distribution 3.1.3 to store its objects. By
default the repository is located in the directory C:SOFTDISTREPOS on the
0S/2 and Windows platforms and /usr/lpp/netviewdm/repos on the AIX
platform. The repository on the Mobile Client holds:

— Objects that were sent to and stored at the Mobile Client.
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- Objects that were created at the Mobile Client while disconnected.
Local Queue

For the execution of disconnected requests a local request queue is
available at the Mobile Client. Requests are placed in the local queue when:

- Requests are issued locally from the user of the Mobile Client while
working in disconnected mode.

- Requests are issued toward the Mobile Client with the options to install
while disconnected.

Figure 7 on page 26 shows the data that is transferred between the server and
the Mobile Client and where the data is being stored at the Mobile Client.

3.2 Data Flow between Software Distribution 3.1.3 Server and Mobile Client

In this section we introduce the concept of the Mobile Client and demonstrate
how data flows between the server and the Mobile Client. After some general
information about the Mobile Client we explain which data is being stored at the
Mobile Client during the connection setup to the server and then we present
scenarios to show the data flow during change management processing.

3.2.1 General Information about the Mobile Client

To have a better understanding about the data flow we give you some general
information about the design of the Mobile Client in this section.

The Software Distribution 3.1.3 Mobile Client is designed to work as a
stand-alone application that allows users to update software and data installed
on their workstation using Software Distribution 3.1.3 change management
functions. A connection to the Software Distribution 3.1.3 server is only required
for a short time period to update information required for change management
processes.

Typically a Mobile Client is installed on workstations using an asynchronous link
or ISDN connection for the communication to a central location. The Software
Distribution 3.1.3 Mobile Client addresses the need to keep connection costs low
for these workstations by reducing the connection time to a minimum required.

The Mobile Client can perform change management operations required to
update software or databases at a workstation in disconnected mode, while the
standard client works in connected mode. The following functions can be
executed in disconnected mode at the Mobile Client:

Create and catalog change files in the local catalog

Import change files from an external device into the local catalog
Install software

Remove or uninstall software

Accept software changes

Activate the workstation

View information about objects

View and control pending requests
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— Note

The initiate procedure function is not available for the Mobile Client while
working in disconnected mode.

The Mobile Client product can operate in two different modes:
Disconnected mode

The disconnected mode is the default operation mode after the installation of
the Mobile Client product. In this mode the Mobile Client usually carries out
change management operations while disconnected from the server and only
connects to the server to receive updates and send results of operations
back to the server. However, a Mobile Client in disconnected mode can
function in the same way as a connected standard client and thus allow the
server to perform change management operations in connected mode, as
demonstrated in 3.2.3.1, “Data Flow during Immediate Connected
Installation” on page 27.

Permanently disconnected mode

A Mobile Client in permanently disconnected mode or fully disconnected
mode is never connected to a server. Every operation is done disconnected
and updates can only be received manually from external devices, such as
CD-ROMs, diskettes or tapes. Results of change management operations
will not be reported to the server, instead the change management status
can be updated manually at the server, using the command:

nvdm updcm

We show the usage of the fully disconnected Mobile Client including the
function to update the status in Chapter 8, “Using a Fully Disconnected
Client” on page 121.

This mode allows workstations that have no network connection at all to be
integrated in a centralized change management process using Software
Distribution 3.1.3.

In the following sections we only refer to the Mobile Client in disconnected mode
and explain the usage of the fully disconnected mode in Chapter 8, “Using a
Fully Disconnected Client” on page 121.

The default mode of the Mobile Client for change management processing is the
disconnected mode. This means there is no active connection between the
server and the Mobile Client. When the Mobile Client is started at system
startup it comes up in disconnected mode and does not try to connect to the
server, instead it waits for incoming requests from the server. Figure 5 on
page 20 shows the messages of the OS/2 agent window during the start of the
0OS/2 Mobile Client.
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Task fndomp

Refreshing memory for 1 targets.

tHefreshing memory for 2 catalog entries,

Database Access Services initialized successfully.

DECC Agent has started.

DRCC RAgent executing disconnected requests,

D&CC Rgent waiting for incoming connection from the server

Figure 5. Message Shown at Start of the OS/2 Mobile Client

The first message shows that the D&CC agent program fndcmps is starting with
the process identification number 52. The next three messages show that the
local target database and catalog are initialized. Then we see the message that
the D&CC agent is successfully started and processing disconnected requests, if
outstanding. (Read the information provided later in this section and 3.2.3.2,
“Data Flow during Disconnected Deferred Installation” on page 31 for more
information about this.) After this the agent is ready and waiting for incoming
requests from the server.

Note

During the first start of the Mobile Client after the product installation the
client connects to the server once to automatically register itself as a target
at the server. Refer to 4.5.2, “Using Automatic Client Registration” on
page 70 and 5.4.2, “Using Automatic Client Registration” on page 86 for
more information about auto-registration.

The client creates a database entry for the first connection to the server, if
this entry is not available the client will connect to the server for
auto-registration (also see 3.2.3.3, “Data Flow during Automatic Client
Registration” on page 36).

A connection has to be established explicitly to process any change
management requests initiated from the server or another client toward the
Mobile Client. To establish a connection to the Mobile Client mobilel, for our
example, the following command must be issued from the command line
interface at the server or any other client:

nvdm connect mobilel

Note

At the time this redbook was written the only server that supported the
connect command from the graphical user interface was the OS/2 server.

20 TME 10 Software Distribution - Mobile Clients



When the connect command is issued from the command line interface of the
Mobile Client it is used by the Mobile Client to specify a time at the server
during which the client is available and a connection between the Mobile Client
and the server can be established, the connection window. After setting the
window the connection is broken and all further communication is initiated from
the server.

The following parameters can be specified with the connect command:

nvdm connect target -s start -d duration - t phone number

target specifies the target name for which the connection window is set,
if not specified the target of the request originator is used.

-s specifies the start time for the connection window, if
omitted the current time is used.

-d specifies the duration for the connection in minutes. If this
parameter is not specified the default duration of 60 minutes is
used.

-t is the telephone number under which the client can be reached.

— Note

The telephone number is used only with the asynchronous connection. See
Chapter 11, “Using the Asynchronous Protocol Support for Mobile Clients”
on page 181 for more information.

When the connection window is defined for the Mobile Client the server will
schedule two requests:

Open connection window
Close connection window
As soon as the open connection window requests is processed a connection to

the Mobile Client is established. 3.2.2, “Data Flow during Connection Setup” on
page 23 describes the data flow during the connection process.

— Warning

We recommend that you always specify the duration parameter and set it to
a minimum time required to process outstanding requests.

Notice that the specification of 1 minute for the duration leads to an error.
The Open connection window request will expire before getting executed,
when -d 1 is specified.

While the default mode for the change management processing is disconnected,
the command line interface default mode is server connected. This results in a
connection setup to the server for every command that is issued from the
command line interface at the Mobile Client. In server connected mode the
following command issued at the Mobile Client to check the status of the client
will cause a request being processed at the server:

nvdm stattg

The only commands that will always be processed locally at the Mobile Client,
even when the command line interface is server connected are:
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nvdm start To start the Mobile Client
nvdm stop To stop the Mobile Client

Note

On a standard client the commands nvdm start and nvdm stop always cause
that the server is contacted. The following message is displayed when
issuing these commands from the command line interface of a standard
client which is connected to server wtr05150:

Trying to connect to default server (wtr05150)
Connected to server wtr05150

The message shows that the server is connected to process the command.

To change the mode in which the command line interface operates use the
command for the server select function as follows:

nvdm svr myself

The server name myself is a reserved keyword and puts the client into
disconnected mode. The command line interface now operates in disconnected
mode and every command issued is performed locally at the Mobile Client. The
available commands in disconnected mode are limited to the functions that can
be performed in this mode. (See 3.2.1, “General Information about the Mobile
Client” on page 18 for a list of available functions.)

Notice that the connect command required to establish a connection to the
server initiated by the Mobile Client will not work in disconnected mode of the
command line interface. The following commands have to be issued at the
Mobile Client to connect to the server from disconnected command line interface
mode:

nvdm svr servername
nvdm connect

The first command changes the operation mode for the command line interface
to run at the server. If you don’'t specify the server name the default server in
the configuration file of the Mobile Client is used. The configuration file
NVDM.CFG is located by default in the product directory C:SOFTDIST for all
0S/2 and Windows clients and in the path /usr/lpp/netviewdm/db for the AIX
client.

The second command initiates a connection request to be scheduled at the
server for the Mobile Client where the command was originated.

Note

The nvdm svr command results in a connection setup to the server, but this
connection only changes the command line interface operation mode and is
not sufficient enough to process change management requests. This
requires the nvdm connect command.

The nvdm svr command is necessary to know which is the server to connect
to later and to have the full command line available.

While the Mobile Client is disconnected it checks its local queue for pending
requests at each reboot and executes requests that are due to be processed.
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The local queue is also checked when connecting to the server after the
synchronization is completed.

— Note

The only time request processing is done at the Mobile Client is during the
reboot of the workstation which causes a restart of the D&CC agent or when
performing a connect to the server.

This is valid for processing of deferred disconnected requests and for any
immediate or deferred request issued locally at the Mobile Client. Immediate
requests triggered by the server are processed at once, when the connection
window is open as shown in 3.2.3.1, “Data Flow during Immediate Connected
Installation” on page 27.

On the OS/2, Windows NT, Windows 95 and AIX Mobile Client the restart of
the D&CC agent can be forced with the commands:

nvdm stop
nvdm start

To break an active connection to the server or close the connection window the
disconnect command is used as follows:

nvdm disconnect target -s start

target specifies the target name for which the close connection window
request is executed, if not specified the target of the request
originator is used.

-s specifies the start time for the close connection request
and defaults to immediately if not specified.

Before establishing a new connection during an open connection window the
Mobile Client must first disconnect.

The following table explains the status a Mobile Client can have at the server:

Table 1. Status of Mobile Client at the Server

Status at server Explanation

Available The connection window is open and the synchronization is completed, but the
Mobile Client is currently not connected to the server.

Not available Outside the connection window or not synchronized yet.
Busy The connection window is open and the Mobile Client is currently connected to
the server.

3.2.2 Data Flow during Connection Setup

The following description is intended to help you understand which data is
processed during the connection setup between the Mobile Client and the
server.

To process requests in disconnected mode the Mobile Client needs information
about its target configuration, information about requests to be executed while
disconnected and the objects required for installation requests. The server
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needs to update its database with the status of operations that were performed
at the Mobile Client before transferring new change management requests to the
Mobile Client, because of possible dependencies between change management
objects.

This process is called synchronization of the client and server database and is
always the first action when the client connects to the server. Figure 6 shows
the messages at the OS/2 Mobile Client during the synchronization with the
server.

Task fndomps has pid 137

Bafreshing memory for 1 targets.

Refreshing memory Tor 1 catalog entries.
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DECEL Agent is resynchronising the local database with the server.
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Figure 6. Message during Synchronization of the OS/2 Mobile Client with the Server

During the synchronization of the client database the information listed below is
extracted from the server database and stored in the local database of the
Mobile Client:

Installation tokens for the target of the Mobile Client
Hardware tokens for the target of the Mobile Client

Change management status of objects in the catalog that are related to the
Mobile Client

New objects that were cataloged at the server for the Mobile Client are
added to the local catalog of the Mobile Client. The objects are cataloged
during the connect process
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— Note

It is important to know that objects are only cataloged at the Mobile Client,
but not stored in the repository of the Mobile Client. To execute an
installation request disconnected, the Mobile Client also needs the object that
is referenced in a catalog entry or else the installation will fail. Therefore it
is required that the change management object for a disconnected

installation is sent to the Mobile Client before the installation request is
issued.

This can be done using the graphical user interface or by executing the
following command at the server or any client:

nvdm send install.object.ref.1 mobilel

Where install.object.ref.1 is the change object and mobilel the name of the
Mobile Client.

No objects need to be stored in the repository of the Mobile Client for the
change management requests remove, uninstall and accept. The catalog
entry at the local catalog is all that is required to perform these requests
disconnected.

During the synchronization of the server database the Mobile Client forwards
information about operations processed while disconnected to the server. The
database at the server is updated accordingly. The information provided by the
Mobile Client includes:

Reports of change management request
Requests to catalog objects, that were cataloged locally

If an object that was created at the Mobile Client while disconnected is not
already cataloged at the server, it is cataloged during the connect process.

All log messages generated at the client since the last synchronization

— Note

Log messages are only sent to the server if the keyword FORWARD OFF
LINE LOGS: YES was specified in the configuration file of the Mobile
Client.

This must be considered carefully for performance reasons.

Figure 7 on page 26 shows the data that is moved when synchronizing the
databases of the server and the Mobile Client during the connect process
initiated by the nvdm connect command. The data flow shown is numbered and
the explanation follows the figure.
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Figure 7. Data Flow between Mobile Client and Server Components during Connection Setup

1.

Change files are cataloged in both the servers and Mobile Clients catalog
depending on the status of a change object as explained before.

. The target definitions stored at the server database are always synchronized

with the client database during the connect process.

. When change management objects are sent to the Mobile Client for

disconnected installation requests, they are stored in the local repository at
the Mobile Client. Remember that the send must be executed explicitly.

. Any request that is outstanding at the server for disconnected processing at

the Mobile Client is sent to the Mobile Client and queued in the local request
queue of the Mobile Client.

The Mobile Client sends all reports of change management operations
performed while disconnected to the server. The results are placed in the
schedulers input queue at the server and then sent to the request handler,
which stores the results in the database.

Figure 8 on page 27 shows the messages at the OS/2 Mobile Client when
cataloging new change objects during the synchronization.
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Figure 8. Message at OS/2 Mobile Client - Synchronization with Catalog of New Objects

3.2.3 Data Flow during Change Management
In this section we show scenarios of the data flow between the server and the

Mobile Client during change management processes. The following scenarios
are covered:

Immediate connected installation
Disconnected deferred installation
Automatic client registration

For each scenario we provide a graphic of the data flow and an explanation
about the functions.

3.2.3.1 Data Flow during Immediate Connected Installation

An immediate connected installation is a request for the installation of a change
object that is triggered by the server and executed immediately when a
connection is established with the Mobile Client. When performing a connected
installation the Mobile Client functions in the same way as a connected standard
client. The connection between the server and the Mobile Client is active during
the installation.

The major difference between the Mobile Client and the connected client is that
the request for the Mobile Client is waiting for execution at the server until the
connect command is issued either from the server or any other client or from the
Mobile Client itself

Figure 9 on page 28 shows the data flow during an immediate connected
installation between the server and the Mobile Client.
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Figure 9. Data Flow - Immediate Connected Installation Using the Mobile Client
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The following steps are demonstrated in Figure 9:

1.

TME 10 Software Distribution -

Initiation of the installation request

The following command is issued by an administrator at the server or any
other client to initiate the installation of a change object with the name
TEST.REF.1 on the client mobilel:

nvdm inst TEST.REF.1 -w mobilel

The installation request for the Mobile Client is scheduled at the server and
will not be processed until a connection is established between the server

and the client mobilel. The request is waiting for a new connection to the

Mobile Client.

Connect command

To establish the connection to the Mobile Client the administrator issues the
command to connect to the client mobilel and sets the connection duration
to 2 minutes, just long enough for the install command to get processed.
The following command is issued and results in the specification of a
connection window for the client mobilel that is opened at the current time
and stays open for 2 minutes:

nvdm connect mobilel -d 2

Mobile Clients




3. Connection setup

As a result of the connect command the server schedules a request to open
the connection and a request to close the connection. The open connection
request is executed immediately, while the close connection request is
scheduled to be due in 2 minutes. The open connection request establishes
a connection to the Mobile Client mobilel. The connection is successfully
established in this example because the physical communication is available
and the Mobile Client is up and running. The Mobile Client sends a
response for the open connection request back to the server.

4. Synchronization

As soon as a connection is active between the server and the Mobile Client
the synchronization of the databases at the server and the client is started.
During the synchronization the status of change management objects is
updated in the clients database. The Mobile Client also retrieves the target
definitions for its target from the server database. See 3.2.2, “Data Flow
during Connection Setup” on page 23 for an explanation of the
synchronization process.

Reports of change management operations performed disconnected at the
Mobile Client are sent to the server by the Mobile Client. Notice there might
be none if no reports were outstanding.

— Note

You will always see the message that shows the synchronization of the
reports, even when none are sent:

D&CC Agent is returning requests and reports to the server.

New change objects that are available for the Mobile Client at the server are
cataloged automatically in the local catalog at the Mobile Client. This will
only happen if the information about the objects was not already available at
the local database of the Mobile Client.

5. Execution of the installation request

Now that a connection to the Mobile Client is available and synchronization
is completed, the installation request that was scheduled at the server is
executed. The request is transferred for processing to the D&CC agent of
the Mobile Client. Files that are required for the installation are transferred
to the Mobile Client and stored temporarily in a work area at the client. The
work area is located by default in the directory C:SOFTDISTWORK at the
0S/2 and Windows clients and in the path /usr/lpp/netviewdm/work at the
AIX client.

6. Installation and reporting of results

The installation is processed under the control of the D&CC agent at the
Mobile Client while the connection window is open. When the installation is
completed the installation results are reported back to the server.

The server receives the results reported by the client and updates the
request database and the change management history of the object for the
target of the Mobile Client accordingly.

7. Close of the connection
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The request to close the connection is executed 2 minutes after the open
connection request was executed, since the connection window duration was
defined to stay open for 2 minutes.

The close connection request is sent to the Mobile Client which returns a
response to show the connection close is accepted. The connection is
closed by the server.

Figure 10 on page 31 shows the same change management process with the
following differences:

The connection duration specified (here 2 minutes) is shorter than the
installation duration. This demonstrates that the close connection request
waits for processing until the running request is completed. The connection
will not be closed in the middle of a change management request, yet any
following request that is pending at the server will not start processing, even
when it was issued before the connect command. The close connection
request is executed with a higher priority than any other request. A new
connection request is thus required to process following requests.

No reports are returned to the server, since none were outstanding at the
Mobile Client.

Note
You will still see the message:
D&CC Agent is returning requests and reports to the server.

But no reports or requests are sent.

No change objects are cataloged at the Mobile Client during synchronization,
because no new change objects were created for the Mobile Client in this
example.
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nvdm inst TEST.REF.1

-w mobilei

nvdm connect
mobile1 -d 2

-
|
\

2 minutes ‘

L
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. respense open connection

_ synchronize database

synchronize target definitions

install change file TEST.REF.1

transfer file for installatien

. return installation result

close connection

. _response close connection

Figure 10. Data Flow - Immediate Connected Installation with Connection Time Shorter than Installation Duration

3.2.3.2 Data Flow during Disconnected Deferred Installation
The typical installation used for a Mobile Client is a disconnected deferred
installation, which is also called deadline activation.

The disconnected deferred installation allows an administrator to plan the update
of software or data ahead of time for Mobile Clients and thus ensure that the
update takes place on the date required. This is an important aspect in the
usage of Mobile Clients, since the Mobile Clients are not always physically
available it must be possible to distribute files and change management
requests once the client is available and execute them even when the client is
not connected to a server. The following options are used to perform the
deadline activation:

Disconnected option

The disconnected installation option specifies that a request is processed at
the Mobile Client when it is disconnected from the server, thus avoiding to
hold the connection during the installation process. To specify the
disconnected option use the parameter:

-dc
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Deferred option

The deferred option specifies a time or a date when the request is to be
processed. If no date or time is specified with a disconnected request, the
request is processed immediately when received by the Mobile Client during
a connection process. The following parameter can be used to define the
deferred option:

-db defines a date at which the request is executed
-tb  defines a time at which the request is executed
-da defines a date at which the request is aborted, if not yet executed
-ta defines a time at which the request is aborted, if not yet executed

A disconnected request without the deferred option is useful when the
installation duration takes a long time so it is desirable for the connection
window to close before the request is completed. If such a request is issued as
an immediate request (without the disconnect option) the connection window will
not close until request processing is completed as shown in Figure 10 on

page 31.

We demonstrate the process of a disconnected deferred installation request in
Figure 11 on page 33 and Figure 12 on page 35 and explain the data flow
following each figure. The graphic was split into two figures because of its size.

Figure 11 on page 33 shows the setup of the disconnected deferred installation
reguest.
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nvdm inst TEST.REF.1
-w mobile1 -dc -db 11/1/96

nvdm connect
mobile1 -d 2
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Server wirQ5150

pen cennection

_. response open connaclion

synchronize database

ynchronize target definitions

end change file TEST.REF.1
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end disconnected install reque:

.. response install request
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Figure 11. Data Flow - Disconnected Deferred Installation Using the Mobile Client - Part One

The following process is shown in Figure 11:

1. Send of the installation object

Before executing the disconnected installation request the change
management object is sent to the Mobile Client. As described in 3.2.2, “Data
Flow during Connection Setup” on page 23 the change object to be installed
disconnected must be available in the local repository of the Mobile Client.
In our scenario an administrator sends the object with the name TEST.REF.1
to the client mobilel before the installation, using the command nvdm send
TEST.REF.1 mobilel. The send request is scheduled and waiting for a new
connection to the Mobile Client mobilel.

Initiation of the disconnected installation request

To initiate a disconnected deferred installation request for the change
management object TEST.REF.1 at the client mobilel, the following command
is issued by an administrator:

nvdm inst TEST.REF.1 -w mobilel -dc -db 11/1/96

The parameter -db 11/1/96 specifies that the installation is executed on
November 1, 1996. After entering the command the installation request is
scheduled at the server and waiting for a connection to the client mobilel.

Chapter 3. Architecture and Data Flow of the Mobile Client 33



34

3. Initiation of the connect request

A connect request is initiated by an administrator from the server in our
scenario to allow the disconnected request to be transferred to the Mobile
Client for processing. Since a Mobile Client is not always connected to the
network the installation request is transferred before it is due to be
processed. To open a connection window with a duration of 2 minutes for
the client mobilel the administrator issues the following command:

nvdm connect mobilel -d 2
4. Connection setup

The server schedules two requests following the connect command, one
request to open the connection, which is executed immediately and one
request to close the connection, which is delayed. The connection to the
client mobilel is established when the server receives the response for the
open connection from the Mobile Client.

5. Synchronization

The first action during the connect is the synchronization of the databases at
the server and the client. The status of change management objects is
updated in both databases and target definitions for the target mobilel are
retrieved from the server database. See 3.2.2, “Data Flow during Connection
Setup” on page 23 for more information about synchronization.

6. Execution of the send request

The send of the object TEST.REF.1 that was scheduled earlier is now being
processed. The object is transferred to the Mobile Client and stored in the
local repository by the D&CC agent at the Mobile Client. A report with the

result of the store operation is sent back to server immediately during the

open connection and the distribution history of the object is updated for the
target mobilel at the server.

7. Transfer of the disconnected installation request

The installation request is processed as soon as the send request is
completed. Since we are executing a disconnected request the request is
transferred to the local queue of the Mobile Client and scheduled for later
execution by the D&CC agent of the Mobile Client. The D&CC agent sends a
report back to the server when the request is queued.

8. Close of the connection

When the connection duration of 2 minutes is over the close connection
request is executed by the server. The request to close the connection is
sent to the Mobile Client and the connection is closed after the response of
the Mobile Client to this request is sent back to the server.

Figure 12 on page 35 shows the processing of the disconnected deferred
installation when the specified date is reached. In our scenario, the request is
due on November 1, 1996 and we assume that the user of the workstation
reboots the system on that date.
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Figure 12. Data Flow - Disconnected Deferred Installation Using the Mobile Client - Part Two

1. Check of the local queue at restart

The reboot of the system implies an nvdm start. During the restart the D&CC
agent program fndcmps checks for requests in the local queue and
processes the requests that are due. In our scenario the installation of the
object TEST.REF.1 is due on the day of the reboot and thus immediately
processed for execution by the agent program.

. Request validation

Before the request execution is in disconnected mode the request is
validated by the D&CC agent at the Mobile Client. Request validation
includes:

Check if the change management status is valid.

The check is done using the change management status information in
the local database.

Check if software pre-requisites are met.

If software pre-requisites are specified in the change object, the local
history database is used to check if they are met.

Check if hardware pre-requisites are met.
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If hardware pre-requisites are specified in the change object the local
target configuration database is used to check if they are met.

3. Installation of the disconnected deferred request

The installation of the change object TEST.REF.1 is started after the
validation. In our scenario the validation was successful and the installation
is executed. When the installation is completed the installation results are
queued in the local database. The results are transferred to the server
during the next connect process.

4. Initiating a connection from the Mobile Client

In our scenario we assume that the user of the Mobile Client issues a
connect command some time after the installation, using the command:

nvdm connect -d 2

A connection window with a duration of 2 minutes is specified and a request
to open the connection is sent to the server. Notice that no target name is
specified since the connect request is for the Mobile Client where the
command is issued.

5. Connection setup

When the connection request from the Mobile Client mobilel is received at
the server, the server schedules the requests to open the connection and to
close the connection. The open connection request for mobilel is executed
immediately and the connection is established with the response to that
request from the mobilel. The close connection request is scheduled to be
due 2 minutes after the open connection request.

6. Synchronization

When the connection is established the database at the server and the local
database at the client are synchronized. After updating the status of change
management objects and the target definitions, the Mobile Client sends the
result of the disconnected installation request back to the server. The server
updates the change management history of the object TEST.REF.1 for the
target mobilel accordingly.

7. Close of the connection

The close connection is executed when the specified time is reached and the
close request responded by the Mobile Client.

3.2.3.3 Data Flow during Automatic Client Registration

We demonstrate the process of automatic client registration for the Mobile Client
in the next scenario, because it differs from change management processing
using the Mobile Client in the following way:

The automatic client registration is only processed once, when the client is
started for the first time and has not connected the server yet or when the
server name defined at the client is changed. See 4.4.1, “Changing the
Communication Protocol and/or Server Name” on page 61 for more
information about changing the server name.

The inventory discovery process is started automatically by the server after
auto-registration of a client.

Figure 13 on page 37 shows the process of the first initial start and automatic
registration of an OS/2 Mobile Client. Refer to 4.5.2, “Using Automatic Client
Registration” on page 70 and 5.4.2, “Using Automatic Client Registration” on
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page 86 for more information about the automatic client registration function. In
this scenario we assume that the Mobile Client is automatically started with the
nvdm start command at the first reboot after the product installation. See 4.2.2,
“Interactive Installation of the OS/2 Mobile Client” on page 45 for an example of
the installation of the OS/2 Mobile Client.

wtr05118 43
wtr05118 43
wtr05118 43
wtr05118 43
wtr05118 47
wtr05118 47
wtr05118 47
wtr05118 47
wtr05118 47
wtr05118 47

FNDCOO15I:
FNDRX0201:
FNDRX0011:
FNDCL7851:
FNDCOO15I:
FNDDBOO5I :
FNDDBOO6I :
FNDDBOO71:
FNDCM6441:
FNDCM6451 :

Task nvdm has pid 43.

Attempting to connect to server wtr05150 on port 729
New connection 8 from client wtr05118 agent 3.

The product started successfully.

Task fndcmps has pid 47.

Refreshing memory for 1 targets.

Refreshing memory for 0 catalog entries.

Database Access Services initialized successfully.
D&CC Agent performed a cold start.

D&CC Agent executing disconnected requests.

Figure 13. Data Flow - Automatic Client Registration Using the Mobile Client

The following sequence is processed:

1. Check of server definition during restart

When the Mobile Client is started with the command line interface command
it always checks if the server is defined, with the following consequences

Server is defined

If the server is defined it indicates that the client already registered with
the server. In this case the client does not try to connect to the server.

Server is not defined

If the server is not defined, the client has not registered itself as a target
at the server yet. Thus the client automatically connects with its
command line interface to the server defined in the client configuration
file and registers itself.

In our scenario we start the Mobile Client for the first time, so the server is
not yet defined. The name of the server is wtr05150 and the name of the
Mobile Client is wtr05118 in our example.

. Connect to the server with auto-registration request

The client wtr05118 automatically connects the server wtr05150 with an
auto-registration request using its command line interface.

— Note

Notice that during this connect the client only initiates a request from its
command line interface at the server, no synchronization or request
processing is done as seen with the nvdm connect command.

During the auto-registration the client transfers the following information
provided in its configuration file to the server

Workstation name indicated by the keyword WORKSTATION NAME
Protocol being used indicated by the keyword PROTOCOL

Type of target indicated by the keyword CONFIGURATION

Client operation mode indicated by the keyword TARGET MODE
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Operating system of the client indicated by the keyword MACHINE TYPE
Message log level indicated by the keyword MESSAGE LOG LEVEL

Target address for the client indicated by the keyword TARGET
ADDRESS

The configuration file NVDM.CFG is located by default in the product
directory C:SOFTDIST for all OS/2 and Windows client platforms and in the
path /usr/lpp/netviewdm/db for the AIX client. Also see Table 2 on page 71
for the mapping of the client configuration keywords to the target definition at
the server.

. Auto-registration

Using the information sent by the Mobile Client with the auto-registration
request the server adds a target definition to its database for the client
requesting the connection.

Note

The auto-registration must be allowed for the server, by setting the
following keyword in the servers configuration file:

AUTOMATIC TARGET REGISTRATION: YES

The client is now successfully registered.

. Scheduling of the inventory discovery request

For each client that is newly defined at a server, either manually or through
auto-registration, an inventory discovery request is immediately scheduled
by the server. The inventory discovery request is used to extract the
configuration information about the target from the client workstation. Also
see 10.5.2, “Creating an Inventory File” on page 175 for more information.

The server schedules the inventory request for the Mobile Client after the
auto-registration. The request is waiting for processing until a connection is
established with the client.

. Connection setup

In our scenario an administrator issued the nvdm connect command some
time later to set up a connection with the Mobile Client. The server
schedules the requests to open and close the connection with the newly
registered Mobile Client, where the open connection request is executed
immediately and a connection with the Mobile Client is established by the
server. The close connection request is scheduled for later execution.

. Synchronization

When the connection is opened between the server and the Mobile Client the
synchronization of the server and the client database is performed. The
status of change management objects is updated in the database of the
server and in the local database of the Mobile Client and target definitions
for the target of the Mobile Client are retrieved from the server database.
See 3.2.2, “Data Flow during Connection Setup” on page 23 for an
explanation of the synchronization process.

Change objects that are available for the Mobile Client at the server are
cataloged automatically in the local catalog at the Mobile Client.

. Execution of inventory discovery request
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The inventory discovery process is executed when the synchronization of the
databases is completed. Depending on the inventory program that is defined
at the Mobile Client the following is performed:

If no inventory program was specified, the inventory files FNDSWINV,
FNDHWINV and FNDTKINV are read at the Mobile Client and the
database at the server is updated as follows:

- The change management history database is updated according to
the information in the software inventory file FNDSWINV. A catalog
entry is created for each object in the FNDSWINV file that did not
already exist at the server.

- The target workstation database is updated according to the
information in the hardware inventory file FNDHWINV, if the file
exists.

- The target configuration database is updated according to the
information in the installation token inventory file FNDTKINV, if the
file exists.

If an inventory program was specified, the program is executed under
the control of the D&CC agent of the Mobile Client, the inventory files are
created and processed as mentioned above.

See 4.4.4, "Defining an Inventory Program” on page 65 for the usage
definition of an inventory program.

. Close of the connection

The close connection request is executed by the server when the default
duration time of 60 minutes is passed. Notice that the default duration is
valid here because the connect command was initiated by the administrator
without specifying a duration time. The connection is closed when the
request is acknowledged by the Mobile Client.
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Part 2. Setting Up a Mobile Client Environment

This part describes the steps required to install the TME 10 Software Distribution
Mobile Client product on the available client platforms and explains how to
connect the Mobile Client in different environments to different servers.

TME 10 Software Distribution Mobile Clients are available on the following client
platforms:

0Ss/2

Windows NT

Windows 3.1

Windows 95

AlX

— Note

We do not cover the Mobile Client for AIX in this part because we think in
most cases the desktop or laptop clients are more likely to run either OS/2 or
Windows.

However, you will find a complete description on how to set up the Mobile
Client feature on the AIX platform in Appendix A, “Installing and Configuring
the Mobile Client for AIX” on page 353.

The environments we show in this part are:
0OS/2 LAN environment with:
- Software Distribution for OS/2 server
- 0OS/2 Mobile Client
- Windows 3.1 Mobile Client
AIX LAN environment with:
- Software Distribution for AIX server
- 0OS/2 Mobile Client
- Windows NT/95 Mobile Client
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Note

In this part we give you some general information about installing and
configuring Mobile Clients in a rather simple LAN environment. If you are
going to set up your clients in an environment involving, for example, modem
connections, you should also refer to Part 4, “Advanced Scenarios Using the
Mobile Client” on page 119.

Normally, you will be more likely to use a Mobile Client remotely or at least
in a WAN/LAN combination. However, the information in this part can still be
applied to these environments.

Sometimes the configuration steps in this chapter can even be used without
any change. For example, when we use the Mobile Client with the IBM 8235
in Chapter 10, “Using the Mobile Client with IBM 8235 LAN Dialer” on

page 165 the client does not realize that this is not a "real” TCP/IP LAN
environment. Instead, the remote connection is completely transparent to the
Mobile Client.
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Chapter 4. Mobile Clients in an OS/2 LAN Environment

Mobile Clients can be installed using various configurations. One basic
configuration where the Mobile Client can be installed is a stand-alone OS/2
LAN, for example, travelling users who connect their laptops to a LAN using a
docking station to receive software updates. Figure 14 shows the environment
we are setting up in our examples.

Software Distribution for OS/2 Server
(wtr05150)

Server Name: wtr05150
Protocol: - TCPAP
AP Hostname:;: wtr05150

o

Software Distribution for Windows 3.1 Client
(stefanu)

Workstation Name: stefanu: -
Protocol: = TCPR/IP
IP Hostname:  stefanu
Target Address: .. STEFANU

Workstation Name: :mobile}
Protocol: - TCP/IP
IP Hostname: = mobile1
Target Address: 24104198

Software Distribution for OS/2 Mobile Client

(mobile1) 4852485402

Figure 14. OS/2 LAN with OS/2 and Windows 3.1 Mobile Clients

4.1 Overview

The purpose of this chapter is to give guidelines on the setup of an OS/2 LAN
with Mobile Clients connected to it. For the different Mobile Client platforms
used in our environment we guide you through the installation of the client
product, give you information about the configuration of the client and show you
how to set up the Software Distribution for OS/2 server.
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We perform the following steps:

Install and configure the Mobile Client for OS/2
Install and configure the Mobile Client for Windows 3.1

Define both clients to a Software Distribution for OS/2 server

Note

We show how to define the OS/2 client at the server manually and use
auto-registration to define the Windows 3.1 client.

4.2

4.2.1

Installation and Setup of the OS/2 Mobile Client

The following outlines the specific installation steps and customization aspects
related to the OS/2 Mobile Client. The first section gives an overview of the
installation requirements, the second section describes the interactive
installation and the third section the installation using response files.

For a full description of the TME 10 Software Distribution client installation
procedure see Tivoli TME10 Software Distribution Clients Installation and
Configuration, SH19-4337.

Installation Requirements

The list below shows the hardware and software requirements needed for the
TME 10 Software Distribution for OS/2 Mobile Client.

4.2.1.1 Hardware Requirements
+ Minimum of 386 processor

16 MB RAM
25 MB disk space
5 MB disk space needed temporarily for the installation

Token-ring or Ethernet card

4.2.1.2 Software Requirements
- 0S/2 2.11 or OS/2 Warp 3.0 or later

Multiprotocol Transport Services (MPTS) 1.0 or later (LAPS level WR08000)
for the NetBIOS communication protocol support

IBM TCP/IP for OS/2 2.0 with CSD UN64092 or later installed for the TCP/IP
communication protocol support

Novell NetWare Requester 2.10 or later for the IPX/SPX communication
protocol support

Communication Server, or Communication Manager (CM/2) 1.11 or later for
the APPC communication protocol support
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4.2.2

Interactive Installation of the OS/2 Mobile Client
In our example we are installing the OS/2 Mobile Client on mobilel, which is
connected to the Software Distribution for OS/2 server wtr05150 using the TCP/IP
protocol. The TCP/IP communication including the TCP/IP name resolution is
already configured in our environment and therefore not further mentioned in
this section.

We use the following hardware and software components on mobilel:

To install the OS/2 Mobile Client interactively from CD-ROM follow these steps:
1.
2
3
4.
5. In the Install window select Update CONFIG.SYS and choose the OK push

IBM Value Point PC Model P60/D, equipped with:
- Intel Pentium Processor

- 32 MB RAM

- 405 MB Hard Disk

- IBM 16/4 Token-Ring Adapter

IBM OS/2 Warp Version 3.0

MPTS Version 2.0

IBM TCP/IP for OS/2 Version 3.0

Insert the CD-ROM.

. Change to the directory SD40S2IMAGES.

. Type install.

Select Continue in the Instructions window.

button.

In the Install - directories window you can select several components for the

installation. To install the OS/2 Mobile Client select the component
Distribution Mobile Client (with GUI)  as shown in Figure 15 on page 46.

Also you can select the component Hw/Sw Discovery Tool if you want to use

the NetFinity scanners supplied with TME 10 Software Distribution for the
hardware and software inventory function.

Selecting the component Hw/Sw Discovery Tool installs the NetFinity
scanners in the BIN product directory.

— Note

The NetFinity scanners are used for hardware and software inventory
checking when the statement INVENTORY PROGRAM: FNDINV is added
to the NVDM.CFG of the client.

page 175. Also see 4.4.4, “Defining an Inventory Program” on page 65.

We install the Hw/Sw Discovery tool in our example and show the usage
of the tool with the Mobile Client in 10.5.2, “Creating an Inventory File” on
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Figure 15. Software Distribution for OS/2 Install - Directories Window

10.

— Version Information

With the initial Version 3.1.3 the only component that can be selected with
the installation of the OS/2 Mobile Client is the Hw/Sw Discovery tool.
There is no online documentation available for the Mobile Client.
Selecting the component Distribution Client Documentation  will lead to
the message EPFIQ184: Installation of the 'Distribution Client
Documentation’ component requires that the 'Distribution Client’
component also be installed.

The graphical user interface for the Mobile Client and the Software
Preparation GUI are installed automatically with the Mobile Client.

However, with CSD XR21052 installed you will be able to select other
components, such as online information when installing the Mobile Client.
The selection window for the components to be installed will look slightly
different from that shown above.

Please check with your IBM representative to determine the version you
are running.

. The default directory where the components are installed is C:SOFTDIST.

You can change the name of the drive and the directory simply by overtyping
the values in the field Installation directory or change the drive name by
selecting the Disk space... push button.

To check the available disk space click on Disk space... . Optionally select a
different drive and set the Change directories to selected drive. Click on OK
to accept the values.

Select Install in the Install - directories window to start the installation. A
progress indicator shows the ongoing progress of the installation and the
files being copied during the installation.

During the installation the Distribution Configuration notebook is displayed as
shown in Figure 16 on page 47.
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General

General Parameters

Figure 16. Software Distribution for OS/2 Client Distribution Configuration Notebook General Page

11.

The System name is the workstation name of the Mobile Client and the name
under which the client is known at the Software Distribution for OS/2 server.
The name you specify here is case sensitive and can be the same as the
TCP/IP hostname or NetBIOS name, but this is not required. In our example
we choose the system name to be the same as the TCP/IP hostname and set
it to mobilel.

— Note

The Protocols fields cannot be selected because the protocol used for the
client depends on the protocol used for the communication with the
server, which are defined in the next step.

Go to the Distribution Configuration window by selecting the next page of the
notebook or the Distribution tab.

In the Distribution Configuration window specify the workstation name of the
Software Distribution for OS/2 server in the field System name and the
protocol used for the communication between client and server in the field
Network Driver as shown in Figure 17 on page 48. In our example the
server name is wtr05150 and the communication protocol used is TCP/IP.

For the TCP/IP protocol the Network Address must be the TCP/IP hostname
of the Software Distribution for OS/2 server, which is wtr05150 in our
example.

Close the notebook by selecting the close button in the upper left corner of
the window.
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stribution

Figure 17. Software Distribution for OS/2 Client Distribution Configuration Notebook Distribution Page

48

12.
13.

14.

15.

16.

Note

We show how to use the asynchronous support available in TME 10
Software Distribution in Chapter 11, “Using the Asynchronous Protocol
Support for Mobile Clients” on page 181. You should notice that at the
moment you cannot specify to use asynchronous communications for a
client using the configuration notebook shown above. Instead you will
have to edit the NVDM.CFG file.

Select Yes to save the changes in the notebook and continue the installation.

A pop-up message will show that the new configuration will not be used until
the product is restarted. Select OK here.

When the installation is finished a pop-up message will inform you that a
reboot of your system is required to activate changes in the CONFIG.SYS file.
Select OK to end the installation process.

Select Exit to leave the installation window and reboot the system so that
changes made in the CONFIG.SYS can be activated.

After the installation an icon appears on the OS/2 desktop for the TME 10
Software Distribution for OS/2 folder.

The folder contains the icons for stopping and starting the product, the icons
for the Software Preparation GUI and the graphical user interface as shown
in Figure 18 on page 49.
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Stant TME 10 Distribution  Stop TME 10 Distribution TME 10 Distribution Mobile Client TME 10 50 Client (3.1.3)

Mohile Client Mobile Client Configuration =Wy Preparation
-~ {
guu% ;
| TME 10 SD Client(3.1.3) TME 10 Software Distribution TME 10 Distribution Mobile Client
; Message Log Installation Utility

Figure 18. TME 10 Software Distribution for OS/2 Folder

The OS/2 Mobile Client is now ready for use. The Software Distribution agent
program FNDCMPS will start automatically at system startup, because the entry
Start TME 10 Distribution Mobile Client is placed in the OS/2 Startup folder
during the installation.

You can see a task with the name TME 10 Software Distribution for OS/2 Agent
in your OS/2 task list. Click on the task window to see messages indicating a
successful start of the agent as shown in Figure 19.

Task fndomps has pid 85.

Hefreshing memory for 1 targets,

Refreshing memory for 8 catalog entries.

Database PBocess Services initialized successfully.

DRCC Agent has started,

D&CC Rgent executing disconnected reguests.

DECC Agent walting for incoming connection from the server,

Figure 19. OS/2 Mobile Client Startup Message
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4.2.3 Response File Driven Installation the OS/2 Mobile Client

The following describes how to install the OS/2 Mobile Client using a response
file.

You can use a response file to install the Mobile Client in batch mode, that is
without any user interaction required. This is especially useful when you intend
to install many clients.

To install the product in batch mode you must create a response file to supply
the user responses you would normally give in interactive mode.

In the directory SD40S2IMAGES there is a sample response file SDISTCLT.RSP
that you can modify for your environment.

The following response file is used to perform the installation described above in
batch mode:
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;3 DESCRIPTION: TME 10 Software Distribution (3.1.3) for 0S/2 Client ;;
HH sample configuration .

..........................................................................

; Target path
FILE = C:\SOFTDIST

; Work area
; It is the path for the data directory
WORK = C:\SOFTDIST\WORK

; Software Distribution components to install
COMP = Distribution Mobile Client (with GUI)
COMP = Hw/Sw Discovery Tool

; COMP = Preparation Site Client

3 COMP = Distribution Client GUI

3 COMP = Distribution Client Documentation

; COMP = Distribution Mobile Client (with GUI)
; COMP = Hw/Sw Discovery Tool

DELETEBACKUP = No

SAVEBACKUP = Yes

CFGUPDATE = Auto

OVERWRITE = Yes

; Software Distribution System Name. This identify the system in the network
; mandatory
SystemName = mobilel

; Network drivers and Network addresses

; You may specify five types of Driver keywords. The value used is 1 or 0.
; Parml keyword is required for NETBIOS Driver.

; mandatory

Driver.TCPIP =1

5 Driver.NETBIOS =1

; Parml.NETBIOS = $(Parml NetBios)

5 Driver.IPX =1

3 Distribution directories

BackupArea = C:\SOFTDIST\BACKUP
ServiceArea = C:\SOFTDIST\SERVICE
Repository = C:\SOFTDIST\REPOS
WorkArea = C:\SOFTDIST\WORK

; Software Distribution Server Connection

; Distribution Server's System Name
ServerName = wtr05150

Figure 20. Response File to Install OS/2 Client (Part 1)
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; Network driver (TCP/IP for TCP/IP, NB for NETBIOS, TLI for IPX)
ServerDriver = TCP/IP

; Distribution Server's address (hostname for TCP/IP, NETBIOS/IPX address
; for NETBIOS/IPX)
ServerAddress = wtr05150

; Distribution Client' s hostname.
TCP.Hostname = mobilel

; Distribution Client's Target address. Warning: this field should be
; max 8 characters in length.
TargetAddress = 24104198

Figure 21. Response File to Install OS/2 Client (Part 2)

You can use the above response file in combination with the INSTALL command
also located in SD40S2IMAGES.

The command to install the client in batch mode using the above response file
is:

INSTALL /A:T /L1:C:\MESSAGE.LOG /X
/L3:C:\ERROR.LOG /X /R:C:\0S2CLT.RSP

/A:1 - Action = Install
/L1 - Destination for message output
/L3 - Destination for error output
/X - Run in batch mode
/R - Response file

Note

The above example assumes that the customized response file is stored in
OS2CLT.RSP.

After a successful installation the message file MESSAGE.LOG should look
similar to the following:

1996-11-05 19:01:52.41 The requested components of
Tivoli TME 10 Software Distribution (3.1.3) for 0S/2
are successfully installed. Elapsed time was 00:03:40.
Your CONFIG.SYS file has been modified.

You must reboot your system to activate the changes.

4.3 Installation and Setup of the Windows 3.1 Mobile Client

This section describes the steps that need to be performed to install the Mobile
Client on a Windows 3.1 workstation using the TCP/IP protocol. Before
describing the installation we list the hardware and software requirements for
Windows 3.1 and explain how to retrieve and install the Win32s support.

For a full description of the TME 10 Software Distribution client installation

procedure see Tivoli TME10 Software Distribution Clients Installation and
Configuration, SH19-4337.
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4.3.1 Installation Requirements

The following is a list of the hardware and software requirements for the TME 10
Software Distribution for Windows 3.1 Mobile Client.

4.3.1.1 Hardware Requirements
+ Minimum of 386 processor. (A 486 processor is recommended when
installing the GUI).

At least 12 MB RAM without the graphical user interface, 16 MB RAM with
the graphical user interface.

6 MB disk space for the Mobile Client (including the base code).
10 MB disk space for the graphical user interface.

4 MB disk space for the online documentation.

4 MB disk space for Hw/Sw Discovery tool.

Token-ring or Ethernet card.

4.3.1.2 Software Requirements:
+ MS-DOS Version 6.2 or IBM DOS Version 6.3 or PC-DOS Version 7.0

A Winsock compliant TCP/IP Protocol Stack for TCP/IP communication

LAN Protocol Support Program 1.36 for the NetBIOS communication protocol
support

Novell Netware Requester for DOS for the IPX/SPX communication protocol
support

Microsoft Windows 32 Bit support (Win32s support)

4.3.2 Installation of the Win32s Support

The following gives you the information needed to retrieve and install the Win32s
support, which is required to be installed before the installation of the TME 10
Software Distribution for Windows 3.1 Mobile Client.

— Note

The Win32s support is required to run a 32-bit application on a Windows 3.1
system. The TME 10 Software Distribution for Windows 3.1 Version 3.1.3 is a
32-bit application and therefore has the Win32s support as an installation
requirement.

The Win32s support can be retrieved without a fee from the Internet. Figure 22
on page 54 shows an example how to search for the right Web page to
download Win32s support using the Lycos search tool. Lycos is available under
the Web address http://www.lycos.com.
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Figure 22. Using WebExplorer to Search for Win32s Support

1. Select a search tool from your Web browser and specify win32s download as
the search criteria, for example use Lycos as shown in Figure 22.

2. From the search results select the document that says Download Win32s. In
our example in Figure 22 this is the first document found. Position the
mouse on download it from ftp server and press Enter to start the download.

3. A message window will pop up as shown in Figure 23 asking you whether
you want to copy the file for the Win32s support to your local disk. Select OK
to copy the file.

Figure 23. WebExplorer for Win32s Support - Message Window

4. A window will appear as shown in Figure 24 on page 55, in which you
specify the drive and directory name for storing the file. Specify a directory
name of your choice and select OK.
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4.3.3

Figure 24. WebExplorer for Win32s Support - Store File Window

5. When the download is finished exit the Web browser and copy the file onto
your Windows 3.1 system.

6. At your Windows workstation execute the downloaded file named
PW1118.EXE. The file is a self extracting DOS program and will create the
files needed for the installation of the Win32s support.

7. From the Windows Program Manager menu select the options File and Run
from the pull-down menu.

8. Specify directorysetup in the Run window, where directory is the directory
where you extracted the PW1118.EXE.

9. The Win32s support is installed and a folder named Win32 Application is
added in the Program Manager menu containing a sample 32-bit application.

— Note

In the above example we use IBM WebExplorer to download the file but you
can use any other web browser.

Installation of the Windows 3.1 Mobile Client

In this part we show how to install the TME 10 Software Distribution for Windows
3.1 Mobile Client, which we connect to a Software Distribution for OS/2 server
using the TCP/IP protocol. The setup of the TCP/IP communication was already
completed and is therefore not included in this section.
We use the following hardware and software components:

IBM ThinkPad Model 755C, equipped with:

- 32 MB RAM

- 800 MB hard disk
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— Docking Station IBM Dock Il with an IBM 16/4 Token-ring Adapter
IBM PC DOS Version 6.3

IBM TCP/IP for DOS Version 2.11

Windows 3.1

Windows 32-bit support (Win32s)

Note

In order to use IBM TCP/IP for DOS you must not use a PC DOS version later
than 6.3.

Also, when using IBM TCP/IP for DOS Version 2.11 you must apply CSD

UB10767 which will update the product to level 2.1.1.4 in order to run the
Windows 3.1 client successfully. We experienced that Windows will hang
when the Mobile Client is started without the CSD applied.

Follow these steps to install the Windows 3.1 Mobile Client:

1.
2.

3
4.
5

Check if the statement SHARE.EXE is added in the AUTOEXEC.BAT file.
Insert the CD-ROM.

. Start Windows and select File from the Windows Program Manager menu.

Select Run from the File pull-down menu.

. In the Run window that is displayed enter driveSD4W3linstall where drive

is the drive letter for your CD-ROM drive. Select OK to start the installation
program.

The Information Window appears. Read the information provided and select
Continue to continue with the installation.

In the Install window select OK to update the CONFIG.SYS and
AUTOEXEC.BAT files.

. Select the components you want to install in the Install - directories window

as shown in Figure 25 on page 57. For the installation of the Windows 3.1
Mobile Client select the following components:

Distribution Client Mobile for the Mobile Client including the base code
Distribution GUI for the graphical user interface
Distribution Documentation for the online documentation

Hw/Sw Discovery tool

Note

The graphical user interface for the TME 10 Software Distribution for
Windows 3.1 Mobile Client was not yet available at the time this redbook
was written. The selection of the component Distribution GUI will create
the icon for the Software Preparation GUI in the TME 10 Software
Distribution folder on the Windows 3.1 desktop. However, when you try to
start the Software Preparation window you will only get a message that it
is not available yet.

The component Hw/Sw Discovery tool will install the NetFinity scanners for
Windows 3.1 in the BIN product directory. The NetFinity scanners are
supplied with TME 10 Software Distribution and can be used to do hardware
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and software inventory discovery. See 4.4.4, “Defining an Inventory
Program” on page 65 for more information.

In our example we install the Hw/Sw Discovery tool on the Windows 3.1
Mobile Client. We show the usage of the tool with the Mobile Client in 10.5.2,
“Creating an Inventory File” on page 175.

5Set Unattended installation

Diztribution Client

Bytes needed: 5,820,000

Enter the directories where you want to install the components.
These directories will be created if they do not already exist.

Installation directory CASOFTDIST

Figure 25. Software Distribution Client for Windows Install - Directories Window

9. The default directory where the components are installed is C:SOFTDIST.
To change the name of the directory enter a new name in the Installation
directory field.

10. Select the option Disk space... if you want to check if enough disk space is
available on the selected drive. In the Disk space window that appears you
can select a different drive and set the Change directories to selected drive
check box to change the drive for the installation directory. Select OK to
accept the values.

11. Select Install in the Install - directories window to start the transfer of the
product files.

12. The Server Name window is displayed as shown in Figure 26. Enter the
name of your Software Distribution for OS/2 server and select OK to
continue. In our example the server name is wtr05150.

Server Name

Please, enter the Server name to be used

|wtr05150]

[c] IBM Corporation, 1996

Figure 26. Software Distribution Client for Windows Server Name Window
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Note

If you forget to add the SHARE.EXE statement in the AUTOEXEC.BAT file,
the Server Name window will not be displayed. The configuration of the
Windows 3.1 Mobile Client will not be completed and you have to set the
name of your TME 10 Software Distribution server in the NVDM.CFG of
the client. See 4.4.1, “Changing the Communication Protocol and/or
Server Name” on page 61 for more information on defining a server
name.

13. The Installation and Maintenance window will appear and indicate the
successful installation after the transfer of the files is completed. Select OK
to finish the installation.

14. Select Exit to leave the Installation window and restart the Windows
workstation to activate changes made in the CONFIG.SYS and
AUTOEXEC.BAT.

Note

The installation adds some environment variables to the AUTOEXEC.BAT
file for the Windows 3.1 Mobile Client. Make sure that these variables
appear before the last executable, for example WIN, in the file. If the
variables appear after the last executable they will not be set during the
reboot.

15. The installation adds a folder named TME 10 Software Distribution in your
Windows Program Manager menu as shown in Figure 27.

s}

Dizhbubion Disliulan Mobile Client  TH E_1 0so

Bgent Command Line DB rezet
—A=h e
/ E: =
A AR heh! bt echs - J
THETQSD Up and “window s Commands
Clizt 5wF Rurking |rztallation soenano: Referance

Freparation

Merzage Readme Tradernark s
Reference

Figure 27. TME 10 Software Distribution Folder on Windows 3.1

16. The Software Distribution agent program fndcmps for the Windows Mobile
Client is automatically started with the start of Windows because of the
statement run=FNDCMPS.EXE that was added to the C:WINDOWSWIN.INI
file during the installation.
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— Note

We experienced some problems with the initialization of the database on the
Windows 3.1 Mobile Client after the installation. The database access
services could not be initialized during the start of fndcmps as the following
messages in the fndlog indicate:

FNDC00221: Initializing trace and logging.

FNDCO015I: Task fndcmps has pid 5327.

FNDDBOO5I: Refreshing memory for 0 targets.

FNDDBOO6I: Refreshing memory for 0 catalog entries.

FNDDB0O71: Database Access Services initialized successfully.

FNDDBO35E: Cannot initialize Database Access Services; routing table
missing or unreadable.

FNDCO016I: Task fndcmps has returned with return code 0.

FNDCO1491: The last product task is exiting.

To prevent this from happening select the Mobile Client DB reset icon from
the TME 10 Software Distribution folder to re-initialize the database. After
restarting Windows, the agent program fndcmps should start successfully.

4.3.4 Verifying the Installation of the Windows 3.1 Mobile Client

This section gives you some information on how you can verify if the installation
and configuration of the Windows 3.1 Mobile Client was performed successfully.

To check if the Mobile Client can connect to the server, select the icon
Distribution Command Line from the TME10 Software Distribution folder, which
starts the command line interface of the Windows 3.1 Mobile Client. The TME 10
Software Distribution Command Line window is displayed with the command
prompt nvdm>. Enter the following command to open a connection to the server:

svr
If the configuration of the server was successful you receive the message

Connected to server wtr05150 as shown in Figure 28 on page 60, where wtr05150
is the name of our TME 10 Software Distribution server.
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nydm> svr

Target:
Description:
Customer name:
Contact name:

Manager:

Mode :
Server name:

Type:

Target address:
Domain address:
LAH address:

CH windouw:

Hetwork:
Logging level:
Tracing state:

Shared tokens:
Hardware parms:

nudn? ]

Mailing address:
Target access key:

Operating system:

Connection window:

Installation parms:

Discovered inventory:

TME 10 Software Distribution Command Line

Connected to server wtraS15i.
nuedm> 1lstg stefanu -1

stefanu
AUTOD REGISTERED

Telephaone numbetr:

(none)

Push

wtr 5150
MOBILE CLIEHT
WIHDOWS
STEFAHU
WTRB5%158

12:00:80AH - 11:59 :59PH
12:00:80AH - 11:59:59PH
TCP =tefanu

Hormal

0Ff

{none)

{none)

{none?

{none)

Figure 28. TME 10 Software Distribution Command Line Window

The configuration of the Windows 3.1 Mobile Client at the server was done using
automatic client registration. See 4.5.2, “Using Automatic Client Registration” on
page 70 for more information. Enter the following command to list the target
definition of the Mobile Client at the Software Distribution for OS/2 server:

1stg stefanu -1

The name of the target in our example is stefanu. An example of the result of
the command is shown in Figure 28.

4.4 Changing the Configuration of the Mobile Client

60

TME 10 Software Distribution -

Normally no changes have to be made to the Mobile Client after the installation
But there are some situations where you need to make changes to the clients
configuration:

When you want to change the protocol used for communicating with the
server

When you rename your server.
When you rename your client you have to change the workstation name.

When you want change the target address after the installation.
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When you want to define a program being invoked for inventory discovery
function.

When you want to increase the size of the log file.
When you want to increase the size of the trace files.
When you want define a permanently disconnected client.

This section explains how you change the configuration of the Mobile Client. As
an example we show you how to make the changes using an OS/2 Mobile Client.

— Note

On some systems where the NetBIOS protocol is used you might have to set
the PROTOCOL keyword in the NVDM.CFG to reflect the correct NetBIOS
name. The default used for the NetBIOS name and the target address during
the installation is the NetBIOS adapter address, but the adapter address is
not always identified correctly. Therefore, check the entries in the
NVDM.CFG and change them accordingly as shown in 4.4.1, “Changing the
Communication Protocol and/or Server Name” and 4.4.3, “Changing the
Target Address” on page 64.

4.4.1 Changing the Communication Protocol and/or Server Name

If you want to change the protocol being used for the communication to the
server or choose a different server name, you can do this by:

1. Selecting the icon TME 10 Distribution Mobile Client Configuration from the
TME 10 Software Distribution for OS/2 folder located on your client desktop
after the installation (see Figure 18 on page 49). This will bring up the
distribution configuration notebook as shown in Figure 16 on page 47.

Select the second page of the notebook and enter the new values for the
server and/or protocol as shown in Figure 17 on page 48.

2. Editing the NVDM.CFG located in the product directory. The default directory
name is C:SOFTDIST.

Figure 29 on page 62 shows the contents of the NVDM.CFG file. In our
example the protocol used is TCP/IP so the PROTOCOL keyword is set to
PROTOCOL: TCP mobilel 729 50. The second keyword value is the TCP/IP
hostname of the Mobile Client, the value 729 is the IP port being used by the
product and 50 is the maximum number of connections.

— Note

The IP port number 729 is added in the ETCSERVICES file on the client
workstation during the installation.

In case of using IBM TCP/IP for DOS this is the file
C.TCPDOSETCSERVICES.

The SERVER keyword is set to wtr05150 TCP wtr05150, where the first value
is the workstation name of the server, the second keyword indicates that the
TCP/IP protocol is used and the third keyword is the TCP/IP hostname of the
server.
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Figure

WORKSTATION NAME:

: SERVER:

:PROTOCOL :
‘REPOSITORY:

‘WORK AREA:

:BACKUP ARLA:
/SERVICE AREA:

: CONF IGURATION:
/MESSAGE LOG LEVEL:
:LOG FILE SIZE:

:AP1 TRACE FILE SIZE:
:TRACE FILE SI1ZE:
‘MAX USER INTERFACES:
‘MAX ATTEMPTS:

: TARGET MODE:
:MACHINE TYPE:
:TARGET ADDRESS:

mobilel
wtr05150 TCP wtr05150
TCP mobilel 729 50

D: \SOFTDISTAREPOS

D: \SOFTDISTAWORK

D: \SOFTDISTABACKUP

D: \SOFTDISTASERVICE
CLIENT

D

64000
64000
64000

20

5

PUSH
0512
24104198

The following list gives an example for each communication protocol and shows

29. OS/2 Mobile Client NVDM.CFG for the Connection to the Software Distribution for OS/2 Server

the according values for the PROTOCOL and SERVER keywords.

Example for the NetBIOS protocol:
SERVER: wtr05150 NBI nbwtr05150
PROTOCOL: NBI 5A48674D 0 20

For the SERVER keyword specify the workstation name of the server, NBI to
indicate NETBIOS protocol is being used and the NetBIOS name of the
server. For the PROTOCOL keyword specify NBI and the NetBIOS name of
the Mobile Client, the adapter number (default is 0) and the maximum
number of connections (default is 20).

Example for the TCP/IP protocol:
SERVER: wtr05150 TCP wtr05150
PROTOCOL: TCP mobilel 729 50

For the SERVER keyword specify the workstation name of the server, TCP to
indicate TCP/IP protocol is being used and the IP hostname of the server.
For the PROTOCOL keyword specify TCP and the IP hostname of the Mobile
Client, the port number (default is 729) and the maximum number of
connections (default is 50).

Example for the IPX/SPX protocol:
SERVER: wtr05150 IPX 0000000240004XC5B9B3869F
PROTOCOL: IPX 4000ADC5A3BC

For the SERVER keyword specify the workstation name of the server, IPX to
indicate IPX/SPX protocol is being used and the IPX address of the server.
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For the PROTOCOL keyword specify IPX and the IPX address of the Mobile
Client.

Example for the asynchronous protocol:
SERVER: rs600012 ASY 3013456
PROTOCOL: ASY 3013395

For the SERVER keyword specify the workstation name of the server, ASY to
indicate asynchronous protocol is being used and the telephone number of
the server. For the PROTOCOL keyword specify ASY and the telephone
number of the Mobile Client.

— Note

We show an example of how to configure asynchronous support in
Chapter 11, “Using the Asynchronous Protocol Support for Mobile
Clients” on page 181.

Example for the SNA protocol:
SERVER: wtr05150 SNA ITIBMOPC.LT0539A0.MLU62A
PROTOCOL: SNA LT0541A0

For the SERVER keyword specify the workstation name of the server, SNA to
indicate SNA protocol is being used and the SNA address of the server. The
SNA address is specified as NETWORKID.LUNAME.LUMODE. For the
PROTOCOL keyword specify SNA and the local LU alias of the client as
defined in the communication manager of the OS/2 Mobile Client.

— Experiencing Problems

If you have established a connection to the server before you changed
the server name you will experience problems after changing the server
name. You probably receive the following message:

FNDCLD29E: Failed to connect to server wtr05150
Where wtr05150 is the server name before it was changed.

To resolve this problem delete all the files in the directory
C:SOFTDISTUICFG. The product adds the last contacted server name

in files for the command line interface and graphical user interface. The
files have the user ID that was used as the first extension and either .cli
or .gui as the second extension, respectively for the command line
interface or graphical user interface.

After deleting these files you should be able to successfully connect to
the new server.

4.4.2 Changing the Clients Workstation Name
There are two ways to change the workstation name of the Mobile Client:
1. You can use the graphical user interface by selecting the icon TME 10
Distribution Mobile Client Configuration from the TME 10 Software

Distribution for OS/2 folder (see Figure 18 on page 49). This will bring up
the distribution configuration notebook as shown in Figure 16 on page 47.

Change the clients workstation name by typing in a new name in the field
System name. Close the notebook and restart your Mobile Client by clicking
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on the icons Stop TME 10 Distribution Mobile Client  and Start TME 10
Distribution Mobile Client in the TME 10 Software Distribution for OS/2 folder.

2. You can edit the clients configuration file NVDM.CFG located in the product
directory. The default directory name is C:SOFTDIST.

Figure 29 on page 62 shows the contents of the OS/2 Mobile Client
NVDM.CFG file. Change the value of the keyword WORKSTATION NAME to
your new workstation name and restart the Mobile Client as mentioned
earlier or by issuing the commands:

nvdm stop
nvdm start

Note

If you change the client workstation name you must delete the target
definition previously made at the server and define a new target for the client
as explained in section 4.5.1, “Defining a Target Using the Graphical User
Interface or the Command Line Interface” on page 67 and 4.5.2, “Using
Automatic Client Registration” on page 70.

You can delete the old target definition using the graphical user interface or
by typing in the command:

nvdm deltg mobilel

Where mobilel is the workstation name of the client before it was changed.
Enter y at the prompt Delete target mobilel [y/n]?.

—— Experiencing Problems

If you experience some problems after changing the workstation name of the
client, try to delete all the files in the directory C:SOFTDISTUICFG. You
probably receive the following message:

FNDDBO81E: Failed to add target mobilel because the maximum number
of targets,l, has already been defined.

Where mobilel is the workstation name before it was changed.

The message is misleading, but you should be able to successfully restart
the client after the deletion of the files.

4.4.3 Changing the Target Address
The target address is a unique address or name to identify a client at the server
and is used to define the client at any other server in connected domains,
including the focal point. The target address in the NVDM.CFG is set
automatically during the installation. When TCP/IP is used as the
communication protocol this address is set to the IP address (leaving out the
periods) as shown in Figure 29 on page 62. Sometimes you might want to set it
to be the same value as the workstation name.

To change the target address edit the NVDM.CFG located in the product
directory and change the value of the keyword TARGET ADDRESS to a value of
your choice.
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— Note

After changing the target address of the client you must update the target
definition of the client at the server to reflect the new target address.

You can do this by using the graphical user interface or by typing the
command:

nvdm updtg workstationname -s targetaddress

Where workstationname is the name under which your client is known at the
server and targetaddress is the new target address.

4.4.4 Defining an Inventory Program

An inventory program is used to scan information about the hardware and
software installed at a client workstation. The information discovered by the
program has to be placed into the TME 10 Software Distribution inventory files in
the product directory of the client using a special format. These files are:

FNDSWINV

For software inventory information
FNDHWINV

For hardware inventory information
FNDTKINV

For installation tokens

During the inventory discovery process of TME 10 Software Distribution the data
in those files is read and stored in the client workstation database at the server.
The inventory discovery process is initiated from the Targets window of the
graphical user interface at the server or client or through the command line
interface. From the command line interface issue the command:

nvdm inv -w targetname

The information stored can be used to do hardware or software pre-requisite
checking during change management processes, which we show in 10.5.2,
“Creating an Inventory File” on page 175.

You can write your own inventory program or use the program FNDINV supplied
in the BIN product directory with the Software Distribution for OS/2 Mobile
Client product.

To invoke the fndinv program when the nvdm inv command is issued specify the
statement: INVENTORY PROGRAM: FNDINV in the NVDM.CFG located in the
clients product directory; normally this is C:SOFTDIST.

If you selected the component Hw/Sw Discovery Tool during the installation of

the Mobile Client as shown in 4.2.2, “Interactive Installation of the OS/2 Mobile
Client” on page 45, the program FNDINV invokes the NetFinity scanners for the
hardware and software inventory and creates the files FNDSWINV, FNDHWINV

and FNDTKINV.

Chapter 4. Mobile Clients in an OS/2 LAN Environment 65



Hint

To discover previously installed software with the inventory discovery the
NetFinity software dictionary file DEFAULT.SID has to be customized and
placed in the clients BIN product directory. The files FNDSWINV and
FNDTKINV are created and contain information about software and
installation tokens depending on the information defined in DEFAULT.SID. To
customize the software dictionary used by the NetFinity Manager, refer to
LAN Management Processes Using NetFinity, SG24-4517 for more information.

If the file DEFAULT.SID is not available at the client, the following message is
displayed during the inventory discovery process: SYS0002 the system cannot
find the file specified. The hardware discovery will still run successfully
and create the file FNDHWINV.

If no inventory program is specified, which is the default, or when the Hw/Sw
Discovery Tool is not installed, the only file being processed when invoking the
nvdm inv command is FNDSWINV, which is created during the installation
containing a single entry for the TME 10 Software Distribution client product.

4.4.5 Changing the Size of the Log File

If you need to change the size of the client message log file you can do this by
editing the NVDM.CFG located in the client product directory. The keyword LOG
FILE SIZE specifies the size of the message log file in bytes. The message log
file is named FNDLOG and is located in the clients product directory.

When the message log is full, it is automatically backed up in a file called
FNDLOG.BAK. So there is no real need to change the size unless you want to
avoid repeated backups when a lot of entries are written to the log file. This
depends on the activities going on between the client and the server and on the
message log level specified in the keyword MESSAGE LOG LEVEL. Selecting D
for Diagnostic increases the amount of messages written to the log. Remember
that a larger value for the log file requires more disk space.

4.4.6 Changing the Size of the Trace File
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The size of the clients trace file can be changed by editing the clients
configuration file NVDM.CFG located in the clients product directory.

There are two types of traces available for the Mobile Client:
Application trace between client and server (APl TRACE)

The application trace controls the on-going activities between the server and
the client. This might be useful in some cases where the information in the
message log does not seem to be sufficient.

The keyword API TRACE FILE SIZE specifies the size of the application trace
files in bytes. There are two trace files allocated in the clients product
directory when the application trace is running, named fndapil and fndapi2.

The application trace is initiated in the graphical user interface by selecting
the option Selected in the Software Distribution for OS/2 Targets window for
the target that is traced and choosing Trace from the pull-down menu. Either
the choice On or Off can be selected. To initiate the trace from the
command line interface enter the following command at the client that you
want to trace:
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nvdm tron

To stop the trace enter the following command:
nvdm troff

Internal trace

The keyword TRACE FILE SIZE specifies the size of the internal trace files in
bytes. There are two trace files allocated in the clients product directory
when tracing is initiated, named fndtrcl and fndtrc2.

Internal tracing is only required for diagnosis when serious problems occur
and have to be reported to an IBM representative. It is initiated by
specifying the statement SET FNDITRC=0 or SET FNDITRC=1 in the
CONFIG.SYS. The value 0 sets the deepest trace level available.

4.5 Setting Up the Software Distribution for OS/2 Server

Every workstation in the network has to be defined as a target at the Software
Distribution for OS/2 server. In this section we explain the different methods that
can be used to define targets at the Software Distribution for OS/2 server. The
Target can either be defined by an administrator using the graphical user
interface or the command line interface as shown in 4.5.1, “Defining a Target
Using the Graphical User Interface or the Command Line Interface” or by using
the function automatic client registration as shown in 4.5.2, “Using Automatic
Client Registration” on page 70.

— Note

In our example the Software Distribution for OS/2 server has already been
installed an configured on machine wtr05150. If you need guidance on how to
do that in your environment, refer to Tivoli TME 10 Software Distribution
(3.1.3) for 0S/2, SH19-4334.

4.5.1 Defining a Target Using the Graphical User Interface or the Command

Line Interface

This section explains how to define the Mobile Client as a target at the Software
Distribution for OS/2 server using the graphical user interface and gives an
example of the same operation using the command line interface. In our
example we show how to define the OS/2 Mobile Client installed in section 4.2.2,
“Interactive Installation of the OS/2 Mobile Client” on page 45.

To define a Mobile Client as a target at your server select the option Target in
the Software Distribution for OS/2 Targets window and from the pull-down menu
select New target... as shown in Figure 30 on page 68.
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Software Distribution for 052 Targets (root at wtr@b150)
IEIGEE Selected  View  Windows Help
Hew target...

3 Type 0S Description
/ ..... 7

s Ui g 00 g i il
rs600012 Server (push) AlX SD for AlX server
wtr05150 this {push) 0542 INITIAL TARGET C

Figure 30. Software Distribution for OS/2 Targets Window
The New Target window as shown in Figure 31 on page 69 is presented.

In the Name field type in the workstation name for the Mobile Client under which
it is known at the server. In our example the workstation name is mobilel.

Note

The name specified here must match the value of the keyword
WORKSTATION NAME in the NVDM.CFG of the Mobile Client as shown in
Figure 29 on page 62.

An optional description for the client can be specified in the field Description.
The option Change management defines the target mode. The following values
can be selected:

Push

Push mode allows that change management is initiated from the server, the
client itself or any other target.

Pull

Pull mode only allows change management initiated from the client itself.
Manager

Manager mode is selected when defining another server as a target.
Focal

Focal mode is selected when the target to be defined is a server that acts as
a focal point for this server.

In our example we are defining a client that allows change management from
the server and other targets, so the selected value is set to Push.
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Figure 31. New Target Window

The Target address is a unique address for the target at the server and is used
to identify the target at any other server in connected domains, including the
focal point. You can set it to be the same as the TCP/IP hostname. In our
example the target is set to the TCP/IP hostname, which is mobilel.

— Note

The target address field only allows capital letters. The value must match
the value of the keyword TARGET ADDRESS in the NVDM.CFG of the Mobile
Client as shown in Figure 29 on page 62.

If you choose a different name for the target address than the actual TCP/IP
hostname, then you have to select the push button Protocol Type... which will
open the Protocol Type window. In this window select TCP for the protocol
and specify the hostname in the field Host name.

Set the Target type to Mobile for the Mobile Client. The target type is the only
keyword which distinguishes the Mobile Client from a normal client at the server.
This value is set to Client when defining a normal client or a fully disconnected
client. We explain the usage of a fully disconnected client in Chapter 8, “Using
a Fully Disconnected Client” on page 121.
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Note

The corresponding keyword for the target type in the clients configuration file
NVDM.CFG is the keyword CONFIGURATION. Notice that this keyword is
always set to Client for the Mobile Client.

For the Target OS select the operating system type of your Mobile Client. In our
example we set this value to OS/2.

No other fields have to be specified for the definition of the Mobile Client. The
field Server name and Domain address are automatically set to the name of the
server where you are defining the target, as soon as you select the target type to
be mobile or client. In our example these fields are automatically set to
wtr05150.

—— Command Line Example
To define the above client using the command line interface enter the

command nvdm addtg with the following parameters and values:

nvdm addtg mobilel -d "Software Distribution for 0S/2 Mobile Client” -m
push -b mobile -s mobilel -y 0S/2 -tp tcp:mobilel

The first parameter is the name of the new target.

-d is the optional description (put text in quotes " ").

-m is the target mode.

-m is the target mode.

-b is the target type.

-s is the target address (or shortname).

-y is the target OS (operating system).

-tp is the protocol type, with the value for TCP/IP protocol and the IP
hostname.

4.5.2 Using Automatic Client Registration
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You can allow new targets to be automatically defined at the server when they
connect the server for the first time. This process is also called
auto-registration.

To use auto-registration at your server you must add the statement AUTOMATIC
TARGET REGISTRATION: YES in the NVDM.CFG of the server. In the clients
configuration file you must specify the keywords TARGET ADDRESS and TARGET
MODE as shown in Figure 29 on page 62.

During the first start of the Mobile Client the client registers itself at the server.

During the registry a target entry is automatically created at the server with the
information provided in the clients NVDM.CFG file. Figure 32 on page 71 shows
the Target Details window of an auto registered target. Note that the description
field is always set to AUTO REGISTERED.
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Figure 32. New Target Window

Table 2 shows how the keywords in the NVDM.CFG of the client map to the
target definition at the server.

Table 2. Mapping of NVDM.CFG Keywords into Auto-Registered Client Definition

Client configuration keyword

Target keyword at server

Explanation

WORKSTATION NAME

Name

Workstation name of the client

PROTOCOL

Protocol type keywords, for
example TCP and host name

Communication protocol used

CONFIGURATION

Target type

Type of target

MESSAGE LOG LEVEL

Log level selection

The level used for message
log

TARGET MODE

Change management (Push,
Pull, Manager or Focal)

The mode in which client
operates

MACHINE TYPE

Target OS

The type of operating system
of the client

TARGET ADDRESS

Target address

The unique target address for
the client
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Chapter 5. Mobile Clients in an AlIX LAN Environment

This chapter describes the setup of an AIX LAN with OS/2 and Windows NT/95
Mobile Clients connected to a Software Distribution for AIX server, as shown in
Figure 33.

Software Distribution for AlX Server
{rs600012)

éewef :Name:‘:‘ r3600612
Protocol: ©°*° TCPAP
P Hosthame:" rs600012

Software Distribution for Windows NT Mobile Client
(foxtrot)

7

Workstation Name: foxtrot
Protocol ~ TCP/IP
IP Hostname: . foxtrot .
Target Address: =~ FOXTROT

Workstation Name: wtr05118
Protocol: & TCP/IP:

IP Hostname: = wir05118 .
Target Addregs:  WTR05118

Software Distribution for 0S/2 Mobile Client
(wir05118)

4854485403

Figure 33. AIX LAN with OS/2 and Windows NT Mobile Clients

5.1 Overview

This section contains the information needed to connect OS/2 and Windows
NT/95 Mobile Clients to a Software Distribution for AIX server. It guides you
through the installation of the TME 10 Software Distribution client product on the
0S/2 and Windows NT/95 platforms, describes how to change the configuration
of the Mobile Clients and shows you how to define the Mobile Clients to the
Software Distribution for AIX server.
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5.2

5.2.1

5.2.2

Installation and Setup of the OS/2 Mobile Client

The following outlines the specific installation steps and customization aspects
related to the OS/2 Mobile Client.

For a full description of the TME 10 Software Distribution client installation
procedure see Tivoli TME10 Software Distribution Clients Installation and
Configuration, SH19-4337.

Installation Requirements

Refer to 4.2.1, “Installation Requirements” on page 44 for a full list of hardware
and software requirements for the TME 10 Software Distribution for OS/2 Mobile
Client.

5.2.1.1 Software Requirements
The only communication protocols available for the connection of the OS/2
Mobile Client to a Software Distribution for AIX server are:

TCP/IP

Which requires that IBM TCP/IP for OS/2 2.0 with CSD UN64092 or later is
installed.

SNA (APPC)

Which requires that Communication Server, or Communication Manager
(CM/2) 1.11 or later is installed.

Interactive Installation of the OS/2 Mobile Client

We are installing an OS/2 Mobile Client on a desktop workstation which we
connect to a Software Distribution for AIX server. The protocol used in the AIX
LAN is TCP/IP.

To install the OS/2 Mobile Client interactively from CD-ROM perform the steps
described in 4.2.2, “Interactive Installation of the OS/2 Mobile Client” on

page 45. The only difference in the installation of the OS/2 Mobile Client in the
AIX LAN are the values defined in the configuration notebook as shown in
Figure 34 on page 75.
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General

General Parameters

Figure 34. Software Distribution for OS/2 Client Distribution Configuration Notebook General Page

The System name entered here is the workstation name of the Mobile Client
under which it is known at the Software Distribution for AIX server. In our
example we choose the system name to be the same as the TCP/IP hostname
and set it to wtr05118.

In the Distribution Configuration window, as shown in Figure 35 on page 76,
specify the workstation name of the Software Distribution for AIX server in the
field System name and TCP/IP as the protocol in the Network Driver field. The
network address must be the TCP/IP hostname of the server. In our example the
name of the Software Distribution for AIX server is rs600012 the same as the
TCP/IP hostname.
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ution Parameters

Figure 35. Software Distribution for OS/2 Client Distribution Configuration Notebook Distribution Page

5.3 Installation and Setup of the Windows NT/95 Mobile Client

This section describes the requirements for installing the Windows NT/95 Mobile
Client and shows how to install the Mobile Client interactively.

For a full description of the TME 10 Software Distribution client installation
procedure see Tivoli TME10 Software Distribution Clients Installation and
Configuration, SH19-4337.

Note

The client code for Windows NT and Windows 95 is the same. Therefore,

although we show the setup on Windows NT in our example, you will also be
able to use it on Windows 95.

5.3.1 Installation Requirements

The list below shows the hardware and software requirements needed for the
TME 10 Software Distribution for Windows NT Mobile Client.
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5.3.1.1 Hardware Requirements

486 processor

At least 16 MB RAM without graphical user interface, 20 MB RAM with
graphical user interface

6 MB disk space for the Mobile Client (5 MB for the client and 1 MB for the
Mobile functionality)

8 MB disk space for the graphical user interface
4 MB disk space for the Hw/Sw Discovery tool
4 MB disk space for the documentation

Token-ring or Ethernet card

5.3.1.2 Software Requirements

Windows NT Version 3.51 is required.

The communication support for the following protocols is included in
Windows NT Version 3.51:

- NetBIOS
- TCP/IP
- IPX/SPX

5.3.2 Installing the Windows NT Mobile Client
In the following example we are installing the Windows NT Mobile Client using
the TCP/IP protocol and connecting it to the Software Distribution for AIX server.
The TCP/IP communication support is already configured at the Windows NT
client after the installation of the operating system. Therefore the
communication setup is not described in this section.

To

install the Windows NT Mobile Client interactively from CD-ROM complete the

following steps:

1.

2
3
4.
5

Insert the CD-ROM.

. Change to the directory SD4WNT95.

. Type setup and the Welcome window appears.

Select Next to continue the installation.

. In the Select Installation window choose to install the Software Distribution

Client, and then select Next.

. In the Select Components window you can select the components you want

to install, as shown in Figure 36 on page 78. To install the Windows NT
Mobile Client with the graphical user interface and the documentation select
the following components:

Distribution Client Mobile for the Mobile Client including the client base
component

Distribution GUI for the graphical user interface
Distribution Documentation for the online documentation

Use the cursor keys to scroll up and down and press the space bar to select
the component.
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Note

The only graphical user interface for the TME 10 Software Distribution for
Windows NT Mobile Client that was available at the time this rebook was
written was the Software Preparation GUI.

Check with your IBM representative to obtain current version information.

Optionally you can select the component Hw/Sw Discovery to install the
NetFinity scanners that support hardware and software inventory discovery
for the Windows NT client.

Note

The NetFinity scanners are used for hardware and software inventory
checking when the statement INVENTORY PROGRAM: FNDINV is added
in the NVDM.CFG of the Windows NT Mobile Client.

We install the Hw/Sw Discovery tool in our example and show the usage
of the tool with the Mobile Client in 10.5.2, “Creating an Inventory File” on
page 175. Also see 4.4.4, “Defining an Inventory Program” on page 65.

] ht-B s
Distribution GUI
Distribution Documentation
Hwd S Digooyerny
Distribution Client bdobile

Figure 36. Software Distribution for Windows NT Client Select Components Window

7. The default directory where the components are installed is C:SOFTDIST.
You can change the name of the drive and the directory by selecting
Browse... . The Choose Directory window appears and you can change the
directory here.

Note

If the directory does not exist, a pop-up window will show up indicating
that the directory specified does not exist. Select Yes to create the
directory.

8. To check the available disk space click on Disk space... in the Select
Components window. In the Available Disk Space window that appears you
can see the amount of disk space that is available on the selected drive and
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10.

11.

the space required for the installation. You can select a different drive for
the installation. Select OK to return to the Select Components window.

Select Next in the Select Components window to continue with the
installation.

The Select Program Folder window appears. The default folder that is
created on the Windows NT desktop for the Windows NT Mobile Client
product is named Tivoli TME 10 Software Distribution. You can choose a
different folder by typing in a folder name in the Program Folders field or by
selecting an existing folder from the list offered in the Select Folder window.
Select Next to continue.

The Client Configuration window appears as shown in Figure 37.

Figure 37. Software Distribution for Windows NT Client Configuration Window

12.

In this window specify the name of your Mobile Client workstation in the field
Wrkst_Name, the target address of the Mobile Client in the Trg_Addr field
and the TCP/IP hostname in the Tcp_Name field.

The workstation name is the name under which the Mobile Client is known at
the server and the target address assigns a unique address to the Mobile
Client. The default is that all values are set to the TCP/IP hostname. In our
example the hostname is foxtrot and we accept the default settings.

— Note

If you change any value here remember that these fields are case
sensitive. Select Next to go to the Server Configuration window.

Specify the workstation name of the Software Distribution for AIX server in
the Srv_Name field and the TCP/IP hostname of the server in the Tcp_Name
field of the Server Configuration window as shown in Figure 38 on page 80.
Use the Tab key to move between fields. In our example the server name is
rs600012, the same as the TCP/IP name of the server. Select Next to
proceed with the installation.
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Figure 38. Software Distribution for Windows NT Server Configuration Window

13.

14.

15.

16.
17.

The Start Product Selection window appears. Select Automatic Startup to
define a Windows NT service that will automatically start the Mobile Client
with the Windows NT start or select Manual Startup if you explicitly want to
start the product. We suggest selecting Automatic Startup here. To start the
installation of the product select Next.

The Copying Profiles window shows the progress of the installation.

When the installation is complete the Setup Complete window appears. Here
you can select to restart your computer now or later. Select Restart now and
Finish to exit the installation window.

The system is rebooted automatically now.

After the installation a program folder is placed on the Windows NT desktop
for the TME 10 Software Distribution for Windows NT Client.

The folder contains the icons for stopping and starting the product and the
icons for the Software Preparation GUI as shown in Figure 39.

§j= 4= §j= 4= §{=
Up and Client Scenarnios Carnrand Readme
Rurning NT  Installations Reference
mahiLal
gi= g1z ]

teszage Trademarks TME 105D  TME ﬁSD
Reference Client [2.1.3]  Client [(3.1.3)

Message Log S
Freparation

Figure 39. Tivoli TME 10 Software Distribution Folder on the Windows NT Client Desktop
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5.3.3 Verifying the Installation of the Windows NT Mobile Client

This section gives an example of how you can verify that the Windows NT Mobile
Client was installed correctly and is up and running.

The TME 10 Software Distribution product at the Windows NT platform does not
provide a running task window for the TME 10 Software Distribution agent
program. The only way to check if the agent is started is to look at the Windows
NT services window as shown in Figure 40. Select Control Panel from the Main
window of the Windows NT desktop and then Services. You should see a service
called NetViewDM with the status started.

Services

Service Status Startup

Met Logon td anwal
Befuliembi b Started Sutnmatic
MefviewD b [Act] Dizabled
MNetwork, DDE t anual
Metwork DDE DSDM t anual
MT LM Securty Support Pravider td anwal
OLE b arial
Remate Procedure Call [RPC] Locatar td anwal
Remate Procedure Call [RPC] Service td anwal

Startup Parameters:

Figure 40. Windows NT Services Showing the Running Agent

To check if the connection to the Software Distribution for AIX server is running
properly enter the following command from a command prompt:

nvdm 1stg foxtrot

If the client installation and configuration was correct as in our example, you
should see an output such as the one in Figure 41 on page 82. In our example
the client was automatically registered, so the Description field says AUTO
REGISTERED.
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82

Target:
Description:
Customer name:
Contact name:
Telephone number:
Manager:

Mailing address:
Target access key:
Mode:

Server name:

Type:

Operating system:
Target address:
Domain address:
LAN address:

CM window:
Connection window:
Network:

Logging level:
Tracing state:
Installation parms:
Shared tokens:
Hardware parms:
Discovered inventory:

foxtrot
AUTO REGISTERED

(none)

Push

rs600012
MOBILE CLIENT
WINDOWS_NT
FOXTROT
RS600012

12:00:00AM - 11:59:59PM
12:00:00AM - 11:59:59PM
TCP foxtrot

Normal

off

(none)

(none)

(none)

(none)

—

Figure 41. Output of List Target from Windows NT Mobile Client

Figure 42 shows the client configuration file NVDM.CFG of the Windows NT

Mobile Client after the installation.

—

WORKSTATION NAME:
SERVER:

#SERVER:

#SERVER:

PROTOCOL:
#PROTOCOL :
#PROTOCOL :
REPOSITORY:
SERVICE AREA:
BACKUP AREA:

WORK AREA:
CONFIGURATION:
MESSAGE LOG LEVEL:
LOG FILE SIZE:

API TRACE FILE SIZE:
TRACE FILE SIZE:
MAX USER INTERFACES:
MAX ATTEMPTS:
TARGET MODE:
MACHINE TYPE:
INVENTORY PROGRAM:
TARGET ADDRESS:

foxtrot
rs600012 TCP rs600012
rs600012 NBI rs600012
rs600012 IPX (sNetId) (sAdpAdd) (sApTAdd)
TCP foxtrot 729 50
NBI foxtrot 0 50
IPX (NetId) (AdpAdd) (Ap1Add)
d:\softdist\repos
d:\softdist\service
d:\softdist\backup
d:\softdist\work
CLIENT
D
500000
500000
1000000
20
5
PUSH
WINDOWS_NT
fndinv
foxtrot

—

Figure 42. Configuration File of the Windows NT Mobile Client
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5.4 Setting Up the Software Distribution for AIX Server

The Software Distribution for AIX server is already installed and running in our
environment. The configuration of the Software Distribution for AIX server does
not need to be modified for the connection of Mobile Clients. The mobile support
is already available with the installation of the server product. No additional
components have to be selected during the server installation.

In this section we show as an example how to define a nhew Windows NT
workstation as a target at the Software Distribution for AIX server. Examples
demonstrate how to use the graphical user interface and command line interface
to define targets and how targets can be defined automatically using the
automatic client registration.

5.4.1 Defining a Target Using the Graphical User Interface or the Command

Line Interface

This section explains how an administrator can define the Mobile Client as a
target using the graphical user interface. At the end of this section we provide
the information needed to perform the same task using the command line
interface.

To define the OS/2 Mobile Client as a target at your server select the option
Target in the Software Distribution for AIX Targets Window and from the
pull-down menu select New target... as shown in Figure 43.

Selected View MWindows Help

Description

]
rs6o0012 this {push) ATX INITIAL TARGET CONFIGUR
wtro5159 | [Server {push) 0S/2 SD for 0S5/2 server

Figure 43. Software Distribution for AIX Targets Window
The New Target window as shown in Figure 44 on page 84 is presented.

In the Name field type in the workstation name for the Windows NT Mobile
Client.
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Note

The name specified here must match the value of the keyword
WORKSTATION NAME in the NVDM.CFG of the Windows NT Mobile Client,
which is foxtrot in our example.

The Description field is optional. You can define any comment here. In our
example we specified as information for the administrator that this is a Windows
NT Mobile Client.

The option Change Management defines the target mode. The following values
can be selected:
- Push

Push mode allows that change management is initiated from the server, the
client itself or any other target.

« Pull

Pull mode only allows change management initiated from the client itself.
+ Manager

Manager mode is selected when the defined target is another server.
- Focal

Focal mode is selected when the defined target is a server that acts as a
focal point for this server.

In our example we are defining a client that allows change management from
the server and other targets, so the value selected is Push.

. Name i Foxtrot

. Description

3 Change Management

idﬁ?Initiated from Focal Point or any target (push) rHamamey
. JInitiated From same target only (pull} DaFooal

% Target address %FOXTROE LAN address

% Target type }Qgiié 7777777777777777 Server name

3 Target 0S5 WINDOWS_NT

omain miiress

. Access key "NOME Password

Verify Password

Details... : Periods of activity... %; Log...

Hardware. .. E Parameters. .. §§ Shared Parameters...

Protocol Type...

0K E f Cancel E Help

Figure 44. New Target Window at Software Distribution for AIX Server

84 TME 10 Software Distribution - Mobile Clients



The Target address is a unique address for this target at the server. You can set
it to be the same as the TCP/IP hostname. In our example the target is set to
the TCP/IP hostname, which is foxtrot.

— Note

The Target address field only allows capital letters and must match the
TARGET ADDRESS keyword in the NVDM.CFG of the Mobile Client as shown
in Figure 42 on page 82.

If you choose a different name for the target address than the actual TCP/IP
hostname then you have to select the push button Protocol Type... which will
open the Protocol Type window as shown in Figure 45. In this window select
TCP for the protocol and specify the hostname in the field Host name. In our
example the hostname is foxtrot.

g TCP Host name é Ffoxtrot]
. SAPPC TUHeLED LU
Copeefite T
et BTOR Met BN e
R i X addeoss
ihAsync Felephone no,
D" cancel | | | Help |

Figure 45. Protocol Type Window

The Target type for the definition of a Mobile Client must be set to Mobile. This
keyword is set to Client if a non-mobile client is defined or when a permanently
disconnected client is defined. We show how to use a permanently disconnected
client in Chapter 8, “Using a Fully Disconnected Client” on page 121.

Since we are defining a Windows NT workstation as a target, the selected Target
OS is WINDOWS_NT.

No other fields have to be specified for the definition of the Mobile Client. The
fields Server name and Domain address are automatically set to the name of the
Software Distribution for AIX server, after the target type of mobile or client is
selected. In our example the server name is rs600012.
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—— Command Line Example

To define the above client at the Software Distribution for AIX server using
the command line interface enter the command nvdm addtg with the following
parameters and values:

nvdm addtg foxtrot -d "Windows NT Mobile Client” -m push -b mobile -s
foxtrot -y WINDOWS NT -tp tcp:foxtrot

The first parameter is the name of the new target.

-d is the optional description (put text in quotes " ").

-m is the target mode.

-m is the target mode.

-b is the target type.

-s is the target address (or shortname).

-y is the target OS (operating system).

-tp is the protocol type, with the value for TCP/IP protocol and the IP
hostname.

5.4.2 Using Automatic Client Registration
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You can allow new targets to be automatically defined at the Software
Distribution for AIX server when they connect the server for the first time. This
process is also called auto-registration.

To define that automatic target registration is allowed at the Software
Distribution for AIX server add the statement AUTOMATIC TARGET
REGISTRATION: YES to the configuration file of the server. The configuration file
for the Software Distribution for AIX is named nvdm.cfg and is located in the
directory /usr/lpp/netviewdm/db.

Refer to 4.5.2, “Using Automatic Client Registration” on page 70 for a complete
description of how to set up the server and client to use the automatic client
registration.
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Part 3. Simple Scenarios Using the Mobile Client

In this part we look at using the Mobile Client in simple scenarios. In Part 4,
“Advanced Scenarios Using the Mobile Client” on page 119 we investigate more
complex scenarios based on the foundations built here.

It is not possible to cover every combination of client and server platform in this
redbook. The chapters that follow are therefore ordered by change management
function rather than software platform, so you will find that we begin by
introducing how to create a change object. For this we use OS/2 clients with a
Software Distribution for OS/2 server. Later we use a Windows NT client with a
Software Distribution for AIX server as an example. Across all platforms (both
client and server) the command line interface is consistent; the significant
differences come in the graphical interfaces of the different operating systems.

— Note

The experienced reader may wish to skip directly to Chapter 7,
“LAN-Connected Mobile Client” on page 103. Earlier chapters are intended
for readers who are not familiar with TME 10 Software Distribution.

[0 Copyright IBM Corp. 1997 87




88 TME 10 Software Distribution - Mobile Clients



Chapter 6. First Steps

This chapter introduces TME 10 Software Distribution. First we create a change
object that contains one file. Once created we install this to a standard client to
show how this works. In the following chapters we work with the Mobile Client.

— Note

You can skip this section and go directly to Chapter 7, “LAN-Connected
Mobile Client” on page 103 if you already have a change object defined in
your catalog. This section is intended for people who are not familiar with
creating change objects in TME 10 Software Distribution.

6.1 Environment

We set up a LAN as shown in Figure 46 on page 90 with three OS/2 PCs. All
machines are running OS/2 Warp Version 3 and were installed as described in
Part 2, “Setting Up a Mobile Client Environment” on page 41 using TCP/IP. All
references to machines in this chapter use the IP host name. The laptop was an
IBM ThinkPad 755cx.
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Software Distribution
for OS/2 Server
WTRO05150

Software Distribution
for OS/2 Mobile Client

Software Distribution

for OS/2 Client mobile1
and Software Preparation
wtr05148
4854\485401

Figure 46. Test Environment at ITSO Raleigh

Note

prepare change objects.

The configuration of wtr05148 is not described in Part 2, “Setting Up a Mobile
Client Environment” on page 41. This is a standard client that we use to
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To recreate the examples that follow you will need to create an environment
similar to ours.

—— Operating Systems

The examples show OS/2 clients and servers. If you wish to perform these
examples using other client or server platforms, you should experience no
problems if you use the command line options shown in boxes.

6.2 Creating a Change Object

First we need to create a change object. The steps that follow are the same
regardless of the complexity and type of the change object, so for simplicity we
create a simple generic object consisting of a single file. Descriptions of other
change objects can be found in Chapter 12, “Using Change Objects with Mobile
Clients” on page 215.

We create our change object on a standard client using the Software Preparation
feature. We could just as easily use a Mobile Client, but by working with a
normal client first we can see the difference when we introduce the Mobile
Client. The normal client is installed very much like the Mobile Client. For
further information refer to Tivoli TME 10 Software Distribution Client Installation
and Configuration, SH19-4337.

To create a change object follow these steps:

1. From the OS/2 Desktop, open the TME 10 Software Distribution for OS/2
folder. You should see something similar to Figure 47.

TME 10 Software Distribution for 05/2 - lcon Yiew

gz iz fﬁg@

THE 10 Distribution Client  Start TME 10 Distribution  Stop TME 10 Distribution TRE 10 Distribution Client
Client ‘ Configuration

Documentation
‘ _3

IS

! % - \smoaanadd

THE 10 Distribution Client  TRE 10 APPC Configuration SmantGuide %’%’?Z/;/ﬁié A THE 10 5D Client (31.3)
ribution o

Installation |Hility ////%jgzé‘;% ﬁ% Message Log

e

¥
Eﬁ”"@,
THE 10 Software Distribution %

o2

Figure 47. TME 10 Software Distribution for OS/2 Folder

2. Double-click on the TME 10 SD Client (3.1.3) SW Preparation icon to start the
Software Preparation application.

3. From within the Software Preparation container select the Generic Software
icon as shown in Figure 48 on page 92.
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Software Preparation

Selected ¥Yiew Help

=
el
&% 2%

1’4

g
/////;//////}/////M;//;/ CID> Software

A

|Press F1 at any time for help

Figure 48. Software Preparation Container

4. You are prompted to log on to your server as shown in Figure 49. If you
have not set up the security then the default user ID is root with no
password. If you have connections to more than one server, then you must
select the server that you wish to use.

41 Software Distribution for 05/2 Logon

The password will not be displayed

User ID root] |
Password | |
Server name lwtrp5150 |
Servers

s

N
Logon I ‘ Cancel Help

Figure 49. Server Logon
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— Note

If you experience problems at this stage, then you should check your
environment. In particular, check the NVDM.CFG file, both on the server
and client. This file is located in the root of the install directory, which is
C:\SOFTDIST by default. Remember that the server name is case
sensitive. If you are using TCP/IP as the transport protocol then check
that you can resolve the server name by opening an OS/2 Window and
typing: HOST SERVERNAME where SERVERNAME is the IP name of the
Software Distribution for OS/2 server. Other problems are likely to be
network related. Check in the FNDLOG file on both machines for further
information. The FNDLOG is also located in the root of the install
directory.

5. You should now see the Software Object Profiles window (Figure 50) with the
Help window alongside. Initially this window will be empty. To create a new
change object select Software from the menu bar. From the pull-down menu
choose New and then Create new.... This will bring up the New Software
Profile - Create another window as shown in Figure 51 on page 94.

Software Object Profiles
SYEEE Catalog window  Selected Edit  View Help

New + | Create new...

Using DiskCamera...
Croate from catalog.,
Create from profile... |

A

To create a new software object profile

Figure 50. Software Object Profiles
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New Software Profile - Create another

~Software Profile

Name |[My Test|

~Configure As

Configure...

‘ Basic

; Advanced [}

Put the object in catalog ready for distribution

L Cancel Help

[Press F1 at any time for help

Figure 51. Create Another Window
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6. In the Software profile group box fill in the Name field. This is a free format
description. Enter My Test. Ensure that the check box is selected so that the
object will go into the server's catalog when complete.

7. Click on the Configure... push button. For the moment you can leave the
level of configuration as basic. If you choose advanced configuration you are
presented with many more choices than we need at this stage.

8. You will now be presented with the Basic Configuration notebook as shown
in Figure 52 on page 95. On the General page, leave the product type as
Refresh. (This indicates that this object can stand on its own and is not an
upgrade or a fix for a previously installed product.) Overwrite Component
Name with a name for your change object, for example OS2.TEST.OBJECT.
You can leave the level and version at the default values. These are used to
differentiate between different software levels and country versions of
software. For example, LAN.SERVER.REF.3.US may represent the US version
of LAN Server 3, while LAN.SERVER.REF.4.UK may represent the UK version
of LAN Server 4. In our case we only have one level and version.
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Basic Configuration - My Test

Software Product Type ‘Refresh

—0bject label in catalog %

General

| Files

EEd

Component name [0S2.TEST.OBJECT |

Level [100 |

Version |1 |
Undo Cancel | Help

s

2z

General - Page 1 of 1

|Press F1 at any time for help.

Figure 52. Basic Configuration Notebook - Page 1

9.

10.

Select the Files tab to go to the next page of the notebook (Figure 53 on
page 96.) Enter a file name or click on the Find... push button to search for a
file. In our example we are using CONFIG.SYS from the C: drive. Leave the
action as COPY FILES and select Add. Now select Options and change the
destination file to be C:WORKS.OK to avoid overwriting the CONFIG.SYS
when it comes to install it.

— Information

What you are doing is selecting the files (in this case C:\CONFIG.SYS) to
put inside the change object. When this is installed, a file is created on

the target machine called C:\WORKS.OK, which will have the contents of
your current C:\CONFIG.SYS.

Press ALT+F4 to close the notebook and click OK to close the New Software
Profile - Create another window. Your object will now be created and copied
to the Software Distribution for OS/2 server and cataloged.
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Basic Configuration - My Test
HName |C:\config.sgs | ‘ Find... General
Action [COPY FILES El Files
Files in software object Options...
Action File Destir
) s | Delete
|
Undo Cancel Help
& Files - Page 1 of 1
|Press F1 at any time for help.

Figure 53. Basic Configuration Notebook - Page 2

Note

If you receive the message:
FNDSGO29E: Error reading the software profile.
then you have an early version of the code that contains a bug. You

should request a fix from your Service Representative. In the meantime

you can continue by selecting OK and editing the profile file in
SOFTDIST\SWPRO. Remove the invalid line:

INSTALLATION DURATION: 12:00 AM

Click your object with the right mouse button and click on Build from
within the Software Object Profiles window.

You have now successfully built a change object and stored it on your server.
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—— Command Line Option

To achieve the same result from the command line, use a text editor to
create the following file and save it as MY.PRO:

GLOBAL NAME: 0S2.TEST.OBJECT.REF.100.1
DESCRIPTION: My Test
CHANGE FILE TYPE: GEN
COMPRESSION TYPE: LZW
REBOOT REQUIRED: NO
REMOVABLE: YES
ACTIVABLE: YES
INTERACTIVE: NO
AUTHORIZE: NONE
SW HISTORY RESET: NO
COST: 0
PACK FILES: NO
SECURE PACKAGE: NO
OBJECT:
SOURCE NAME: c:\config.sys
TARGET NAME: c:\works.ok
TYPE: FILE
ACTION: CopPY
INCLUDE SUBDIRS: NO
GENERAL ATTR: -A----
UNIX ATTR:  mmmmmmmeee

NETWARE ATTR:  ———m---

The above file is called a change file profile. Now from the directory
containing MY.PRO run:

NVDM BLD MY.PRO

Enter the user ID and password when prompted.

— Note

You can avoid being prompted for the user ID and password when using the
command line interface by setting them in the CONFIG.SYS. For example,
add the line:

SET FNDUSER=root
If you have a password set then also add the line:
SET FNDPASSWORD=mypasswd

6.3

Installing on a Distribution Client

— Note

The experienced user may wish to skip this section and go directly to
Chapter 7, “LAN-Connected Mobile Client” on page 103. This section is
intended for readers who are not familiar with installing change objects using
TME 10 Software Distribution.

In this section we describe how to install the change object that you have just
created onto a standard Distribution Client. This is an important step in
identifying the differences between the distribution client and the Mobile Client.
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You have built a change object using a preparation client. The next step is to
install this object onto a distribution client. A preparation client is used to build
the change object, which can then be sent to a distribution client for installation.

The only difference between the two kinds of client is that the preparation client
has additional software to allow the building of change objects.

We now use the same client as a distribution target for our change object. To do
this you need to start the graphical user interface on a machine connected to the
Software Distribution for OS/2 server and push the change object to the
distribution client.

In our case we use the distribution client itself to do this. This is in fact a pull
operation. Remember that a pull is a special case of a push, where the request
to perform the operation must originate from the target machine.

1. Start the graphical user interface on the distribution client by selecting TME
10 Software Distribution from the main Software Distribution for OS/2 folder
or by running:

NVDMGI

from an OS/2 window.

Hint
If the graphical user interface appears to hang for any reason it may be
because of the configuration files that are maintained for each user. It is
worthwhile deleting all of the files in \SOFTDIST\UICFG to see if this
helps.

Also, if you move your client to point at another server, then you should
clean up this directory or information here will cause the client to attempt
to connect to the old server.

2. The logon window will appear as before. Enter the user ID and password
and select the server.
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The password will not be displayed

User ID root] |
Password | |
Server name [wtro5150 |
Servers

. OO @O @@ OO

A

Logon ‘ Cancel Help

Figure 54. Server Logon

3. You are now presented with the catalog (Figure 55). If this is the first time
that you have used Software Distribution for OS/2, then the catalog will
contain only the object that you have just created.

SoftwareDlstrlbutlonforDSZCatalog(rootatwtr05150)
Catalog Selected View Sustem Distribution Engine Windows Help

Global File Name Status at Server Description

L b i

N

Figure 55. Software Distribution for OS/2 Catalog

4. Select your object and from the menu bar choose Selected and Install... .
This will display the Install Change Files window as you see in Figure 56 on
page 100.
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nstall Change Files (ro

Change files
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P

D ///

Mohile (push)

S0 for 0572 Mohile Cllent
s /" """"""" i
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn i
wetr(15150 Serv

INITIAL TARGET CONFIGUF’;ATIO!

z G
Schedule

Immediately

Scheduling...
Execution
Hot before : When received by target
Hot after Undefined
Procedure | | | Find.. | Target |wirg5150
Install | Options... | Frequency... | Close | Help
Figure 56. Install Change Files Dialog

5. Select your PC from this list.

In our case this was wtr05148, with wtr05150
being the server.

Click the Install push button to install this object. You
should now see a confirmation dialog box similar to Figure 57

orrelators (root)

RequestID File

G

i

R

Request scheduled successfully

0K Help !

Figure 57. Correlator Window
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You have now successfully submitted a change object for installation. You

should shortly find a new file on the C: drive of your distribution client as shown

in Figure 58 on page 101.

—

C:\>dir *.ok

The volume Tabel in drive C is 0S2.
The Volume Serial Number is 6692:8C15.
Directory of C:\

10-16-96  2:05p 4369 0 works.ok
1 file(s) 4369 bytes used
1350144 bytes free

C:\>

—

Figure 58. The File Successfully Installed

—— Command Line Option

To perform the same action from the command line type:
NVDM INST 0S2.TEST.OBJECT.REF.100.1 -w wtr05148

Replacing wtr05148 with the name of your distribution client.
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Chapter 7. LAN-Connected Mobile Client

So far you have created a change object that installs a file and verified that it
works by using a distribution client. While a Mobile Client is connected to the
LAN, it expects to be treated in the same way as a distribution client and to
receive any change objects that are directed at it. The first step with the Mobile
Client is to see how this can happen.

7.1 Basic Installation

Installation on the Mobile Client follows the same process as for installation on a
Distribution Client as described in 6.3, “Installing on a Distribution Client” on
page 97.

—— Operating Systems

As before, if you wish to follow these examples using operating systems
other than OS/2, then follow the command line examples.

7.1.1 Submitting the Install Request

Use the following procedure to install OS2.TEST.OBJECT on a Mobile Client.
Note that if you have not already done so you must install a Mobile Client as
described in Part 2, “Setting Up a Mobile Client Environment” on page 41.

1. Start the graphical user interface on the distribution client by selecting TME
10 Software Distribution from the main Software Distribution for OS/2 folder
or by running:

NVDMGI

from an OS/2 window. This can be done from the distribution client as
before.

2. The logon window will appear. Enter the user ID and password and select
the server.

[0 Copyright IBM Corp. 1997 103



71 Software Distribution for 05/2 Logon

The password will not be displayed

User ID root] |
Password | |
Server name [wtro5150 |
Servers

. OO @O @@ OO

A

Logon ‘ Cancel Help

Figure 59. Server Logon

3. You are now presented with the catalog (see Figure 60).

@] Software Distribution for 052 Catalog (root at wtr05150)

Qatalog Selected View Suystem Distribution Engine Windows Help

Global File Mame Status at Server Description

L A A A3

Figure 60. Software Distribution for OS/2 Catalog

4. Select your object and then from the menu bar choose Selected and Install... .
This will display the Install Change Files window as shown in Figure 61 on
page 105.
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Figure 61. Install Change

RequestID

2

G

Files Dialog

5. Select the Mobile Client PC from this list. In our case this was mobilel.
Click the Install push button to install this object. You should now see a
confirmation dialog box similar to Figure 62.

File

.

R

Request scheduled successfully

oK

Help !

Figure 62. Correlator Window
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You have now successfully submitted a change object for installation.

—— Command Line Option
To perform the same action from the command line type:
NVDM INST 0S2.TEST.OBJECT.REF.100.1 -w mobiTel

Replace mobilel with the name of your Mobile Client.

connected client.

This can be performed from the Software Distribution for OS/2 server or any

7.1.2 Connecting to the Mobile Client

Target

The install that you have just submitted has been added to a queue.

It will not

take place immediately because the Mobile Client is not connected to the server.
To have your request executed you will need to force a connection between the

client and the server.

To connect from the server:

1. Start the graphical user interface and log on. This can be done from the
Software Distribution for OS/2 server or from the distribution client.

2. From the Software Distribution for OS/2 Catalog window you need to move to
the Targets window. From the menu bar select Windows and then Targets.
This should now display the Software Distribution for OS/2 Targets window

as shown in Figure 63.

il Software Distribution for 052 Targets (root at wtr05150)

Selected VYiew Windows Help

Mame

wiir(151 4

witr(151 510

Type oS

%%W%WWW%W

o35/
o35/

Client (push)
Server (push)

Description

Figure 63. Software Distribution for OS/2 Targets Window
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3. Now to confirm the status of the Mobile Client select it and choose Selected

and then Status...

from the menu bar. This will display the status window as

shown in Figure 64 on page 107. You will notice that the status is Not
Available. This is because there is currently no connection window open

between the Mobile Client and the server.

Mobile Clients

Click OK to dismiss the window.




—— Command line option
To view the Mobile Client status from the command line, type:
NVDM STATTG mobilel

Replace mobilel with the name of your Mobile Client.

Status

| Hold

Help

Figure 64. Target Connection Status Window

4. To connect to the client, ensure the client is selected and choose Selected
and then Connect... from the menu bar on the Targets window. This will
display the Mobile Client Connect window as you see in Figure 65 on
page 108. The time defaults to the current time and the duration defaults to
one hour. Click OK to connect to the client.

— Note

On the AIX server there are currently no items available in the pull-down
menu to connect or disconnect a client as shown here for the 0OS/2
server.

So, at the moment you will have to use the command line interface on
the AIX server, using the nvdm connect and nvdm disconnect commands.

Please check with your IBM representative to obtain current version
information.
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Target name maobilel

Telophone manber

Connection window

Start time

Duration

oK Cancel Help

Figure 65. Mobile Client Connect Window

5. If you now check the status of the Mobile Client you will see that it is active
as shown in Figure 66. You should shortly find a new file on the C: drive of
your Mobile Client as shown in Figure 67 on page 109.

Target Connection Status (root)

Status

- 00000

it

%

oK | Hold

Help

Figure 66. Target Connection Status Window
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C:\>dir *.ok

The volume label in drive C is DRIVE C.
The Volume Serial Number is 9343:8123.
Directory of C:\

10-16-96  2:05p 4369 0 works.ok
1 file(s) 4369 bytes used
3629173 bytes free
C:\>

Figure 67. The File Successfully Installed

—— Command Line Option
To perform the same action from the command line type:
NVDM CONNECT mobilel
Replace mobilel with the name of your Mobile Client.

This can be performed from the Software Distribution for OS/2 server or any
connected client.

You can also connect from the client by typing:
NVDM CONNECT

The main point to note here is that no communication will take place between
the Mobile Client and its server unless a connection window is open.

7.2 Disconnected Immediate Installation

7.2.1 Preparation

In this section we look at how to install an object using the resources of the
Mobile Client only to control the installation. We use the Software Distribution
for OS/2 server to send the catalog entry to the Mobile Client's repository and
then submit the install request to happen upon disconnection.

Before we do this we need to either create a new change object or remove
OS2.TEST.OBJECT from mobilel. To create a new object follow the steps
outlined in 6.2, “Creating a Change Object” on page 91.
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7.2.1.1 Removing the Object from the Mobile Client

To remove the object:

1. First ensure that a connection window is open to the client. Either use the
graphical user interface as described in 7.1.2, “Connecting to the Mobile
Client” on page 106 or enter:

NVDM CONNECT mobilel

from the server or a machine connected to the server.

Note: If you receive the message:

FNDCLE36E: A connection window cannot be redefined once it is open.

then a connection already exists to the Mobile Client.

2. Now start the graphical user interface and display the catalog window as
shown in Figure 60 on page 104. Select the object OS2.TEST.OBJECT and
from the menu bar choose Selected. From the pull-down menu choose Open
and then History... . This will display the history window as shown in
Figure 68.

File name 052.TEST.OBJECT.REF.100.1

Target Main status Install Status Remaovahility  Active Status
&ﬁ%fﬁ////////////////////////////////////// i ///7/’%4//,{,/6,4,d //////;g/,,//,//,ﬁ,/////ﬁ,/, G
witr(5150 Mot Authorized

N

Install... Remove... Accept... Uninstall...

Delete history... Details...

Close Help

Figure 68. File History Window

3. Select the Mobile Client and click the Remove... push button. This will
display the Remove Change Files window as seen in Figure 69 on page 111.
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| | Find...

Target

|wtro5150

Remove

Figure 69. Remove Change Files Window

Frequency... i Close i Help i

4. Select the Remove push button to remove OS2.TEST.OBJECT immediately.
Shortly you should see some activity on your Mobile Client and the file
C:\WORKS.OK is removed.

5. To leave the Mobile Client in its default, disconnected state do one of the
following:

a. Select the client from the Targets window (see Figure 63 on page 106.)
and from the menu bar select Selected and Disconnect...

b. Issue:
NVDM DISCONNECT mobilel

from the command line.
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7.2.2 Sending th

Send Files (r
Files to be sent

—— Command Line Option

To perform the same action entirely from the command line at the server or
a client type:

NVDM CONNECT mobilel
Replace mobilel with the name of your Mobile Client.
NVDM REM 0S2.TEST.OBJECT.REF.100.1 -w mobilel

Then type:

and
NVDM DISCONNECT mobilel

e Change Object

In order for the Mobile Client to install an object without connecting to the
server, it will need to find the object in its local repository. For this to be the
case, we must send the change object from the server to the Mobile Client.

1. Using the graphical user interface display the catalog window as shown in
Figure 60 on page 104. Highlight the object OS2.TEST.OBJECT (or your new
object if you chose to create one rather than remove OS2.TEST.OBJECT).
From the menu bar select Selected and then Send....
Send Files window as you see in Figure 70.

This will display the

oot)

Targets
ey
witr(151
wtrIZIE15IZI

//,/,,,,////////////////////////////////

5275//%/7//%2?%{;%%{/ A
S;?\TEEJ(:;L) INITIAL TARGET CONFIGURATION RECORC

e B

’ Select

Schedule
Execution

R

Immediately

Scheduling... ;

When received by target Undefined

Alter destination DAK B
Procedure Target wiro5s150 |
Send files from ocal target
Send | Compress... | Frequency... | Close | Help
Figure 70. Send Files Window
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Select the Mobile Client and ensure that the Send files from Server check
box is selected. Click on the Send push button to send the object to the
Mobile Client.

— Note

The fact that you can "send” a change file to the Mobile Client is a major
difference between a local client and the Mobile Client.

Since the Mobile Client has its own catalog it will allow a change file to
be sent to it and stored in its repository. This operation is normally
possible only between Software Distribution servers, for example, by
sending a change file from a focal point system to a staging server.

2. You will again need to force a connection to the Mobile Client by using the
graphical user interface or entering:

NVDM CONNECT mobilel

3. Remember to close the connection when the object has been copied across.

— Hint

To see the change objects on the Mobile Client look in the directory
\SOFTDIST\REPOS. You should see something like this:

C:\>dir \softdist\repos

The volume Tabel in drive C is DRIVE C.
The Volume Serial Number is 9343:8123.
Directory of C:\

10-21-96  9:02p 11159 O O0S2.TEST.OBJECT.REF.100.1
1 file(s) 4369 bytes used
3620122 bytes free

—— Command Line Option
To perform the same action entirely from the command line, type:
NVDM SEND 0S2.TEST.OBJECT.REF.100.1 mobilel -w wtr05150

Replace mobilel with the name of your Mobile Client and wtr05150 with the
name of your server. Then type:

NVDM CONNECT
and:
NVDM DISCONNECT

7.2.3 Requesting the Install

Now that our Mobile Client has the change object stored locally we can proceed
to install it.

1. Using the graphical user interface display the catalog window as shown in
Figure 60 on page 104. Highlight the object OS2.TEST.OBJECT (or your new
object if you chose to create one rather than remove OS2.TEST.OBJECT).
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From the menu bar select Selected and then Install.... This will display the
Install Change Files window as you see in Figure 71 on page 114. This is

the same window that we have used before, only this time we select
additional options.

Install Change Files (root)

Change files

CePe

=

Targets

“wtrl151 48
w5150

T

T =
AUTOREGISTERED

Client (push) |
Server (push)  INITIAL TARGET CONFIGURATION

Select...

Y

S5chedule Immediately Scheduling...
Execution [}
Hot before : When received by target
Hot after Undefined
Procedure | | | Find.. | Target [wiro5150 |
Install | Options... | Frequency... | Close | Help

Figure 71.

114
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Install Change Files Dialog

2. Click the Options... push button to display the Install Options window as
shown in Figure 72 on page 115.
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Figure 72.

Condition % Diriver Mode

nstall requiring activation
“Install as removable
utomatically accept install

nore current status of Change File

Extend File System

Perform disconnected at Mobile Client
tHold at server until execution time

Do not install Uplevel
Do not install Backlevel
Do not overwrite existent

Install Options Dialog

3. You will notice that Install as removable is selected by default. This is why

we were able to remove the change object from the Mobile Client. Select
the Perform disconnected at Mobile Client  check box. Click OK to perform
the action.

—— Command Line Option
To perform the same action from the command line type:
NVDM INST 0S2.TEST.OBJECT.REF.100.1 -w mobilel -dc
Replacing mobilel with the name of your Mobile Client.

This can be performed from the Software Distribution for OS/2 server or

any connected client.

7.2.4 Making the Install Happen

So far you have sent the change object to the client and queued a request from

the server. The request is to happen in disconnected mode, meaning that a

connection to the server is not required to perform the installation.

To tell the Mobile Client that a request is waiting, you need to issue a connect

request. This can be done from the graphical user interface or the command

line and can be done from the Software Distribution for OS/2 server, the Mobile
Client itself or any client connected to the server.

To do this from the server or a client issue:

NVDM CONNECT mobilel -d 2

To do this from the Mobile Client enter:

NVDM CONNECT -d 2
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Here we are using the option -d 2 to specify a connect window duration of two
minutes. This allows the request to be sent to the Mobile Client but will only
keep the connection window open for a short time.

Note

When a connection window is opened, a request to close it is placed on the
request queue at the server. When this request is processed the connection
is closed. If another request is active then the window is closed after the
request has finished.

In the case of a disconnected install as we are doing here, the window can be
closed while the request is running. You will see that the install now takes place
immediately on the Mobile Client. When we specify that the object is to be
installed immediately and disconnected we allow the install to occur
disconnected but do not insist that the Mobile Client waits until it disconnects to
begin the install.

The install should now have completed but the Mobile Client has not told the
server whether it was successful or not. To re-synchronize the databases enter:

NVDM CONNECT mobilel -d 2

7.3 Deadline Activation
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Imagine you are responsible for software distribution to all desktop and laptop
PCs within a Sales and Marketing division. Every PC that you look after has the
current price list for your company’s products held in a Lotus 1-2-3 spreadsheet
called C:\SALES\PRICES.WK4. Every month a new price list is issued to take
effect on the first day of the month and you are given this file two weeks ahead
of time so that you can install it.

The laptop users may not be in the office when the new prices take effect so you
have to ensure that the update will happen whether they connect to the LAN that
day or not. You can use a process known as deadline activation.

When you receive the file you create a change object on your Software
Distribution for OS/2 server. You schedule this to be installed on the desktop
PCs on the first day of the following month. For the laptop PCs that are
equipped with the Mobile Client you send the change object to their catalogs.
Next you schedule an install on the Mobile Clients to happen on the first day of
the next month in disconnected mode.

Now even if the laptop is not connected to your Software Distribution for OS/2
server on that date, the machine is updated with the new price list.

Note

Here the change history at the server is updated the next time the Mobile
Client is connected to the server.

Let us see how to do this:

1. Build the change object using the new file. This is the same process as we
used before to create OS2.TEST.OBJECT. See 6.2, “Creating a Change
Object” on page 91 if you need to remind yourself of the technique. We

TME 10 Software Distribution - Mobile Clients



created an object called SALES.PRICELIST.JAN97.REF.1.US using the profile
shown which we then built using the command:

NVDM BLD JAN97.PRO

GLOBAL NAME:
DESCRIPTION:
CHANGE FILE TYPE:

SALES.PRICELIST.JAN97.REF.1.US
Sales Pricelist January 1997
GEN

COMPRESSION TYPE: LZW
REBOOT REQUIRED: NO
REMOVABLE: YES
ACTIVABLE: YES
INTERACTIVE: NO
AUTHORIZE: NONE
SW HISTORY RESET: NO
COST: 0
PACK FILES: NO
SECURE PACKAGE: NO
OBJECT:

SOURCE NAME:
TARGET NAME:

c:\prod\sales\data\jan97.wk4
C:\SALES\PRICES.WK4

TYPE: FILE
ACTION: Copy
INCLUDE SUBDIRS: NO
GENERAL ATTR: “A-—--
UNIX ATTR:  mmmmmmeee-

NETWARE ATTR:

—

Figure 73. JAN97.PRO

2. Now you must send the change object to your Mobile Client. You can use

the graphical user interface as described above, or from the command line
enter:

NVDM SEND SALES.PRICELIST.JAN97.REF.1.US mobilel -w wtr05150

Remember that this will not actually go to the client until a connect is issued.
For simplicity we will not connect now but instead wait until the install is also
queued and send both requests together.

. Next we want to submit the install, which from the command line has the

format:
NVDM INST SALES.PRICELIST.JAN97.REF.1.US -w mobilel -dc -db "01-01-97"

Here the option -dc specifies an install when disconnected from the server.
The option -db "01-01-97" means we want this to happen on January 1, 1997.

— Note

Take care when entering dates. The format that will be accepted is the
format that is defined on the system you are using to issue the command.
To check the correct date format open an OS/2 window and type:

C:\ >date
Current date is: Thu 10-24-1996
Enter the new date: (mm-dd-yy)

The prompt (mm-dd-yy) shows that this is the format to use for this PC.

4. Now issue a connect to send the requests to the Mobile Client:

NVDM CONNECT mobilel -d 1
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5. To test that it works from the command prompt set the date on the Mobile
Client to January 1, 1997 by entering:

DATE 01-01-97

Now reboot the system and watch what happens. You should see the file
installed. Deadline activation will only take place when the client is first
started, either automatically at boot time or by entering NVDM START. Only
then is the queue read to see if the request should be processed. If the
Mobile Client is not restarted then the request will not take place.
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Part 4. Advanced Scenarios Using the Mobile Client

In this part we use the Mobile Client in some more complex scenarios. If you
have not used the Mobile Client before you might want to refer to Part 2,
“Setting Up a Mobile Client Environment” on page 41 and Part 3, “Simple
Scenarios Using the Mobile Client” on page 87 first.

In particular we show the following scenarios:

Using the Mobile Client in fully disconnected mode

Using the Mobile Client with PPP

Using the Mobile Client with IBM 8235 LAN Dialer

Using the asynchronous support in TME 10 Software Distribution
Using change objects, for example, CID objects with the Mobile Client
Using the Mobile Client in a focal point connected environment

Using the Mobile Client with dynamic IP
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Chapter 8. Using a Fully Disconnected Client

In this chapter we show an example using a fully disconnected client.

A fully disconnected client is a special kind of Mobile Client that never connects
to a server. Since a Mobile Client has its own catalog, in fully disconnected
mode this catalog can be updated from an external media, for example, a
diskette and then the change request is performed locally.

— Note

The fully disconnected client is also called permanently disconnected client.

[0 Copyright IBM Corp. 1997 121



=
transport

wir05118
Fully Disconnected

Figure 74. Fully Disconnected Client Scenario
In our example we perform the following activities:

Configure a fully disconnected client

Define a fully disconnected client on the Software Distribution for OS/2
server

Create a change file on the server and export it to a diskette
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Import the change file on the fully disconnected client
Install the change file on the fully disconnected client

Update the change control status on the server

8.1 Configuring a Fully Disconnected Client

In our example we reconfigure the OS/2 Mobile Client wtr05118 that has been
installed and configured in Part 2, “Setting Up a Mobile Client Environment” on
page 41 to be a fully disconnected client.

Since we are reconfiguring an installed client we have to stop the client first. We
type the following on wtr05118:

nvdm stop

After the agent process has stopped, we need to edit the base configuration file
NVDM.CFG to make the following changes:

WORKSTATION NAME:
FULLY DISCONNECTED:
SERVER:

PROTOCOL :
REPOSITORY:

WORK AREA:

BACKUP AREA:
SERVICE AREA:
CONFIGURATION:
MESSAGE LOG LEVEL:
LOG FILE SIZE:

TRACE FILE SIZE:

MAX ATTEMPTS:
TARGET MODE:
MACHINE TYPE:
TARGET ADDRESS:

APT TRACE FILE SIZE:

MAX USER INTERFACES:

wtr05118

Y

wtr05150

TCP WTR05118 729 50
d:\SOFTDIST\REPOS
d:\SOFTDIST\WORK
d:\SOFTDIST\BACKUP
d:\SOFTDIST\SERVICE
CLIENT

D

64000

64000

64000

20

5

PUSH

0S/2

24104106

Figure 75. Base Configuration File for Fully Disconnected Client

— Note

The client we used would not start if we used the keyword FULLY
DISCONNECTED: YES as recommended in the manual. Instead we had to
specify FULLY DISCONNECTED:Y.

You should also notice that you have to specify a PROTOCOL entry for the
client, although it will not perform any communications. If you omit this field,
the agent process will not start.

Please check the version you are running and with your IBM representative
to determine if this behavior is applicable to your environment.

If you reconfigure a Mobile Client that has been connected to a server before,
such as we are doing in our example, we experienced that you need to erase
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the files in the UICFG, DB, QUEUES and WORK directories in order to make the
agent work in fully disconnected mode.

Note

We experienced, that the client still tries to contact the CC server if you don't
erase the files as mentioned above, because its database entries still tell it
that it is connected.

Type the commands as shown below:

D:

CD SOFTDIST
CD UICFG
DEL *.*
Ch ..

CDh DB
DEL *.*
cb ..

CD QUEUES
DEL *.*
Ch ..

CD WORK
DEL *.*

Note

Even if you want to use the client in fully disconnected mode just after
installing the client product for the first time you should issue the above
commands. This is necessary since the configuration notebook used during
installation does not have an option to configure a fully disconnected client.

Since we have erased the database directory above we need to rebuild the
database by typing:

FNDDBINI

You can now start the fully disconnected client by typing:

NVDM START

The OS/2 window in which FNDCMPS.EXE is running should look similar to the
following:
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:Taﬁk fndemps has pid 181,
DELC Rgent performed 2 cold start.
DECL Bgent executing disconnected requests.

DECC Bgent waliting for incoming connection from the server.

L

Figure 76. FNDCMPS.EXE for Fully Disconnected Client

— Note

You should notice that this window still displays the message: D&CC Agent
waiting for incoming connection from the server. although the client will
never talk to the server again.

To test if your client is really in disconnected mode, you should start the
command line interface at the client by typing nvdm and then issue the command
svr as shown below:

}' vl
fnvdm> svr wird%51i50

fFNDCLETTE: The SVR or OFEN command is not allowed on a fully disconnected mode
farget.

Figure 77. Output of nvdm svr Command

The output confirms that our client is in fully disconnected mode.

8.2 Defining the Fully Disconnected Client at the CC Server

Defining a fully disconnected client at the server is identical with defining a
Mobile Client as described in Part 2, “Setting Up a Mobile Client Environment”
on page 41 except for one difference:

Although the fully disconnected client is a special kind of Mobile Client its Target
type field must be set to CLIENT and not to MOBILE.

The following figure shows the target definition at the server used for our
example.
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Figure 78. Target Definition of Fully Disconnected Client

8.3 Creating and Exporting a Change File at the CC Server

126

We need to export a change file at the server and write it to an external media in
order to be able to install it at the fully disconnected client.

In this example we do not create a new change file but use the change file
OS2.TEST.OBJECT.REF.100.1 that was created in 6.2, “Creating a Change Object”
on page 91. In your environment you might want to create a new change file
first.

The process for creating a change file that is to be distributed to a fully
disconnected client is not different from creating any other change file.

In our example we want to export the change file OS2.TEST.OBJECT.100.1 to a
diskette. In order to do so we start the command line interface at the server by
typing nvdm and the following line:

NVDM EXP 0S2.TEST.OBJECT.REF.100.1 A:HELLO.CF
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— Note

Remember to insert a diskette into drive A before starting the above
command. Also notice that the EXP command is not available from the
server GUI but only through using the command line interface.

In order to verify that the change file has been written to the diskette, issue the
following command:

DIR A:

The output should look similar to the following:

Volume in drive A has no Tabel.
The Volume Serial Number is 6581:C814.
Directory of A:\

HELLO CF 11159 10-21-96 10:11a
1 file(s) 11178 bytes used
1446400 bytes free

8.4 Importing the Change File on the Fully Disconnected Client
In order to be able to install the change file at the fully disconnected client, we
first need to import it into the clients catalog.

In order to do so we insert the diskette that we have prepared in 8.3, “Creating
and Exporting a Change File at the CC Server” on page 126 into the diskette
drive of the client and start the command line interface by typing nvdm.
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— Warning

In the version we were using we found a problem when we tried to import
the change file using the following command:

nvdm> imp a:hello.cf -n

The command line interface responds with the message:

FNDCLES8E: The parameter -N is not valid on a connected mobile client.
However, when you type:

svr myself

the command line interface will respond with the message:

FNDCLE77E: The SVR or OPEN command is not allowed on a fully
disconnected mode target.

This is the way a fully disconnected client is supposed to respond, since it
does not have any possibility to connect a server.

In order to make the client recognize itself as being fully disconnected client
we type the following before using the import command:

addpm wtr05118 -h test=100

This command is only supported on the disconnected client. After it has
been issued, the import will work. However, if the command line interface is
stopped and started again, you will have to do the above procedure again.

Please check the version you are using and with your IBM representative to
determine if the behavior described above is applicable to your environment.

Now we can import the change file:
nvdm> imp a:hello.cf -n

The parameter -n will only catalog the global file name but leave the change file
itself on the diskette. This option is only supported on a fully disconnected client
and is useful on clients where local disk space is limited.

In order to verify that the change file has been cataloged, type the following:

nvdm> Tscm *

The client should respond similar to the following:
Global file name: 0S2.TEST.OBJECT.REF.100.1

Target: wtr05118
Status: Available

8.5 Installing the Change File on the Fully Disconnected Client
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In order to install the change file on the fully disconnected client type the
following:

nvdm> inst 0S2.TEST.OBJECT.REF.100.1
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When you type Isq you will see that the install request has been added to the
queue of the local client. However, the install will not take place until you stop
and then restart the client again.

In order to do so type the following:

nvdm stop
nvdm start

When the agent starts the queued request to install the change file is executed.
You should observe the OS/2 window in which FNDCMPS.EXE is running in order
to see if the change file is successfully installed. You can also look in FNDLOG.

— Note

You should also see that the light of the diskette drive is lit when the agent is
started. This is because the change file itself resides on the diskette and is
installed from there when the install request is processed.

To verify that the change file has been successfully installed type:
nvdm lscm *

The output should look similar to:
Global file name: 0S2.TEST.OBJECT.REF.100.1

Target: wtr05118
Status: Installed, removable, active

8.6 Updating the

Target History at the CC Server

Since the server has no network connection to the fully disconnected client, we
will have to update the target history manually.

This is important because although we have not installed the software using a
network we still want to be able to track the target history for all our clients.

In practice, for example, the successful install at the fully disconnected client
could be reported by phone from an administrator at the remote site to the
administrator of the CC server.

On the CC server, we type the following command to update the target history:
nvdm updcm 0S2.TEST.OBJECT.REF.100.1 -w wtr05118 -n ira

— Note

In the above command the parameter -n ira stands for installed, removable,
active.

To verify that the status has been changed, type the following at the server:
nvdm Tscm 0S2.TEST.OBJECT.REF.100.1 -w wtr05118

The output should look similar to:
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Global file name: 0S2.TEST.OBJECT.REF.100.1

Target: wtr05118
Status: Not Authorized, Installed, removable, active
Note

The way of reporting the change management status by phone does not
seem to be feasible for many clients.

In that case you might send out a few hundred diskettes to the client systems
and a single administrator at the CC server would not be able to keep track
of the history.

Therefore you might want to write the change management status to the
diskette on each client and then send these diskettes back to the site where
the CC server resides. For example, you could use the output of the nvdm
Iscm command.

On the server you could have the incoming diskettes processed by a simple
script that reads the diskette and updates the status.
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Chapter 9. Using the Mobile Client with PPP

One of the primary justifications for the Mobile Client is to be able to perform
change management activities involving laptops when they are not LAN
attached. In this chapter we look at one approach to using the Mobile Agent
over a modem connection.

The Point-to-Point Protocol (PPP) of TCP/IP enables a link between two
computers at the IP level. TME 10 Software Distribution can use this link in
exactly the same way as it uses a link over token-ring or Ethernet. We look at
how to configure PPP between a Software Distribution for OS/2 Mobile Client and
a Software Distribution for AIX server. Examples are also given of configuring
Windows 95 and Windows NT clients.

A working PPP configuration is a good basis for setting up the native
asynchronous support in TME 10 Software Distribution which we describe in
Chapter 11, “Using the Asynchronous Protocol Support for Mobile Clients” on
page 181.

Before deciding to use PPP, the reader should refer to Chapter 17, “Security
Considerations” on page 313 and Chapter 16, “Designing a Network” on
page 307 for discussion of the alternatives. We found PPP to be one of the
hardest configurations to set up of the ones that we tried.

9.1 Overview of PPP

The Point-to-Point Protocol (PPP) is a peer-based protocol allowing the
connection of two TCP/IP hosts across standard asynchronous modems. The
connection is made at the inter-networking layer in TCP/IP terms. See Figure 79
on page 132 for a diagram of the TCP/IP architecture layers as they affect us.
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Figure 79. Basic PPP Architecture

Each layer in TCP/IP, although it has a virtual link to the equivalent layer on
other hosts, in reality only has a link to the layer below it in the protocol stack.
This is why it is possible to swap out the token-ring component and replace it
with a modem and PPP without affecting the application layer in any way other
than performance.

PPP is strictly peer based. There is no architectural difference between the host
that initiates the connection and the host that accepts the connection. However,
for simplicity we will regard the machine that dials in as being a PPP client and
the machine that accepts the call as being a PPP server. This fits well with our
use of PPP since in general the Mobile Client will initiate the session and will
therefore also be the PPP client.

PPP is a formal TCP/IP protocol as opposed to Serial Line IP (SLIP) which is only
a de facto standard. PPP offers several benefits over the very simplistic SLIP:

Inclusion of a link control layer allowing automatic configuration of IP
addresses.

Compression of IP and TCP headers (Van Jacobsen Header Compression).

Support for protocols other than IP datagrams. (This is also available with
some SLIP implementations.)

Frame error detection.

PPP works through a terminal logon. The host acting as a PPP server is
configured to allow standard user logon through a modem connection. The PPP
server must also have support for PPP installed. The PPP client logs in through
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a modem link using a standard user ID and password as understood by the PPP
server operating system. In our first example this is an AIX user account. Then
the PPP process is started from the command line of the terminal window and
control is passed at both ends to the PPP tasks. The initiation of PPP at the
server may be done directly from the command line or it may be configured in a
login profile. In most implementations the logon to the server is scripted by a
process on the client, the script having been set up to match the server
operating system logon dialog.

For a fuller discussion of PPP and TCP/IP in general, refer to the redbook TCP/IP
Tutorial and Technical Overview, GG24-3376.

9.2 Setting Up a

Link from OS/2 to AIX

In this section we describe how to configure a PPP link between OS/2 and AlX.
We first set up the modem under AIX and then check that we can log in from our
0OS/2 Client. Once this is working we start the PPP subsystem on AIX and create
a user with a login profile to automatically start PPP. Finally we create an
attachment script for PPP from OS/2.

— Note

The instructions that follow are the steps that worked for us in our
environment. They are provided here as a guideline. For detailed
instructions refer to the appropriate manuals for your configuration.

—— Software Levels

Not all versions of OS/2 support PPP. We found that Warp Version 4 (Merlin),
Warp Connect and Warp Server worked fine but Warp Version 3 did not, even
though it had IBM TCP/IP for OS/2 Version 3.0 at the same CSD level as
Warp Connect. To see if it will work open an OS/2 window and type:

Ppp
If you receive the message:
Sorry - PPP is not supported by this stack revision

then PPP will not work for you. You can try using SLIP, or upgrade your
operating system.

9.2.1 Enabling Terminal Login

As described above in 9.1, “Overview of PPP” on page 131, PPP works by
logging in through a terminal session before handing control over to the PPP
processes. The first step, therefore, is to ensure that we can log on through a
modem-connected terminal session. There are two steps to this:

1. Setting Up the TTY Port on AlX.
2. Running a terminal program.

We deal with these in order.
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9.2.1.1 Setting Up the TTY Port on AlX

Yo

u will need to be logged on to your AIX system with sufficient authority to

perform some of the following actions.

1.

First connect a modem to a communications port on the RS/6000 and
connect a telephone line to the modem. In our case we used serial port 1
and an IBM 7855 modem. (We also had another modem connected to serial
port 2 but this is not used until the next chapter.) Verify that the modem is
set up to receive AT commands and is configured for 8 data bits, no parity,
and 1 stop bit. We recommend that you begin with a speed of 9600 baud and
increase this later if required.

From a command prompt start SMIT and go to the TTY section by typing:
smit tty

If you are not using X-Windows then run the character based version of SMIT
by entering:

smitty tty

You should now see a window similar to Figure 80. Note that if you are
using the character interface this will look somewhat different.

%WW%%%%%%%W%@Z%@ZW%%

g Exit Show Help

# Return Ta:

ZTTY

Move g TTY to Another Port
3 iRemove aTTY

4! iGenerate an Error Repart

List All Cefined TTYs

JAddaTTy

Change [ Show Characteristics of a TTY

Configure a Defined TTY

Trace aTTY

Figure 80. SMIT TTY Panel

4,

The first step is to define the serial port to the system. If the serial port is
already defined then you can skip this part. To check if the port is defined
select List All Defined TTYs . If the port is already defined you should see a
message similar to Figure 81 on page 135. Remember that we have 2 ports
defined. You only need one for this chapter.
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G

4 Exit Show

Command:

lsdev =-C -c¢ tty -H

4 Output:
4 hame status location description

tty0 Available 00-00-21-00 Asynchronous Terminal
ttyl Available 00-00-32-00 Asynchronous Terminal

Done | Find Find Mext}

Figure 81. SMIT Defined TTYs Panel

Select Done to return from this panel and re-display the SMIT TTY panel
(Figure 80 on page 134). If your port is already defined, then proceed to
point 5.

To add a new port definition choose Add a TTY and select an RS232
asynchronous terminal. Choose the physical port that your modem is
connected to; in our case, it was serial port 1. You should now see the Add
a TTY window as shown in Figure 82.

s

N

4= PORT number f List
41 Encble LoCIN femanle Listh af 7!
BAUD rate 1:9600 Listj
FARITY i:none Lislj
BITS per character s List]
urber of STOP BITS 1 .......................................... ‘
TIME before advancing to next port setting o List]
TERMINAL type {dumb
FLOW CONTROL 10 be uzed %Exon
OPEN DISCIPLINE to be used e ropen
STTY attributes for RUN time fupcl, cread,brkint, i Lkt
STTY attributes for LOGIN fnupel, cread, echos, o5
ok Command} Feset ! Cancel | 7 Help

Figure 82. SMIT Add a TTY Dialog
The only value that you need to enter at this stage is the port number which

in our case we set to s1. Detailed configuration is covered in the next step.
Click on OK to create your port and you should receive a successful
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message. For any problems at this stage you should refer to your AIX
documentation. Select Done to return from this panel.

5. Having confirmed that we have a serial port defined, we now need to
configure it. From the SMIT TTY panel (see Figure 80 on page 134) select
Change / Show Characteristics of a TTY and then choose your port (ours was
tty0) to bring up the dialog shown in Figure 83. The values that you enter
here are largely dictated by the modem that you are using. In our case we
set the flow control to be RTS and removed IXON and IXOFF from the STTY
login attributes. Ensure also that logins are enabled on this port and select
OK to change the settings.

Note

When we tested the scenarios in this book, we found problems with PPP.
In order to get the terminal login to work we had to modify the STTY
logmodes. We found that if we entered:
chdev -1 'tty0" -a Togmodes='"'

and then tried a connection, the login failed. If we then entered:
chdev -1 ' tty0" -a Togmodes='"hupcl,cread,echoe’

then the login would work once. These steps had to be repeated each
time a connection was required.

We do not believe this to be a general problem with PPP, but instead we
think it had something to do with our specific environment.

BALD rate
PARITY

BITS per character
Mumber of STOF BITS

TIME befors advancing to next port setting

TERMINAL type

FLOW CONTROL 10 be Used

OPEN DISCIPLINE to be used jdtropen ]
STTY attributes for RUN time ijhupcli cread,brkint, ic Lislj
STTY attributes for LOGIN %:hupcl, cread, echoe, csf
LoGGERPEme n
STATUS of device at BOOT time available List;
OK Comrmand Reset Cancel Healp

Figure 83. SMIT Change/Show Characteristics Dialog

6. You should now see a confirmation window similar to Figure 84 on
page 137.
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i Command:

" =a login='enabkle” -a flow_disp="rts’

i Outpu
tty0 changed

Dore | Find Find Newtf |

— Note

Figure 84. SMIT Change/Show Characteristics Output Window

The command generated by SMIT shows only the changes that were made.
This depends on the values that were already set and hence may be different
in each configuration. So we are not providing a command line option.

—— Checking Your Configuration

There are several things to look for to confirm that AIX is able to talk to your
modem and allow logins. First check the lights on your modem if you have
any. The getty process which you have just started by setting login to
enabled, controls logins over serial ports and periodically talks to the
modem. You should see that the data ready light on the modem is lit and
occasional flickers of the transmit data and read data lights should occur as
the getty task communicates with the modem. If you have problems later
then check if getty is running:

ps -ef | grep getty
should return something like:

root 14478 1 0 Oct?27 1ft0 0:00 /usr/shin/getty /dev/console
root 22248 1 0 08:43:18 0 0:00 /usr/sbin/getty /dev/tty0
root 30448 23396 1 08:43:34 pts/4 0:00 grep getty

To test the connection to the modem, remove getty by disabling logins using
the Change / Show Characteristics of a TTY dialog as above and then try
entering:

echo "AT">/dev/tty0

This should cause the lights on the modem to flicker and should return
immediately to the command prompt. If this hangs, then you do not have a
connection from /dev/tty0 to the modem.

Chapter 9. Using the Mobile Client with PPP 137



138

9.2.1.2 Running a Terminal Program

Note

When we originally tried this using a terminal program for OS/2 we did not
see the prompts echoed on the screen. You should be able to do the

terminal connection using any communication program, however if you run
into problems it might be worth trying different programs to see the results.

To confirm that the terminal logins are correctly set up, use a PC
communications program such as HyperTerminal which comes with Windows 95
to connect to the AIX system. We ran Windows 95 on the the same laptop as
0S/2. This was an IBM ThinkPad 755cx with an IBM PCMCIA modem as used in
other parts of this book. This proved that the hardware was functional and
meant that once this part was successful the only configuration necessary was of
PPP within OS/2.

Start HyperTerminal and provide it with the telephone number only. Leave all
other settings at the default. HyperTerminal should now connect to the AIX
server and display the screen shown in Figure 85.

% Test Connection to AlX - HyperTerminal
File Edt Yiwew LCall Transter Help

Dle] mis] sols] &

AIM Version 4

{C) Copy¥rights by IBM and by ochers 1382, 1334,
login: CONNECT 3&00

TOU LOGGED IN USIMG ALL UPPERCASE CHARACTERS.
IF TOUR WORKSTATION ALS0 SUPPORIS LOWERCASE
CHAPACTEERS, LOG OFF, THEN LOG IN AGATN USING
LOWERCASE CHARACTERS .

ACYOAVMAEWCAT'E WPAEBESWORD: _

Cornected 0:00:05 PAuto detect 1192007041

Figure 85. HyperTerminal Connected to AlX

Note

The connect message CONNECT 9600 has been incorrectly sent to the login
prompt as a user ID. This also happens with PPP from OS/2 and the
attachment script had to be written to cope with this.

This confirms that the TTY logins are properly enabled and that the modems are
communicating. It also provides input to developing the login script for
automatic connection with PPP.
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9.2.2 Getting PPP to Work

Now that we have proved that the logins work okay we need to go to the next

step and use PPP. This involves three steps:
1. Start PPP on AIX.
2. Create a user profile on AlX.
3. Create an attachment script on OS/2.

We address these in order:

9.2.2.1 Starting PPP on AIX

To enable PPP on an AIX log on with sufficient privileges and follow these steps:

1. Start SMIT and go to the PPP section by entering:
smit ppp

This will display the panel shown in Figure 86.

i Exit Show

Help 2

Return To:

Systam Management
_;Communications Applications and Services

| PPP

i Link Control Configuration
FFF IF Interfaces

start PFP

Stop PPP

Figure 86. SMIT PPP Panel

2. Select Link Control Configuration and then Add a Link Configuration

display the panel shown in Figure 87 on page 140.
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FPF subsystern name irsbl0012ppd

mas server connections

max client connections

max ip interfaces

max async hdle attachments ey

T

async character map

negofiate MRU

negotiate async man

negotiate protocol compression iwes

negotiate address cantrol compression iiyes

Command; Reset | Cancel | o Help

Figure 87. SMIT Link Configuration Panel

Enter a name for your system and values for the number of connections. In
our test system we chose low values. Select OK to create the link definition.
Then choose Done to acknowledge the confirmation window.

3. Now return to the PPP menu and choose PPP Interfaces and then Add a
Server Interface . This will bring up the window shown in Figure 88.

Local IP address i10.0.0.3

Starting Remote [P address 10 0.0.1

Number of addresses 2

Metrmask {255.255.255.q

Figure 88. SMIT PPP IP Configuration Panel

Enter an IP address for the AIX machine to use in the local IP address field
and an address for the OS/2 host in the Starting Remote IP address field.
Specify a subnet mask and a number of addresses to use. This can be one if
only one PPP client is connected at a time. Click on OK to create the IP
definition.
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— Caution

If your AIX system is not a gateway then IP forwarding should be turned
off to avoid any conflicts between the PPP subnet and the LAN subnet. If
you want the PPP client to be able to see all of the hosts beyond the PPP
server, then this will have to be enabled. This is not required by TME 10
Software Distribution. If you do use IP forwarding, then ensure that you
use a valid range of IP addresses for your establishment. If in doubt, see
your network administrator.

4. Again return to the PPP panel and this time select Start PPP. Choose Both
to start PPP now and on system restart and click OK. You should see a
confirmation similar to Figure 89.

Exit Show

Command:

Jetce/ppp/mkppp -start ‘both”

Qutput:

MN513-059 The pppoontrold Subsystem has been started. Subsystem PID is 22944.

Find | Find Mest}

Figure 89. SMIT PPP Start Confirmation

You have now successfully started PPP.

9.2.2.2 Creating a User Profile for PPP

We suggest you create a new user and modify the .profile file to include a
command to start PPP. We created a user called pppuser with a password of
pppuser. The profile for pppuser is shown in Figure 90 on page 142. The
important line is:

/usr/sbin/pppattachd server 2>/dev/null
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PATH=/usr/bin:/etc:/usr/sbin:/usr/ucb:$HOME/bin:/usr/bin/X11:/sbin:.

export PATH

if [ -s "$MAIL" ] # This is at Shell startup. In normal
then echo " $MAILMSG” # operation, the Shell checks
fi # periodically.

/usr/sbin/pppattachd server 2>/dev/null

Figure 90. /home/pppuser/.profile

If you are using a shell other than the Korn shell, then modify the appropriate
configuration file.

9.2.2.3 Creating an Attachment Script on OS/2

You now need to connect the OS/2 Mobile Client to the Software Distribution for
AlIX server over PPP. To do this we use IBM Dial-Up for TCP/IP which can be
found in the TCP/IP folder on the OS/2 desktop or can be started from the
command line by typing:

SLIPPM
Once started this looks like Figure 91.

Figure 91. IBM Dial-Up for TCP/IP
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Select the Add Entry push button to create a new entry. This will display page
one of the Add Entry panel as seen in Figure 92 on page 143.

Figure 92. Add Entries - Login Information

Enter a name and a description for your connection. Enter a login ID and
password that match the values used when you created the AlIX account. Enter
the phone number and select the PPP radio button. For the Login Sequence you
must enter an attachment script that will connect to your AIX system. This will
vary from system to system. For our server we used the following:

\r

ogin:

[LOGINID]

ssword:

[PASSWORD]

This script is run once a connection is established. Table 3 describes each of
these commands.

Table 3. Sample Attachment Script Commands

Command Action
\r Sends enter to bring up login dialog.
ogin: Waits for the characters "ogin:". This is part of the
login prompt.
LOGINID Sends the login ID.
g
ssword: Waits for the password prompt.
[PASSWORD] Sends the password.

Chapter 9. Using the Mobile Client with PPP 143



Having completed page one of the notebook, click the Connect Inf tab to move to
the second page. Enter the values that match your environment. Our values are
shown in Figure 93 on page 144. Note that you must enter a domain name
server even if you will not be using one. In our example we will edit the hosts
files on the machine rather than using DNS.

Figure 93. Add Entries - Connection Information

You can skip the third page of the notebook and move to page four to define the
modem information. Select your modem and COM port and set the mode to dial.

An example is shown in Figure 94 on page 145.
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Figure 94. Add Entries - Modem Information

Now close this window answering save when asked if you wish to save your
changes.

You can now select Dial to connect to the server. If successful, you should see a
connection made as shown in Figure 95.

e

Figure 95. Successful Connection
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The last piece of configuration necessary is to hard-code the host names in the
hosts files on each machine. This step is optional; you can choose to use the

dotted decimal IP addresses rather than host names, or you can go the entire

way and define the PPP network to your domain name server and use DNS. |If
you choose to do this remember to define the AIX system as a gateway.

Edit the hosts file on the OS/2 PC to add the PPP link to the AIX system. This is
found in the directory pointed to by the ETC environment variable, usually this is
C:\MPTN\ETC. Our file is shown in Figure 96.

(. h

10.0.0.2 pppserver

— —J

Figure 96. C:\MPTNIETCIHOSTS on 0OS/2

Also edit the hosts file on the AIX system to provide a link back to the OS/2 PC.
This file can be found in /etc. An example is shown in Figure 97.

# @(#)47 1.1 src/bos/usr/sbin/netstart/hosts, cmdnet, bos41l,

#

# COMPONENT_NAME: TCPIP hosts

#

# FUNCTIONS: Toopback

#

# ORIGINS: 26 27

#

# (C) COPYRIGHT International Business Machines Corp. 1985, 1989
# A11 Rights Reserved

# Licensed Materials - Property of IBM

#

# US Government Users Restricted Rights - Use, duplication or

# disclosure restricted by GSA ADP Schedule Contract with IBM Corp.
#

# /etc/hosts

#

127.0.0.1 Toopback localhost # loopback (100) name/address
9.24.104.124 rs600012

10.0.0.1 pppclient

Figure 97. /etc/hosts on AlIX

9.3 Using PPP from the Mobile Client
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Once you have established the connection, this can be used by TME 10 Software
Distribution in the same way as a LAN connection. You must provide a
configuration file that contains the correct names for the server and client.
Figure 98 on page 147 shows the configuration that we used to connect from our
OS/2 Mobile Client to the AIX server.
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WORKSTATION NAME:
SERVER:

PROTOCOL:
REPOSITORY:
SERVICE AREA:
BACKUP AREA:

WORK AREA:
CONFIGURATION:
MESSAGE LOG LEVEL:
LOG FILE SIZE:

TRACE FILE SIZE:

MAX ATTEMPTS:
TARGET MODE:
MACHINE TYPE:
TARGET ADDRESS:

API TRACE FILE SIZE:

MAX USER INTERFACES:

pppmobile

rs600012 TCP pppserver
TCP pppclient 729 50
C:\SOFTDIST\repos
C:\SOFTDIST\service
C:\SOFTDIST\backup
C:\SOFTDIST\work
CLIENT

N

500000

500000

1000000

20

5

PUSH

0S/2

pppmobile

—

Figure 98. Sample NVDM.CFG for PPP

Notice that WORKSTATION NAME and TARGET ADDRESS can be anything
uniqgue. SERVER must be the actual server name, the protocol and the TCP/IP
host name used from the client to reach the server. PROTOCOL must contain
the TCP/IP name used by the server to find the client.

So from the client we can type:
PING pppserver

From the server we can type:
PING pppclient

It is worth providing help to users who will have to start PPP before using any of
the services of the Mobile Client that require access to the server. In

Chapter 18, “Example Front-End Application” on page 325 we show the XYZ
Hotel Application which is an example of a front-end menu for remote users of
the Mobile Client who require some help with enabling the transport layer and
starting TME 10 Software Distribution on their computers. This example can be
used for PPP or other connections as described in this book.

9.4 Configuring Other Operating Systems

Now we look at configuring Windows 95 and Windows NT for use with PPP. We
assume in this section that you have already configured the AIX server as
described above.

9.4.1 Windows 95 Client

In this section we will describe how to establish a PPP connection from a
Windows 95 client.
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9.4.1.1 Prerequisites

Before starting, ensure that you have installed the Dial-Up Networking option and
the Dial-Up Scripting Tool; also that you have a working modem connected to
your PC and defined to Windows 95. If these are in place then you can skip to
9.4.1.2, “Creating the Object” on page 150.

To install Dial-Up Networking open the My Computer folder from the desktop and
double-click on Control Panel . Select Add/Remove Programs and click the
Windows Setup tab. This will display a window similar to Figure 99.

§ Add/Remove Programs Properties ﬁm
I'nst.a.lla’.l_ini'n:st.alllli. Windows SE&UI.D ;'St.ar.tﬁp Disk i
To add or remove a compornent, click the check box, & shaded box

means that anly part of the companent will be inztalled. To see
what's included in a component, click Details.

Components:

Eg} Accessibility Options
) Accesslies

¥ & Commurnications
2% Digk. Toals

-_{@ icrozoft Exchange

Space required:
Space available on digk:

0.0ME =

0.8 me
0.0 MB
0.0MB :

0.2 Me
57.1 MB

- Description

and onling services.

3 of 4 components selected

Includes acceszones to help you connect to other computers

. Have Disk...

oK

Cancel

Figure 99. Windows 95 Add/Remove Programs Window

Select Communications

and click on the Details... push button. You should see a

window like Figure 100 on page 149. Ensure that Dial-Up Networking is selected

and choose OK.
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e ~ |

Ta add or remove a component, click the check box. A shaded
bow meanz that only part of the component will be inztalled. To see
what's included in a compaonent, click Details.

'!& Huper T erminal
4 & Phane Dialer

Space required: 0.2 ME

Space available on digk: RE.0O ME
i~ Description

Enables you to connect to ather computers by uzing a modem.

Figure 100. Windows 95 Add/Remove Programs Window

You have now returned to the Add/Remove Programs window. Click on OK to

install the component.

The Dial-Up Scripting Tool is also installed from the Add/Remove Programs

utility. Select Install... from the first page of the Add/Remove Programs window

to bring up the install program dialog (see Figure 101).

Install Program From Floppy Disk or CD-ROM

Inzert the product's first inztallation floppy digk or CO-ROM,

and then click Mext.

Figure 101. Windows 95 Install Program Dialog

Select Next> and enter:
D:\ADMIN\APPTOOLS\DSCRIPT\RNAPLUS.INF

in the command line field. If you are not installing from CD-ROM or your
CD-ROM is not drive D, then adapt this as appropriate.
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§ Run Installation Program

|f thiz iz the corect installation program, click Finish. Ta
start the automatic search again, click Back. To manually
zearch for the installation program, click Browse.

LCarnrand ling far inztallation program:
D:8ADMINYEPPTOOLSAD S CRIPT\Fnaphus. ind

Browveze. .

C¢Back § Fmsh ] Cancel

Figure 102. Windows 95 Run Installation Program Screen

Select Finish to install this option.

9.4.1.2 Creating the Object

From the Start bar, select Programs , then Accessories and Dial-Up Networking
This will display a container as shown in Figure 103.

File Edit Yiew
| Connections Help

‘Connection!

T obiedlis] P

Figure 103. Dial-Up Networking Container

Double-click on Make New Connection to create a link to your AIX system. You
will see a window like Figure 104 on page 151.
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M ake New Connection

Tvpe a name for the computer vou are dialing:

;assoumz{

Select a modem:

iIBM 14.4 Data Fax with DaA PCMCIA

f News |0 Cancel

Figure 104. Make New Connection Window

Enter a name and select your modem. Move to the next screen by clicking
Next> and key in the phone number for the AIX system. Press Enter twice more

to complete the dialog.

If you run just this dialog then the default dial-up script is invoked and you will
not be able to log in to the AIX system. You now need to create a script using
the Dial-Up Scripting Tool. From the Start bar, select Programs , then
Accessories and Dial-Up Scripting Tool . This will display a window as shown in
Figure 105. The purpose of this dialog is to associate a script with a connection.

* Dial-Up Scripting Tool

- Connections: - Script
File narme:

C:\Program Files\AccessoneshrsB000pp.sop:

™ Step through script

. Start terminal screen minimized

Figure 105. Dial-Up Scripting Tool

Enter a file name in the field and choose Edit to create a script. An example
script is shown in Figure 106 on page 152. Once your script has been built
select Apply to create the association.
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skkkkkkhhkhkhkhhkkhkhkkkkhhkkhhkkhhhkhhhhhddhhdhhhrrhrxxx
B

3* Sample Script to Togon to AIX and start *

3* PPP from a Windows 95 Client *
ok *
3* Mark Guthrie - 30th October 1996 *

ekkhkkhkhkhhhhhhhhAkXAAXXkAkXkkhkhhhhhhhhdhhhhhhhkhrhrxxx
>

proc main

kKRR hRIIRIIIAIRKRAKRKRKRKRKRKNKXRKA Rk hhhhhhhhhhhhhhhrhkrixx
>

3* Pause for 3 seconds to allow AIX to settle *

;* Then send enter *
;***********************************************
delay 3

transmit "M

skkkkkkhkhkhkhkhhhkhhkhkkkhhkhkhhhhhhhhhhkhddhhddrhhrhhrxx
s

3* Wait for the login prompt, then send userid *

;* and enter. Userid is substituted for us. *
;***********************************************

waitfor "ogin:"
transmit $USERID
transmit ""M”

ekkhkhkhkhkhhkhkhhkhhkh kA kkkddhhdhhhhhhhdhhhhhhhhrhrxxx
B

3* Wait for the password prompt, then send *
3* password and enter. *
3* Password is also substituted for us. *

ekkhkkkhkhhkhkhkhkhkhkhkhkhrkkkkkdhhdhhhhhhddhhhhhhhkhkrhrrxx
B

waitfor "assword:”
transmit $PASSWORD
transmit "M"

ckkkhkkkhkhhkhhhhhkhkhkkkkkhkhkkhhhkhhhhhhhhhkhhkhkhkhhhkrrkxxxx
H

3* That's it! *
3* PPP is started by logon profile on AIX. *
;***********************************************
endproc
A N— —

Figure 106. Sample Script File

You can now double-click your connection in the Dial-Up Networking container to
bring up the connect dialog as you see in Figure 107 on page 153. Key in the
user ID and password and click Connect to be connected to your server.
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i- Connect To

g‘% RSE00012

Uszer name: ||3|3|3user

Pazzword: |“““““““

™% Save password

Phore number: ]1 2345674

Dialing from: ;Default Lozation

Figure 107. Connect to Window

As described above for OS/2, you can use the PPP connection in the same way
as a LAN connection once it has been established. The required NVDM.CFG file
is very similar to the one shown for OS/2 (Figure 98 on page 147) with the
MACHINE TYPE changed to WIN95. Remember again to edit the hosts file to add
a connection to the Software Distribution for AIX server over PPP.

One problem from an administrative and support point of view with PPP on all of
the Windows platforms, is that there is no published APl or command line
interface to PPP. If you wish to use something like the XYZ Hotel Application as
described in Chapter 18, “Example Front-End Application” on page 325, then you
will either need to try to develop something in a tool such as Visual Basic to
start PPP, or investigate using third party PPP products for Windows that have
command line interfaces. Alternatively you can leave it up to the user to
navigate the screens and establish the connection manually.

9.4.2 Windows NT Client

—— Software Levels

We performed the following configuration on a Windows NT 3.51 Server. We
also tested this on Windows NT Workstation 4.0. This also worked but there
were slight differences, which are described below. A similar setup should
be possible on other versions of NT but this was not tested.

In this section we describe how to create a PPP connection from Windows NT.
We describe installation of the NT Remote Access Service (RAS), and then cover
how to configure the link.

9.4.2.1 Installing Remote Access Service (RAS)

To add PPP support to Windows NT open the Main folder from Program Manager
as shown in Figure 108 on page 154.
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| Baoks Online

Command
Prompt
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Windows MT
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Windoweg MT
Setup

A

Fead Me

Figure 108. Windows NT Main Folder

Double-click on Control Panel

to bring up the window shown in Figure 109.

Control Panel

Settings Help

0

Colar Forts Parts Mouze Dezktop
iim IS -

[ntermational  Swstem DatesTime  Console Cursors
de B2 s .2

Licenzing Sound Drivers Metworlk Server

LIP3

F.evboard

K

Services

A,
Printers

e :
Digplay  Pragma Inetd

Devices

| [Changes the Windows screen caolors

Figure 109. Windows NT Control Panel

Now select Network to open the network settings control panel as you see in

Figure 110 on page 155.
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MNetwork Settings

Computer Name: FOXTROT Change... I

Close
Workgroup: WORKGROUP Change... I
| Bindings... I

di

[ Network Software and Adapter Cards

Installed Network Software: Betwnbs

Caormputer Browser A | Add Software. .. I Help I
IEM Token Ring Adapter Diiver —

MetBEUI Pratocol

MetBI0S Interface _ | Add Adapler. . I

FPC Configuration kA | Configure I
Installed Adapter Cards: -

11IEM Taken Ring Adapter | Update |

| Remove I

Description: (IBM Token Ring Adapter

Figure 110. Network Settings

Click on the Add Software... push button and select Remote Access Service from
the selection list as shown in Figure 111.

Add Network Software
Network Software: Hemote Access Service 4 Continue

Select the software component pou want to install; use <Other> if pou have a disk Cancel
from the vendor. |

Figure 111. Add Network Software

Select Continue and the source directory for your Windows NT distribution files.
Once the software is installed you are asked which COM port to use. In our case
the modem was connected to COM1 (see Figure 112).

Add Port

Pt

e |

Figure 112. Add Port Window
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Remote Access Setup will now try to auto-detect your modem. Ensure that it is
switched on and select OK when the dialog shown in Figure 113 on page 156 is
displayed. If you wish you may decline and manually configure the modem.

Remote Access Setup

Remote Access setup will attempt to detect the modem
connected to the selected port. Modem detection will take
a minute. Chooge OK to continue or Cancel to select a

modem entry from the hist.
| Cancel I

Figure 113. Modem Auto-Detection

In our case the auto-detection failed to identify our IBM 7855 modem. We
selected a Hayes Compatible 9600 modem from the list as shown in Figure 114.

Configure Port

Attached Device Type oK I
Hayes Accura 14400 Modem ﬁ

Hayes Accura 28800 koderm
Hayes Compatible 1200 Modem c attinas
Hayes Compatible 14400 k odem j
Hayes Compatible 2400 koderm m
Hayes Compatible Modem -
Hayes Optima 14400 Modem | |
Hayes Optima 14400 - GER Modem |4

I~ Port Usage

@ Dial out only
] Beceive callz only
O Dial out and Receive calls

Figure 114. Configure Port

Select the correct port usage and choose OK. Select Continue from the next
screen (Figure 115 on page 157) and Remote Access will finish installing.
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Hemote Access Setup

Continue

Cancel

‘ Add. .. I | BRemove I |Ennligure...| | Clone I

[] Disable automatic restoration of network connections at logon

Figure 115. Remote Access Setup

You should now be at the Network Settings window (Figure 110 on page 155).
Select Close to exit and you are asked to reboot the system as seen in
Figure 116.

Your network settings have changed.

ou will need to exit and restart Windows NT so
that the new settings can take effect.

| iDon't Restart How: l | Bestart Now

Figure 116. Network Settings Change

Metwork Seftings Change

Select Restart Now to restart your system.

9.4.2.2 Configuring PPP

When your system has restarted you will find a new folder in Program Manager
called Remote Access Service. Inside this folder you will find a number of icons
as shown in Figure 117 on page 158.
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Remote Access Service [Common

Remate Remate Remate Read Me Remate Remate

Ancess Accessz Access Admin AcceszHelp  Access and
Monitor the Internst

Figure 117. Remote Access Service Folder

The Remote Access Services of NT are particularly well documented so you
should find adequate help online if you require it.

Before you go on to define the link, it may be worth modifying the login script to
cope with the problem described above where the CONNECT 9600 was echoed to
the login prompt.

This problem can be solved by sending an extra Enter before trying to do the
logon. If you do not suffer from this problem in your environment then obviously
you do not need to perform these steps. The reason for doing this here is that
the file containing the login scripts is only read once, at program start.

Using a text editor such as EDIT modify the file
C:\winnt35\system32\ras\switch.inf adding the line:
COMMAND=<cr>

immediately after the line:

COMMAND=<cr>

Alternatively you can back up this file and create a new copy with the contents
as shown in Figure 118 on page 159.
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[AIX Logon]
COMMAND=
COMMAND=<cr>

OK=<match>"ogin:"
LOOP=<ignore>

OK=<ignore>

COMMAND=<username><cr>

OK=<match>"assword:"
LOOP=<ignore>

COMMAND=<password><cr>

—

Figure 118. C:\winnt35\system32\ras\switch.inf

Now return to the Remote Access Service Folder and double-click on the Remote

Access icon to show the Remote Access window as shown in Figure 119.

Hemote Access

Options Help
I = | 2 T + i %N
&dd Edit Clone Bemowve Dial Hang Up Status
Entrp Marme |F'hc-ne Murnber | Drezcrption
g |[nu prefis] |[n|:| suffis]

Figure 119. Remote Access Window

The first time in, you will see a warning that the phone book is empty. Click on
OK to create a new entry. Select Advanced>> to display the window shown in
Figure 120 on page 160.
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R Add Phone Book Entry

Entry Mame:  [RS600012 | [ o ]

Phone Number: |123455?3 |_| | Cancel |
Description:  |PPP Link to RS600012 at ITSO| | [_«cBasic ]
B4 Authenticate using current user name and password

Port: [coM1 E|

Device: Hayes Compatible 9600

B | [=o]an | =
todem #.25 150N MNetwork, | Security

Figure 120. Add Phone Book Entry

Enter a name, description and phone number here. Remove the tick from the
Authentication check box and click on Network to bring up the dialog shown in
Figure 121.

= MNetwork Protocel Settings

Cancel

[ 1cPAP TCP/IP Settings... |
C1px

| Request LCP extenzions [RFC 1570)

) 5P
[ Feases b CHER R ST

B tisa detu® gadowar s mmale netwak

Prome nies |0 lil

Figure 121. Network Protocol Settings

Ensure that PPP is selected and that TCP/IP is the only protocol. You can leave
the TCP/IP settings at the defaults. Click on OK to return to the Add Phone Book
Entry window (Figure 120) and select the Security push button. This will pop up
the Security Settings screen as shown in Figure 122 on page 161.
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Security Settings

Y Accept any authenticabion including clear text
) Use clear text Terminal login only

N Cancel
o Accept only encrypted authentication

i} Accept only Microsoft encrypted authentication —

O oo doda enoienbim

Terminal or Script

EBefore dialing: | [none) |£|

Ater dising: [N

Figure 122. Security Settings Window

From the After dialing drop down list choose Generic Login or if you chose to

create the file shown in Figure 118 on page 159, then choose AIX Logon. Now
click on OK to leave the Security Settings and then click on OK again to leave
the Edit Phone Book Entry window.

You can now click on Dial to connect to the server. You are prompted for a user
ID and password. Since we are not using NetBIOS you can leave the Domain
field empty. Once the connection has been established and your user ID and
password have been confirmed using the login script, you should see a
confirmation window as shown in Figure 123.

Connection Complete

You have successfully connected to the Hemote Access
server. You may now usze the usual windows programs and
utiitiez as if you were directly connected to the network.

Check Minimize-on-dial to automatically minimize the program
to an icon when a connection is successfully establizhed.

WET

O Do not dizsplay this message in the future

Figure 123. Connection Complete
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—— Windows NT Workstation 4.0

Setup is similar for NT Workstation 4.0. The scripting language has changed
somewhat and now more closely resembles the Windows 95 language. An
example script is shown here and should be placed in the ras directory.

; Sample Windows NT 4.0 Script.

; Mark Guthrie - November 1996

5
proc main

kkhkhkkkkhkkkikhk*k *khkhk

; As usual send enter twice

kkhkhkkkhkkkhkhk*k *khkhk

transmit "M’
transmit "M"

kkhkkkkhkkkhkhk*k *kkk

kkhkkkkhkkkhkhk*k *khkhk

waitfor "ogin:"”
transmit $USERID, raw
transmit "M"

ER R R R R R R R R R R R R R R R e

; send password and we' re done
*khkkhkkhkkhkhkkhkkhkkkhkkhhkkkhkkhhkkhkhkkhkkik

waitfor "assword:"”
transmit $PASSWORD, raw
transmit "M

endproc

To use this you must associate it with the connection using the Edit
Phonebook Entry notebook within RAS.

9.5 Further Comments
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In our examples we have created a link directly to the server using PPP. This
means that we do not need to do any IP forwarding from the server and can
restrict access to the resources of the server only.

An alternative is to have a separate PPP server, possibly with a bank of modems
attached. This could be configured for IP forwarding, with access to the TME 10
Software Distribution server being achieved beyond the PPP link. There are
security implications with this which should be considered. Security is discussed
in Chapter 17, “Security Considerations” on page 313.

You may have noticed that in our examples we use only one client at a time over
PPP. This ensures that we always get the same IP address when we connect to
the server. It is essential that the Software Distribution for AIX server can
resolve the hostname to a single target and that this target is always the same
machine. If we had a pool of IP addresses for use with PPP, then it would be
likely that each time we connected we would be given a different IP address.
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This would confuse Software Distribution for AIX and we could not perform
software distribution.

Within PPP it is possible for the client to request an IP address during the
connection. In theory this should allow you to allocate IP addresses from the
PPP pool as if they were static addresses, and to use the same address for a
machine each time. The version of PPP that we used on the server did not
support this feature (sometimes called client network protocol).

Chapter 14, “Using the Mobile Client with Dynamic IP” on page 275 discusses

the related topic of dynamic IP which may be of interest to the reader.
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Chapter 10. Using the Mobile Client with IBM 8235 LAN Dialer

In this chapter we demonstrate how to use the Mobile Client in combination with
the IBM 8235 Remote Access to LANs Server.

IBM 8235

ITSO LAN

itso.ral.ibm.com
9.24.104
rs600012
Software
Distribution for AIX
Server

stefan_home

Software Distribution for
Os/2

Mobile Client

DIALs/2 Client

Figure 124. Using the Mobile Client with IBM 8235 Scenario

We show how to install the DIALs Client for OS/2 and then show an example of
using TME 10 Software Distribution over a modem link with DIALS.

We, however, do not explain how to set up the IBM 8235 system itself but
assume that this has already been configured. In fact, we use the IBM 8235 unit
that is used at ITSO for remote access to its LANSs.

If you need guidance on how to configure the IBM 8235, you should refer to the
redbook IBM 8235 Dial-In Access to LANs Server Concepts and Implementation,

SG24-4816.

It is important to notice that in this scenario there is no direct connection using a
modem link between the Mobile Client and the TME 10 Software Distribution

[0 Copyright IBM Corp. 1997
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server. Instead the IBM 8235 provides transparent access to the LAN where the
server resides.

Thus for the client it looks like it is connected to a normal LAN with the
exception that the LAN is not permanently available.

10.1 Prerequisites

Besides the prerequisites for the Mobile Client mentioned in Part 2, “Setting Up
a Mobile Client Environment” on page 41, we need the following additional
prerequisites in order to use DIALs:

An IBM 8235 at the site we want to connect to that is readily configured for
remote LAN Access.

The DIALs client software. Refer to the IBM 8235 documentation on which
version to use.

Further, we assume that the client system we use is readily configured to be
used in a LAN environment and that it has the corresponding software, for
example, MPTS installed.

10.2 Installing the DIALs Client for OS/2
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Insert the diskette with the DIALs Client for OS/2 and type:
A:SETUP2

The following panel will appear:

Figure 125. DIALs Client/2 Setup Window
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Select the OK button. The following window will pop up asking you for the
directory in which you wish to install the product.

Figure 126. DIALs Install Directory Window

Type in a directory of your choice and then select the OK button. The
installation will start and the window shown below will indicate the progress of
the installation

Figure 127. DIALs Install Progress Window

After the files have been copied to your disk you are asked to specify the serial
port and the modem type you are using with DIALSs:
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Figure 128. DIALs Configuration Window

In our example we use an IBM ThinkPad with a PCMCIA modem card that is
using the virtual COM port 2.

After selecting your configuration click the OK button.

The following panel will indicate that the installation is complete.

Figure 129. DIALs Install Complete Window

Select the OK button. You will find a new icon on your desktop for the DIALs
application.

Double-click on this icon to open the folder with the program icons:

PHRERERA,
& o k

G
i,
:

Figure 130. DIALs Icon View Window

In order to use your system with LAN and remote connections, DIALs offers two
shuttle options.
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In order to use your system remotely at the next boot double-click the Shuttle to
REMOTE icon. The system will inform you that you need to reboot your system
for the changes to take effect.

10.3 Installing the Mobile Client

In order to demonstrate how to use the Mobile Client with the IBM 8235 we need
to install the Mobile Client for OS/2 on our system.

Refer to Part 2, “Setting Up a Mobile Client Environment” on page 41 for
detailed instructions on how to do that.

We use the following response file in our example to install the Mobile Client:
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; Target path
FILE = C:\SOFTDIST

; Work area
; It is the path for the data directory
WORK = C:\SOFTDIST\WORK

; Software Distribution components to install

COMP = Distribution Mobile Client (with GUI)
COMP = Hw/Sw Discovery Tool

DELETEBACKUP = No

SAVEBACKUP = Yes

CFGUPDATE = Auto

OVERWRITE = Yes

; Software Distribution System Name. This identify the system in the network
; mandatory
SystemName = stefanh

; Network drivers and Network addresses
Driver.TCPIP =1

3 Driver.NETBIOS =1

; Parml.NETBIOS = §(Parml NetBios)

; Driver.IPX =1

; Distribution directories

BackupArea = C:\SOFTDIST\BACKUP
ServiceArea = C:\SOFTDIST\SERVICE
Repository = C:\SOFTDIST\REPOS
WorkArea = C:\SOFTDIST\WORK

; Software Distribution Server Connection

; Distribution Server's System Name
ServerName = rs600012

; Network driver (TCP/IP for TCP/IP, NB for NETBIOS, TLI for IPX)
ServerDriver = TCP/IP

; Distribution Server's address (hostname for TCP/IP, NETBIOS/IPX address
; for NETBIOS/IPX)
ServerAddress = rs600012

; Distribution Client's hostname.
TCP.Hostname = stefanh

; Distribution Client’s Target address. Warning: this field should be
; max 8 characters in length.
TargetAddress = STEFANH

Figure 131. Response File to Install OS/2 Mobile Client

Refer to 4.2.3, “Response File Driven Installation the OS/2 Mobile Client” on
page 50 on how to use this response file to install the Mobile Client.
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From the response file you can see that the name of the client we use is stefanh
and the name of the TME 10 Software Distribution server we will connect to is
rs600012.

10.4 Connecting to the DIALs Server

In order to establish a connection to the server, we need to establish a DIALs
connection first.

Double-click the Connect/2 icon in the DIALs/2 folder as shown in Figure 130 on
page 168. The following window will appear:

Figure 132. DIALs Connect Window

You must enter a Dial-in Name and a Phone Number to be able to dial a server.
The Dial-in Name is a user ID that your local network administrator should
provide; Phone Number is the number of the DIALs server you are calling.

Click the Options button in order to get the following window:
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Figure 133. DIALs Connection File Options Window

We check the box IP Enabled in order to use TCP/IP and provide the IP address
in the IP Address field.

Note

We use the same IP address that we also use when connected to the LAN in
this example. This allows us to transparently switch between LAN and
remote connections. The software distribution client will not recognize the
difference.

We click the OK button to close the Connection File Options window and then the
Connect button.

The following window will appear:
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tefan:Uelpenich:

Figure 134. DIALs Connect Window (Dialling)

The DIALs client will dial and try to connect to the server. If you have entered
the password in the DIALs Connect window as shown above, then you are
automatically logged on to the server. Otherwise you are prompted for your
password first.

After your logon has been authenticated, the following window reminds us that
our connection time is limited to 2 hours:

Figure 135. DIALs Connect Information

— Note
You can also perform the connect from the command line using the
CONNECTC command from the DIALs product directory.

This is a good idea when automating the connect process, for example, as
shown in Chapter 18, “Example Front-End Application” on page 325.

Once we are connected we can check if we are able to reach the server by
issuing the following command:

ping rs600012

The output should look similar to the following:
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EFC D WRHOT S iping rebfngl 2
E Jitso.oral. ibnoeos: B8 data bytes
4,184, 124: icmp_seq3. times340.
84,124 icomp seqsl. timesiSH,
from 4.24.184.124: icmp seg=Z. time~1Z8.
from 9.24.184. 124 icmp seqed. Time~=138,
from 9.24.184. 124 icep seqg~4. time=124.
bytes from 9,74, 1684, 174 iomp segek. time=138,
bytes from 9.24. 184,124 fcomp seqged. tinesiza,

Figure 136. Result of Ping Command

Note

Since we use the same IP address and the same TCP/IP configuration that
we also use when LAN-connected, we can use IP just as though we were
attached to the LAN.

We have configured the name server 9.24.104.108 in our TCP/IP configuration,
so we are also able to resolve hostnames. This will allow us to specify the
name rs600012 in the above example.

10.5 Performing a Change Request

In order to demonstrate the Mobile Client using DIALs we perform a simple
inventory request.

10.5.1 Starting the Mobile Client

If the client program is not already started, start it now, either by clicking on the
corresponding icon or by typing:

NVDM START

The agent should then start. The startup messages look similar to the following:
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ET ask fodomps has pad 77,

ERe freshing nensry for 1 targets,

ERofreching menory for O catalog entriess.

Eatabase flccess Services indtislized successfully.

ENAEE figent has started. %
FOLEL fgent executing discompected reguests.

ENADE Agent waiting for incoming connection fron the server.

Figure 137. Agent Startup Window

10.5.2 Creating an Inventory File
We create an inventory file using the following command:

FNDINV

This creates the following hardware inventory file in C:SOFTDISTFNDHWINV:
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#*********** Inventory Date&Time *kkkkkkhkkk
Inventory.dateAcquired: 1996-11-06 13.11.14

grxxxikrxsk* Model and Processor Information ***¥xxkkx
Equipment.machineModel: IBM PS/2 Thinkpad 755
PWS.busType/: ISA or AT bus
PWS.biosRevisionLevel/: 18
PWS.biosLevelDate/: 1996-02-15
PWSType.processor/: 80486DX4
PWSType.processorSpeed/: 75

PWS.memorySizeMb: 36.48

PWS.planarFRUNumber/: N/A

PWS.parallelPorts: 1

PWS.serialPorts: 2

OperatingSystem: 0S/2 Operating System
OperatingSystem.version: 3.01

grxxddksrrxx \[{deo Subsystem Information ******+xxx
Display.adapterType/: Super VGA

Display.type/: Color Display

Display.memory/: 1024

Display.colors/: 256

Display.hozResolution/: 640

Display.verResolution/: 480

Display.hozSize/: 240

Display.verSize/: 180

#*********** Keyboard Information kkkkkkkkikk
Keyboard.type/: 84/85 key Enhanced Keyboard
Keyboard.countryCode/: US
Keyboard.subCountryCode/: 103
Keyboard.codePage/: 437

#*********** Printer Information k,khkkkkhkhkkkk
Printer/NULL: IBM 4039 plus
Printer.driver/NULL: PSCRIPT

#*********** Printer Informatjon ),khkkkkhkhkkkk
Printer/NULL: QMS ColorScript 100
Printer.driver/NULL: PSCRIPT

#*********** Printer Informatjon ),khkkkkhkhkkkk
Printer/LPT3: Fax
Printer.driver/LPT3: FXPRINT

#*********** Mouse Information kkkkkkkkhk*k
Mouse.type/: PS/2 Mouse
Mouse.buttons/: 2

grrxxxxxxxxx Diskettes Information ****xkkkxx
DisketteDrives: 1
DisketteDrive/A: 1.44MB 3.5-inch Diskette Drive

Figure 138. Hardware Inventory File on OS/2 Client (Part 1)
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#*********** Har-d D-Isk Informa-t-ion *kkkkkkhkkk
FixedDisks: 1
FixedDisk.capacityMb/1: 808

grxxkxkkxkxx | ogical Drive Information ****kkkxk
LogicalDisk.drivelLetter/C: Hard Disk 1
LogicalDisk.volumeLabel/C: CDISK
LogicalDisk.fileSystem/C: FAT
LogicalDisk.availCapacityMb/C: 163.42

grxxkxkkxkxx | ogical Drive Information ****kkkxk
LogicalDisk.drivelLetter/D: Hard Disk 1
LogicalDisk.volumelLabel/D: 0S2
LogicalDisk.fileSystem/D: HPFS
LogicalDisk.availCapacityMb/D: 41.67

Figure 139. Hardware Inventory File on OS/2 Client (Part 2)

10.5.3 Connecting to the TME 10 Software Distribution Server

The following commands will schedule the inventory files to be sent to the server
and then connect to the server to actually perform the request:

nvdm inv
nvdm connect

To see if the client is connected, we start the command line interface on the
client and invoke the stattg command as shown below:

Connection sindos:
et uork:

Telemn £

Manager:

Mailing addgress:

Target acoess ks Erane }

birsries Posh

SEFLST BEne rafnnL 2
Fagye: [} MORTLE CLIENT
Ooerating sustem g5/2

farget address: STEFAME
Domain address: ESRDOOL2

LN address:

Gk winddow: P70 A - 11:58 PH

B%:3F P - 826131 PH
TER gtefanh

Logging lewel: Hormal

Tracing state: ofrf
instatiation parms: fnoned

Shared tolens: £rene }

Hardware parms: fnoned
Discovered inveniory:  (noned

mrcim> statig

Target Status
oiefanh Hipsy

Figure 140. Querying the Target Status
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In the above example the status is busy so the Mobile Client is connected to the

server.

We can also type 1srq -w stefanh to see the requests scheduled for our target:

Error Code
Compietion time:

Beguest Th:
Bomnain:

Farget:
Submission tis
Request tupe:
fGhicet:

Status:

Error severity:
Error code:
Dompietion time:

Heguest Th:

B i

Farget:
Submission time:
Regquest fype:
Oiriect:

Status:

Ervor seweritiy:
Error oode:

>

SR goia
11788780 532 o

refOO00E? ront 836 O
rehiiii 2

stefand:

1108786 R 31 P

Dren connect ion winodow

Successtul
L

$aa0: BRR0
117608598 A% 31 P
rabGREgE 2
rehidnRE 2
stefanh
117087496 0531 P

Close connection window

royt B3T7 0

Sohedulod
L]
8060, 3000

Figure 141. Querying the Scheduled Requests
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After a while, we type the following command in the command line interface of

the client:

1stg -1 stefanh

In our example the output looks like the following:
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Logicalisk. availCapacitysbh/ D47 (BT
Logicalliisk. driveletier/O-Haord Disk 1
Logicallisk. driveletter/DoHard Disk @
Logicallisk. fileSysten/G=FAT
LogicalBisk, fileSusten/D=HPFS
Logicallisk, unlumed abel s D=0DISK

[& Logioallisk, volunel abel/D=0R2
House . buttonsf=2
Mouse. tupef=P5S72 Mouce
UperatingSystem~ 0877 Operating Suysten
peratingsSuysten. version=3. 01
PUR . hinsl evelDate/=1936-02-153
PUS. hinsRevisinnlevel =18
P busTune/=ISR or AT bus
PUS . memaryS Lzedh=36 . 48
PR, parat telPorts=1
PUS . planarFRUNunber =N/ G
PYS . seriaiPoriss2
PesSType. processord ~BH4B6 54
PUSTUpe . processorspeed/ =75
Printer.driver/LPTI=FSPRINT
Printer. driverd NULL=PSCRIPY
Printer/LPT3=Fax
Printer/HULL=-0MS ColorScript 100

Figure 142. Output of Istg Command

The command shows the hardware inventory on the server discovered for our
client, so the hardware inventory file has been successfully transferred to the
server

On the client we can see the following messages in the agent window:

£ ask fodomps has pid 499, by
FRefreshing menory for 1 targets.
ERofreching menory for O catalog entries.
Eatabase fccess Sereices indtialized successfully.
E figent has started.
; Agent executing discommected requests.
fBgent waiting for inconing comnection from the server.
socket is 33.

foert is returning reciests and reporis o the gsereer,

E Hgent is resunchronising the Local database gith the se
Y arget Configuration

RS 1

S £

ERetrieve Inventory

b &

Retrieve Inventory

Figure 143. Agent Message Window
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10.6 Disconnecting from the DIALs Server

After performing our work, we can disconnect from the DIALs server.

We use the same window that we have also used for connecting, but this time
we select the Disconnect button as shown below:

Figure 144. DIALs Connect Window

The following window will pop up:

Figure 145. DIALs Disconnect Confirmation Window

Select Yes to disconnect from the DIALs server.

Note

To disconnect from the command line type:
CONNECTC /d
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Chapter 11. Using the Asynchronous Protocol Support for Mobile
Clients

The support of the native asynchronous protocol is a new feature of the Software
Distribution 3.1.3 product. The support is provided in the server and in the
Mobile Client product component.

The asynchronous protocol support is also called support for dialled connections
and allows performing change management functions toward a Mobile Client
over an asynchronous dialled communication link. The communication protocol
used between the server and Mobile Clients is native asynchronous protocol.

A support has been added to the Software Distribution 3.1.3 server to be able to
accept dial-in connections from Mobile Clients and make dial-out connections to
Mobile Clients. For the management of multiple connections to several Mobile
Clients the server is able to support simultaneous connections. Also see 11.3,
“Defining Modem Pools for Multiple Simultaneous Connections” on page 198 for
the usage of several modems for multiple connections.

In this chapter we show how to set up the environment for the asynchronous
protocol and demonstrate the usage of it with Mobile Clients in simple change
management scenarios. The environment we are using is presented in

Figure 146.
Software Distribution Software Distribution
for AlX Server for OS/2 Mobile Client
rs600012 wir05148
Dial out

S ARERRLSLAEaaRRaras

4
RS/6000 Dial in

modem

4854\485404

Figure 146. Configuration for the Asynchronous Environment
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Note

At the time this redbook was written we had only access to the asynchronous
feature on the AIX server and the OS/2 and Windows 3.1 clients.

Please check with your IBM representative to determine if asynchronous
support is available in the version of TME 10 Software Distribution you run.

In this chapter we describe the complete setup for an OS/2 client connected
to an AIX server. In Appendix B, “Asynchronous Support for Windows 3.1
Clients” on page 363 we explain the differences for the Windows 3.1 client.

We also give hints that help you determine if asynchronous support is
available in the version of TME 10 Software Distribution you run.

You should also notice that even if your client or server does not support
native asynchronous communications you can still use modem connections
for the Mobile Client by using any of the various other communications
subsystems shown in this redbook (PPP, DIALs, ...).

11.1 Prerequisites

To use the asynchronous protocol support with TME 10 Software Distribution you
will need the following additional hardware:

One modem for each client you want to connect

At least two modems per TME 10 Software Distribution server
However, you will not need any communications subsystem, for example, TCP/IP

because the Mobile Client can directly transfer data over the modem link without
any underlying communications protocol.

11.2 Configuring the Environment for Asynchronous Protocol Support
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In this section we supply the information needed to configure the Software
Distribution 3.1.3 Mobile Client and server for the asynchronous protocol support.

As an example we are using the Software Distribution for OS/2 client wtr05148,
which we used before as a standard client for the preparation site. The server
we configure for asynchronous support is the Software Distribution for AIX server
rs600012. Figure 146 on page 181 shows the configuration we are using.

First we show what needs to be done at the client workstation to set up the
asynchronous support. Then we show the setup of the AIX system and describe
what is required to activate the asynchronous support at the Software
Distribution for AIX server.

The steps to configure an existing environment for the asynchronous protocol
support covered in this section are:

1. Defining communication ports on the OS/2 workstation

2. Changing the configuration of the Mobile Client to asynchronous protocol

3. Setting up the AIX server for asynchronous communication
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4. Activating the asynchronous protocol support at the Software Distribution for
AlIX server

5. Defining asynchronous support for the Software Distribution for OS/2 target
at the server

11.2.1 Defining the Communication Port at the OS/2 Workstation

At the OS/2 desktop workstation we did not need to define a communication port
for our scenario. The communication port COM1 was already available. We
connected an IBM 7855 modem to this communication port for the asynchronous
connection.

— Note

You should be able to use any modem with the asynchronous feature that
supports the Hayes standard for modems. However, we experienced some
problems with the modems talking to each other when the modems on both
ends were not the same.

The modem must be configured for the asynchronous support in Software
Distribution 3.1.3 with the standard settings:

8 data bits
No parity
1 stop bit

To ensure proper setting of the port before the start of the OS/2 Mobile Client we
included a command in the STARTUP.CMD to set the mode of the
communication port COM1:

mode COM1 9600,n,8,1

Notice that the speed is set to 9600 baud here. We set the same speed at the
AlX server site as shown in 11.2.3, “Setting Up the AIX Server for Asynchronous
Communication” on page 185 and started testing at this speed.

You can test if the modem is accessible from the OS/2 system by issuing the
following command from an OS/2 command prompt:
echo "AT" >COM1

If the modem can be accessed, you should see the lights at the modem flashing,
when the command is entered.

11.2.2 Changing the Configuration of the Mobile Client to Asynchronous

Protocol

During the product installation it is not possible to define that the asynchronous
protocol is used for the communication with the server. There is no option for
the asynchronous protocol offered in the client configuration notebook as shown
in Figure 17 on page 48. Thus the configuration of the client must be changed
after the product installation to define the asynchronous protocol. Refer to 4.2.2,
“Interactive Installation of the OS/2 Mobile Client” on page 45 and 5.2.2,
“Interactive Installation of the OS/2 Mobile Client” on page 74 for an installation
description of the OS/2 client. The asynchronous protocol support is defined
through the definition of the protocol, the communication ports used and the
modem dial string in the configuration file of the Mobile Client.
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Figure 147 on page 184 shows the configuration file for the OS/2 Mobile Client
with the protocol set to asynchronous.

Following the figure we explain the

values to be defined for the asynchronous support.

—

WORKSTATION NAME:
SERVER:

PROTOCOL:
REPOSITORY:

WORK AREA:

BACKUP AREA:
SERVICE AREA:

wtr05148

rs600012 ASY 3013456
ASY 3013473
d:\SOFTDIST\REPOS
d:\SOFTDIST\WORK
d:\SOFTDIST\BACKUP
d:\SOFTDIST\SERVICE

CONFIGURATION: CLIENT
MESSAGE LOG LEVEL: D

LOG FILE SIZE: 64000
API TRACE FILE SIZE: 64000
TRACE FILE SIZE: 64000
MAX USER INTERFACES: 20
MAX ATTEMPTS: 5
TARGET MODE: PUSH
MACHINE TYPE: 0s/2
TARGET ADDRESS: wtr05148
PORT: com1
INIT: ATM1
DIAL: ATDT9,

— —

Figure 147. OS/2 Mobile Client Configuration File for Asynchronous Support

To change the protocol being used by the client to be native asynchronous
protocol specify ASY in the PROTOCOL keyword value followed by the telephone
number for the client. In our example the telephone number is 3013473 and thus
the keyword is specified as follows:

PROTOCOL: ASY 3013473

The SERVER keyword must also be changed to specify the asynchronous
protocol and the telephone number for the server. The value ASY followed by
the telephone number of the server is appended to the server name in the
SERVER keyword. In our example the telephone number of our server is 3013456
and the server name rs600012, so we specify the following keyword values:

SERVER: rs600012 ASY 3013456

With the asynchronous protocol support new keywords have been added to the
configuration file to define the communication port used for the dialled
connection and the dial string for the modem. The port and modem dial string
are defined at the server and the Mobile Client. For the client there is only one
entry that defines the connection to the server with the keywords:

PORT
INIT
DIAL

The keyword PORT specifies the port used to communicate with the server. For
the OS/2 Mobile Client the value represents the OS/2 COM port where the
asynchronous modem is connected to. We are using the port COM1 in our
example.

The INIT keyword is used to specify the initialization string that is sent to the
modem. The string defined here is a Hayes AT command string. In our example
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we use ATM1 to initialize the modem, where M1 switches on the speaker of the
modem on during dial operations.

The Mobile Client uses the same modem for dial-in and dial-out operations, so
the DIAL keyword must be specified. It contains the prefix for the dial command
which is put before the telephone number specified in the SERVER keyword. In
our example we specify the keywords with the values listed below:

PORT: Com1
INIT: ATM1
DIAL: ATDT9,

The configuration file NVDM.CFG is located by default in the directory
C:SOFTDIST for the OS/2 client.

Now that we changed the client configuration to asynchronous protocol we can
restart the Mobile Client using the nvdm start command. The OS/2 Mobile Client
is now ready to communicate using the native asynchronous protocol. We show
how to verify the configuration and use the Mobile Client with asynchronous
protocol in 11.4, “Using the Mobile Client with the Asynchronous Protocol” on
page 199.

11.2.3 Setting Up the AIX Server for Asynchronous Communication

The Software Distribution for AIX server needs at least two modems for the
asynchronous communication as shown in Figure 146 on page 181. One modem
is used by the server for incoming connection calls from Mobile Clients and the
other modem is used for the outgoing connections to the Mobile Clients.

To set up the AIX server for the asynchronous communication you have to:
1. Connect two modems to the RS/6000 machine
2. Define the communication ports to AIX
We connected one IBM 7855 modem to the serial port 1 and another IBM 7855

modem to the serial port 2 of the RS/6000 machine where the Software
Distribution for AIX server is installed.

— Note

Any other modem should also work in this scenario, but was not tested here.
Make sure that the modem is operational and if any settings have to be
made to the modem itself, follow the instructions in the manual provided with
the modem. We suggest that you use a modem that supports a speed of
9600 baud or more for the use with Software Distribution 3.1.3 to achieve
satisfying performance during change management processing.

To define the communication ports to AlX for the two modems follow these steps:

1. Start the system management interface tool SMIT on the AIX machine where
you connected the modems. To go directly to the TTY definition in SMIT use
the command:

smit tty

The SMIT window for the TTY definition is displayed as presented in
Figure 148 on page 186.
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Exit Show Help 3

Retun Ta:

TTY

| iList Al Defined TTYs

_____ IAddaTTy

_iMove a TTY to Another Port

_____ %Change { Show Characteristics of 2 TTY
_ i{RemoveaTTY

{Configure a Defined TTY

Figure 148. SMIT Window for TTY Definition

2. We assume in our example that the serial ports have not yet been defined at
the AIX server. To define a port to AlX select Add a TTY in the SMIT window.
You will see the Single Select List window for the tty terminal type selection
as shown in Figure 149.

Select one item from the list.

TTY Type

|1ty rs2082 Agynchrorous Terminal
ty rs422 Asynchronous Terminal

i Cancel | Find

Help

Figure 149. Single Select List Window for TTY Terminal Type Selection

3. Select tty rs232 Asynchronous Terminal as the tty type in that window. A
second selection window is presented, such as the one shown in Figure 150
on page 187.
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Farent Adapter

Select one item from the st

| 520 Available 00-00-31 Standard O Serial Port 1
;éaW Avallable 00-00-52 Standard V0 Serial Fort 2

Find

Help

Figure 150. Single Select List Window for TTY Serial Port Selection

4. Choose the serial port the modem is connected to. Our first modem is
connected to serial port number 1 in our example. Now you should see the
Add a TTY window as shown in Figure 151.

TTY type
TTY interface
Description
Farent adapter

* PORT number
Enable LOGIN
BALD rate
FPARITY
BITS per character
MNumber of STOP BITS
TIME before advancing to next port setting
TERMIMAL type
FLOW CONTROL to be used
OFEN DISCIPLIME to be used
STTY attributes for RUN time
STTY attributes for LOGIN
LOGGER name
STATUS of device at BOOT time
TRAMNSMIT buffer count
RECEMNE trigiger level

STREAMS modules to be pushed at OPEM time

tty

rs232

Bsynehronous Terminal

zal

=1

idisable

2600

fhone

Hdterm,tioc

Figure 151. Add a TTY Window - tty0O

5. In this window you need to define the port number for the tty port by

selecting the List push button next to the field PORT number.

In the Single

Select List window, shown in Figure 152 on page 188, select sl for the
communication port ttyO.

Chapter 11. Using the Asynchronous Protocol Support for Mobile Clients 187



Select one item from the st

PORT number

st

{ Cancel | Find

Help

Figure 152. Single Select List Window for TTY Port Number

You also need to change the value in the field FLOW CONTROL to be used in
the Add a TTY window (shown in Figure 151 on page 187). To do so, select
the List push button next to the field and in the window that is presented, as
shown in Figure 153, select rts for the flow control.

For all the other values you can accept the defaults presented in the Add a
TTY window in Figure 151 on page 187.

Note

Notice that the speed here is set to 9600 baud. This must be consistent
with the speed used with the modem connected to the OS/2 workstation.
Also see 11.2.1, “Defining the Communication Port at the OS/2
Workstation” on page 183.

Select one item from the st
FLOW CONTROL to be used

yon
irts
i none

i Cancel | Find

Help

Figure 153. Single Select List Window for TTY Flow Control

6. Repeat steps 2 through 5 for the definition of the second communication port
ttyl. This time select serial port 2 in the window shown in Figure 150 on
page 187 and s2 for the port number in the window shown in Figure 152. (s2
should be the only option that is offered in the window.)

The port definition for port ttyl should look somewhat like Figure 154 on
page 189.
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TTY type tty
TTY interface Ts232
Description ‘Bsynchronous Terminal
Farent adapter fgal

* PORT number a2 List
Enable LOGIN idisable List & ¥
BAUD rate 500 List
PARITY none List
BITS per character List
Number of STOP BITS List
TIME before advancing to next part setting List
TERMINAL twpe
FLOW CONTROL to b Used {List]
CPEN DISCIFLINE to be uzed List
STTY attributes for RUN tims List
STTY attributes for LOGIN
LOGGER name i
STATUS of device at BOOT time égavailable List
TRANSMIT buffer count 16 List'
RECEMNE trigger level i3 List
STREAMS modules to be pushed at OPEM time é;ldterm, tioc Listd

Command Reset Cancel 7 Help

Figure 154. Add a TTY Window - ttyl

The two communication ports at the AIX server are now ready for use. You can
verify if the modems are accessible by the system by initializing them with the
following commands:

echo "AT” >/dev/tty0
echo "AT" >/dev/ttyl

The lights at the modem should be flashing for a short instance when the echo
command is issued.

11.2.4 Activating the Asynchronous Protocol Support at the Software

Distribution for AlIX Server

In the following section we explain what actions need to be taken to activate the
asynchronous protocol support at the Software Distribution for AIX server.
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Note

Before trying to use the server with asynchronous support you should check
for the following file in the /usr/lpp/netviewdm/bin directory of your Software
Distribution for AIX server:

fndrbasy.shr

If this file is not there you are not able to use the asynchronous support and
need to install the appropriate software level first.

Please check with your IBM representative to obtain current version
information.

At the server we need to configure the asynchronous protocol support in its
configuration file. As already described for the Mobile Client in 11.2.2,
“Changing the Configuration of the Mobile Client to Asynchronous Protocol” on
page 183 there are new keywords available for the configuration file at the
server. These keywords define the port used to communicate and the modem
dial string for the asynchronous support.

The server has definitions for all available ports. Figure 155 shows the
configuration file of our Software Distribution for AIX server.

WORKSTATION NAME: rs600012

PROTOCOL : TCP rs600012 729 50
PROTOCOL: ASY 3013456

MESSAGE LOG LEVEL: D

LAN AUTHORIZATION: 0

LOG FILE SIZE: 500000

TRACE FILE SIZE: 1000000

API TRACE FILE SIZE: 500000

TCP/IP PORT: 729

MAX TARGETS: 600

MAX CONNECTIONS: 20

MAX USER INTERFACES: 20

CONFIGURATION: REMOTE_ADMIN_SERVER
MACHINE TYPE: AIX

REPOSITORY: /usr/Tpp/netviewdm/repos
SERVICE AREA: /usr/1pp/netviewdm/service
BACKUP AREA: /usr/Tpp/netviewdm/backup
WORK AREA: /usr/1pp/netviewdm/work
SERVER: rs600012

MAX SERVER TARGETS: 2048

PLAN FEATURE: Y

AUTOMATIC TARGET REGISTRATION: Y

MAX DIAL RETRIES: 5

DIAL RETRY PERIOD: 180

PORT: /dev/tty0

INIT: AT

PORT: /dev/ttyl

DIAL: ATDT9,

INIT: AT

Figure 155. Software Distribution for AIX Server Configuration File for Asynchronous
Support

Two types of ports are supported by the Software Distribution for AIX server:

Answer ports
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The answer ports are used for incoming connections from Mobile Clients.
Dial ports

The dial ports are used for outgoing connections to Mobile Clients.

In our example we have two tty communication ports that we use for the
asynchronous communication in Software Distribution 3.1.3, one for incoming
calls and one for outgoing calls. We defined these ports to be tty0 and ttyl in
11.2.3, “Setting Up the AIX Server for Asynchronous Communication” on

page 185. So now we add two entries for the ports in the servers configuration
file as follows:

PORT: /dev/tty0
INIT: AT

PORT: /dev/ttyl
DIAL: ATDT9,
INIT: AT

The first entry references the communication port tty0. This port is used by the
Software Distribution for AIX server for incoming connections and is initialized
with the Hayes AT command set string AT, as specified by the keyword INIT.

The second entry specifies the port ttyl as a dial-out port. This is indicated by
the presence of the keyword DIAL after the PORT keyword. The DIAL keyword
contains the prefix for the dial string, which is put before the telephone number
to dial. In our example ATDT9 is the prefix, where 9 is required to get an outside
connection from within the building.

The telephone number to dial is either specified in the targets protocol definition
at the server as shown in 11.2.5, “Defining Asynchronous Support for the Target
at the Server” on page 192 or set by the phone number parameter in the
connect command as shown in 3.2.1, “General Information about the Mobile
Client” on page 18 and later in 11.4, “Using the Mobile Client with the
Asynchronous Protocol” on page 199.

The server supports several protocols to communicate with the clients in its
domain simultaneously; therefore we added a second PROTOCOL keyword in the
servers configuration to define the asynchronous protocol. The value ASY is
followed by the telephone number of the server. Notice that this is the same
number we added in the configuration file of the OS/2 Mobile Client in 11.2.2,
“Changing the Configuration of the Mobile Client to Asynchronous Protocol” on
page 183.

Additional parameters for the server have been added with the asynchronous
support to define the number of re-dials and pause between re-dials:
MAX DIAL RETRIES
This keyword specifies the number of dial attempts for each dial period.
DIAL RETRY PERIOD

This keyword specifies the time in seconds the server waits between
following re-dials.

The configuration file nvdm.cfg for the AIX server is located by default in the path
lusr/lpp/netviewdm/db.

Chapter 11. Using the Asynchronous Protocol Support for Mobile Clients 191



To activate the new definitions in the configuration file we now have to stop
nvdm and restart it. We do this by using the command:

nvdm stop -k -x
nvdm start

The parameter -x shuts down the base and server component and -k terminates
all software distribution tasks, but not running transmission processes.

Note

You must make sure that no graphical user interface component of the server
is running at the server itself or on any connected machine to activate the
changes in nvdm.cfg. If any component of the Software Distribution for AIX
server is still running after stopping nvdm the changes will not be activated.

11.2.5 Defining Asynchronous Support for the Target at the Server
We assume here that the target for the OS/2 Mobile Client was already defined
at the AIX server. In our example this is the case, because the client was used
as a preparation site in other scenarios.

If you have not yet defined the target either manually or through
auto-registration, then do so now. Refer to 5.4.1, “Defining a Target Using the
Graphical User Interface or the Command Line Interface” on page 83 and 5.4.2,
“Using Automatic Client Registration” on page 86 for information about target
definition.

To change the protocol configuration of the target to asynchronous, the protocol
definition for that target must be updated at the server. This can be done using
two different approaches:

Changing the target configuration manually
Deleting and redefining the target using auto-registration

We show both approaches in the following sections.

11.2.5.1 Changing the Target Configuration Manually

We show how to change the target configuration to use asynchronous protocol
manually at the server using the graphical user interface and give an example of
the same function using the command line interface.

From the Catalog window at the server select the option Windows and Targets

from the pull-down menu. The Target window is opened as shown in Figure 156
on page 193.
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Target Selected View HWindows Help

Name Type 05

foxtrot Mobile {push) WINDOWS_NT
mobilel Mobile (push} 0S/2
pppclient Mobile (push) 05/2
rs600012 this (push) AIX
rsBO00Z0 Mobile (push) ATX

win9ds Mobile (push) HWINSS
wtr0o511s | |Mobile {push)} Co. . 952
E 148 i { ) 05/2
wtros150 [ [|Server (manager) T oossz

Figure 156. Target Window at AIX Server

From the Target window position the cursor on the target that is defined for
asynchronous support. In our example this is the target wtr05148. Select the
option Selected from the Target window with the target of your choice being the
one highlighted and select Update from the pull-down menu as shown in

Figure 157.

iew Hindows Help

05
reate another,.. le (push) WINDOWS_NT
date. .. le (push) 05/2
tatus, .. le (push) i
. (push) ALX
ctivate... le {(push) ATX
TOUp. . . le {push) HWINSS
ynamic Group... la_(push) o=z
la (push) 05/2
elete. .. er (manager) 05/2

Figure 157. Selected Option in Target Window at AlX Server

The Update Target window is displayed with the definitions for the selected

target at the server, as shown in Figure 158 on page 194.
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. Name:

: Description

3 Target address
f Target type
f Target 05

f Access key

Fwtr05148

S/2

. Change Management

. @ Initiated from Focal Point or any target {push) CrHenagey

" sInitiated from same target only (pull) [ Fooal

Mobile Client

WTROS148 LAN address

Server name

tomalin addross

Password

VYerify Password

Details... Periods of activity... %; Log...
Hardware. .. Parameters. .. %é Shared Parameters...
Protocol Type...
0K Cancel é Help

Figure 158. Update Target Window at AlIX Server
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In the Update Target window select the selection button Protocol Type... and the
Protocol Type window will appear for the target wtr05148 as seen in Figure 159.

ATCP Phoyast, pames

CiMenEd LU

CyPrefile

HerBIos FeTBION D

P FFR address

Telephona no. 3013473

0K

Cancel % : Help

Figure 159. Protocol Type Window for Targets at AIX Server

Select the Async radio button to indicate that the protocol type for this target is
asynchronous. Enter the valid telephone number under which the target can be
reached in the Telephone no. field. In Figure 159 we entered 3013473 as the
telephone number for our target. The telephone number defined here is the
same number we specified in 11.2.2, “Changing the Configuration of the Mobile
Client to Asynchronous Protocol” on page 183.
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— Note

Notice that the number defined at the server can be changed any time after
defining the target. This can be done by using the command nvdm updtg to
update the target, as shown later in this chapter, or by specifying a new
number in the connect command. See 3.2.1, “General Information about the
Mobile Client” on page 18 and 11.4, “Using the Mobile Client with the
Asynchronous Protocol” on page 199 for more information about the connect
command.

Select OK to accept the value entered in the Protocol Type window and OK in
the Update Target window to change the target configuration for the Mobile
Client.

— Note

The complete telephone number consists of the number entered here, which
is prefixed with the entry made for the dial-out port in the server
configuration file as shown in 11.2.4, “Activating the Asynchronous Protocol
Support at the Software Distribution for AIX Server” on page 189.

In our example this prefix is ATDT9, so the complete dial string used to
connect the client wtr05148 is:

ATDT9,3013473.
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—— Command Line Example

To perform the update operation described above using the command line
interface enter the following command at the server or any target connected
to the AIX server:

nvdm updtg wtr05148 -tp async:3013473

Where the -tp parameter is used to define the communication protocol and
async:3013473 specifies the asynchronous protocol and the telephone number
of the client wtr05148.

Verify the correct settings after using the command by entering the following:
nvdm 1stg wtr05148 -1

The output for this command should look somewhat like this:

Target: wtr05148
Description: 0S/2 Mobile Client
Customer name:

Contact name:

Telephone number:

Manager:

Mailing address:

Target access key: (none)

Mode: Push

Server name: rs600012
Type: MOBILE CLIENT
Operating system: 0S/2

Target address: WTR05148
Domain address: RS600012

LAN address:

CM window: 00:00:00 - 23:59:59
Connection window: Not defined
Network: async 3013473
Logging Tlevel: Normal
Tracing state: off
Installation parms: (none)

Shared tokens: (none)
Hardware parms: (none)

Discovered inventory: (none)

We have now completed the steps to configure our environment for the
asynchronous protocol support in Software Distribution 3.1.3. In 11.4, “Using the
Mobile Client with the Asynchronous Protocol” on page 199 we provide the
information for how you can verify the configuration and show the usage of the
Mobile Client with asynchronous protocol in simple change management
scenarios.

11.2.5.2 Deleting and Redefining the Target Using

Auto-Registration

In this section we explain how you can redefine your target for the asynchronous
support using the auto-registration. This step can only be taken after completing
the steps described in 11.2.2, “Changing the Configuration of the Mobile Client to
Asynchronous Protocol” on page 183. Before using the auto-registration to
redefine the target, the target must be deleted at the server. Do the following
steps to delete the target

1. Check for pending requests for the target wtr05148 at the server:

196 TME 10 Software Distribution - Mobile Clients



To delete the target configuration at the server we have to ensure that no
requests are outstanding for the target. Pending requests are requests that
were scheduled by the server for the target, but did not get executed yet. If
requests are pending the system will not allow the deletion of the target.
You will receive the following message when trying to delete the target
wtr05148 with pending requests:

FNDCLB83E: The target wtr05148 cannot be deleted because there is at
Teast one request pending for it.

To obtain if any requests are pending for the target, you can issue the
following command at the server or any other target:

nvdm Isrq -w wtr05148 -cp

Where -cp lists only the requests that have the status scheduled. The output
shows the request information including the request identification and the
target name, similar to the following:

Request ID:
Domain:
Target:

Submission time:

Request type:
Object:

Status:

Error severity:
Error code:

Request ID:
Domain:
Target:

Submission time:

Request type:
Object:

Status:

Error severity:
Error code:

Request ID:
Domain:
Target:

Submission time:

Request type:
Object:

Status:

Error severity:
Error code:

rs600012 root 628 0
rs600012

wtr05148

11/06/96 08:41:54
Ret inv

Scheduled
0
0000:0000

rs600012 root 653 0
rs600012

wtr05148

11/06/96 11:07:46

Open connection window

Scheduled
0
0000:0000

rs600012 root 654 0
rs600012

wtr05148

11/06/96 11:07:46

Close connection window

Scheduled
0
0000:0000

In our example we have three pending requests, the first one for the retrieve
inventory function and the other two for the open and close connection
window.

. Delete the pending requests:

Use the request number to delete the pending requests for the target. The
request number is the third value in the request ID as shown above. To
delete the three pending requests in our example enter the commands:

nvdm delrq 628
nvdm delrqg 653
nvdm delrq 654
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Enter y to the system reply Delete the request 628 [y/n?]

— Attention

Before deleting any pending request you must ensure that the request
processing is obsolete. In our example the requests were obsolete and
can be repeated any later time.

3. Delete the target at the server rs600012:

When no more requests are pending for the target you can delete the target
definition at the server with the following command:

nvdm deltg wtr05148
Enter y to the system reply Delete the target wtr05148[y/n?]

The target can now be redefined using the auto-registration. The
auto-registration is done automatically when you start the OS/2 Mobile Client
with the new configuration file, as shown in 11.2.2, “Changing the Configuration
of the Mobile Client to Asynchronous Protocol” on page 183. Now that we
deleted the target definition the target is configured automatically with the
asynchronous support as soon as the Mobile Client connects the server. See
3.2.3.3, “Data Flow during Automatic Client Registration” on page 36 and 5.4.2,
“Using Automatic Client Registration” on page 86 for more information about the
automatic client registration.

The configuration of our environment for the asynchronous protocol support in
Software Distribution 3.1.3 is now completed. We show how to verify the correct
configuration and give examples for the usage of the asynchronous protocol in
11.4, “Using the Mobile Client with the Asynchronous Protocol” on page 199.

11.3 Defining Modem Pools for Multiple Simultaneous Connections

198

The Software Distribution 3.1.3 server is able to support multiple simultaneous
connections to several Mobile Clients with the asynchronous protocol support.
The connection of several modems to the server is required for the multiple
simultaneous connection support.

This can be achieved using multi-port adapter cards.

Note

Since the RS/6000 machine normally only has two serial ports the usage of a
multi-port asynch card is required for the Software Distribution for AIX server
to communicate simultaneously with several Mobile Clients.

If multiple modems or communication ports are available, these can be split into
two pools at the server:

One modem pool for listening
One modem pool for sending
You do not need an equal amount of modems in the listening pool and sending

pool. When running Software Distribution 3.1.3 change management processing
for Mobile Clients in a productive environment the incoming session will be
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much shorter than the outgoing session. This is because the server always calls
the client back when a connection is opened by the client.

Since there can only be one asynchronous session up at a time for each Mobile
Client the server never needs two modems simultaneously for the same client.

— Important Note

Consider the fact that the Software Distribution 3.1.3 server calls the Mobile
Client when:

The connection is initiated by the server.
The connection is initiated by the Mobile Client.

After issuing the nvdm connect command at the client, the connection to
the server is opened for a short time and then broken. The server calls
back the client to start the synchronization and any change management
processing.

11.4 Using the Mobile Client with the Asynchronous Protocol

In this section we will show you how to verify the successful configuration
performed in 11.2, “Configuring the Environment for Asynchronous Protocol
Support” on page 182 at the server and the Mobile Client. Then we demonstrate
the behavior of the asynchronous support during simple change management
scenarios.

11.4.1 Verifying the Configuration of the Asynchronous Protocol Support

We show the steps you can take to verify the configuration of your asynchronous
environment by using the Mobile Client. Thus by taking these steps from the
client we also verify that the connection from the server to the client works

properly.

The first step to verify if the OS/2 Mobile Client is configured correctly and has
access to the modem is to check the startup messages in the TME 10 Software
Distribution for OS/2 Agent window, after starting the Mobile Client with the
nvdm start command. There will be an entry in the OS/2 task list for this
window.

In the agent window you should see that the D&CC agent started and is waiting
for incoming requests from the server, as shown in Figure 160 on page 200. If
any errors occurred when the D&CC agent tried to initialize the modem, the
error message is displayed after the start messages in the window. The modem
is initialized by the D&CC agent with the string that is defined in the INIT
keyword for the port in the clients configuration file, as described in 11.2.2,
“Changing the Configuration of the Mobile Client to Asynchronous Protocol” on
page 183.
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Task fndcmps has pid 52.

Refreshing memory for 1 targets.

tHefreshing memory for 2 catalog entries,

Database Access Services initialized successfully.

DECC Agent has started.

DRCC RAgent executing disconnected requests,

D&CC Rgent waiting for incoming connection from the server

Figure 160. OS/2 Mobile Client Agent Window Showing Successful Start

—— Experiencing Problems

We received the following error message when the modem was not switched
on during the start of the D&CC agent:

Async communications error. Error message type 1 returned after modem
initialization string ATM1 was written to the modem.

Where ATM1 was the string we defined in the INIT keyword in our example.

The problem was solved simply by switching on the modem before the start
of the Mobile Client.

The next verification step is to connect the server from the Mobile Client. As a
simple connection setup we issued the command to check the status of the client
at the server with the following result:

nvdm stattg
Target Status

wtr05148 Not available

If you receive the output for the command the connection to dial in from the
client is working fine. Notice that the status Not available is correct, because we
only connected using the command line interface and no synchronization of the
databases is done between the server and the client when connecting with the
command line interface. See 3.2.1, “General Information about the Mobile
Client” on page 18 for more information.

To verify if the server can dial back to the client and that the synchronization is
performed correctly issue the connect command:

nvdm connect -d 2

200 TME 10 Software Distribution - Mobile Clients




— Note

As a reminder, these are the parameters that can be specified with the
connect command:

nvdm connect target -s start -d duration -t phone number

target Specifies the target name for which the connection window is set.
If not specified the target of the request originator is used.

-S Specifies the start time for the connection window. If
omitted the current time is used.

-d Specifies the duration for the connection in minutes. If this
parameter is not specified the default duration of 60 minutes is
used.

-t Is the telephone number under which the client can be reached.
The telephone number is used only with the
asynchronous connection.

The Mobile Client will dial out to connect the server and place a connect request
at the server. The connection is broken after the request is successfully placed.
Shortly after breaking the connection the Mobile Client will receive a dial-in
connection from the server. After establishing the dial-in connection the
synchronization is executed. Figure 161 shows the messages at the OS/2
Mobile Client during synchronization with the asynchronous protocol. The
message New Async connection established on port COM1 indicates that the
protocol used to communicate with the server is asynchronous.

T ask Tndomps has pid 5.

Refreshing nepory Tor 1o targets.

Refreshing memory for 1 catalog entries.

Database Acoess Services indtistized successfuliy.

DRCE fgent has started.

IDRCE Aoent executing disconnected requests,

DRCE foent waiting for incoming connection from the server.
ENEM fsyne comnection established on port COME

iz refhwning requests and reports to the server.
iz resywhronising the local database with the server.

Tar‘gm Conf igurat ion
arget Parancters

Figure 161. OS/2 Agent Window Showing Synchronization with Asynchronous Protocol
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11.4.2

—— Experiencing Problems

We occasionally received problems that seemed to be related to the modems
we were using.

For example, we received the following message in the fndlog of the server
while processing a nvdm connect request from the client:

FNDRX139E: Failed to receive data packet with sequence number 0. Sending
NAK and retrying.

FNDRX132E: Async communications error when sending data. Packet with
sequence number 0 was not acknowledged: error message type returned

was 64.

And in the agent window of the Mobile Client we see the message:

Async communications error waiting for an incoming connection on port
COM1. Message type 8 was received.

This error occurred after issuing the nvdm connect command from the client.
We were able to connect to the server, but then further processing failed with
the above errors.

If you discover the same or similar errors do the following to try to recover
from the error:

Stop the Mobile Client with the command nvdm stop

Switch the modem at the Mobile Client off and back on again

Restart the Mobile Client with the command nvdm start

Retry the connect request with the command nvdm connect

In most cases this should help when problems are related to the modem.

If the above steps worked in your environment the configuration for the
asynchronous protocol support was successful and the Mobile Client is now
ready for change management processing using native asynchronous protocol.

Note

When doing the verification steps described before you should also see the
lights of the modem at the client workstation flashing, the lights for
transmitting data and receiving data should come on.

If you set the initialization string to ATM1 as shown in our example, you will
also be able to hear the dial tone when dialling out to the server or receiving
incoming calls from the server.

Connecting

the Mobile Client with Changing Telephone Numbers

One major aspect of the Mobile Client is providing travelling users with the
software and data they need, whenever and wherever they need it. A travelling
user is considered to be a person that travels across the country for his/her
business and stays in different locations. Yet this user requires access with
his/her laptop PC to the change management server using the telephone
connections provided in his/her current location. This could be, for example, a
hotel room.
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Since the telephone costs are usually higher in hotels it is required that the user
is called back from the server in the central department. Thus avoiding long
connection times and costs at the users site.

This requires that the user can provide the current telephone number to the
server, which uses this number to call back. With the asynchronous connection
support the user can specify the telephone number where he/she can be
reached in the nvdm connect command. See 11.4.1, “Verifying the Configuration
of the Asynchronous Protocol Support” on page 199 for the syntax of the connect
command.

The number currently defined at the server for the target is replaced with the
number provided in the connect command. If no number is specified in the
connect command, the last number used is called during a connect process.

In the following we give an example of the usage of changing the telephone
number. Remember that we defined the number 3013473 for our client wtr05148
at the server, when we changed the targets definition to asynchronous in 11.2.5,
“Defining Asynchronous Support for the Target at the Server” on page 192. Now
let's assume we moved the workstation to a different location with a different
telephone number. To connect from the server to the new telephone number we
specify the number in the connect command. The following happens:

Connect from the Mobile Client to the Software Distribution for AIX server
with the command:

nvdm connect -t 3313131 -d 2

Where 3313131 is the telephone number at the new location of the Mobile
Client.

The Mobile Client dials in to the server and places the connect request
together with the new telephone number.

The server changes the target definition and schedules the open connection
request and close connection request. The protocol definition for the target
is updated at the server and now holds the new telephone number.

When the connect requests are scheduled, the connection established by the
Mobile Client is broken.

The open connection request is processed and the connection to the client is
established by the server using the new telephone number.

After establishing the connection the database synchronization is executed
and change management processing can be started.
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—— Experiencing Problems

We experienced some problems during the connection process as described
here.

The connect command was processed from the Mobile Client with a duration
of 2 minutes. The open connection request was executed by the server but
the connection could not be immediately opened. This seemed to be
because the modem we were using at the client was still holding the
connection. We received the message at the server:

FNDRX129E: Async communications error. Error message type 1 returned
after modem initialization string AT was written to the modem.

The server did manage to establish the connection to the client and started
the synchronization process. We see the message at the client:

D&CC Agent is returning requests and reports to the server.

But the synchronization process is interrupted by the server, because the
second open connection request scheduled for internal processing does not
get executed anymore since the request is expired. We see the message in
the fndlog at the server:

FNDSH261E: Open connection window request / report expired.
FNDRQL1OW: Execution window for Open connection window request has
expired. Sense data is 0383:0009.

To get around this problem specify a connection duration of at least 3
minutes.

Notice there is a known problem when specifying a duration of 1 minute,
where the problem behavior is similar to the above description.

You should also consider that the above behavior occurred only when using
a modem with a slow baud rate and should not occur with a fast modem.

11.4.3 Inventory Discovery Using Asynchronous Protocol Support
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The inventory discovery process for the Mobile Client using the asynchronous

protocol does not differ from the inventory process using a Mobile Client with a
standard protocol such as TCP/IP. Also see 3.2.3.3, “Data Flow during Automatic
Client Registration” on page 36.

For example, the following steps are performed when executing the inventory
discovery for the Mobile Client wtr05148 at the server and the connect request
from the client:

1.

The inventory request is issued at the server by entering:
nvdm inv -w wtr05148
The inventory request is scheduled at the server for later processing.

A connect to the server with a duration of 5 minutes is executed from the
Mobile Client by entering:

nvdm connect -d 5
The Mobile Client dials into the server and places the connect request.

The connection from the client to the server is broken.
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6. Two requests are scheduled at the server:
Open connection window
Close connection window

7. The open connection request is executed and the server dials out to the
Mobile Client using port ttyl.

8. The connection from the server to the Mobile Client is established and the
database synchronization executed.

9. After the database synchronization the inventory request scheduled earlier
gets executed.

10. The FNDSWINYV file is read at the client and the history database at the
server is updated.

Figure 162 shows the messages displayed at the OS/2 Mobile Client in the agent
window during processing of the steps described before.

: wps has pid 153

Refreshing menory for 1 fargets.

Refreshing menory for 1 catalog endries.

Database Access Services indtiatized successfully.

IDELT Agent has started.

DAL figent executing discommected reguesis.

énﬁﬂﬂ figent wailing for incoming comection from the server.

Hew Asunc connection established on port COML.

0

DECE figent iz refurning requests and reporis to the seruver.

0

DELE figent iz resynchrondsing the local database with the seruer,
Target Configuration

Copying catalog entry TINOLY THETSE, SUOS. 13 08200 TENT REF 1.8.U5 from the servs

étataimg
éﬂhanqa Managenent Status

Figure 162. OS/2 Agent Window Showing Inventory Discovery with Asynchronous Protocol
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11.4.4 Change Management Processing Using Asynchronous Protocol Support
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In this section we show how change management processing works for the
Mobile Client with the asynchronous protocol.

The Mobile Client with asynchronous support has the same functionality as a
Mobile Client with, for example, TCP/IP protocol. So the change management
processing in disconnected and connected mode that we described for the
Mobile Client in 3.2, “Data Flow between Software Distribution 3.1.3 Server and
Mobile Client” on page 18 and Part 3, “Simple Scenarios Using the Mobile
Client” on page 87 is also valid for the Mobile Client with asynchronous
protocol.

Since the behavior during processing does not differ much depending on the
complexity of the process, we will explain processing using a simple generic
change file example. We show the processing for the following functions:

1. Creating a simple generic change file using the command line interface.
2. Installing the change file immediately in connected mode.
3. Removing the change file in local disconnected mode.

4. Installing the change file in deferred disconnected mode.

11.4.4.1 Creating a Simple Generic Change File Using the
Command Line Interface

We create a generic change file for the installation of the OS/2 Presentation
Manager Screen Capture Program Version 2.12, in the following called
PMCAMERA.

We use an ASCII editor on an OS/2 workstation to create a change file profile
with the name PMCAM.PRO:
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GLOBAL NAME:
DESCRIPTION:
CHANGE FILE TYPE:
COMPRESSION TYPE:
REBOOT REQUIRED:
REMOVABLE:
ACTIVABLE:
INTERACTIVE:
AUTHORIZE:

SW HISTORY RESET:

COST:
PACK FILES:
SECURE PACKAGE:
POST-INSTALL:
OBJECT:
SOURCE NAME:
TARGET NAME:
TYPE:
ACTION:
INCLUDE SUBDIRS:
GENERAL ATTR:
UNIX ATTR:
NETWARE ATTR:
OBJECT:
SOURCE NAME:
TARGET NAME:
TYPE:
ACTION:
INCLUDE SUBDIRS:
GENERAL ATTR:
UNIX ATTR:
NETWARE ATTR:

INSTALLATION DURATION:

0S2.PMCAMERA.REF.1.2.12
PM Camera

GEN

LZW

NO

YES

YES

NO

NONE

NO

00:00

0

NO

NO

D:\PMCAM\PMCAM200. EXE

C:\0S2UTILS\PMCAM200.EXE
D: \PMCAM\PMCAM200. EXE
FILE

COPY

C:\0S2UTILS\PMCAMERA.INI
D:\PMCAM\PMCAMERA. INI
FILE

COPY

— —

Figure 163. Generic Change File Profile for 0S/2 PMCAMERA

Then we use an OS/2 client connected to the AIX server to build the change file
and catalog it at the AIX server, with the command:

nvdm bld pmcam.pro

The change file is now created and cataloged at the Software Distribution for AIX
server and we can continue with the installation of the change file.

11.4.4.2 Installing the Change File Immediately in Connected

Mode

After the change file was successfully built at the server we start the installation
of the change file on the Mobile Client wtr05148 by entering the command at the
server:

nvdm inst 0S2.PMCAMERA.REF.1.2.12 -w wtr05148

Since we did not specify a time and the disconnected option the installation
request is processed immediately and in connected mode . The immediate
installation request is scheduled at the server and waits for a connection to be
established to or from the Mobile Client.

In this example we establish the connection from the server after we scheduled

the installation request. To initiate the connection setup from the server we
enter the command:
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nvdm connect wtr05148

The server dials out to the client with the asynchronous protocol support and
establishes the connection. As soon as the Mobile Client is connected the
synchronization of the databases is executed.

The immediate installation request is executed after the synchronization is
completed. The communication link and the session between the server and the
Mobile Client is up during the transfer of the installation files and the installation
itself. When the installation completes at the client the report is sent
immediately back to the server. The connection between the Mobile Client and
the server is now broken.

We check the status of the change file after the installation with the command:
nvdm 1scm 0S2.PMCAMERA.REF.1.2.12 -w wtr05148

Global file name: 0S2.PMCAMERA.REF.1.2.12
Target: wtr05148
Status: Installed, removable, active

11.4.4.3 Removing the Change File in Local Disconnected Mode

To demonstrate the different change management functions of Software
Distribution 3.1.3 and the different processing mode for the Mobile Client with
asynchronous protocol we now remove the change file we have just installed.

The remove is done as an example in local disconnected mode on the Mobile
Client, so no server connection is required to remove the change file. Notice
that the change file itself was not stored in the local repository of the client,
because we performed an immediate connected installation in the previous step.
Refer to 3.2, “Data Flow between Software Distribution 3.1.3 Server and Mobile
Client” on page 18 for more information.

Note

For a local disconnected remove or uninstall no change file needs to be
stored in the local repository of the Mobile Client. The catalog entry and the
change management status is sufficient.

To perform the remove function in local disconnected mode we first need to
change the command line interface mode of the asynchronous Mobile Client to
disconnected mode. We do this by entering the command:

nvdm svr myself

You will immediately receive the message that indicates the Mobile Client is now
working in disconnected mode:

Mobile client now disconnected from server.

The remove of the change file OS2.PMCAMERA.REF.1.2.12 is initiated by the
command:

nvdm rem 0S2.PMCAMERA.REF.1.2.12

After entering the command a local request is scheduled at the Mobile Client
and stored in the local request queue. You should receive an output like the
following:
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Server: rs600012

Originator: root-mobile
Sequence number: 1
Recursion: 0

The server rs600012 is the default server of the Mobile Client we are using and
even though the request is performed disconnected the server name is shown
here. The originator indicates that we used the user ID root on a Mobile Client.

As described in 3.2, “Data Flow between Software Distribution 3.1.3 Server and
Mobile Client” on page 18, any locally issued request does not get processed on
the Mobile Client unless the Mobile Client is restarted or a new connection with
the server is established.

You can check that the request is stored in the local request queue with the
disconnected command:

nvdm 1sq
The output you receive for the list queue command shows all the requests that

are queued locally. In our example we only have one local request queued, so
the output looks like this:

Command: Remove

Sequence number: 1

Originator: wtr05148

Submitted on: 11/07/96

Global file name: 0S2.PMCAMERA.REF.1.2.12
Status: Ready

Request ID: rs600012 root-mobile 1 0

We stop and restart the Mobile Client in our example to see the request
processing happening, with the commands

nvdm stop
nvdm start

At startup we can see that the local remove operation is executed as shown in
the OS/2 agent window in Figure 164 on page 210.
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 Rennue:

 Rennue

Change Managenent Status

Ndded o changed Change Management Status record.

N1

Sront-nobile rsBEEBI2 18 NG wirB5148 @ Received a Remove request for change T4
e OS2 PMDAMERA.REF.1.2.12.

ropt-nobile rsBBEB1Z 1 8 B wirf5id4B @ The Alter-fictive-Component option is ¥
s - processing request in the Active fArea.

Sront-nobile rsBEEB12 18 NG wirB5148 @ Removing change Tile 052, PHOSMERG. REF .Y
. 2. 12,

irppt-nobile rsBRB012 18 BAR wirf5148 ¢ Celling OW Driver: fndpofr d:A\SOFTRIST
UORKwrrstatus. ﬁ
Progran fodpotr dOSOFTDISTMUORK rrstatus executed successfully exdt status 8. |
Bront-ncbile rsEEEB12 1 6 N/A wirB5148 : Renoved change file 052, PHCANERALREF.1.
2. 12 successtully.

rppi-nobile reBR8012 18 BAR wirf5148 o OS2 PMOARMERA.REF.1.2.12 and aw coregq
sites uere removed surcesstully.

 Rennue:

Change Nanagenent Status

fddded o changed Change Hanagerent Status record.

. Completed database updates for Remove report.

IDECT Agent uaiting for incoming comection from the server.

Figure 164. OS/2 Agent Window Showing Execution of Local Remove Operation

To return the status of the operation back to the server we connect the server
this time from the Mobile Client with the commands:

nvdm svr rs600012
nvdm connect

The first command changes the operation mode of the command line interface to
server connected. This is required to process the connect command. Refer to
3.2, “Data Flow between Software Distribution 3.1.3 Server and Mobile Client” on
page 18 for more information on this.

Notice that we used the default value for the duration here, so the connection
window will be open for 60 minutes. This allows us to schedule the
disconnected deferred installation described in 11.4.4.4, “Installing the Change
File in Deferred Disconnected Mode” on page 211 within the same connection
window.

Note

A connection to the server is established with the command nvdm svr
rs600012 to change the command line interface mode. A new connection is
also established for the nvdm connect command, which then causes the
server to dial back the client.
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The Mobile Client receives a dial-in connection request by the server and the
asynchronous connection is established. The synchronization is executed and
the status of the remove operation performed while being disconnected is sent
from the Mobile Client to the server. The database at the server is updated
accordingly. The change file is now available for the target wtr05148 as seen in
the output of the following command:

nvdm 1scm 0S2.PMCAMERA.REF.1.2.12 -w wtr05148

Global file name: 0S2.PMCAMERA.REF.1.2.12
Target: wtr05148
Status: Available

The connection window stays open, but the physical connection is broken. You
can check the status of the Mobile Client at the server with the command

nvdm stattg wtr05148

During the synchronization the command output should look like:

Target Status

wtr05148 Busy

And after synchronization is completed the output should show:
Target Status

wtr05148 Available

We have now removed the installation performed earlier and show the
installation of the same object in disconnected deferred mode in the next
section.

— Note

When the server and the client finished the synchronization of their
databases and any change management processing, the physical
communication link is broken.

One indication is the status of the Mobile Client at the server. We can also
see at the modem connected to the client that no connection is up.

11.4.4.4 Installing the Change File in Deferred Disconnected Mode

For simplicity we install the same generic change file used in 11.4.4.2, “Installing
the Change File Immediately in Connected Mode” on page 207 to demonstrate
the deferred disconnected installation using a Mobile Client with asynchronous
communication.

We execute the following commands for the disconnected deferred installation of
the change file OS2.PMCAMERA.REF.1.2.12 at the server:

nvdm inst 0S2.PMCAMERA.REF.1.2.12 -w wtr05148 -dc -db 12/1/96
nvdm send 0S2.PMCAMERA.REF.1.2.12 wtr05148

We send the change file with the installation request since it must be stored
locally at the Mobile Client to process the request disconnected from the server.
Refer to 3.2, “Data Flow between Software Distribution 3.1.3 Server and Mobile
Client” on page 18 for more information. Figure 165 on page 212 shows the
messages at the client during request forwarding and storage of the change file.
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Figure 165. OS/2 Agent Window Showing Forwarding of Disconnected Request

Note

Depending on the size of the change file allow some time to pass for the
transfer of the change file to the local repository of the Mobile Client.

Since we defined a connection window with a default duration of 60 minutes in
the previous section, the window is still open and the requests are immediately
sent to the Mobile Client. The request execution though is delayed until the date
specified.

Note

The physical communication link was broken after the synchronization in the
previous section was completed. The server automatically dials out to the
Mobile Client since the connection window is still open.

No new connect request is required to send the installation request and send
the change file if a connection window is still open.

We can see by the lights at the modem and the sound of the dial tone, that a
new dial-in connection is received from the server.

To achieve processing of the disconnected request we change the date on the
OS/2 Mobile Client to be December 1, 1996 using the DATE command. Then we
stop and restart the Mobile Client with the commands:

nvdm stop
nvdm start
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When the D&CC agent of the Mobile Client starts it checks if any requests are
pending in its local request queue that are due for processing. In our example
the D&CC agent finds the installation request for the object
OS2.PMCAMERA.REF.1.2.12. The request is executed immediately by the D&CC
agent without a connection to the server. Figure 166 shows the messages of the
0S/2 agent when processing the installation.

W0

eropt rshBBRIZ BEE 8 NA ulrBSl48 ¢ Received an Install request for Tile 032.P0 é
OMERALREF.1.2.12.
Gropt robBBRZ BG8 8 N ulrB5148 ¢ The Alter-fActive-Component option is ¥es - ;E
rocessing remuest in the fictive frea.
eront rebBBR12 BEE 8 MR uirdSidE o The Hemovability option is Yes - hackups uil%
1 be made.
eront robBBR12 BEE 8 NAR uirdSidE o Installing change file HSE.PNERHERQ.REF.E.E.E
12,
Grppt roOBBZ BE8 8 N uir85148 ¢ Calling O Driver: fodpofi d\SOFTRISTWHR
rrstatus 8.
Progran fodpofi dOSHIFIDISTUDRK rrstatus 8 executed successfully exil status ﬁ,é

aront rsHORR12 BOO 8 AR GIrdS148 ;. Installed change file NS2.PHORMERA.REF.1.2.1)
2 surressfully. H
Eront rsGBBBLZ 560 B MR utrBS140 o 052, PHOAMERRLREF.1.2.12 and any corequisites]
L upre Installed sucoessfully. ﬁ
Target Paraneters

Hdided o changed Target Paraseters record.

 install

Change Managenent Status

Nddvled o changed Change Ranagerent Status record,

L Completed database updates for Install report.

DACE figent waiting for incoming cowection from the server.

Figure 166. OS/2 Agent Window Showing Processing of Disconnected Request

When a new connection is established between the server and the Mobile Client
the status of the installation request is reported to the server. Refer to 3.2,
“Data Flow between Software Distribution 3.1.3 Server and Mobile Client” on
page 18 for more information.
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Chapter 12. Using Change Objects with Mobile Clients

In this section we look at issues relating to change objects and Mobile Clients.
We examine how to modify CID change objects to make them more suitable for
use with Mobile Clients (for example by removing the use of redirected drives)
and also how to use a plan to deal with Mobile Clients as a special case when
performing software distribution to a group of machines.

In this section we assume that you are familiar with CID and with the basic
operation of TME 10 Software Distribution.

12.1 A Standard

Install Scenario

First we create a change object to perform a CID install on an OS/2 client. At
this stage we deal with standard Distribution Clients and not Mobile Clients.

We assume the following environment:

A community of OS/2 PCs with NFS and the Software Distribution for OS/2
Distribution Client installed.

A Software Distribution for AIX server running NFS. (We used rs600012 as
described in other chapters.)

Drive letters X: and W: reserved on every PC for use by software distribution.

The descriptions that follow should work in other environments just as well, but
for this section we take this as being our configuration.

To install our new software the following steps must be performed on each
client:

1. CIDMOUNT is executed as a pre-installation step to map X: to directory
Infs/share_a and W: to directory /nfs/share_b. Both directories are on our
Software Distribution for AIX server. X: contains our installation program, its
source files and response files and is mounted as read-only. W: is the
destination for the log files and is mounted as read-write.

2. The installation program is run with the relevant parameters and issues a
return code to the Software Distribution for AIX server upon completion. The
installation program here is a REXX program that copies files from its source
directory to a directory specified in the response file.

3. After installation has finished CIDUNMNT is run as a post-installation step to
unmount X: and W:

However, before we can install the change object there are several things to be
done.

12.1.1 Preparation

Ensure that you have some form of redirected drive available. We use NFS but
any supported form of redirection is acceptable. Create the following directory
structure on your NFS server:

[0 Copyright IBM Corp. 1997 215



i

hosts

passwd

P
7

Figure 167. File Server Directory Structure

Create the file /nfs/share_a/proc/cidex/cidex.cmd on the AIX server as shown in
Figure 168 on page 217. This will be the installation program.
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. —
/*********************************************************/
/* CID Installation example */
/* */
/* Mark Guthrie 4th November 1996 */
/*********************************************************/
/*********************************************************/
/* This program is an example of a CID installation */
/* program. */
/* */
/* It expects 2 parameters to be passed. */
/* 1) Response file */
/* 2) Logfile directory */
/* */
/*********************************************************/
/* Function */
[* e */
/* */
/* Copies files from the current directory to a */
/* destination directory specified in the response file */
/* */
/*********************************************************/
/* Comments */
[* - */
I */
/* To simplify the program, all error checking has been */
/* removed. */
/* */
/* The current directory (Working Directory) is taken */

as the source directory to copy from.
/* th d t t f */
/*********************************************************/
/********************************/

eceive parameters
/* R t */
/********************************/
arg response log
parse value response with '/R:' response_file
parse value log with "/L:"Tog_file
/********************************/

og that we have starte
/* Log that h tarted */
/********************************/
call Tineout Tog_file,’ Installation Started at 'time()
/********************************/
/* Read Response file */
/********************************/
Tine=1inein(response_file)
parse value Tine with 'DESTINATION=" dest
dest=strip(dest)
/********************************/
/* Copy Files */
/********************************/
"xcopy *.* 'dest’'\’
/********************************/
/* Log that we have finished */
/********************************/
call lineout Tog_file," Installation Finished at ' time()
exit 0

A N— —
Figure 168. /nfs/share_al/proc/cidex/cidex.cmd
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Create the file /nfs/share_al/rsp/cidex/examplel.rsp as shown in Figure 169.
This is a simple response file.

DESTINATION=C:\CIDEX

Figure 169. /nfs/share_a/rsp/cidex/examplel.rsp

Copy any number of files into the directory /nfs/share_al/img/cidex. Whatever is
placed in here is copied to the destination directory at install time. Remember
that this is just an example to mimic the behaviors of a real CID program. We
created sample files by issuing the following commands from AIX:

cp /etc/hosts /nfs/share a/img/cidex/hosts

cp /etc/passwd /nfs/share_a/img/cidex/passwd

If NFS is not already started, then start it by issuing the following command on
the AIX server:

Jusr/shin/mknfs ' -B'

Now export the share_a and share_b directories using the commands:
/usr/sbin/mknfsexp -d '/nfs/share a' -t 'ro’ '-B'

and

/usr/sbin/mknfsexp -d '/nfs/share b’ -t 'rw '-B'

You are now ready to create the change object.

12.1.2 Setting Up for Redirected Installs

218

If this is the first time that you have used CID installs, then you may have to
make changes to your client environment. The main requirement is to ensure
that CIDMOUNT and CIDUNMNT both work. These are OS/2 CMD files that
reside by default in the directory C:\SOFTDIST\BIN. You can test CIDMOUNT for
NFS by opening an OS/2 window and typing:

CIDMOUNT NFS X: W: rs600012 nfs/share a nfs/share b

Replace rs600012 with the name of your NFS server. If this command is
successful then you should find X: mapped to the directory nfs/share_a on your
server and W: similarly mapped to nfs/share_b.

Test the unmount option by entering:
CIDUNMNT NFS X: W:

We modified CIDMOUNT.CMD to include the user ID and password for the AIX
server. Our version is shown in Figure 170 on page 219.
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@echo off

IF "%1"=="SRVIFS" goto SRVIFS

IF "%1"="NFS" goto NFS

IF "%1"=="IBMLS" goto IBMLS

IF "%1"=="NWREQ" goto NWREQ

ECHO "BAD COMMAND INVOCATION"

exit 1

:SRVIFS

REM 1=SRVIFS 2=freedrivel 3=freedrive2 4=server 5=cidalias 6=1ogalias
SRVATTCH %2 \\%4\%5

SRVATTCH %3 \\%4\%6

goto :end

:NFS

REM 1=NFS 2=freedrivel 3=freedrive2 4=server 5=exported cid 6=exported log
REM ***xsddkdkmddhkkmdkdkihdddhddmhdkdihdddrktshir

REM ** We modified the following lines to add -Tswuser -pswuser
REM ** This causes NFS to use the user ID swuser with a password
REM ** of swuser.

REM *¥*xsdddkmbdhkkmdkdkrihddadhkdmhdkdihdddhrtshir

MOUNT -1swuser -pswuser %2 %4:%5

MOUNT -Tswuser -pswuser %3 %4:%6

REM khhkkkkkkhkkhkhhhhhkkkhkhkhhhhhkkhkhkkhkhhhhhkkkhkhkhhhhkkkkkk*

REM ** End of modifications
REM KhAhErIhhhkrhhhkhkdhhhkdhhhkdhdhhhhdhhhhdhhhhdhdhhhhkdhkhhkddkx

goto :end

: IBMLS

REM 1=IBMLS 2=freedrivel 3=freedrive2 4=server 5=cidalias 6=1ogalias
NET USE %2 \\%4\%5

NET USE %3 \\%4\%6

goto :end

:NWREQ

REM 1=NWREQ 2=freedrivel 3=freedrive2 4=server 5=cidalias 6=1ogalias
MAP %2=%5

MAP %3=%6

rend

Figure 170. Modified C:\SOFTDISTIBINI\CIDMOUNT.CMD

— Note

Ensure that you have started NFS on OS/2 by issuing the command:
NFSSTART

12.1.3 Creating the Change Object

Now that you have your CID directory structure, your installation program, image
files and response file, and you have checked that NFS will work, you need to
build a change object for this installation.

Use a text editor to create the file CIDEX.PRO as shown in Figure 171 on

page 220. You can do this on the Software Distribution for AIX server or on a
connected client. You will notice that the PREREQ and POSTREQ commands are
the same commands that we used to test NFS.
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GLOBAL NAME: CID.EXAMPLE.REF.1.0

DESCRIPTION: Test CID Install - Example
LOCAL NAME: $ (REPOSITORY)\CID.EXAMPLE.REF.1.0
CHANGE FILE TYPE: 0S2CID
COMPRESSION TYPE: LZW
PREREQ COMMAND: cidmount NFS X: W: rs600012 nfs/share_a nfs/share b
POSTREQ COMMAND: cidunmnt NFS X: W:
REBOOT REQUIRED: NO
REMOVABLE: NO
ACTIVABLE: YES
INTERACTIVE: NO
AUTHORIZE: NONE
SW HISTORY RESET: NO
INSTALLATION DURATION: 00:00:00
COST: 0
INSTALL PROGRAM:
PROGRAM NAME : x:\proc\cidex\cidex.cmd
PARAMETERS: /R:x:\rsp\cidex\examplel.rsp /L:w:\log\cidex\test.log
WORKING DIRECTORY: x:\img\cidex

Figure 171. Example Profile CIDEX.PRO

From the command prompt enter:
NVDM BLD CIDEX.PRO

(Note that on AIX this must be entered in lowercase.)

Tip
In general it is a good idea to keep all of your profiles in a common directory,

possibly on the TME 10 Software Distribution server. This means you can
quickly find examples to copy to create new profiles.

You have now built and cataloged your change file. To test it enter:
NVDM INST CID.EXAMPLE.REF.1.0 -w testpc -n

replacing testpc with the name of your OS/2 client.

Note

The parameter -n is required to install it as non-removable. We did not
create a section in our profile to cover removing the object, the installation
will fail if removable is specified. Remember that removable is the default.

Now that we have our basic environment in place, we can introduce Mobile
Clients.

12.2 Installing on a Mobile Client

If you install the object that you created in 12.1, “A Standard Install Scenario” on
page 215 onto a LAN-connected Mobile Client then you will see the behavior
described in Part 3, “Simple Scenarios Using the Mobile Client” on page 87,
with one exception: if the client is not connected to the LAN when the installation
takes place, as for example in the case of deadline activation, then the install
will fail because it will not be possible to mount the redirected drives. If the

220 TME 10 Software Distribution - Mobile Clients



client is connected over PPP as described in Chapter 9, “Using the Mobile Client
with PPP” on page 131, then the install may work. The reason it may fail is that
access to the redirected files is now over a slow link. The installation program
may timeout while copying files since it will expect fast access to them. (In our
simple example this would not be a problem but in general it might.)

A further issue is that installation programs, which assume that the files are
local, do not worry about efficient use of network bandwidth and often read files
at the start of an install and at the end. For example, DLLs that the install
program uses itself and also copies to the installation directory, are copied over
the modem link twice.

So in general we want to re-engineer our installation to effectively target Mobile
Clients. How we tackle this depends on factors such as:

Speed and cost of connections

Amount of notice given for deadline activations

Whether the client connects to the LAN or is always modem connected
Ratio of Mobile Clients to standard clients

When the Mobile Client is LAN-connected before the installation, and we know in
advance that a change object must be installed, then we can move the required
files to the client over a LAN connection. On the other hand, if the client will
only ever connect over a modem, then we should look to create a package that
has the bare minimum of required files and transfer this in a timely fashion
across the modem link.

The general approach to installing CID software onto a Mobile Client is to create
an additional change object that contains the code images and response file and
to install this onto the Mobile Client before installing the CID software in a CID
manner using the local drives rather than redirected drives.! There are several
issues to bear in mind when doing this.

Software packages often contain several components of which only a subset are
installed. Which packages are installed is usually controlled by the response file
or by user input. If it is known in advance that only certain packages are
required, then only the images required for those packages should be copied to
the Mobile Client. Even if the connection speed is not a problem, laptops rarely
have abundant disk space and so minimizing the space taken by software
images is a good idea.

In a similar vein, a mechanism needs to be put in place to remove the code
images once a package has been successfully installed. It may be required to
recover the log files from the laptop later.

This would be an ideal time to remove the image files also.

Before we look at a concrete example based upon the CID installation that was
introduced in 12.1, “A Standard Install Scenario” on page 215, we try to bring
these points together into a chart.

1 The reader with experience of fan-out, or focal-point connected servers, will see several similarities here. In both cases the
central problem is that TME 10 Software Distribution cannot know what a CID program will do when it executes, hence it
cannot provide the resources locally at execution time that the CID installation needs. It is because the Mobile Client has a
catalog the same as a server that it experiences similar problems.
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Figure 172. CID Installations with Mobile Clients
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Considering the mixed case, where we have desktop and laptop users, we want
to minimize the amount of additional work that has to be done to support adding
the Mobile Clients to the desktop community. Figure 172 has two axes. Along
the X-axis we have the problem which increases from minor as defined to be low
business impact, small number of laptops involved and small size images, up to
major which is typified by any case where the business impact is great, the
software is large or a significant number of users are involved.

We match this on the Y-axis by the solution which can range from doing nothing
where it causes a minor impact to a few users, up through moving the code
images to the laptop, then moving only those image files which are actually
required, until finally we end with a customized installation technique. The latter
option should not be ruled out, since even for CID-enabled products it may be
more efficient to use Disk Camera or a similar approach to create a new
installation than to understand everything that the CID installation is doing.
Along the line in the chart we move from PPP through the typical deadline
activation approach and end at asynchronous connections.

This chart is only a discussion point; the actual solutions that you use will have
to be based on what is the best option to solve your particular problem.

Mobile Clients



12.2.1 Example Installation

Now we look at one solution for the example that was introduced in 12.1, “A
Standard Install Scenario” on page 215. To implement this for Mobile Clients we
want to minimize the amount of changes that are made. In this case the
installation program is simple, but in general this will not be the case. We also
developed the installation program here as an example but for most CID installs,
this program is delivered to us as an executable and cannot be changed. We
therefore leave the installation program untouched and make our changes in the
change object.

The changes we need to make are fairly easy, but will result in us having two
copies of the change object that effectively do the same thing. Both objects (the
one for desktop machines and the one for Mobile Clients) must have different
names since they reside in the same catalog. We modify only the version field
of the change object name so that both entries can be seen to be the same
thing. We discuss later whether this is a good idea or not. The original object
was called:

CID.EXAMPLE.REF.1.0

We will now create a new object called:
CID.EXAMPLE.REF.1.MOB

which will perform the installation, and an object called:
CID.EXAMPLE.REF.1.PRE_MOB

that will copy the required files to the Mobile Client before installation. To
ensure that the files are installed before we try to install our CID object we use
pre-requisite checking.

Create a profile as shown in Figure 173. This is a modified version of the profile
that we used above.

GLOBAL NAME:
DESCRIPTION:
LOCAL NAME:

CHANGE FILE TYPE: 0S2CID
COMPRESSION TYPE: LZW
REBOOT REQUIRED: NO
SOFTWARE PREREQUISITE: CID.EXAMPLE.REF.1.PRE_MOB
REMOVABLE : NO
ACTIVABLE: YES
INTERACTIVE: NO
AUTHORIZE: NONE

SW HISTORY RESET: NO
INSTALLATION DURATION: 00:00:00
COST: 0

INSTALL PROGRAM:
PROGRAM NAME:

PARAMETERS: /R:c:\admin\share a\rsp\cidex\examplel.rsp /L:c:admin\share b\log\cidex\test.log

WORKING DIRECTORY:

CID.EXAMPLE.REF.1.MOB
Test CID Install - Mobile Version
$ (REPOSITORY)\CID.EXAMPLE.REF.1.MOB

c:\admin\share_a\proc\cidex\cidex.cmd

c:\admin\share_a\img\cidex:exmp.

Figure 173. Example Profile MOBCIDEX.PRO

You will notice that now we are using local drives rather than network drives.

From the command prompt, build this by entering:
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NVDM BLD MOBCIDEX.PRO

Now create the profile shown in Figure 174. This will build the change object
that is specified as a pre-requisite for the mobile version of CIDEX that you have
just created. Notice that we are creating a directory on the Mobile Client for
administrative purposes. In this directory we create SHARE_A and SHARE_B
directories to mimic the structure on the server. We copy everything under the
CIDEX directories on SHARE_A to the the Mobile Client but only create the
directory for SHARE_B to hold the log file. By using the INCLUDE SUBDIRS: YES
parameter we will pick up the files that are present when we build this object.
We do not need to specify which files to include. Note that this will copy the files
that are present when this object was created and it will need to be re-built if we
change any of the files in the directory. For the original CID installation, it picked
up the files that were there when it executed.

GLOBAL NAME:
DESCRIPTION:

CHANGE FILE TYPE:
COMPRESSION TYPE:

REBOOT REQUIRED:
REMOVABLE:
ACTIVABLE:
INTERACTIVE:
AUTHORIZE:

SW HISTORY RESET:

COST:
PACK FILES:
SECURE PACKAGE:

OBJECT:
SOURCE NAME:
TARGET NAME:
TYPE:
ACTION:

INCLUDE SUBDIRS:

OBJECT:
SOURCE NAME:
TARGET NAME:
TYPE:
ACTION:

INCLUDE SUBDIRS:

OBJECT:
SOURCE NAME:
TARGET NAME:
TYPE:
ACTION:

INCLUDE SUBDIRS:

OBJECT:
TARGET NAME:
TYPE:
ACTION:

INCLUDE SUBDIRS:

CID.EXAMPLE.REF.1.PRE_MOB
Pre-requisite copy step
GEN

LZW

NO

NO

YES

NO

NONE

NO

0

NO

NO

x:\proc\cidex\*.*
c:\admin\share_a\proc\cidex\*.*
FILE

CoPY

YES

x:\img\cidex\*.*
c:\admin\share_a\img\cidex\*.*
FILE

COPY

YES

x:\rsp\cidex\*.*
c:\admin\share_a\rsp\cidex\*.*
FILE

CoPY

YES

c:\admin\share_b\Tog\cidex
DIRECTORY

CREATE

YES
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Figure 174. Example Profile PREMOB.PRO




If you build this object from a PC, then ensure that X: is mounted as
rs600012:/nfs/share_a (change rs600012 to the name of your Software Distribution
for AIX server). If you build it from the AIX server then change X:\????\cidex\*.*
to /nfs/share_a/????/cidex, where ???? represents the directories rsp, img and
proc.

Now from the command prompt build this by entering: NVDM BLD PREMOB.PRO
There are several ways to install these objects onto your Mobile Client. We do
this by using deadline activation with a LAN connection as an example. To do
this we need to:

1. Schedule the immediate installation of CID.EXAMPLE.REF.1.PRE_MOB.

2. Send CID.EXAMPLE.REF.1.MOB to the Mobile Client.

3. Schedule the delayed installation of CID.EXAMPLE.REF.1.MOB.

4. Open a connection window to the client to allow the requests to flow.

5. Wait until the specified installation date.
To do this enter the following commands from the server or a connected client:
NVDM INST CID.EXAMPLE.REF.1.PRE_MOB -w mobilel -n

NVDM SEND CID.EXAMPLE.REF.1.MOB mobilel -w rs600012
NVDM INST CID.EXAMPLE.REF.1.MOB -w mobilel -n -i -dc -db "01-01-97"

NVDM CONNECT mobilel -d 10

Replace mobilel with the name of your Mobile Client, and rs600012 with the
name of your server.

Note that we have to specify -i for the installation of CID.EXAMPLE.REF.1.MOB.
This option tells TME 10 Software Distribution to ignore the current status of the
object and to check at installation time. Remember that we specified that this
was not to be installed until after CID.EXAMPLE.REF.1.PRE_MOB, which at the
time of issuing the installation request has only been scheduled and not yet
processed.

After the requests have been processed you should see the following on your
Mobile Client:
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C:\>date
Current date is: Wed 6-11-1996
Enter the new date: (dd-mm-yy)

C:\>dir c:\admin
The volume label in drive C is C_DRIVE.

The Volume Serial Number is 6261:0414.
Directory of C:\admin

<DIR> 6-11-96 10:03

.. <DIR> 6-11-96 10:03
SHARE_A <DIR> 6-11-96 10:03
SHARE_B <DIR> 6-11-96 10:03
4 file(s) 0 bytes used

58740736 bytes free
C:\>dir c:\cidex
The volume label in drive C is C_DRIVE.
The Volume Serial Number is 6261:0414.
Directory of C:\

SYS0002: The system cannot find the file specified.

C:\>dir c:\softdist\repos

The volume Tabel in drive C is C_DRIVE.
The Volume Serial Number is 6261:0414.
Directory of c:\softdist\repos

24-10-96 10:26 <DIR> 0
24-10-96 10:26 <DIR> 0 ..
6-11-96 10:06 18076 0 CID.EXAMPLE.REF.1.MOB
3 file(s) 18076 bytes used

58740736 bytes free

—

Figure 175. Status Mobile Client before Activation Date

If you now set the system date on the Mobile Client to January 1, 1997 and
reboot the system, this will simulate the machine being switched on at the
activation date for this request.?

The Mobile Client will now look like:

2 The reboot is not strictly required but adds greatly to the effect. If you wish you can simply enter:
NVDM STOP & NVDM START
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C:\>date
Current date is: Mon 1-01-1996
Enter the new date: (dd-mm-yy)

C:\>dir c:\admin

The volume label in drive C is C_DRIVE.
The Volume Serial Number is 6261:0414.
Directory of C:\admin

<DIR> 6-11-96 10:03

.. <DIR> 6-11-96 10:03
SHARE_A <DIR> 6-11-96 10:03
SHARE_B <DIR> 6-11-96 10:03
4 file(s) 0 bytes used

58744132 bytes free
C:\>dir c:\cidex
The volume label in drive C is C_DRIVE.

The Volume Serial Number is 6261:0414.
Directory of C:\cidex

<DIR> 6-11-96 10:07

.. <DIR> 6-11-96 10:07
HOSTS 1459  5-11-96 9:19
PASSWD 2881 5-11-96 9:19
4 file(s) 4340 bytes used

58744132 bytes free

C:\>dir c:\softdist\repos

The volume Tabel in drive C is C_DRIVE.
The Volume Serial Number is 6261:0414.
Directory of c:\softdist\repos

24-10-96 10:26 <DIR> 0
24-10-96 10:26 <DIR> 0 ..
6-11-96 10:06 18076 0 CID.EXAMPLE.REF.1.MOB
3 file(s) 18076 bytes used

58744132 bytes free

— —J

Figure 176. Status Mobile Client after Activation Date

The software has been successfully installed on the date requested. There are
still some points to consider, however. We are left with the change object itself
and all of the files that we installed to allow the change to happen. These are
occupying valuable space on the laptop. The log file is also sitting on the Mobile
Client and cannot be seen from the server.

Our use of the version field in the change object name has a side effect. If you
look in the FNDLOG in the directory C:\SOFTDIST, you will see the messages:

Program ' cidex.cmd’ terminated successfully with return code '0000’.
Secondary effect of Install request:
change file CID.EXAMPLE.REF.1.PRE_MOB no longer installed on target.

Figure 177. Abbreviated FNDLOG Entries
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This means that TME 10 Software Distribution thinks that we have installed a
different version of the same software and has dropped the catalog entry for the
old version. Whether you like this or not will depend on how you use your
catalog. The other option is to add a part to the name and create two new
catalog entries for the mobile object and its pre-requisite. You could for
example use the names:

CID.EXAMPLE.DESKTOP.REF.1.0
CID.EXAMPLE.PREMOBILE.REF.1.0
CID.EXAMPLE.MOBILE.REF.1.0

The advantage of this approach is that you can then automatically remove the
pre-requisite object by installing it without the -n flag and then removing it after
the installation of the CID program. However, if you are also interested in the
log file and wish to remove the repository file from the Mobile Client, then you
will have to use a post-installation step anyway which can delete the SHARE_A
files.

If you do create a post-installation step, then you can choose to run this as a
change object in its own right or as part of the installation by using the
POSTREQ COMMAND value of the profile. Figure 178 on page 229 shows a
REXX program which can take care of the tidy up for you. In Figure 179 on
page 230 you will see the modified profile to include this step.
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/* Example REXX Routine to remove image files and  */
/* repository entry */
/* */
/* Note that because it written in REXX this file */
/* can delete itself */
/* */
/* There is not enough error checking to */
/* use this in a production environment. */
/* This is only an example. */
/* */
/* */
/* */
/*********************************************************/
/* */
/* Mark Guthrie 4th November 1996 */
[FEFFER IR Rk gk ko ko bk ko kol ko koot ok kool ook ook /
[FEFFER AR Rk g ko ko b koo ko /

/* set up variables */

[FEFFER g Rk gk kot ok b ko ook ko /

signature=' c:\cidex\hosts

repos=' CID.EXAMPLE.REF.1.MOB'
removel="C:\ADMIN\SHARE_A\PROC\CIDEX
remove2="C:\ADMIN\SHARE_A\IMG\CIDEX
remove3="C:\ADMIN\SHARE_A\RSP\CIDEX

file=stream(signature,’ c’',’ Query exists’)
if file="" then do

say ' Product not installed.’

say 'Not deleting installation files'
exit -1

end

"echo y> c:\y'

"del ' removel'<c:\y'
"del ' remove2'<c:\y'
"del ' remove3'<c:\y'
"rd ' removel
"rd ' remove2
"rd ' remove3

"del c:\softdist\repos\' repos

exit 0

Figure 178. Example Post-Installation File POSTCIDX.CMD
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GLOBAL NAME:
DESCRIPTION:
LOCAL NAME:
CHANGE FILE TYPE:
COMPRESSION TYPE:
POSTREQ COMMAND:
REBOOT REQUIRED:

SOFTWARE PREREQUISITE:

REMOVABLE:
ACTIVABLE:
INTERACTIVE:
AUTHORIZE:

SW HISTORY RESET:

INSTALLATION DURATION:

COST:
INSTALL PROGRAM:
PROGRAM NAME :

CID.EXAMPLE.REF.1.MOB

Test CID Install - Mobile Version

$ (REPOSITORY)\CID.EXAMPLE.REF.1.MOB
0S2CID

LZW
C:\ADMIN\SHARE_A\PROC\CIDEX\POSTCIDX.CMD
NO

CID.EXAMPLE.REF.1.PRE_MOB

NO

YES

NO

NONE

NO

00:00:00

0

c:\admin\share_a\proc\cidex\cidex.cmd

PARAMETERS: /R:c:\admin\share_a\rsp\cidex\examplel.rsp /L:c:admin\share b\log\cidex\test.log

WORKING DIRECTORY

: c:\admin\share_a\img\cidex:exmp.

Figure 179. Modified MOBCIDEX.PRO

Note

If you use this profile, you must first rebuild CID.EXAMPLE.REF.1.PRE_MOB
and install it so that the file POSTCIDX.CMD is installed onto drive C.

12.3 Dynamic Change Files

So far our discussions have revolved around CID change objects. Much of the
software that an administrator is called upon to install consists of simple files to
be copied to a directory. Here a generic change file is simpler to create and use
than a CID change file. It is also more portable since no operating system
specific installation file has to be invoked. (Remember that currently CID
installations are only possible on 0S/2.)

The Mobile Client has been developed primarily for laptops. These have
different hardware from desktop PCs and often software is installed differently
onto laptops. It is not uncommon to be presented with the option of a standard
install, a custom install and a minimal install, with the comment that the minimal
install suits laptop users.

It is therefore apparent that we need a way to install the same software
differently if the target is a Mobile Client. This can be achieved using dynamic
change files.

A dynamic change file is a change file that at installation time can check certain
values and perform alternative installations dependant on those values.

We will demonstrate this with an example.

Imagine that you have desktop PCs and laptops. On the laptops you run the
Mobile Client. You are going to build a change object to install your company’'s
security guidelines package onto every PC. The security guidelines consists of
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three text files. One file contains the common guidelines and is to be installed
on all PCs, one file is specific to desktop security, and the last file covers
laptops.

You have these files on your AIX system in a directory called /sec, as:

GENERAL.TXT The general security file. For all PCs
DESKTOP.TXT The desktop security file. For all desktop PCs only
LAPTOP.TXT The laptop security file. For all laptop PCs only

To install these files you need to build a change object using either the graphical
user interface as described in 12.3.1, “Building the Dynamic Change Object from
AlX,” or the command line as described in 12.3.2, “Building the Dynamic Change
File from a Profile” on page 235.

12.3.1 Building the Dynamic Change Object from AIX

Start the TME 10 Software Distribution graphical user interface on AlX and
display the catalog window. From the menu bar choose Catalog, Change File,
Create New and Refresh.... This will display the Change File Type window.

AIX installp

Cancel i 3 Help

Figure 180. Change File Type Window

Select Generic and click on OK. You will now see the Change File window as
shown in Figure 181 on page 232.
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3E

Type Generic. Refresh

{ DYNAMIC, SECURTTY ,EXAMPLE
Component name | -

Lavel i
Version
Description iﬁecuritg Guidelines Examplg

File name

Cost

Install, duration 3;0300300

DAK

Creation Date

Files... Parameters...

Profile... Compression. ..

Condition... E Dynamic Sections,.. |
% Build # Catalog % Import
o Cancel Help

Figure 181. Change File Window

Enter the component name as DYNAMIC.SECURITY.EXAMPLE.
as appropriate. Click Dynamic Sections... to display the
window as shown in Figure 182.

Fill in the other fields
Dynamic Sections

Dynamic Sections

Condition

Cancel f E Help

Figure 182. Dynamic Sections Window
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Click on the Add... push button to add an entry. This will bring up the Add
Dynamic Section window.

Name { DESKTOP

Condition

Prerequisites

Commands

Scripts

Remote directories

[4:.9

Cancel ; ; Help

Figure 183. Add Dynamic Section Window

Enter DESKTOP as the name for this section and click Edit to create a condition for
execution of this section. This will display the Edit CF Condition window.

. Edit rule

Target Installation Parameter ; ;EMOBILE

; Defined rules

0K Cancel Help

Figure 184. Edit CF Condition Window
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Fill in the fields as shown and click Add to add this rule. Now click OK to close
this window, and then OK again to close the Add Dynamic Section window.

Repeat this to create a dynamic section called LAPTOP with the condition that
the installation target MOBILE does not equal YES. Once you have done this
click OK to close the Dynamic Sections

You will now be back at the Change File window as you saw in Figure 181 on
page 232. Click on Files... to bring up the File and Directories in the Change File

window.

i action {COPY FILE
Name | #sec/DESKTOF, TXT Find.
i Files

Action Source file

COPY FILE /sec/GENERAL . TXT

COPY FILE /sec/LAPTOP  TXT

COPY FILE /5ec/DESKTOP, TXT

Disk space...

iPack files

i Secure package

OK

Cancel EE Help

Figure 185. File and Directories in Change File Window
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Enter the three file names as shown into the name field and click Add to add
them to the Files panel. Now select /sec/DESKTOP.TXT and click the Dynamic

Sections... push button.
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i Selected dynamic sections Available dynamic sections

i [DESKTOF i LAPTOP

§ 7 select all i Select all

? Condition Condition

TPM.MOBILE = "YES"

Figure 186. Select Dynamic Sections Window
Choose the DESKTOP section and click OK to make the change.

Repeat this to link the installation of /sec/LAPTOP.TXT to the dynamic section
LAPTOP. Leave /sec/GENERAL.TXT as it is.

Now click OK to return to the Change File window and then click OK again to
build the change object.

12.3.2 Building the Dynamic Change File from a Profile

— Warning

At the time this redbook was written building the change file from a profile
would not work. If you attempt to build the profile then you will receive the
message "MEMORY ERROR". You must do this using the graphical user
interface as described in 12.3.1, “Building the Dynamic Change Object from
AlX” on page 231, above. Also note that if you export the profile from the
graphical user interface the file that is created is invalid and you cannot use
it without modification.

To build the same change object from a profile, create the file shown in
Figure 187 on page 236.
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GLOBAL NAME: DYNAMIC.EXAMPLE.REF.1.0

DESCRIPTION: XXXX

LOCAL NAME: $ (REPOSITORY) \DYNAMIC.EXAMPLE.REF.1.0
CHANGE FILE TYPE: GEN

COMPRESSION TYPE: LZW

DEFAULT TOKEN: THW.MOBILE(ALL) = "NO"
REBOOT REQUIRED: NO

REMOVABLE : YES

ACTIVABLE: YES

INTERACTIVE: NO

AUTHORIZE: NONE

SW HISTORY RESET: NO

INSTALLATION DURATION: 00:00:00

COST: 0

# This is the dynamic part for desktop PCs

# It sets the conditions for execution of the

# section DESKTOP below.

DYNAMIC SECTION: DESKTOP
CONDITION:

TPM.MOBILE != "YES"

# This is the dynamic part for Laptops

# It sets the conditions for execution of the

# section LAPTOP below.

DYNAMIC SECTION: LAPTOP
CONDITION:

TPM.MOBILE = "YES

# This is installed for every machine

OBJECT:
SOURCE NAME: /sec/GENERAL. TXT
TARGET NAME: C:\SEC\GENERAL.TXT
TYPE: FILE
ACTION: COPY

# This is for desktops only

OBJECT:
DYNAMIC SECTION: DESKTOP
SOURCE NAME: /sec/DESKTOP. TXT
TARGET NAME: C:\SEC\DESKTOP.TXT
TYPE: FILE
ACTION: COPY

# This is laptops only

OBJECT:
DYNAMIC SECTION: LAPTOP
SOURCE NAME: /sec/LAPTOP.TXT
TARGET NAME: C:\SEC\LAPTOP.TXT
TYPE: FILE
ACTION: COPY

Figure 187. Example Profile DYNAMIC.PRO

This should be built from your AIX system since you are including files from the
/sec directory. Build this change file using the command:
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12.3.3 Using the

nvdm bT1d DYNAMIC.PRO

Dynamic Change File

When you install this change object, it will check to see if the token value
MOBILE is set to YES. If it is then the laptop security guidelines are installed,
otherwise the desktop guidelines are used.

This value is not set automatically. You must set it yourself for all of the Mobile
Clients by issuing the command:

NVDM ADDPM mobilel -i MOBILE=YES

Here you replace mobilel with the name of your Mobile Client. Alternatively you
can use a group name, which we discuss later in 12.4, “Using Plans and Groups”
on page 238. You can see what tokens are defined by entering:

NVDM LSTG mobilel -1
This will display something similar to Figure 188.

(. ™

Target:
Description:
Customer name:
Contact name:
Telephone number:
Manager:

Mailing address:

mobilel
AUTO REGISTERED

Target access key: (none)

Mode: Push

Server name: rs600012
Type: MOBILE CLIENT
Operating system: 0S/2

Target address: 92410455
Domain address: RS600012

LAN address:
CM window:

Connection window:

00:00:00 - 23:59:59
Not defined

Network: TCP mobilel
Logging level: Normal
Tracing state: off

Installation parms:

BOOTDRIVE=C:
FREEDRIVE1=D:
FREEDRIVEZ2=E:
FREEDRIVE3=F:
FREEDRIVE4=G:
FREEDRIVE5=H:
LOG1=EXTLOG1
LOG2=EXTLOG2
LOG3=EXTLOG3
LOGA=EXTLOG4
LOG5=EXTLOG5
RSPFILE=c:\SOFTDIST\WORK\RSPFILE
SYSTEMNAME=mobilel

MOBILE=YES

Shared tokens: (none)

Hardware parms: (none)

Discovered inventory: (none)
Figure 188. Output from NVDM LSTG mobilel -I
If you now install this onto your Mobile Client with the command:
NVDM INST DYNAMIC.EXAMPLE.REF.1.0 -w mobilel
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then you will find that after the next connection is made, you have the following
files on the PC:

C:\>dir c:\sec

The volume label in drive C is C_DRIVE.
The Volume Serial Number is 6261:0414.
Directory of C:\sec

<DIR> 6-11-96 14:03

.. <DIR> 6-11-96 14:03
GENERAL  TXT 1529 7-11-96 14:19
LAPTOP  TXT 1529 7-11-96 14:19
4 file(s) 3058 bytes used
58699776 bytes free

Figure 189. Mobile Client after Installation of Dynamic Change Object

If you install the same object onto a machine that does not have MOBILE set to
YES then you will see:

C:\>dir c:\sec

The volume label in drive C is 0S2V300.
The Volume Serial Number is 1231:9234.
Directory of C:\sec

<DIR> 6-11-96 14:03

.. <DIR> 6-11-96 14:03
GENERAL  TXT 1529 7-11-96 14:19
DESKTOP TXT 1529 7-11-96 14:19
4 file(s) 3058 bytes used
43458216 bytes free

— —J

Figure 190. Non-Mobile Client after Installation

12.4 Using Plans and Groups

238

In this part we look at a method of handling Mobile Clients from standard clients.
We use TME 10 Software Distribution plans to place the control outside the
change objects themselves. We also use groups to handle all Mobile Clients
together.

. —

— —J

. —

— Availability

Currently this is only possible with Software Distribution for AIX servers.
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12.4.1 Creating Groups

We can use groups to allow us to handle several clients as though they were
one. This is especially useful if we make the group dynamic since then we do
not have to manually add clients to the group.

12.4.1.1 Creating Static Groups

Often one particular set of users will use the same software. For example, users
in an accounts department may use Lotus 1-2-3, WordPro and Lotus Notes, while
users in the marketing department may use Freelance Graphics and Lotus
Notes. By creating groups that match job function and hence software, we can
simplify the job of applying updates and fixes when these are required.

In this example we create a static group of managers who all use the same
software.

At the Software Distribution for AIX server start the graphical user interface and
display the targets window as shown in Figure 191.

t Target Selected View HWindows Help

Elpppclient

rs600012 this (push) ALX
rsBO00Z20 Mobile (push) AlX
wtro5118 Mobile (push) 05/2
wtrob5148 Mobile (push) 05/2
wtro5150 Server {manager) 05/2

Figure 191. Software Distribution for AIX Targets Window

To create the group, select the machines that are to be in the group and from
the menu bar select Selected and then Group.... This will display the window
shown in Figure 192 on page 240.
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. Group name i Ranagers

3 Description %Group of Managers

. Short name

3 Targets in group Other targets
. Toxtrot reB00012
. imobilel %rSBOOOZO

; wiroblls

L ipppclient
| D wkrd5148
wtr{blhbo

Figure 192. Software Distribution for AIX New Group Window

Enter a name, description and short name for the group and click OK to create
the group.

You can now install objects to this group as though it were a single client.

12.4.1.2 Creating Dynamic Groups

Using static groups provides a level of administrative control since every new
machine must be manually added to the group. Sometimes this is desirable as
it enforces discipline when creating new targets. Often, however, this is an
unnecessary overhead, for example with auto-registration it would be nice if
machines were automatically added to groups for us. Dynamic groups address
this requirement.

We can use dynamic groups to specify a group whose characteristic is that all
the members are Mobile Clients. We can then install common functions to the
group and all members will receive the same installation. If you like, this can be
taken further so that you define a group consisting of, for example, Mobile
Clients who run on Windows NT and are managers.

To create a dynamic group return to the targets window as shown in Figure 191
on page 239. From the menu bar select Selected and then Group... This will
display the window shown in Figure 193 on page 241.
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. Group name

. Description

. Short name %HOBILE-

3 Targets aluays in group

K

Filter...

A i

View...

Other targets

Foxtrot
‘mobilel
‘pppclient
rsBo0012

rséooQZQ

wtr95118
wtro5148

Cancel

Figure 193. Software Distribution for AIX New Dynamic Group Window

As before, enter a name, description and short name for the group. You can

choose to have some clients always in this group if you like. Click Filter... to set
the entrance requirements for membership of this group (Figure 194).

Target Mask >

Use mask to
‘& include targets

Lo lude Lavgeta

Server Name

Selection Criteria

Target

. Server

i 5Single

UL only
Operating System

#®:All target 05 types
Selected target 05 types

iAll % oall
i Client 1 Push

Target Mode

G Fooel point

L Manager

i Use Access Keys to
B inciude Lergsis

Drexotude Lerpets

E
30

oML
fTriC
iThRKZ
PRI

Ded ine, , .,

Figure 194. Software Distribution for AIX Target Filters Window
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Select Mobile to specify that this group is to contain targets that are Mobile
Clients. Click OK to return to the previous window and then OK to create the

group.

You can now install software to this group as though it were a single client and
Software Distribution for AIX will dynamically resolve the group membership and
install to all Mobile Clients.

Note that creating groups does nothing to change objects. The objects
themselves will install in exactly the same way. It does, however, make it more
obvious to you when you perform an installation that these machines are
different. For example, if you create a group for Mobile Clients and one for
standard clients, then at installation time you must consciously install an object
to both groups. If the object is not appropriate for one of the groups, then a new
object can be built and installed to those machines.

12.4.2 Creating Plans

242

We now create a plan to perform a deadline activation of a generic change
object for a mixed group of desktop and mobile targets. All of the steps here are
performed from the Software Distribution for AIX server.
To do this, the plan must execute the following steps in order:

1. Send the change object to the Mobile Clients

2. Schedule to install the change object on all clients at a set date

3. Connect to the Mobile Clients to allow the requests to flow

First we need a change object that will do the installation for us. Create a

simple change object by using the graphical user interface or at the command
line enter:

nvdm bld /plan_deadline_object.pro

after creating the file shown in Figure 195 on page 243.
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GLOBAL NAME: PLAN.DEADLINE.EXAMPLE.REF.1.0
DESCRIPTION: Deadline Activation Object
LOCAL NAME: $ (REPOSITORY) /PLAN.DEADLINE.EXAMPLE.REF.1.0
CHANGE FILE TYPE: GEN
COMPRESSION TYPE: LZW
REBOOT REQUIRED: NO
REMOVABLE : YES
ACTIVABLE: NO
INTERACTIVE: NO
AUTHORIZE: NONE
SW HISTORY RESET: NO
INSTALLATION DURATION: 00:00:00
COST: 0
PACK FILES: NO
SECURE PACKAGE: NO
OBJECT:
SOURCE NAME: /etc/hosts
TARGET NAME: c:\Deadline.txt
TYPE: FILE
ACTION: CoPY
INCLUDE SUBDIRS: NO

Figure 195. Profile /plan_deadline_object.pro

Now start the graphical user interface and display the catalog window. From the

menu bar select Catalog then Plan and Create new....

This will display the

Define Plan window as shown in Figure 196.

3 Global MName

{ PLAN, DEADL TNE , ACTIVATION

Mixed Deadline Activation Plan

3 Description

3 Data Access Key EFOME

3 Entries

3 i) Function Object Condition

. (&No recursion . _’Recursion by day | ;Recursion by time interval

Error severity EESEVERE
3 # Build ¥ Catalog ¥ Import
oK Profile... Cancel Help

Figure 196. Software Distribution for AIX Define Plan Window
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Enter a name and description for the plan and click Add... to add an activity to
the plan. This will display the Add Plan Entry window as shown in Figure 197 on
page 244.

. 1D {500000

Function ifSEND Options, .,
| Object { PLAN, DEADL TNE , EXAMPLE ,REF, 1,4 } Select...
3 Targets

- {${TARGETLIST)

. (${SERVERLIST)

. (${ORIGINATOR)

. ifoxtrot Mobile (push)

- imobilel Mobile {push) sel
®oppclient [ Fobile (push) ‘ elect...

. Execution time: Not before MNone Schedule,

Not after HNone

Time format : & 0rigin time | :Destination time
C Condition i 53 SR
oK Cancel Help

Figure 197. Software Distribution for AIX Add Plan Entry Window

Set the function to SEND and enter the name of the deadline activation object in

the Object field. (Alternatively you can search for your object using the Select...

push button next to the object entry field.) Click the Select... push button next to
the targets box to select the targets to add. This will display the Select Targets

with Filter window as in Figure 198 on page 245.
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i Selected targets Filterad targets

$(TARGETLIST)
$(SERVERLIST)
${ ORTGINATOR)
foxtrot
,,,,,,,,,,,,, . imobilel
<< fiki 1 ipppclient

rsGo0012
rs600020

Hemove 22 | Wwiro5118
wtrobl48

i Select alll

Filter...

o i Cancel || Help

Figure 198. Select Targets with Filter Window

From here click Filter... to set the filter criterion. This will bring up a dialog like
Figure 199.

Target Mask i?

Use mask to
& include targets

oo iude tavrgeta

Server Name

Selection Criteria

Target
ALl

! Server
. Gingle
i Group
Operating System i Use Access Keys to
& All target 05 types B inciude Lerpels

" iSelected target 0S5 types Crexchudes Levgels

iUse rules

Cancel Help

Figure 199. Targets Filter Window
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Select the Mobile check box and click OK. You have now chosen to see all of
the Mobile Clients only. You can now mark the Select All check box to select all
of these targets and click Add to add them to the list of selected targets. Do not
include the targets called $(TARGETLIST), $(SERVERLIST) and $(ORIGINATOR). We
will discuss these later in this section. Now click OK to leave this screen and
return to the Add Plan Entry screen. You have now selected the change object
to send and the targets so click OK to create this plan entry.

You now need to repeat this to install the object.

From the Define Plan window click Add... to add an activity to the plan. This will
display the Add Plan Entry window again as you saw in Figure 197 on page 244.

Set the function to INSTALL and enter the name of the deadline activation object
in the Object field. Click the Select... push button next to the targets box to
select the targets to add. This will display the Select Targets with Filter window
as in Figure 198 on page 245. From here click Filter... to set the filter criterion.
This will bring up a window we saw in Figure 199 on page 245. This time select
the All check box and click OK to return to Select targets with Filter. You can
again mark the Select All check box to select all of these targets and click Add
to add them to the list of selected targets.

Click OK to close this window.

We want this installation to be a deadline activation so click the top Schedule...
button to set the date (see Figure 197 on page 244). This will show the schedule
window as below.

7 iNone

# Specific time

Figure 200. Schedule Not before Window
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Enter a date in the future and click OK.

From the Add Plan Entry window we have one more thing to do. Click the
Options... push button to show the window in Figure 201 on page 247.
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i Install requiring activation

# Install as removable
iAutomatically accept install

i Ignore current status of Change File
Ciferven bnetelietien of Chenge File

iExtend File System

¥ Perform disconnected at Mebile Client

i iHeld at server until executicn time

3 Condition e dver Fode
_}Don’t install Uplevel ﬁ;ﬁiop instaillation
sDon”t install Backlevel L Reduest wsyning

_iDon’t overwrite existent

0K Help

Cancel

Figure 201. Install Options Window

Select the check box marked Perform disconnected at Mobile Client and click OK
to leave this screen.

This option is ignored for non-mobile clients.

You should now be at the Add Plan Entry window. Click on OK again to add this
entry.

The last thing we want to do is an open connection window to the Mobile Clients.
Unfortunately this cannot be done directly from a plan, so we can either do this
manually using groups, or create a small shell script. As an example, we show
the shell script approach here. Click OK to create the plan. Later we modify it
to include the shell script.

Create the file /usr/lpp/netviewdm/bin/mobile_connect as shown in Figure 202
on page 248.

Make sure that this can be executed by the user ID that is submitting the plan.
In the worst case make it globally accessible using the command:

chmod 733 /usr/1pp/netviewdm/bin/mobile_connect
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#ERRRRRARRRRRRRRRRARRRRRRRRRRRRRRRRRARRRRARRRRRRA RS
# Example Shell Script for Software Distribution for AIX #

L L L L L LR LR PR #
# This script opens a connection window for 10 minutes #
# to all mobile clients. #

idgsdddsaddssddssadddsaddsddtaddssdddsaddtaddgaddddaddid
# A better way to do this is to see which mobile clients #

# have requests queued for the object we created: #
# PLAN.DEADLINE.EXAMPLE.REF.1.0 #
# and to open windows to these clients only. #
HERHRRRARRRRRRRARRARRRRRRRRRRRRRRRRRRRRRRARRRRRRR RS
# Mark Guthrie 7th November 1996 #

idgsdtdsaddssaddsadatsaddsdgdgaddsaddgsdataaddgsdadaadiaai
# Any UNIX fans offended by the use of comments may
# ignore them :)
idgsdddsaddssdddsadddsaddgsddtaddssdddsaddtaddgadddaddid
# First we will get NVDM to tell us about all of the
clients that it has and pipe this through GREP to
limit this to the two lines we are interested in:

Type: targettype

H=

We push this to a temporary file
il dddddsdddddsdisddsddsdsddsddadadaddsd
nvdm 1stg '* | grep -E "Target|Type” > /tempfile

#
# #
# #
# #
# Target: targetname #
# #
# #
#
#

idgsdddsaddssdddsadddsaddgsddtaddsdddsaddtaddgaddddaddid
# Now change the input stream to come from our file #
idgsdddgaddssdddsadddsaddgsddtsaddssdddaddgaddgadddaddad
exec </tempfile

EIFITTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTITTTTT TS
# Read the file until empty and parse the first Tine #
# into $title (always "Target:") and $target which is #

# the client name. #
## ##
# Then read the second Tine and parse it into $title #
# (always "Type:") and $type. #
## ##
# If it is a Mobile Client then schedule a connect. #

idgsdddsaddssddssadddsaddasddtaddtsdddaddgaddgaddddaddid
while read title target
do

read title type

if [ "$type” = "MOBILE CLIENT" ]

then

nvdm connect $target -d 10

fi
done
idgsdddgaddssddssadddsaddasddtaddssdddgaddtaddgaddddaddid
# Finally, delete the temporary file #
idgsdddgaddssdddsadddsaddasdddaddssdddsaddtaddgadddaddad

rm /tempfile

Figure 202. /usr/lpp/netviewdm/bin/mobile_connect
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Now we need to catalog this file to use it from the plan. From the menu bar on
the catalog window, select Catalog and Data file... to display the Catalog Data
File window as seen in Figure 203 on page 249.

Global Name COMMECT .MOBILE.CLIENTS

Descripticon zﬁhell Script for use with plan example

File name

Object type

DAK

Contents Codepags

._iCharacter data

& Binary data

Catalog i Compressien... i Cancel Help

Figure 203. Catalog Data File Window

Enter CONNECT.MOBILE.CLIENTS as the global name and key in a description. In the
file name field put /usr/1pp/netviewdm/bin/mobile connect and set the object type
to procedure.. Now click Catalog to create the entry.

We now need to modify our plan. From the catalog window select your plan, for
example:

PLAN.DEADLINE.ACTIVATION

and choose Selected from the menu bar. From the drop-down menu choose
Create another and As is.... This will bring up the Define Plan window as you
saw before. Click Add... to add a new entry to the plan. This will display the
Add Plan Entry window.
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. 1D
. Function Options..
. Object Select,..
3 Targets
. irs6o0012 this (push)
Select, ..
. Execution time: Not before HNone Schedule. ..
Not after Mone : Schedule, ..
. Time format  ;  .&0Origin time {:Destination time
3 Condition Edit. .
QK Cancel Help

Figure 204. Add Plan Entry Window
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Set the function to EXECUTE and enter the object name as CONNECT.MOBILE.CLIENTS,
which is the object that we have just created. Click the Select... push button next
to the targets panel and enter the name of your Software Distribution for AIX
server. When we execute this plan we want to run this shell script on the server.
The server will then schedule the connection requests to the Mobile Clients.

Click OK to add this entry. You should now be at the Define Plan window. You
will need to change the name of the plan to save it since there is already a plan
of this name. Change the name to PLAN.DEADLINE.ACTIVATE and then click OK
again to save the modified plan. (You may wish to delete the temporary plan
that we created before.)

You can now execute this plan by selecting it from the catalog window and
choosing Selected and then Execute Plan... from the menu bar. Before execution
you are presented with a dialog allowing you to specify targets. You may have
noticed in Figure 204 that the targets window also contained $(TARGETLIST) and
$(SERVERLIST). If you had used these tokens then by selecting targets from this
dialog the targets that you choose would be substituted everywhere that you
used $(TARGETLIST), and the corresponding servers for those targets would be
substituted everywhere that you used $(SERVERLIST). We did not use this
feature.

Remember that this installation will not take place until the scheduled date.
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12.5 Summary

Managing Mobile Clients requires thought. You need to consider how the Mobile
Client is connected and you need to understand how your change objects are
built and what they will do when installed.

In this chapter we have provided some general discussion on modifying change
objects for use with Mobile Clients. We have worked through a specific example
of changing a CID change object to use with a Mobile Client for deadline
activation. We have also covered dynamic and static groups and using plans to
cope with Mobile Clients.

In Chapter 13, “Mobile Clients in a Focal Point Connected Environment” on
page 253 we look at using plans to manage Mobile Clients in a more complex
environment.
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Chapter 13. Mobile Clients in a Focal Point Connected Environment

In this chapter we look at examples of what happens when Mobile Clients are
introduced into a TME 10 Software Distribution configuration, which includes a
central focal point server.

We assume that the reader is familiar with this type of environment. For
information on setting up and using a focal point connected environment refer to
the redbook The NetView Distribution Manager/6000 Cookbook, GG24-4246, or the
books Tivoli TME 10 Software Distribution for AIX Up and Running!, SH19-4333
and Tivoli TME 10 Software Distribution for OS/2 Up and Running!, SH19-4334.

13.1 Introduction

In a typical network environment, multiple LANs are connected over a wide area
network (WAN). Workstations and servers are connected over fast LAN
connections for optimum performance. Links from LANs to central systems and
other LANs are over slower WAN connections.

Figure 205. A Typical WAN Network
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For software distribution to target machines located on remote LANs, you will
probably install the TME 10 Software Distribution server onto the LAN itself and
manage it from a central location over the WAN links. This is because traffic
from the central site to the server is less plentiful than traffic from the server to
its targets. For example, to install 5 MBs of data to 30 machines directly from a
central server would use 150 MBs of valuable WAN bandwidth. To install this
using a local server would only use 5 MBs of WAN resource and 150 MBs of
cheap LAN bandwidth.

Remote servers are managed directly from a central site exactly as described in
this redbook. You can use the graphical user interface over a WAN connection
or use X-Windows or telnet to control a server.

As the number of servers in the network increases, so does the administrative
effort of looking after them. TME 10 Software Distribution provides a way to
control all of the remote servers from a central focal point server, so for most
operations the targets of the remote servers can be treated as though they
belonged to the central server. This focal point server can be AIX or NetView
DM/MVS. In our examples we use AlIX as the focal point server.

If you wish, you can define a hierarchy of servers with intermediate "fan-out”
servers passing requests from the central server to the servers at the end
points.

13.2 Test Environment

254

We installed a focal point connected server as shown in Figure 206 on page 255.
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rs600012

0S/2 Server BRANCH1

with Comms

P
Mobile Client

Figure 206. Focal Point Connection Test Environment

We used the same Software Distribution for AIX server that was used in the rest
of this book, rs600012, and modified it to become our focal point server. We
installed a Software Distribution for OS/2 server called BRANCH1 as a focal point
connected server and connected a Mobile Client to this server.

Starting from a basic installation, these are the steps to follow to build this
environment:

1. Define your OS/2 server to the Software Distribution for AIX server using the
following command from AIX:

nvdm addtg BRANCH1 -b server -y o0s/2 -s BRANCH1 -tp tcp:branchl

Replace branchl with the IP hostname that you will use for your OS/2 server.
2. Stop the Software Distribution for AIX server using the command:

nvdm stop -x -k

3. On the Software Distribution for AlX server, edit the file
lusr/lpp/netviewdm/db/routetab to contain the following lines:
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NETWORK PROTOCOL:  TCP/IP

# Destination Connection File Hop Count

BRANCH1.BRANCH1 BRANCH1 10

Figure 207. /usr/lpp/netviewdm/db/routetab

4.

This tells Software Distribution for AIX that to get to the server BRANCH1 in
domain BRANCH1, it should use the configuration file BRANCH1

Now on the AIX server, create the file
lusr/lpp/netviewdm/db/snadscon/BRANCH1 as follows:

TYPE:

PROTOCOL :

REMOTE SERVER NAME:
TCP/IP TIME-OUT:

NEXT DSU:

TRANSMISSION TIME-OUT:
RETRY LIMIT:

SEND MU_ID TIME-OUT:
RECEIVE MU_ID TIME-OUT:

STS
TCP/IP
BRANCH1
0

0
0
0
0

Figure 208. /usr/lpp/netviewdm/db/snadscon/BRANCH1

5.

Now restart the Software Distribution for AIX server with the command:
nvdm start

You now need to obtain the name and domain of your Software Distribution
for AIX server. You can do this by entering the command:

nvdm Istg -1

This will produce output similar to the following:

Target: rs600012

Description: INITIAL TARGET CONFIGURATION RECORD
Mode: Push

Type: SERVER

Operating system: AIX

Target address: SERVER

Domain address: SERVER

Network: TCP rs600012

In our case the server is called SERVER and the domain is also called SERVER

Install the Software Distribution for OS/2 server with a server name of
BRANCH1, a target address of BRANCH1 and a domain name of BRANCH1.
We installed our server manually. The configuration panels are shown
below.
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Distribution Configuration

)

IBRANCH1

System name

e e e e e RS e
R R e
R R
S e

0
=]
Q
=]
L
=]
=
&

5

‘{}{}{}{}{}{}{}2{}8{}{% Al

‘{}8{}855 ABAEEA

srver addrass
asrver adidres

-
-

=
=3
T
>
B
=

e
.

g NetBlOS

¢ TCP/IP

p

Hel

23

oy honinds

General Parameters

¥
7

1

sty

i

Server hostname ‘BRANCH1|

Figure 209. Distribution Configuration - General

257

Chapter 13. Mobile Clients in a Focal Point Connected Environment



Figure 210.
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In the Enterprise Connectivity panel (Figure 211), click Add to add a
connection to the Software Distribution for AIX server. This will display the

following panel.
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Figure 212. Remote Server Connection Window
Click OK to create this connection and continue with the installation of the
server as normal.

The process that you have just followed will create a definition for the server
rs600012 in the target database. It will also create the following files on the
Software Distribution for OS/2 server:
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WORKSTATION NAME: BRANCH1

SERVER: BRANCH1

PROTOCOL: TCP branchl 729 50
REPOSITORY: C:\SOFTDIST\REPOS
WORK AREA: C:\SOFTDIST\WORK
BACKUP AREA: C:\SOFTDIST\BACKUP
SERVICE AREA: C:\SOFTDIST\SERVICE
CONFIGURATION: SERVER WITH COMMS
MESSAGE LOG LEVEL: D

LOG FILE SIZE: 2000000

API TRACE FILE SIZE: 2000000

TRACE FILE SIZE: 2000000

MAX USER INTERFACES: 20

MAX ATTEMPTS: 5

MAX TARGETS: 600

TARGET PASSWORD AUTHENTICATION: NO

AUTHORIZE: NONE

AUTOMATIC CLIENT UPGRADE: NO

LAN AUTHORIZATION: 0

AUTOMATIC TARGET REGISTRATION: YES

DACA RETRY TIME: 300

MACHINE TYPE: 0S/2

Figure 213. C:\SOFTDISTINVDM.CFG

DOMAIN NAME BRANCH1
SERVER IDENTIFIER BRANCH1

Figure 214. C:\SOFTDISTIDOMAIN.CFG

NETWORK PROTOCOL: TCP/IP
SERVER.SERVER SERVERO 5

Figure 215. C:\SOFTDISTIDBIROUTETAB

PROTOCOL : TCP/IP
TYPE: STS
REMOTE SERVER NAME: rs600012

Figure 216. C:\SOFTDISTI\DBISNADSCONISERVERO

8. We modified the NVDM.CFG to change authorize to ALL and rebooted the
0S/2 server.

The two servers should now be able to communicate using a server-to-server
(STS) connection over TCP/IP.

Chapter 13. Mobile Clients in a Focal Point Connected Environment 261



13.3 Automatic Target Registration

If both the OS/2 server and the AIX server are set to allow automatic target
registration by setting the value AUTOMATIC TARGET REGISTRATION: to YES in
the NVDM.CFG, then Mobile Clients can connect to the network without being
predefined.

As an example, consider the network shown in Figure 206 on page 255. If a new
Mobile Client connects to server BRANCH1 then it is registered with the server
and the server will update the focal point server with the information.

We created a client called REMOTE using the configuration file shown in

Figure 217.

WORKSTATION NAME:
SERVER:

PROTOCOL :
REPOSITORY:

WORK AREA:

BACKUP AREA:
SERVICE AREA:
CONFIGURATION:
MESSAGE LOG LEVEL:
LOG FILE SIZE:

APT TRACE FILE SIZE:

TRACE FILE SIZE:

MAX USER INTERFACES:

MAX ATTEMPTS:
TARGET MODE:
MACHINE TYPE:
TARGET ADDRESS:

remote

BRANCH1 TCP branchl
TCP remote 729 50
d:\SOFTDIST\REPOS
d:\SOFTDIST\WORK
d:\SOFTDIST\BACKUP
d:\SOFTDIST\SERVICE
CLIENT

D

64000

64000

64000

20

5

PUSH

0S/2

remote
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Figure 217. C:\SOFTDISTINVDM.CFG for Mobile Client
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When the Mobile Client is started, the following data flow takes place:
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TME 10 SD for
Mobile Client TME 10 SD for AIX FP Server

0S/2 Server

LAN link STS link

Client Starts
Client Started Okay Report queued for FP Server

Reportt sent to FP Server g

Client Registered
Centrally

Figure 218. Data Flow

We can see this by looking at the FNDLOG files on all three machines.

On the Mobile Client:
FNDRX020I: Attempting to connect to server BRANCHI on port 729.
FNDRXOO1I: New connection 14 from client remote agent 3.
FNDRX021I: CRBX socket is 12.
FNDCM6621: D&CC Agent is returning requests and reports to the server.
FNDCM6631: D&CC Agent is resynchronising the Tocal database with the server.
On the OS/2 Server:
FNDRX005I: Processing a connection request:
Application shadow task started for agent CLI on client remote.
FNDDBOO1I: Added or changed Target Configuration record.
FNDRB0521: Target remote has been successfully added or updated.

FNDRB111I: Auto registration request BRANCH1 root 3 0 was successfully
placed on the Request Handler Input Queue.

FNDRQL08I: @root BRANCH1 3 O N/A BRANCH1 :
Received successful Auto registration report.
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FNDRQO44I: @root BRANCH1 3 O N/A BRANCH1 : Auto registration report queued
to the Scheduler for remote targets on connection SERVERO.

FNDSH267I: @root BRANCH1 3 O N/A BRANCH1 : Auto registration request/report
queued for transmission on STS connection SERVERO.

FNDSV0O01I:  STS task started.

FNDRX0201: Attempting to connect to server rs600012 on port 729.

FNDRX0O1T1: New connection 276 from client BRANCH1 agent 4.

FNDDBOO1I: Added or changed Target Configuration record.

FNDSV008I : Connection SERVERO is being processed by STS.

FNDSV0051: @root BRANCH1 3 O N/A BRANCH1 : Request completed transfer via STS.

FNDSV0091 : Connection SERVERO is no Tonger being processed by STS.
FNDRX0231: Connection 276 is closing.
FNDSV002I:  STS task ended.

On the AIX Server:

FNDRQ108I: @root BRANCH1 3 O N/A BRANCH1 : Received
successful Auto registration report.

FNDRQ163I: @root BRANCH1 3 O N/A BRANCH1 : auto registration report:
add target configuration record required.

FNDRQ108I: @root BRANCH1 4 O N/A remote : Received successful Install report.

FNDRQ108I: @root BRANCH1 4 O N/A remote : Received successful
Retrieve Inventory report.

Note

This is the only time that information regarding the new client can flow
between the servers. If you wish to add an installation token or modify the
record in any way, then this information does not get successfully passed
between the servers and they are out of step. However, you can define a
token for this client on the focal point server and on the OS/2 server and use
the same value each time.

13.4 Installing to Mobile Clients

When administering Mobile Clients from a server or administrator’'s workstation
there are two main points to remember:

1. You need to open a connection window before anything will happen.

2. For disconnected installs, you need to send the change object to the Mobile
Client's catalog before the install can take place.

In early chapters we have looked at how to deal with these points. In Chapter 7,
“LAN-Connected Mobile Client” on page 103, we showed simple examples of
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installing change objects for deadline activation. In Chapter 12, “Using Change
Objects with Mobile Clients” on page 215, we showed how to manage a mixed
environment of targets that includes Mobile Clients. In a focal point connected
environment we can build on these scenarios.

— Restrictions

You can open a connection window to a Mobile Client only from its own
server. You cannot schedule a connection from the focal point server. The
focal point server does not own the Mobile Client and cannot control
requests to connect and disconnect such a target.

In Chapter 12, “Using Change Objects with Mobile Clients” on page 215 we
found a similar restriction when using plans. From a plan you cannot schedule a
connection or a disconnection to a Mobile Client. We got around this by using a
simple shell script (Figure 202 on page 248) to open a connection to all of the
Mobile Clients. We cataloged this on the Software Distribution for AIX server
and included this in our plan. We can take the same approach in a focal point
connected environment.

We will create a plan to install a change file to a Mobile Client. This time we will
use the variable $(SERVERLIST) to initiate our procedure on the server.

Create the text file shown in Figure 219 on page 266 and Figure 220 on
page 267. Store this on the Software Distribution for AIX server.
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/* 05S/2 Rexx script to connect Mobile */
/* Clients. */
/* */
/* To be run from Focal Point Connected */
/* TME 10 Software Distribution for 0S/2 */
/* servers. */
/* */
/* Mark Guthrie December 5th 1996 */
/* */
[FFFAA R Rk kool kool kool /
[FFFAA Rk kool /

/* Get args. If we are passed a  */
/* target name then we will only */
/* connect this target. */
/* If we are called with no args */
/* then we will connect all Mobile */
/* Clients. */

/***********************************/

parse arg target .

if target<>"" then /* Only 1 target */
call DO_ONE

else /* A1l targets */
call DO _ALL

exit

/***********************************/

/* Routine to connect a single */
/* target. */
Viskidhiaihaisiiashiaiieiiaiiieiio el /
DO_ONE:

say 'nvdm connect ' target’ -d 10
return

/***********************************/

/* Routine to connect all targets */
/***********************************/

DO ALL:
say ' Connecting all Mobile Clients

/******************************/

/* clear rexx queue */
/******************************/

do while queued()<>0

pull .
end /* do */
[FEFFER K Rk ko ko koo koo /
/* find all targets */
[FEFFER K Rk ko ko koo koo /

say 'Listing all targets
"‘nvdm 1stg * |rxqueue’

Figure 219. /usr/lpp/netviewdm/bin/mobcon.cmd Part 1 of 2
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/* Read output and find */
/* Mobile Clients */
/******************************/
do while queued()<>0
parse pull line /* case sensitive */
parse value line with "Target:" target
if target<>"" then do

/******************************/

/* Found a block we are */
/* interested in. 3 Tines down*/
/* is the type */

/******************************/
pull . /* skip Tine */
pull . /* skip line */
parse pull Tine /* case sensitive */
parse value line with "Type:" type
if type="MOBILE CLIENT" then do

[AREFF IR Sk ek ko ko) /
/* Mobile Client so connect it */
[ARAEFF IR Gk kg ok ko ook /
target=strip(target) /* take his clothes off */

say 'Connecting: ' target
"nvdm connect ' target’ -d 10
end
end
end

return

Figure 220. /usr/lpp/netviewdm/bin/mobcon.cmd Part 2 of 2

Now start the Software Distribution for AIX graphical user interface and display
the catalog window. From the menu bar select Catalog and Data file... to bring

up the Catalog Data File window as seen in Figure 221.

Global MName | 0525ERVER., MOBCON

Description

File name

Object type

DAK

Contents Codepage

i iBinary data

Catalog i Compression. .. P Cancel L Help

Figure 221. Catalog Data File Window
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Enter 0S2SERVER.MOBCON as the global name and key in a description. In the File
name field, enter /usr/1pp/netviewdm/bin/mobcon.cmd and set the object type to
Procedure. Set the contents to character data and click Catalog to create the
entry.

Note

We will be executing this procedure on the Software Distribution for OS/2
server itself and not on any of its targets. However, we must still send it to
the server in order to use it, because the client agent that runs on the server
gets its change objects from the OS/2 server and not the AIX server.

From the graphical user interface choose this object and select Selected and
Send... from the menu bar. Enter BRANCH1 as the destination and send this
object.

Repeat this procedure to send the change object if you have not already
done so.

Now create a simple change object to install. For example, use
PLAN.DEADLINE.EXAMPLE as created in Chapter 12, “Using Change Objects
with Mobile Clients” on page 215.

Once you have your change object, start the graphical user interface and display
the catalog window. From the menu bar select Catalog then Plan and Create
New... This will display the Define Plan window as shown in Figure 222 on

page 269.
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; Global Name

i Description

3 Entries

ID

; Data Access Key

EFOCRLPOINT.TESTINSTQ

Function Object Condition

Mo recursion

i Error severity

I Recursion by day 7 ;Recursion by time interval

Profile... Cancel

Figure 222. Software Distribution for AIX Define Plan Window

Enter a name and description for the plan and click Add... to add an activity to
the plan. This will display the Add Plan Entry window as shown in Figure 223 on
page 270.
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Y 1D 500000

; Function Options. ..
| Object {IPLAN ., DEADL TNE , EXAMPLE ,REF, 1,0 Select...
i Targets

Select...

3 Execution time: Not before None

Not after HNone

; Time format H

Q3Destination time

4 Corwtieion

Figure 223. Software Distribution for AIX Add Plan Entry Window

Set the function to SEND and enter the name of the deadline activation object in
the Object field. (Alternatively you can search for your object using the Select...
push button next to the object entry field.)

Click the Select push button next to the targets window to bring up the following
window:

Filtered targets

$({5ERVERL IST)>
$(ORIGINATOR}
BRANCH1

book

merlin

nt4

remote
remote3
rs600Q12
rs600020
sydney
walrus

; Selected targets

il Select all

‘I Select all

Filter...

Figure 224. Select Targets with Filters Window
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Rather than entering specific targets, this time we will choose the dynamic entry
$ (TARGETLIST). Select this from the list and click Add to add it to the selected
targets window. Now click OK to return to the add plan entry window and OK
again to create this plan entry.

You now need to add an entry to the plan to install the object.

From the Define Plan window click Add... to add an activity to the plan. This will
display the Add Plan Entry window again as you saw in Figure 223 on page 270.

Set the function to INSTALL and enter the name of your change object in the
Object field. Again choose the dynamic entry $(TARGETLIST).

We want this installation to be a deadline activation so click the top Schedule...
button to set the date. This will show the schedule window as below.

“"iNone

® Specific time

Figure 225. Schedule Not before Window
Enter a date in the future and click OK.

You should now be at the Add Plan Entry window. Click the Options... push
button next to function to show the window in Figure 226 on page 272.

Chapter 13. Mobile Clients in a Focal Point Connected Environment 271



1 Install requiring activation

% Install as removable
i Automatically accept install

i Ignore current status of Change File
Liferon inglelletion of Thange Fils

i Extend File System

¥ Perform discennected at Mcbile Client

‘Held at server until executicn time

Condition Detwver Bode
_}Don’t install Uplevel i;ﬁiep instailation
JsDon”t install Backlewvel LRequest werning

‘Don’t owerwrite existent

Cancel

Figure 226. Install Options Window

Select the check box Perform disconnected at Mobile Client and click OK to
leave this screen.

You should now be at the Add Plan Entry window and you can click OK again to
add this entry.

The final thing to add to this plan is the procedure to open the connection
window. Click Add... to add a new entry to the plan. This will display the Add
Plan Entry window.
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Y 1D (500002

Function {EXECUTE Options...
. Object DS2SERVI Selsct...
I
$CSERVERLIST)
e

Execution time: Not before None

Not after HNone : Schedule. ..
i Time format : EiOrigin time - ‘Destination time
Condition Edit...
QK Cancel Help

Figure 227. Software Distribution for AIX Add Plan Entry Window

Set the function to EXECUTE and enter the object name as 0S2SERVER.MOBCON, which
is the object that you have just created. Click the Select... push button next to
the targets panel and this time select $SERVERLIST to be the target. When we
execute this plan we want to run this procedure on the server to which the
Mobile Client is defined. The server will then schedule the connection requests
to the Mobile Client.

Click OK to add this entry. You should now be at the Define Plan window. Click
OK again to create the plan.

You can now execute this plan by selecting it from the catalog window and
choosing Selected and then Execute Plan... from the menu bar. You are
presented with a dialog allowing you to specify targets.
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Plans

%FUCRLPOINT.TESTINSTRLL | Uncatalog after Completeé

Targets

{BRANCH1 Server (push}

Iboak Mobile (push) AUTO REGISTERED il Select...
imerlin Mobile (push) AUTO REGISTERED

int4 Mobile (push) AUTO REGISTERED

‘remote3 Mobile (push) defined from ALX

3r5600012 this (push?) INITIAL TARGET CONF LG

[ reE00020 Mebile (push)

Schedule Immediately

Procedure

Execute if Frequency. ..

Figure 228. Execute Plan Window

Select remote and click OK to run this plan. The change object is sent to the
0OS/2 server first since the product is smart enough to know that it is not already
in the catalog of the server. Next it is scheduled to be sent to the Mobile Client
and the installation request will also be scheduled. Finally the connection is
opened by executing the procedure on the server.

Remember to set the date on the Mobile Client past the scheduled date and
restart the agent for the install to take place.

13.5 Design Considerations

Chapter 16, “Designing a Network” on page 307 discusses designing a network
to support Mobile Clients. If you have a large network already in place with
focal point connections and several distributed servers then you have additional
decisions to make regarding how you implement Mobile Clients.

You may choose to add Mobile Client support to all or some of your remote
servers.® Alternatively you may choose to use a central server for all Mobile
Clients. You may even choose to separate the management of Mobile Clients
entirely from the rest of your network. You should consult Chapter 16,

“Designing a Network” on page 307 for more information on planning for Mobile
Clients.

There is no additional software to install; however, as we have seen there are several different things to bear in mind with
Mobile Clients and they will inevitably complicate how you run your servers.
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Chapter 14. Using the Mobile Client with Dynamic IP

In this chapter we look at how to use the Mobile Client in an environment where
Dynamic IP is deployed. We briefly discuss Dynamic IP and show how to set up
a small test environment. Then we include TME 10 Software Distribution into the
picture and see how it interacts in a dynamic environment.

14.1 Introduction to Dynamic IP

Before Dynamic IP, TCP/IP configuration information was held in multiple
locations. Any IP node such as a workstation, server or router would configure
its own basic information. This included |IP address, subnet mask, default router,
name server address and local hostname. A Domain Name Services (DNS)
server, or hierarchy of such servers, would hold the mapping of hostnames to IP
addresses. If a user moved to another location or a new workstation was added,
then the DNS server and the workstation must both be changed. For many
applications, including TME 10 Software Distribution, this could require
configuration changes at the application level, too, since nodes in the network
are known by IP address or hostname.

For users, this required a set of configuration parameters to be supplied by an
administrator every time they moved to a new location. For administrators, this
meant changing DNS configurations, which was a laborious manual task.

The solution to this is to have the parameters that vary supplied by a local
server and to provide a mechanism to dynamically update the DNS server with
the new values. Dynamic Host Configuration Protocol (DHCP) provides the first
of these services, allowing a potential IP host to request information from a
DHCP server. The DHCP client can then configure itself for the local
environment without any user involvement.

DHCP is an extension to the Bootstrap Protocol (BootP), which has been used
since 1985 to boot diskless workstations from network servers. In simple terms
a DHCP client connects to the network using an IP address of 0.0.0.0 and issues
a broadcast to the BootP well-known port (UDP port 67).

A DHCP server replies and provides the client with an IP address and other local
information, such as default router address. The server can provide an IP
address from a pool of available addresses on a leased basis.

The client renews this lease periodically. Alternatively, the server can provide
an address permanently from a pool or it can use a manual configuration to
provide certain clients with fixed addresses. The server recognizes clients in
several ways, such as by physical network address. In our examples, we will
use the leased approach.

Once the client has an address and is established on the network, it needs to
update the lookup tables so that it can be found using the new address. This
can be done using Dynamic Domain Name Services (DDNS). DDNS is a superset
of DNS and so a DDNS server can operate as a direct replacement for a DNS
server. We will use this feature in our example.

A client can register with a DDNS server the first time it connects to the network.
It specifies the hostname that it wants to use and if this is available then the
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DDNS server will allocate it to this host. Subsequently, if a client is allocated a
different IP address on the network, it can inform the DDNS server of the change.
In this way once a laptop is registered on the network as hugo.sales.banana, it
can be reached at this name regardless of the physical location or IP address.

Although there is some interaction between DHCP and DDNS (for example, if a
lease expires on an IP address and a new address is issued, the DHCP server
can inform the DDNS server of the change), they can be used independently.

For more information on Dynamic IP the reader is referred to the redbook TCP/IP
Implementation in an OS/2 Warp Environment, SG24-4730.

14.2 Setting Up a Dynamic IP Network

14.2.1 Overview

Dynamic IP is not an institution to be entered lightly. Before using DHCP and
DDNS, you should do extensive research to understand fully how they work.

Most companies choosing to implement a Dynamic IP network will have a team
of network engineers dedicated to supporting the environment. The most
probable scenario that will face a TME 10 Software Distribution administrator is
having to run software distribution on a network that is already running Dynamic
IP.

To this end it is useful to have an understanding of how Dynamic IP operates
and so in this section we will describe how to set up a simplified Dynamic IP
network consisting of three machines. This will provide a basis for the
discussion that follows, and demonstrates all of the problems that will face you
in a large network.

In this section we describe the steps to follow to build the Dynamic IP
environment shown in Figure 229 on page 277.
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OS/2 Warp Server
TME 10 SD for AlX Server DHCP/DDNS Server

rs600012

: TME 10 SD
Dynamic IP: 10.0.0.777? ,

Mobile Client

Figure 229. Dynamic IP Test Environment

To avoid any conflict with other IP users, we will use a network address that is
not already in use. In our environment we used 10.0.0.0. You should find an
address that applies to your environment and use this.

We will create a network called ITSO.DYNAMIC. This will have a combined
DHCP and DDNS 0OS/2 server with an IP address of 10.0.0.1 and a hostname of
MASTER. On this network we have an AlX system called rs600012. This is our
Software Distribution for AIX server and we want it to have a static IP address.
We could use Dynamic IP; however, for fixed resources such as main servers
and routers, there is very little benefit. To make our server use the IP address
10.0.0.2, we have two options:

1. Configure the DHCP server to always give rs600012 the same IP address.
2. Configure a fixed IP address on rs600012 and tell it not to use DHCP.

We will use option 2 for simplicity.

Also on our network is a Mobile Client called sydney.* We want sydney to be
able to move around our network and receive Dynamic IP addresses. This
means that we can connect anywhere in our company without needing to
reconfigure the laptop for local routers, subnet masks, IP addresses and proxy
servers. We also want to be able to use TME 10 Software Distribution from
anywhere, which requires that we can always connect to and from rs600012.

4 You can name this after your home city if you also run out of names.
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In a real environment we would have multiple DHCP servers distributed about
the physical locations. We would have one or more DDNS servers and the
laptop would connect to the nearest DHCP server to be provided with an IP
address and local information. Once on the network, the laptop would connect
to the DDNS server to tell it where to find the laptop. Figure 230 shows an
example of this with a single DDNS server.

Central DDNS Server

Administrator

Branch DHCP
London Branch] ~ “sgrver

Branch DHCP
Server

Mobile User

Figure 230. Larger Scale Dynamic IP Environment

14.2.2 Configuring the AIX Server
If you already have a working Software Distribution for AIX server, the only thing
to change is the TCP/IP configuration. We will configure this to use the IP
address 10.0.0.2 and the DNS server 10.0.0.1. Remember that even though this is
a DDNS server, it can still service clients that believe it to be a traditional DNS
server.

From AIX, start the systems management interface tool by entering:
smit tcpip

This will display the following window:

278 TME 10 Software Distribution - Mobile Clients



Return Tao:

| TCRIP

ijinimum Configuration & Startup

__| Further Configuration

_,.J LIse DHCP for TCPIP Configuration & Startup

Figure 231. AIX SMIT TCP/IP Panel

Select Minimum Configuration and Startup . Now select the interface you use to
connect to the LAN from the following panel:

Select ane item from the list,

Available Metwork Interfaces

en0 _ Standard Cinemet Network Interface -
et IEEE 8023 Ethernet Metwork Interface

trl Token Ring Metwork Interface

tr1 Token Ring Metwork Interface

Figure 232. SMIT Interface Selection Panel

This will display the Minimum Configuration & Startup window as shown in
Figure 233 on page 280.

Chapter 14. Using the Mobile Client with Dynamic IP 279



* HOSTNAME irsE00012

* Internet ADDRESS (dotted decimal) 10.0.0.2

Metwork MASK (dotted decimal) 5?255.255.255.0
* Network INTERFACE itro
MAMESERVER

Internet ADDRESS (dotted decimal) 10.0.0.1]

DOMAIN MName {itso.dynamid

Default GATEWSY Address

(dotied decimal or symbaolic name)

RING Speed ! List]

START TCP/IP daemons Maow é"ino Listt 4! ¥

Cormmand Feset Cancel ? Help

Figure 233. SMIT Minimum Configuration and Startup Panel

In this window enter the new IP address as 10.0.0.2 and the new name server
address as 10.0.0.1. Specify the domain name and set the default router address
to be 10.0.0.1. We will not configure this host to be a router but, by specifying an
address, we will remove the old address from the configuration.

Now click OK to make this change. The command will execute and you should
receive a successful output message.

If you have defined multiple DNS servers, then you may have to remove these as
well using SMIT.

14.2.3 Setting Up Basic IP on the Server

280

We used OS/2 Warp Server on both the server and the client for this testing. We
installed master with the option to operate as a DHCP and DDNS server. We
installed sydney as a client.

For OS/2, IBM TCP/IP for OS.2 Version 3.1 is required for Dynamic IP support.
This is supplied with OS/2 Warp Server. We assume that you have already
installed TCP/IP 3.1 onto both OS/2 systems, and that everything has been
installed into the default directories on drive C.

Before you can do anything else, you need to define the hostname and IP
address of the server. From the OS/2 desktop on master, open the TCP/IP folder
as shown in Figure 234 on page 281.
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TCP{IP - Icon Yiew

Application DOSMAYindows Information  Introduction to TCR/IFP REXK Sockets AFI
Templates TCHIP Access

Utimedia Gopher  MNewsReader2 WebExplorer Metwork TCRIFP
tAailf2 'Lite’ Dialer Lltilities

; -

TCRIP E250 Telnet 3270 Telnet  FTP-Ph Telnet DHCF Server DDME Server
Caonfiguration Senvices Senices

Figure 234. TCP/IP Folder

Double click the TCP/IP Configuration icons to bring up the notebook shown in
Figure 235.

& TCP/IP Configuration

Configure Network Interface Parameters

Interface to Configure —-Configuration Options
¥ Enable interface

i Automatically, using DHCP
i, using DBHG

interface
LAN interface 2

LAN interface 3 Manually, using:

LAHN interface 4 IP_address

LAN interface 5 [10.0.0.1 |
LAHN interface b Subnet Mask

LAHN interface 7 |255_255_255_g |

loopback interface

Advanced Options

thwedn Default | |

Figure 235. TCP/IP Configuration Notebook - Network Settings

Enter the IP address manually as 10.0.0.1 and the subnet as 255.255.255.0.
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Click the Hostnames tab to move to the Hosthames page and enter the values
shown below.

& TCP/IP Configuration

Configure LAN Name Resolution Services

This machine's hostname |master|

Local domain name |itso.dgnamic |

~LAHN Hame Server Configuration

LAN domain searchlist
<NO ENTRIES>

Nameserver addresses
10.0.0.1

Belnte

Urulo Default | | Help

Figure 236. TCP/IP Configuration Notebook - Hostname Settings

Close the notebook and reboot the PC for the changes to take effect.

14.2.4 Setting Up the DHCP Server

Once you have installed TCP/IP onto the server and configured its IP address,
you need to configure it for DHCP and DDNS.

Inside the TCP/IP folder on the OS/2 desktop, you will find a folder called DHCP
Server Service. Double click this to open the folder as shown in Figure 237.

=] DHCP Server Services - lcon View

«

&
R

&

<.

]

DHCP Server DHCP Adrinistration Dynamic IP
Configuration Guide Introduction

Figure 237. DHCP Server Service Folder

Double click the DHCP Server Configuration icon to start the DHCP configuration
tool as shown in Figure 238 on page 283.
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E4] DHCP Server Configuration: [ .Untitled ]

File View Server Drag/drop Help

Predefined resources

Current Configuration

i

Subnet

Vendor

Class

Client

Label (definable group heading)

Options

Figure 238. DHCP Server Configuration Tool

This tool operates using drag-and-drop. Create a new network definition by

clicking on Network in the left window with the right mouse button and drag this

to the right window and release. You can now double click this in the right

window to edit it. This will show the Network window as in Figure 239 on
page 284.
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Network

Comment ‘(blank) ‘

Network Address  [10.0.0.0 Subnetting

Hot Subnetting

Subnet mask ZhL 2NN ZNL IR

Dynamic DNS server ‘10.0.0.1 ‘

Range 10.0.0.10 | To [10.0.0.20

Excluded address ‘ ‘

List of excluded addresses

Add

Change

Delete

OK ‘Cancel ‘ Help

Figure 239. DHCP Server - Network Window

Enter 10.0.0.0 as the network address and select the Not Subnetting radio button.
Enter 10.0.0.1 as the Dynamic DNS server and enter a range of addresses to
control from 10.0.0.10 to 10.0.0.20. Click OK to close this window and return to
the main window as you saw in Figure 238 on page 283.

Now click on the plus sign next to Options to expand the list and then click again
to expand the list called Base Options. Select Option 6 Domain Name Server

and drag this to the right window. Drop it onto Network. You can now expand
Network and double click on Option 6 Domain Name Server to edit it. This will
display the window shown in Figure 240 on page 285.
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Option 6 Domain Hame Server

Comment 6 Domain Name Server| ‘

Domain name server address‘ ‘

List of servers

10.0.0.1 Add
Delete
Change
OK ‘ Cancel ‘ Help

Figure 240. DHCP Server - Domain Name Server Window

Enter the address 10.0.0.1 and click Add to add this server to the list. Click OK
to make this change.

Now add a domain name in a similar way by dragging Option 15 Domain Name
to the right window and double clicking it. This will allow you to define the
domain name of the network as shown in Figure 241.

Option 15 Domain Hame

Comment 15 Domain Hame]

Domain name |itso.dynamic

OK ‘Cancel ‘ Help

Figure 241. DHCP Server - Domain Name Window
Enter the domain name and click OK.

Your configuration should now look like Figure 242 on page 286.
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E4] DHCP Server Configuration: [ .Untitled ]

Option 1 Subnet Mask
Option 2 Time Offset
Option 3 Router

Option 4 Timer Server
Option 5 Hame Server
Option 6 Domain Name Serv
Option 7 Log Server
Option 8 Cookie Server
Option 9 LPR Server

File View Server Drag/drop Help
Predefined resources | Current Configuration
Hetwork (=] Metwork 10.0.0.0
Subnet Option 6 Domain Mame Server
Vendor L o
Class
Client
Label (definable group headin
(=] Options
E ey s pa
By

Figure 242. DHCP Server Configuration Tool - Complete
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Now we need to tell the DHCP server to inform the DDNS server when it issues
IP addresses, so that we can perform reverse name resolution. This will allow
us to translate an IP address into a host name. To do this, select Server from

the menu bar and then select View/change server parameters

the following window.
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Server Parameters

Ho. log files P
Log file size (Kbytes) 50
Log file name dhcpsd.log
Lease time default 3

Lease expire interval 2

Indent 12

i Support unlisted clients

4
pist 53]

Support DDNS update;

0K Canceli | Help

Log items:

Ak System error
bject error

rotocol error
Warning
iEvent

ction
nformation
ccounting
race

Figure

243. DHCP Server Parameters Window

Select the Support DDNS update check box and click OK to save these options.

Now from the menu bar select File, and from the pull-down menu select Save

and enter dhcpsd.cfg as the file name. This is the name of the default
configuration file used by the DHCP server.

Save

Save as filename:
‘dhcpsdﬁfg

Save file as type: Drive:
[<All Files> l2||c: [0s2] ||
File: Directory:
dhcped.cfg ZEMPTH
dhcpsamp.cfg ZETC
e L o . H
;f”:f%’%///////////////////////////%///% mail

ual.cfg mqueue
slip.cfg HAMEDB

0K ‘ Cancel

Figure 244. Save Configuration Window

Click OK and then click Yes to overwrite the old file.
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Now select File from the menu bar and from the pull-down menu select Update
DDNS data file . This will create the file C:\MPTN\ETC\DHCPSD.DAT. Ensure that
you do this after saving the configuration file.

You can now exit this window.

—— Command Line Option

You can do most of this from the command line by creating a text file called
c:\mptn\etc\dhcpsd.cfg with the following contents:

numLogFiles 2
logFileSize 50
logFileName dhcpsd. Tog
leaseTimeDefault 3 days

leaseExpirelnterval 2 hours
supportBOOTP yes
supportUnlistedClients yes
logItem SYSERR

logItem OBJERR

#.indent 12

nn

updateDNS "nsupdate -f -r%s -s"d;ptr;*;a;ptr;%s;s;%s;0;q

network 10.0.0.0 10.0.0.15-10.0.0.20 #.name (blank)

{
#.ddns 10.0.0.1
option 6 10.0.0.1 #.name 6 Domain Name Server
option 15 itso.dynamic #.name 15 Domain Name

}

You must still go into the configuration tool described above and load this
file. Then create the DHCPSD.DAT file by selecting File from the menu bar
and from the pull-down menu selecting Update DDNS data file .

14.2.5 Setting Up the DDNS Server

288

To configure the DDNS server you need to create three files in the directory
C:\MPTN\ETC\NAMEDB. The exact format of these files is a secret handed down
through generations of network administrators. However, as outsiders who have
partially cracked the mystique surrounding these ancient rituals, we can show
you examples in the three figures that follow without fear of persecution
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s NAMED.BT file for name server configuration.
5 type domain source file or host

; the next Tine defines us as the primary name server

; for itso.dynamic. It says to use the file NAMED.DOM

primary itso.dynamic c:\\mptn\\etc\\namedb\\named.dom dynamic

; the next Tine says we are the primary server to

; resolve host names from 10.0.0.xxx

primary 0.0.10.in-addr.arpa c:\\mptn\\etc\\namedb\\named.rev dynamic nokeytosec

Figure 245. C:\MPTNIETCINAMEDBINAMED.BT

; define that everything gets the domain name added by default
$ORIGIN itso.dynamic.

; define some magic numbers for this domain
; specify the domain twice incase we aren’'t heard the first time
@ IN SOA master.itso.dynamic. master.itso.dynamic. (

48 86400 300 864000 3600 300 )

; specify who is the name server
@ IN NS master.itso.dynamic.

; hardcode how to find the name server
master IN A 10.0.0.1

; hardcode how to find rs600012
rs600012 IN A 10.0.0.2

Figure 246. C:\MPTNIETCINAMEDBINAMED.DOM

; everything is backwards to resolve hostnames
; specify that we are using 10.0.0.77?
$ORIGIN 0.0.10.in-addr.arpa.

3 magic numbers
@ IN SOA master.itso.dynamic. master.itso.dynamic. (
47 86400 300 864000 3600 300 )

; define name server
@ 0.0.10.in-addr.arpa. IN NS master.itso.dynamic.

; hardcode nameserver's address
1 IN PTR master.itso.dynamic.

s hardcode rs600012' s address
2 IN PTR rs600012.itso.dynamic.

Figure 247. C:\MPTNIETCINAMEDBINAMED.REV
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These files need to be pre-processed before they can be used. From an OS/2
window enter the following the commands (the output is also shown):

C:\> set SACRIFICE=3 virgins and a goat
C:\> start named
C:\> ddnszone

kkkkhkkhkhkkhkhkhkhkhkhhkhkhkhhkhkhhhkhkhhkhkhkhkhkhhhkhkhhkhkhkhkhkhhhkhkhhkhkhkhkhkhhkhkhkhkhkhkkkhkkx

Make sure the DDNS nameserver is down before continuing. When you
are ready, press 'enter’ to continue.

<--ignore this and press Enter -->

kkkkhkkhkhkkhkhkhkhkhkhhkhkhkhhkhkhhhkhkhhkhkhkhkhkhhhkhkhhkhkhkhkhkhhhkhkhhkhkhkhkhkhkkhkhkhkhkhkkkhkk

Boot file is : C:\MPTN\ETC\NAMEDB\NAMED.BT

Primary nameserver name (used in keyfile):

If this is the correct primary name, press 'enter’ to continue.
Otherwise please enter the fully-qualified primary name.

master.itso.dynamic AT ettt you enter this

New primary nameserver name (for keyfile) : master.itso.dynamic

Primary dynamic domain found ¢ itso.dynamic
The associated configuration file is : c:\mptn\etc\namedb\named.dom

Do you wish to add or modify the KEY RR in this configuration file?

If not, enter "N" to skip this file. Otherwise, just press
"enter’ to continue.

It may take a few seconds to create a key ...
>>>> SUCCESSFULLY completed update <<<<,

Configuration file updated : c:\mptn\etc\namedb\named.dom
Backup of original file in : C:\MPTN\ETC\NAMEDB\dom.BK1

kkkkhkkhkhkkhkhkhkhkhkhhkhkhkhkhkhkhkhkhhkhkhkhkhkhhhkhkhhkhkhkhkhkhhhkhkhhkhkhkhkhkhhkhkhkhkhkhkkkhkk

Primary dynamic domain found : 0.0.10.in-addr.arpa
The associated configuration file is : c:\mptn\etc\namedb\named.rev

Do you wish to add or modify the KEY RR in this configuration file?
If not, enter "N" to skip this file. Otherwise, just press
"enter’ to continue.

It may take a few seconds to create a key ...

>>>> SUCCESSFULLY completed update <<<<,

Configuration file updated : c:\mptn\etc\namedb\named.rev
Backup of original file in : C:\MPTN\ETC\NAMEDB\rev.BK2

Program is complete.
A1l primary, dynamic domains have been processed.
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C:\> nsupdate -f -g -h *.0.0.10.in-addr.arpa -p master.itso.dynamic
--- NSUPDATE Utility ---

Key Gen ...... succeeded ...

Note that during this you started the name server before it had been configured
and then ignored the warning to stop it. This is because the script tries to find
the name for your server from a name server and waits for a very long time for
an answer. By starting the name server you quickly get an answer that it
doesn’t know you.

14.2.6 Starting the Server Tasks
Now you must stop NAMED.EXE by locating it from the OS/2 Window List and
pressing Ctrl+C. Start DHCP and DDNS either by using the icons on the OS/2
desktop or from the command line by entering:

START DHCPSD -v
START NAMED

The option -v causes verbose output which is useful if you want to see the
server in action.

14.2.7 Setting Up the Client

If you selected to use Dynamic IP during the installation, then the first time the
client starts it will look for a DHCP server.

—— Warning

Your client may not find your server. It will broadcast a request for a DHCP
server and use the one that answers first. If another server replies before
your server, then you will not be given the IP address that you want. If this
happens then you will have to use a physically isolated LAN for your testing.

If the server is found, then it will pass configuration parameters to your client.
To check the address that is being used, you can use the following command
from an OS/2 prompt:

IFCONFIG LANO

Once the OS/2 desktop has come up, you will see a panel similar to Figure 248
on page 292.
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4 DDHS Client Configuration

@ Enter your DDHS configuration parameters:

Host name:

|sgdneg | myhost

Domain name:

| itso.dynamic | city.company.com

Dynamic DHS Server for your domain:

|master.itsu.dgnami[:| | server.city.company.com

|§unﬁgure| ‘ancell | Help |

Figure 248. DDNS Client Configuration

Enter the values as shown and click Configure to search for the DDNS server.

this is successful then you will see the following confirmation:

DDHS Configuration Message

n [M5G06] Configuration succeeded.

—— Testing the Client
You can check that the client is configured properly by using the command:
HOSTNAME

This should return the value:

sydney.itso.dynamic

To check the IP address, use the command:

IFCONFIG LANO

You should see:

lan0: flags=3c63<UP,BROADCAST,NOTRAILERS,RUNNING,BRIDGE,SNAP>
inet 10.0.0.10 netmask ff00000x broadcast 10.255.255.255

You are now ready to introduce TME 10 Software Distribution.

14.3 Mobile Client

Install the Mobile Client code onto your DHCP client machine (sydney) as
described in Part 2, “Setting Up a Mobile Client Environment” on page 41.

Configure this client with an NVDM.CFG as shown in Figure 249 on page 293.
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WORKSTATION NAME:
SERVER:

PROTOCOL:
REPOSITORY:

WORK AREA:

BACKUP AREA:
SERVICE AREA:
CONFIGURATION:
MESSAGE LOG LEVEL:
LOG FILE SIZE:

API TRACE FILE SIZE:

TRACE FILE SIZE:

MAX USER INTERFACES:

MAX ATTEMPTS:
TARGET MODE:
MACHINE TYPE:
TARGET ADDRESS:

sydney

rs600012 TCP rs600012
TCP sydney 729 50
d:\SOFTDIST\REPOS
d:\SOFTDIST\WORK
d:\SOFTDIST\BACKUP
d:\SOFTDIST\SERVICE
CLIENT

D

64000

64000

64000

20

5

PUSH

0S/2

sydney

Figure 249. C:\SOFTDISTINVDM.CFG for Dynamic IP

Now start your client and register with the server using the command:
NVDM START

If you have automatic target registration enabled on your server then you should
find that the client connects and registers with the server. You will find the
following appended to the file /usr/lpp/netviewdm/fndlog on the AIX server:

1996/11/28 18:09:06 rs600012 20116 FNDRB052I: Target sydney has been
successfully added or updated.

1996/11/28 18:09:17 rs600012 18320 FNDRQLO8I: @root rs600012 134 0 N/A
rs600012 : Received successful Auto registration report.

If you now issue the command nvdm 1stg sydney -1 on your AIX server, then you
will see output that includes the following:

Target: sydney
Description: AUTO REGISTERED
Server name: rs600012

Type: MOBILE CLIENT
Operating system: 0S/2

Target address: SYDNEY

Domain address: SERVER

LAN address:

Network: TCP sydney

The important point to notice is that the value Network: has come directly from
the NVDM.CFG on the client. This is how the server will contact the client to
perform change management activities. It will use the TCP/IP hostname sydney.

This means that if sydney is allocated a different IP address from 10.0.0.10, then
the server will still be able to find it. We can demonstrate this by changing the
range of addresses administered by master to force it to allocate sydney a
different address.

To do this, start the DHCP Server Configuration tool on master, as described in
14.2.4, “Setting Up the DHCP Server” on page 282. This will display the window
shown in Figure 250 on page 294.
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E4] DHCP Server Configuration: [ .Untitled ]

File View Server Drag/drop Help

Predefined resources

Current Configuration

i

Subnet

Vendor

Class

Client

Label (definable group heading)

Options

Figure 250. DHCP Server Configuration Tool

Select File from the menu bar and choose the option Open. Select the file
C:\MPTN\ETC\DHCPSD.CFG. Now double click Network 10.0.0.0 in the right

window to bring up the Network window seen below.
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Network 10.0.0.0

Subnetting

Comment |(blank)
Network Address  [10.0.0.0
Sube! mask ‘;

Hot Subnetting

Dynamic DHNS server |10.0.0.1

Range 10.0.9.49

| To [10.0.0.50]

Excluded address |

List of excluded addresses

oK |Cancel | Help

Add

Change

Delete

Figure 251. DHCP Server - Network Window

Change the range to be from 10.0.0.40 to 10.0.0.50 and click OK. Save this file

and exit.

Now restart the DHCP server by closing it with Ctrl+C and starting it with the

command:
DHCPSD -v

Reboot the DHCP client, sydney, to force it to reconnect to the DHCP server.

The server will ignore its initial request to use 10.0.0.10, since this is no longer in
its pool of addresses, and will issue a new address of 10.0.0.40 once the client
gives up waiting for a DHCP server to issue it with the old address. The DDNS
server will be updated with the new address.

Once the client has rebooted, enter the following from an OS/2 window on

sydney:
NVDM CONNECT

The connection will be successful, because the server used the hostname
SYDNEY to contact the Mobile Client and did not use the IP address which has

now changed.

If you repeat this using the NVDM.CFG file in Figure 252 on page 296, then
changing the IP address will cause the connection to fail.
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WORKSTATION NAME:
SERVER:

PROTOCOL:
REPOSITORY:

WORK AREA:

BACKUP AREA:
SERVICE AREA:
CONFIGURATION:
MESSAGE LOG LEVEL:
LOG FILE SIZE:

TRACE FILE SIZE:

MAX ATTEMPTS:
TARGET MODE:
MACHINE TYPE:
TARGET ADDRESS:

API TRACE FILE SIZE:

MAX USER INTERFACES:

brisbane

rs600012 TCP rs600012
TCP 10.0.0.10 729 50
d:\SOFTDIST\REPOS
d:\SOFTDIST\WORK
d:\SOFTDIST\BACKUP
d:\SOFTDIST\SERVICE
CLIENT

D

64000

64000

64000

20

5

PUSH

0S/2

brisbane

Figure 252. Wrong C:\SOFTDISTINVDM.CFG for Dynamic IP
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In this case you will be able to issue the NVDM CONNECT command successfully
from the client, after changing the IP address. This will add an open and a close
connection window request to the server's queue. When the server tries to open
the connection window it will look for a client with an IP address of 10.0.0.10 and
will not find it. The following messages can be seen in the file
lusr/lpp/netviewdm/fndlog on the AIX server:

1996/11/29 14:01:30 rs600012 21924 FNDRB052I: Target brisbane has been
successfully added or updated.

1996/11/29 14:01:41 rs600012 18320 FNDRQLO8I: @root rs600012 141 0 N/A
rs600012 : Received successful Auto registration report.

1996/11/29 14:04:30 rs600012 18320 FNDRQO34I: @root rs600012 143 0 N/A :
Open connection window request completed store in the
local database.

1996/11/29 14:04:34 rs600012 18320 FNDRQO34I: @root rs600012 1
44 0 N/A N/A : Close connection window request completed store in the
local database.

1996/11/29 14:04:45 rs600012 20796 FNDRX100W: Failed to connect to DACA
at client brisbane with outstanding request.
The system will retry the connection later.

You can see that this request will never be successful by issuing the command
nvdm 1stg brisbane -1 on your AIX server. This will produce the following output:

Target: brisbane
Description: AUTO REGISTERED
Server name: rs600012

Type: MOBILE CLIENT
Operating system: 0S/2

Target address: BRISBANE

Domain address: SERVER

LAN address:

Network: TCP 10.0.0.10

Both of the NVDM.CFG files presented here are valid but only the values shown
in Figure 249 on page 293 will work with Dynamic IP.
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14.4 Using Other Operating Systems

Throughout this chapter we have used OS/2 as the Mobile Client operating
system. With TCP/IP for OS/2 Version 3.1 we can use DHCP and DDNS which we
have seen is a required combination to run TME 10 Software Distribution in a
Dynamic IP environment.

AlIX, Windows 95 and Windows NT all support DHCP and can therefore be used
as a basis for running TME 10 Software Distribution in a Dynamic IP
environment. At this time none of these platforms support DDNS. Further
testing would be needed to see whether this is likely to cause problems or not.

14.5 Using the Internet

Usually you will use a private internet, often termed an intranet, to run IP. Many
companies have firewall links to the real Internet for mail and World Wide Web
access. Usually these firewalls are configured to allow those on the inside to
view external sites via proxy or socks servers, but to prevent the general
population of the Internet from gaining access to resources on the Intranet.
Sometimes access to specific internal hosts is allowed to access HTTP servers,
although it is more common to place these outside the firewall.

Users on the Internet often gain access through Internet Service Providers (ISPs)
who hold a range of IP addresses that are valid Internet addresses. These are
allocated to modem-connected customers from a pool using protocols such as
PPP. This is similar in principle to DHCP, although different protocols are used,
in that an IP address is dynamically allocated to a user when required.

As we mentioned above, DDNS can be used independently from DHCP, which
opens the possibility of using a private DDNS server with IP addresses on the
public Internet. For example, users with no means of accessing their company’'s
network could access the Internet through an ISP. They could then use DDNS to
connect to the company’'s DDNS server and register their IP address.

Subsequently they could access their Software Distribution for AIX server to
receive software updates. This depends, of course, on both the DDNS server
and the TME 10 Software Distribution server being accessible from the Internet,
something which usually you should be very cautious about implementing.

DDNS provides extensive security features, allowing only authorized clients to
change the IP addresses of registered names. Also, TME 10 Software
Distribution uses its own socket and its own format for data exchange, which
limits the chances of anyone who intercepts the transmission understanding it.
Even so, this would only be a sensible option for unsecured data in specialized
circumstances.

14.6 Conclusions

The Mobile Client features of TME 10 Software Distribution and Dynamic IP are
both intended to benefit mobile computer users. In this chapter we have seen
how the two work together to provide users with the ability to move around a
network and still access all of the change management services of their home
Software Distribution for AIX server.
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To summarize:
Using Dynamic IP simplifies configuration problems for mobile computers.

Using DDNS alongside DHCP allows us to keep the same hostname when we
move in our network and change IP address.

TME 10 Software Distribution Mobile Clients can work unaffected in a
Dynamic IP environment, provided we always use the hostname and avoid
using IP addresses to specify targets.
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Part 5. Implementing Mobile Clients

In this part of the redbook we provide some input to the planning process that
should occur before you start implementing Mobile Clients within your
organization. The preceding sections of this book have looked at specific
technical examples involving Mobile Clients. In this section we look at general
issues, such as factors to consider when selecting how to connect Mobile Clients
remotely.

We also look at security and audit problems, and provide a sample menu
application that can be used as a front end to the different remote connection
types.
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Chapter 15. Mobile Clients in the Enterprise

Why you have laptop computers in your organization?

Once you understand what you use mobile computers for, you can define
the systems management needs and hence your requirements for

software distribution.

15.1 Introduction

Before we begin, let us define some of the terms that we will use in this chapter:

Laptop

Personal Digital Assistant

Cost of Ownership

Tight Systems Management

Loose Systems Management

An Intel-based mobile PC such as an IBM
ThinkPad, running OS/2 or Windows.

A hand-held computer such as an Apple
Newton.

The total cost to your company of owning a
computer system. This includes purchase cost
of hardware and software, proportion of network
costs and all support costs, including hidden
costs such as lost productivity.

A systems management solution where all of
the control and accountability lies with the
system administrators. The user has little or no
control over the environment. This kind of
solution suits users, such as tele-sales staff
who use specific systems and have no
requirement to use their PCs for anything else.

A systems management solution where some of
the control is given to the user, for example,
choices over what software to install and where
to install it to are made by the user. This kind
of solution is best for knowledge workers and IT
staff who have a range of requirements that
cannot be met by a tight solution.

15.2 Business Function

Companies use laptop computers in a variety of ways:

As executive toys

As status symbols

To allow/encourage employees to work from home

For staff who travel

To run IT systems while mobile

Your company's justification for using laptops could be anything from no
justification whatsoever to being the only way you can do business.

It is very important that you understand what purpose the laptops in your
company serve before you design a software distribution system for them. If you
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implement a tight systems management solution for laptops that are used as
executive toys (3270 terminals with Microsoft Golf), then your solution is a bad

match for the requirements.

Equally if you implement a loose systems

management solution for your company's key operational systems, then you will
have also misunderstood the requirements.5

The key things to understand about how your company uses laptops are:

1. What business function do they serve?

. How critical is this business function?

. What is the effect of downtime on your business?

. Who is responsible for the availability of these systems?

2
3
4. What level of IT skill do the users have?
5
6

. (What version of Microsoft Golf should you install?)

15.3 Alternative Solutions

If you are being asked to provide software distribution for laptops then it is

already too late to consider alternative solutions.

If you are designing a total

system and are looking at software distribution as an aspect of this system, then
you should consider the alternatives.

The following table lists some of the alternatives that you could consider.

Table 4. Alternatives to Using Laptops

Business Problem

Laptop Solution

Alternative Solution

Status

Give all users above a certain
level laptops.

Indicate importance with larger
desks for important people.

Work from home and office

Carry laptop from home to office
every day.

Use a computer at home and one
at the office. Move data between
them using diskettes or LAN
Distance. If necessary use
external hard disks.

Mobile e-mail and document
writing

Use laptops on trains and planes.

Use a Personal Digital Assistant
for e-mail and writing while
travelling.

Occasionally mobile users

Issue laptops to all.

Provide a pool of laptops for use
when mobile.

Users who move within your
organization

Issue laptops.

Provide standard workstations at
all locations to allow any user to
work from any location.

Often mobile users

Laptops.

Few alternatives.

5 Both of these mistakes are bad for your company, although the former is more likely to get you fired.
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15.4 The Cost of Laptops

If you are still reading, then the arguments above have failed to dissuade you.
In that case you should be aware of what laptops are likely to cost your
company.

The Gartner Group have estimated that the cost of ownership of PCs is about
$11,900 per seat per year. 73% of ownership expense comes from personnel
costs (The Cost of LAN Computing: A Working Model, Gartner Group Inc., Feb 7,
1994). This was based on desktop PCs. Now add to this the fact that laptops
cost about three times as much as desktop PCs and have a much shorter
lifetime since they cannot be upgraded to any real extent. Also remember that
one of the hidden costs of ownership is peer support, where people turn to their
colleagues for help rather than using the official support section. Truly mobile
users do not always have this option since they may be in a hotel or customer
site when they need help.

To understand why PCs are so expensive, we need to look at how they are used
and contrast this with traditional host-based systems. In the good old days users
arrived at work, switched on their terminals, logged onto one or more systems
and started work. They worked with specific applications that were designed to
support the business functions performed by a user or group of users.
Application updates were installed onto a single host system and operating
system functions were undertaken by a central group of highly trained experts.

With PCs, each machine has its own operating system. This is looked after by
the users themselves with little input from the experts. The user is required to
boot the hardware, load the operating system, log on to multiple remote
operating systems and navigate through many applications to perform his/her
business functions. While this is, usually, more time consuming than using a
terminal-based approach, much of it is performed automatically and the total
process is within the ability of the average user.

The expense comes in when things do not work as expected or upgrades are
required. In a host-based environment, problems cannot be resolved by
individual users and become the responsibility of a centralized team. This team
is employed for this task and approaches it in a professional manner. As a
specialized team, they develop detailed experience of how to solve these
problems and can do their jobs in an efficient manner.

With distributed systems, fixing problems and installing new software must
involve the computers which are, in a branch environment, located at remote
sites. If users have a problem, then the first reaction is to try to fix it. If they
can't fix it then they ask their colleagues and finally they turn to the support
section. This is a very inefficient way to solve the problem and when duplicated
over multiple sites results in hundreds of people learning from scratch how to fix
something that members of a central support team already know how to fix. The
people who are fixing the problems were never employed for this task and
neglect their real duties while they "play” with the PCs.

Software installation is an even worse problem with PCs. How many of your

users know what type of video card they have in their PCs, or what address to
use for their default IP router? Hopefully very few. Probably quite a lot!
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Centralized electronic software distribution provides standard installation of
software which reduces support costs, and removes the need for every
underwriting expert, bank teller and policeman to be an IT expert as well.

Laptops are worse. Laptops often have multiple configurations to support
different LAN configurations. They have different hardware requiring a new set
of installation choices to be learned, and they are shinier and brighter toys that
attract more spectators when they have problems.

It becomes very obvious that if you implement laptop solutions for your business,
then you need systems management in place to control the costs.

15.5 Systems Management Requirements

Systems management is the discipline of building computer systems to manage
other computer systems. When things become too large to do them by hand, or
the task is so repetitive that it becomes a chore, we turn to computers to do the
task for us. When that task is software installation or running backups, then the
computer system that we develop to do this for us is termed a systems
management solution.

In all other respects, building a systems management solution is identical to
building any other IT system. We start by defining the requirements, then we
design the solution and finally we build and support it, using a little of our
experience of what is possible along the way.
While you do this, you should consider the following:

What are the real requirements for software distribution?

Which of these are essential, and which are nice to have?

Can | reuse an existing solution for desktop software distribution?

15.6 Laptops Vs Desktops
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Software distribution requirements for laptops are not the same as those for
desktops. At the simplest level, even if you install the same software onto
desktops and laptops, you will need to use different options. For example, if you
install OS/2 and basic communications software such as MPTS, then you will
probably need to install power management, PCMCIA support, different
token-ring drivers, and a different video driver for your laptops. So straight away
laptops introduce a new set of problems for software distribution.

It is very likely that you will need to install extra software onto laptops. After all,
there must be some reason they are used rather than desktops. So you may be
required to install LAN Distance or DIALs for laptops, but not for desktops.

So already by introducing laptops we can see that your software distribution
catalog is going to have modified versions of existing objects and some new
objects.

The real differences come with how you install software to laptops. Laptops may
connect using different options, they may appear over modems or ISDN links,
they may use different IP addresses and they may require software distribution
when there is no connection available. Often the connection is too slow for
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traditional installation programs to work, or the user may need to collect a
change object over a modem link but not install it until much later. So the
Mobile Client has been developed and the purpose of this redbook is to deal
with the problems that laptops introduce to software distribution by virtue of their
differences from desktop PCs.

15.7 Building a Support Team

Once you decide to provide centralized support for laptop users, you will need to
build a team capable of carrying out this task. Sometimes you will be
augmenting an existing software distribution team to handle laptops. In other
cases you will be building a team from scratch.

In either case you will need to have people with the following skills:
TME 10 Software Distribution skills
Communications skills (TCP/IP, LAN protocols, modem configuration skills)
Production system experience

Possibly REXX, C, and UNIX skills if you wish to build your own utilities and
exits

You will have to consider the hours that support is provided, since for many
users who are travelling, the main times that they will need help are evenings
and weekends. This is different from most desk-based users.

You may also want to consider issuing your users with cellular phones so they

can talk to the support areas while the laptop uses the land-based phone for its
modem.
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Chapter 16. Designing a Network

In this chapter we give some guidance on the various network connections you
can use with the Mobile Client and explain the differences.

Software Distribution
for AlX Focal Point

SD Client for NT

Software Distribution
for OS/2 Server

SD Client
Win 3.1

Dial-In
Server

Mobile User
SD Mobile Client
for OS/2

Figure 253. Network Connections

The figure above shows some of the communications options you have that are
covered in this redbook.

For example, you can use:

A standard LAN connection, for example, token-ring
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A direct link between the Mobile Client and the server using the
asynchronous support in TME 10 Software Distribution

A PPP link
A DIALs 8235 connection

Also, there are other options, for example:

Using LAN Distance
Using ISDN

Which of the above options is best for you depends mainly on your environment.
However, we explain some relevant differences in the following sections.

16.1 Using the Asynchronous Support

Using the TME 10 Software Distribution asynchronous support feature you will
have TME 10 Software Distribution directly control the modem link, thus
eliminating the need for an additional network protocol stack, for example,
TCP/IP.

The major advantages of this approach are:

TME 10 Software Distribution directly controls the link, so it can ensure that
the link is usable before transmitting data. TME 10 Software Distribution
does not rely on other components to establish the link.

Since there are no additional protocols used, the overhead is minimal. So
the performance is likely to be better.

The connection is made directly between the server and the remote client,
so there are no other security issues to consider, such as access to other
LAN resources.

The major disadvantage with this approach is that, since no intermediate
protocol layer is used, the communication part is not as interchangeable as with,
for example, a PPP or IBM 8235 connection.

Therefore, this approach seems to be most feasible for users who work most of
their time remotely, that is away from their office. In that case you don't have to
deal with transparently switching between WAN and LAN.

16.2 Using a PPP Link
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In Chapter 9, “Using the Mobile Client with PPP” on page 131 we describe how
to set up and use PPP with TME 10 Software Distribution. This can be used to
enable a link directly between the client and the server, or to provide access
from the client to the IP LAN via a PPP server. This is neither direct access,
such as asynchronous support, nor is it transparent access as with DIALs and
LAN Distance. If you operate on the LAN and then use PPP externally, you will
be allocated a different IP address and the server will not recognize you.

So PPP is best suited to use when the connection is always remote. PPP is
available on all operating systems and can be used for those platforms on which
TME 10 Software Distribution does not support asynchronous connections.
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16.3 Using a DIALs 8235 Connection

In Chapter 10, “Using the Mobile Client with IBM 8235 LAN Dialer” on page 165,
we describe how to use the Mobile Client with a DIALsS connection.

The advantages of this solution are:

You can transparently switch between your standard LAN connection in the
office and your dial-in connection. The network protocol layer (for example,
TCP/IP and therefore TME 10 Software Distribution) will not see a difference
and you can switch just by using the Shuttle option in DIALs/2.

You will not need additional hardware per TME 10 Software Distribution
server, for example, a modem or two per server. You just dial-in to the
DIALs server and then have transparent access to all stations on the LAN.

You will, however, need an IBM 8235 unit and a control workstation to be able to
use this option.

16.4 Using LAN Distance

Using LAN Distance with TME 10 Software Distribution is similar to using a DIALs
8235 connection. In both cases the communications product is first used to
establish the connection before TME 10 Software Distribution can establish its
connection.

To use LAN Distance with TME 10 Software Distribution you have to perform the
following steps:

1. Install the LAN Distance client on your laptop and define a connection to the
LAN Distance server.

2. Create a user account on the LAN Distance server.

3. Connect to the server using the connection icon or the command line.

4. Pass the user ID and password, if required, to the server. This can be done
with the previous step, if the command line is used.

5. Optionally, the LAN Distance server can drop the telephone connection and
issue a call-back to your Mobile Client.

6. Now you can connect to the TME 10 Software Distribution server, for example
with the NVDM CONNECT command.

Some advantages of LAN Distance are:

Authentication and call-back feature (security)

Large number of supported communication protocols (TCP/IP, NetBIOS, SNA,
IPX)

You can also use different communication protocols in parallel; for example, you
can use TCP/IP for software distribution and SNA for 3270 emulation.

We do not have examples of using LAN Distance in this redbook, since it is very
similar to DIALs as far as TME 10 Software Distribution is concerned.
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16.5 Using ISDN

We do not show examples of using Integrated Services Digital Network (ISDN)
with TME 10 Software Distribution in this redbook.

However, ISDN is an important factor in network communications so we include
some points to consider here:

When you intend to use ISDN for your mobile software distribution clients
you will need an ISDN card for each of your clients. These cards are
normally slightly more expensive than a standard analog modem. However,
the network speed is considerably higher.

The standard network protocol to be used with ISDN is TCP/IP. In order to
use it you will normally also need a TCP/IP software that supports your ISDN
card.

Once you have configured TCP/IP properly to run on ISDN you should be
able to use TME 10 Software Distribution just as with the other
communication features we show in this redbook.

16.6 Using a Standard LAN Connection

16.6.1 LAN Only

When using the Mobile Client in a standard LAN (for example, a token-ring LAN
with TCP/IP) the Mobile Client is similar to a standard client. However, the
behavior is slightly different since the Mobile Client employs a different
architecture from that of the standard client. These differences are described in
Chapter 3, “Architecture and Data Flow of the Mobile Client” on page 13. In
Part 3, “Simple Scenarios Using the Mobile Client” on page 87 we walk through
some basic examples of using the Mobile Client on a LAN to show the
architectural differences in practice.

There are two main ways to use a Mobile Client with a LAN connection:
LAN only
In association with remote access

We will discuss these in turn.

In some circumstances you may wish to use a Mobile Client that is either
connected to a LAN or is stand-alone (for example, a user who works from an
office for part of the time and is mobile for the rest.). This user may need to
have data tables updated on his/her PC while he/she is mobile. This can be
achieved by using the Mobile Client along with Deadline Activation. There is no
need for the laptop to have any connection to the server while away from the
office for this to happen.

16.6.2 LAN and Remote Access

310 TME 10 Software Di

If your users also need to connect to the server while away from the office, then
you must install a solution capable of allowing this. Here you must combine LAN
access with one of the options identified above. This is potentially a more
complex environment, since you must allow the switching between local and
remote operation to occur as shamelessly as possible.
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Some points to consider when performing this switch are:

When | work remotely, can | use the same communication protocols that |

use when LAN connected?

Can | use the same TME 10 Software Distribution configuration in both

cases?

For example, some remote communication options support only TCP/IP (such as
PPP). Therefore, if you work with NetBIOS while LAN connected you need to

adjust your configuration when working remotely. You will also need to update
the server entry for this target to use the new protocol.

Communication methods that provide transparent remote LAN access, such as
LAN Distance or DIALs, are very well suited for switching between LAN and
remote connections, because for such applications as TME 10 Software
Distribution the switch is transparent and therefore the configuration does not
need to be changed.

16.7 Summary

The following table summarizes some of the network connection options and

their features:

Table 5 (Page 1 of 2). Comparison of Network Connections

Function LAN Asynch PPP DIALs LAN Distance
Protocols TCP/IP, n/a TCP/IP TCP/IP, IPX, TCP/IP,
supported NetBIOS, SNA, NetBEUI NetBIOS, SNA,
IPX IPX
Transparent to yes no no (different IP yes yes
TME 10 address)
Software
Distribution
Transparent n/a no no yes yes
switch (peer-to-peer)
between LAN
and remote
HW n/a 1 modem per 1 modem per IBM 8235, 1 1 modem per
Prerequisites client, at least client, 1 modem per dial-in server,
2 modems per modem per client 1 modem per
server server client
SW MPTS or n/a MTPS or MTPS or MTPS or
Prerequisites equiv. equiv., TCP/IP equiv., DIALs equiv., LAN
Client Distance
Client
Supported all AlX all all all
TME 10
Software
Distribution
Server
Platforms
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Table 5 (Page 2

of 2). Comparison

of Network Connections

Function LAN Asynch PPP DIALs LAN Distance
Supported all 0S/2, Windows all 0S/2, Windows 0S/2, Windows
TME 10 3.1 3.1, Windows

Software 95, Windows

Distribution NT (using

Client RAS), UNIX

Platforms (using SLIP)

Protocol n/a low high medium medium
Overhead

Ability to high low medium medium medium
isolate errors

related to the

network

Configuration medium medium high high (8235 medium
effort (server) server)

Configuration medium low high low medium
effort (client)

The following table provides a very brief summary of our recommendations for
selecting a connection.

Table 6. Recommendations

Problem

Solution

Comment

Laptop users on LAN

Use standard distribution client.

Treat all PCs the same and
minimize unnecessary
configuration.

Laptop users on LAN requiring
deadline activation while away
from office

Mobile Client with LAN
Connection.

Use local catalog of Mobile Client
to effect deadline activation even
when away from the office.

File server or workstation in
isolated branch with no network
connection.

Use asynchronous Mobile Client
on file server with modem.

Connection only established when
needed.

File server or workstation in
isolated branch with no network
connection and no telephone.

Use fully disconnected client.

Best check if they have electricity
too.

Laptop users, always mobile.

Mobile Client with asynch

Could also use PPP or ISDN.

Laptop users sometimes mobile.

Mobile Client with DIALs or LAN
Distance.

Allows transparent remote LAN
access.

Note that for normal laptops with the same requirements as desktop users, we
recommend using the standard Distribution Client on all machines. You could
choose to use the distribution client along with PPP or DIALs if you wish and to
avoid using the Mobile Client altogether. This would be a valid solution if the
modem links were very fast, or the change objects very small and you could
guarantee to connect when needed. However, if you use the Mobile Client then
you can exploit its local catalog to transfer compressed change objects over the
modem link and make the best use of available bandwidth. The Mobile Client
can then install the object locally whenever required.

Remember that the benefits of the Mobile Client to laptops are not purely in its
ability to use a modem connection.
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Chapter 17. Security Considerations

In this chapter we take a brief look at security issues relating to use of the
Mobile Client. We will discuss some of the security and audit factors that need
to be taken into consideration when using Mobile Clients. We will also show an
example audit log created by using the user exits available with Software
Distribution for AlX.

17.1 Introduction

Laptops pose a unique set of problems to those involved with computer security.
Laptops are mobile resources that have the capacity to hold a large amount of
important corporate data. Laptops are the only component of the IT
infrastructure likely to be found outside the office environment and away from
the usual physical security of the office building.

Being portable, laptops are prone to theft. Measures such as power-on
passwords are no defense to a laptop that has been switched on and left
unattended. Because they do operate away from the office, laptops are also
required to hold sensitive corporate data locally such as budget plans, customer
details and information on business partners. Many organizations have security
policies stating that no volatile information should be contained on PCs and that
only servers are backed up. For laptops this is not practical since without local
data the laptop cannot function usefully away from the office.

An additional problem caused by laptops is the requirement for dial-up access to
corporate resources such as e-mail, file servers, mainframe systems, and in our
case, software distribution. It is important when designing a software
distribution solution involving laptops to ensure that:

1. The security of the Data Center is not compromised by the links required for
dial-up software distribution.

2. The security of the laptop is not compromised, since as discussed, the laptop
may contain sensitive information that is not otherwise protected.

How you choose to control security depends very much on the data involved, the
attitude of the company to security and the architecture of the proposed solution.
In this section we discuss some of the relevant points about security of the
Mobile Client. We do not address security of laptops in general, since this is too
large a subject to cover adequately here.

17.2 Using PPP

If you use PPP with TME 10 Software Distribution as described in Chapter 9,
“Using the Mobile Client with PPP” on page 131, then you need to be aware of
the security issues that this introduces. In the examples we created a normal
user account called pppuser. This had normal user access for our system and a
password that was set the same as the user ID. We modified the profile to start
PPP automatically on logon.

In a production environment you have two main options regarding PPP. You can
assign each user a personal account on the server and make PPP startup
optional, for example, by adding it to the end of the attachment script, or you can
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use a shared sign-on with a commonly known password. If you choose to use a
shared sign-on then you should limit the access of that user account. In our
example, the only thing that pppuser needs to be able to do is to start PPP.
Remember that the same account can be used for ftp, rexec and other secure
services, so if you try to close the security loopholes, make sure you cover all of
them.

If you can adequately protect resources, so the shared PPP logon account can
run PPP and nothing else, then the security exposure is the same as allowing

someone physical access to your IP network. An intruder can do no more than
they could by connecting a machine to your LAN and running TCP/IP.

Many organizations will not allow the use of shared sign-ons. Here you must
provide each user with a personal account. This can be a large administrative
overhead if many users are defined purely to use PPP and have no other need
for an account on the server. Remember also that if the password is set to
expire, you must give the users a way to change their passwords. This is a
facility not provided with basic PPP.

If your PPP server runs on an operating system other than AlX, then you should
ensure that you are familiar with the security arrangements for that operating
system before implementing PPP.

You may also wish to consider modifying the PPP login script to audit the times
of connections.

—— Other Dial-up Options

In this redbook we also discuss other ways to achieve remote dial-up access,
such as IBM LAN Distance and IBM 8235 LAN Dialer. These products provide
their own security features and you should review these before
implementation.

17.3 Controlling Access to the Catalog
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The catalog within TME 10 Software Distribution typically contains a mixture of
standard commercial software, in-house developed packages and data. Access
to the catalog needs to be controlled to ensure that these are adequately
protected.

Licensing of commercial products can be enforced by using the catalog to see
for example, how many copies of Lotus Organizer have been installed. The
emphasis today is very much on the network administrator to prove that they
have adequate licenses to cover the installed base of a product; the catalog can
help with this.

For in-house-developed applications, access control can be just as important if
the application provides business facilities that the company requires be limited
to certain individuals.

However, data is probably the most critical asset, since items such as rating
tables and preferred intermediary lists make fascinating reading for competitors.
With Mobile Clients this data can quickly leave the company over modem
connections and tracing it can be very hard. In 17.7, “An Audit Example” on
page 317, we show how to produce a simple audit trail for Mobile Clients. This
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provides some assistance in tracing the movement of change objects but will
probably require modifications to meet the requirements of most organizations.

TME 10 Software Distribution offers ways to control access to the catalog. If you
wish to implement security, then you should create a user ID within TME 10
Software Distribution for everyone who will use the system. You should assign
each of these user IDs with a different password in line with your company's
security policy.

When you create a change object in your catalog, you can assign it a Data
Access Key (DAK). A DAK is a token to control access to change objects. You
can think of DAKs as groups, if you like. When an administrator tries to access a
change object in your catalog, the system checks whether that object is
associated with a DAK. If it is, then the system checks whether this user has
authority to use this DAK (effectively, whether this user is in this DAKs group). If
not, then the action is not permitted.

— Note

The default user, root, has no password and has access to all of the
predefined DAKSs.

Additional user security is available with Authorization Profiles. Every user is
associated with one Authorization Profile which specifies the tasks that a user
can perform within TME 10 Software Distribution. This includes control over
management of queues, building of change objects and creation of other users.

If you choose to implement them, TME 10 Software Distribution contains
extensive security features.

17.4 Dynamic IP

Chapter 14, “Using the Mobile Client with Dynamic IP” on page 275 discusses
Dynamic Host Configuration Protocol (DHCP) and Dynamic Domain Name
Services (DDNS), which are referred to collectively as dynamic IP. In a nutshell,
these allow TCP/IP hosts, such as laptop PCs, to connect anywhere in your
network and be automatically configured without user input. Dynamic IP also
allows a machine to keep the same hostname as it moves within your network.

Being relatively new, Dynamic IP includes many security features and if you
choose to implement them, your IP network will probably be more secure with
dynamic IP than it was before.

The two main security problems with TCP/IP are spoofing and sniffing. Spoofing
occurs when a malicious host machine pretends to be one of the machines on
your network by using its IP address and mimicking its logon prompt in order to
capture user IDs and passwords. Network sniffing can be achieved using
monitoring tools such as IBM DatagLANce to capture network packets that are
not intended for your machine, and to view the contents. The format of TCP/IP
data streams are public knowledge and deciphering simple IP packets is
straightforward.

Neither of these issues are peculiar to TME 10 Software Distribution Mobile
Clients or even laptops, and solutions do exist.
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17.5 Controlling Access to Laptops

As we discussed above, laptops are very likely to have sensitive data held on
their local disk. This data is protected physically because the laptop owner
keeps the laptop with them or secured at all times. If the laptop is not
configured as a server of any kind and that there are no other logical holes in
the security process, then the laptop can be considered to be adequately
protected by power-on passwords and automatic screen locks. The only other
security exposure comes through file servers, where logon profiles can be used
for other purposes and Trojan Horse programs can be created on shared drives
(for example, XCOPY.BAT on a common drive). Usually these are not problems,
because the perpetrator can be identified easily from audit files or file owner
information.

If we now introduce TME 10 Software Distribution Mobile Clients then without
security we open all of the Mobile Clients to all of the administrators. An
administrator can create a procedure and execute it on a Mobile Client to
perform any activity that they wish. They can send files from the Mobile Client to
the server or directly to their own workstation, and they can delete the log files
and remove all evidence of the activity. They can also return modified files to
the Mobile Client if they wish.

As we discussed in 17.3, “Controlling Access to the Catalog” on page 314, you
can limit the actions of TME 10 Software Distribution users by assigning them
Authorization Profiles. You can also use DAKs to control their access to catalog
entries. TME 10 Software Distribution also has Target Access Keys (TAKS),
which work in a similar way to DAKs but control access to targets. TAKs can be
used to create groups of targets that only certain administrators are allowed to
control.

As with all security and audit measures, you must weigh the potential risks
against the cost of implementation.

17.6 Auto-Registration
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A new feature with TME 10 Software Distribution Version 3.1.3 is Automatic
Target Registration. This is an optional feature that allows a new target to
register itself with a server, relieving the administrator of the chore of
pre-registering new machines on the network.

If you choose to implement this option, then you should be aware that anyone
with the TME 10 Software Distribution target code (Mobile Client or Distribution
Client) can gain the default level of access to your catalog. Without other
security measures, this would mean that all of your software would become
available to anyone on your network.

If you use the asynchronous support available with TME 10 Software Distribution,
then this extends access to people outside your network who have knowledge of
your configuration.

TME 10 Software Distribution - Mobile Clients



17.7 An Audit Example

—— Source Code Example

This section contains some sample C code and an AIX shell script. To fully
appreciate this section, the reader should have some knowledge of C and
AlX.

TME 10 Software Distribution has user exits that can be used to provide audit
information. As an example, we have developed a user exit and an AIX shell
script to produce a report detailing what change objects have been installed on
Mobile Clients. You might choose to do this if you are concerned about software
that is potentially leaving the company over modem connections. For standard
distribution clients you at least know that the software was installed onto a
machine within your company.® With a Mobile Client it could have gone
anywhere.

Our example produces a report that lists which Mobile Clients had software sent
to them, when it happened and who submitted the commands.

We do this by modifying the sample user exits for Software Distribution for AIX
so that a file is produced that contains details of all installation requests. To
produce the audit report, we run a shell script that checks which of the targets
identified in the file are Mobile Clients.

All of the steps that follow are performed on the AIX server.

17.7.1 Installing the User Exit

Software Distribution for AIX is provided with a sample user exit that we will
modify. It is advisable to back up the file /usr/1pp/netviewdm/src/fndcx.c before
performing the steps described here.

Replace the supplied user exit sample with the file shown in 17.7.3, “Source
Code Listing” on page 321.

Compile and link this file by entering the following commands:

cd /usr/1pp/netviewdm/src
make -f fndex.mak

You should see the following messages returned:

cc -c -w -D_XOPEN_SOURCE -I/usr/1pp/netviewdm/src /usr/Ipp/netviewdm/src/
fndcx.c
# Linking CX library
cc -o libfndcx.a fndcx.o fndcxcm.o fndexmo.o -1c -Irts -1s -bM:SRE -bE:
/usr/Tpp/netviewdm/src/fndcx1ib.exp -e nostart
1d: 0711-327 WARNING: Entry point not found: _nostart
chmod 660 fndcx.o fndcxcm.o fndcxmo.o
chmod 550 Tibfndcx.a
chgrp FNDADMN Tibfndcx.a
chown root libfndcx.a
Target "all” is up to date.

6 Some of the connectivity options that we have discussed extend your network out over modems (for example, PPP and LAN
Distance). These can also be used with Distribution Clients.
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You can safely ignore the warning about the entry point.

To install the new user exit module, issue the following commands

nvdm stop -k -x

cp /usr/1pp/netviewdm/bin/1ibfndcx.a /usr/Tpp/netviewdm/bin/1ibfndcx.safe
rm /usr/1pp/netviewdm/bin/1ibfndcx.a

cp /usr/1pp/netviewdm/src/1ibfndcx.a /usr/1pp/netviewdm/bin/1ibfndcx.a
nvdm start

If you have any problems then copy libfndcx.safe back to Tibfndcx.a and restart
Software Distribution for AIX.

Finally create the file nvdm audit in a suitable directory, such as
/usr/1pp/netviewdm/bin as shown in Figure 254 on page 319.

TME 10 Software Distribution - Mobile Clients



#E#HRRRRRRRRRARRRRRRRRRRRRRAR AR AR R AR AR AR AR AR RRR AR RS
Sample Audit report shell script.

Reads the output file produced by the user exit
and prints only those entries that are for
Mobile Clients.

This could be extended to only show those
Mobile Clients which are connected over asynch
if you do not use any other remote access method.

Mark Guthrie November 1996
ldddasdasdasdasdasdasdasdaddasdaddasdasdaadaadaddad

SHe He e e e e e S S R R

#
#
#
#
#
#
#
#
#
#
#
#

#E#HRRRRRRRRRRRRRRRRRRRRRR AR AR R AR RRRRRRRRAAS
# Print Title #
#E#HRRRRRRRRRRRRRRRRRRRRRRRR R AR AR AR R AR AR RS
echo Audit Report for Mobile Clients
echo —-=----——mmm -

#E#HHRRARRRRRRRRRRRRRRRRRRRRR AR AR RRRRRRRRAAS
# Open the audit file created by the user #
# exit. #
i
exec 3</tmp/audit.out

## AR AR A AR A A A

# Read until done #
# splitting first line into targetname and #
# the rest #

ifgsdgdasaddssdadaaddgsaddaddsaddaadadaadida
while read -u3 target rest
do

ifgsdgdaaddsdadaaddgsaddaaddsaddasdadaadida

# Now ask NVDM about this target and use #

# grep to strip out only the machine type. #

(g dddssddssdddssddgddddsaddgsaddadddaaddad
nvdm 1stg $target | grep -E Type > /tempfile

#E#HRRRRRRRRRRRRRRRRRRARRRRRRRRRRRRRRRRRRRAS

# Open this temporary file for read #

#E#HRRRARRRRRARARRRRRRRRRRRAR AR AR R AR RRRR RS
exec 4< /tempfile

i ddgssddssdddsaddgddddsaddgdaddaddddaddad

# read to find the machine type #

i ddsssddssdddsaddgddddsaddgsaddadadaaddad
read -u4 title type

# A AR A A A A

# Close the temporary file #
s aaddadddiaadiaddsaaaR AR
exec 4<&-

Figure 254. /usr/lpp/netviewdm/bin/nvdm_audit - Part 1 of 2
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lddgddsdddsdadaddsdsdsdadsddsdddadadaadadddiad
# Read the rest of the block from the #
# audit file #
igdadsddddsdadadaddsdadadaddsdddadadaddddddad

read -u3 line2

read -u3 1ine3

read -u3 line4

read -u3 1ineb

ifdgassaditddgsdaadiadgasdadiaddsdaadiadasdi

# If it is a Mobile Client then print entry#

ifdgassaditddgsdaadiaddasdadiaddsdaadiadasdi
if [ "$type" = "MOBILE CLIENT" ]

then
echo $target $rest
echo” " $line2
echo” " $1ine3
echo” " $lined
echo” " $lineb
fi
idgd g ddsddsadddaddadddaddaddadddaddadddadddd
# Finished #
idgdddaddsddsaddgdddaddddddaddadddaddadddadddd
done

Figure 255. /usr/lpp/netviewdm/bin/nvdm_audit - Part 2 of 2

For more information on the user exits refer to the redbook Netview Distribution
Manager/6000 Agents and Advanced Scenarios, GG24-4490.

17.7.2 Producing the Audit Report
Install some change objects to Mobile Clients to create some audit data. Once
this is done you should find a file is created called /tmp/audit.out. You can now
run nvdm_audit, which will produce output similar to Figure 256.

Audit Report for Mobile Clients

mobilel is scheduled to have AUDIT.TEST.REF.1.0 installed/sent/removed.
This will happen after 27/11/1996 at 15:33:47.
This piece of treachery was carried out by user root@rs600012.
The crime took place on 27/11/1996 at 15:33:48.

spy is scheduled to have COMPANY.SECRETS.REF.1.0 installed/sent/removed.
This will happen after 27/11/1996 at 15:33:57.
This piece of treachery was carried out by user dodgy@rs600012.
The crime took place on 27/11/1996 at 15:33:57.

spy reports that it has done something with COMPANY.SECRETS.REF.1.0!
To find out what, check the catalog.
This piece of treachery was planned by user dodgy@rs600012.
The original crime took place on 27/11/1996 at 15:33:57.

Figure 256. Output from nvdm_audit
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17.7.3 Source Code Listing

/***************************************************************/

/* Sample audit program based on the example user exit */
/* provided with TME 10 Software Distribution for AIX 3.1.3 */
/* */
/* We only handle two of the exits. */
/* */
/* sx_server_report: is called when a report is returned to */
/* the server. We print an entry in our */
/* audit file to say what happened. */
/* */
/* sx_server_request: is called when an adminstrator issues */
/* a request. If it is an install type */
/* of request then we print the details */
/* in our audit file. */
/* */
/* Note: If we find a global name in the data structure then */
/* we print the output and claim it was an install. */
/* In fact it could have been a remove or a send. */
/* */
/* Mark Guthrie November 1996 */

/***************************************************************/

#include <fndhdr.h>

#include <fndshrr.h>

#include <fndcx.h>

#include <stdio.h>

#define OUTPUTFILE "/tmp/audit.out”

DC_VOID glob_to_dot(DC_CHAR *dname, DC_GLOB *gname);

/ /
/* */
/* This is the exit called when a report is returned to the */
/* server */
/* */

/***************************************************************/

DC_VOID sx_server report(RR_INFO *ptr)
{
FILE * trcfile ;
char dotname[DVA_LOCNAME_LEN] ;
memset (dotname, '\0', sizeof(dotname));

/ /
/* open output file for append */
/ /

trcfile = fopen(OUTPUTFILE, "a" ) ;
if (trcfile !'= NULL)
{

/*************************************/

/* translate global name to string */
/*************************************/

glob_to dot(dotname, &ptr->global name);

/ /
/* If global name is empty then we */
/* can ignore this report. It is */
/* not an install */
/ /
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if (strcmp(&ptr->global _name.name,"”")!=0)

{

/*************************************/

/* Print our stuff */
/*************************************/

fprintf(trcfile, "% reports that it has done something with ",

ptr->destination);

fprintf(trcfile, "%s!\n", dotname) ;

fprintf(trcfile, "To find out what, check the catalog.\n");

fprintf(trcfile, " This piece of treachery was planned by user %s”,

ptr->req_id.user);
fprintf(trcfile, "@%s.\n",ptr->originator);
fprintf(trcfile, "%s%d/%d/%u at %d:%d:%d.\n\n",

The original crime took place on ",
ptr->sched_info.submit time.date.day,
ptr->sched_info.submit_time.date.month,
ptr->sched _info.submit time.date.year,
ptr->sched_info.submit_time.time.hour,
ptr->sched _info.submit time.time.minute,
ptr->sched_info.submit_time.time.second);

[FHREFIFAE K S F AR A I F AR A S AA A S AA A S F A A A S H /
/* Close file */
[FHREFIFAE K S F AR A S F AR A S FAA A S F AR A S F A A A S K /

fclose(trcfile);
}/* end of if strcmp...*/
}/* end of if trcfile...*/
}/* end of sx_server_report */

VAsiiaiuieiaaiioiaisioliolioieiasiolioioisialsiolioliaioisioliol ol loiaiolol ool ioliola okt /
/* */
/* This is the exit called when a request is scheduled at the */
/* server */
/* */
/***************************************************************/
DC_VOID sx_server_request(RR_INFO *ptr,

CX_USER_RESPONSE *puserrsp)

{
FILE * trcfile ;

char dotname[DVA_LOCNAME_LEN];
memset (dotname, ' \0', sizeof(dotname));

/*************************************/

/* open output file for append */
/*************************************/
trcfile = fopen(OUTPUTFILE, "a" ) ;

if (trcfile != NULL)

[RFFE IS S K Sk Kk Kk /
/* translate global name to string */
[RFFE IS A KK Sk kK ko /

glob_to dot(dotname, &ptr->global name);

/*************************************/

/* If global name is empty then we */
/* can ignore this request. It is  */
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/* not an install */
/*************************************/

if (strcmp(&ptr->global _name.name,"”")!=0)

/*************************************/

/* Print our stuff */
/*************************************/
fprintf(trcfile, "%s is scheduled to have ", ptr->destination);
fprintf(trcfile, "%s installed/sent/removed.\n", dotname) ;
fprintf(trcfile, "%s%d/%d/%u at %d:%d:%d.\n",

" This will happen after ",
ptr->sched_info.sched time.date.day,
ptr->sched_info.sched time.date.month,
ptr->sched_info.sched_time.date.year,
ptr->sched_info.sched time.time.hour,
ptr->sched_info.sched_time.time.minute,
ptr->sched_info.sched time.time.second);

fprintf(trcfile, " This piece of treachery was carried out by user %s”,
ptr->req_id.user);

fprintf(trcfile, "@%s.\n",ptr->originator);

fprintf(trcfile, "%s%d/%d/%u at %d:%d:%d.\n\n",

" The crime took place on ",
ptr->sched_info.submit time.date.day,
ptr->sched_info.submit_time.date.month,
ptr->sched _info.submit time.date.year,
ptr->sched_info.submit_time.time.hour,
ptr->sched_info.submit time.time.minute,
ptr->sched_info.submit_time.time.second);

Viskehieiiaiiolshalsiaisioiioiioiieiieiioiiolsiashaieiiaiioh /
/* Close file */
Viskehieiieiioleholsiaisioieiioi o ieiieiioiiolsiashaiei ook /

fclose(trcfile) ;
}/* end of if strcmp...*/
}/* end of if trcfile...*/
}/* end of sx_server request */

/***************************************************************/

/* */
/* This is the routine to translate global name to a printable */
/* string. Copied exactly from sample user exit. */
/* */
Viskohieiaiiohialiaisioeiaeiioiisiioiioiioliatioisiai ol isiioiieiieiasiaeh el /
DC_VOID glob to dot(DC CHAR *dname, DC_GLOB *gname)
{
DC_USHORT ii; /* Loop counter */
memcpy (dname, gname->name, DVA GLOB_LEN);
if (gname->tokens[0] != DVA END TKN)
{
for (ii = 1;
ii < DVA_NUM_GN_COMP 8& gname->tokens[ii] != DVA_END_TKN;
Ji++)
{
dname [gname->tokens[ii] - 1] ='.";
}
}
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return;
} /* co_glob_to_dot */

[FEFFER SRR Rk gk ko ko ko koot ok koo kool ke koo ook ke /
/* We must include these, even if they do nothing or nvdm */
/* will not start */

/**************************************************************/

DC_VOID cx_daca_filename(DC_GLOB *globname,
DC_CHAR Tocname[DVA_LOCNAME_LEN]) {}

DC_VOID cx_daca_report(RR_INFO *report ptr){}

DC_VOID cx_daca_request(RR_INFO *request_ptr,
CX_USER_RESPONSE *puserrsp) {}

17.8 Summary

In this chapter we presented you with some of the security and audit issues that
you need to consider when implementing Mobile Clients.

We have discussed specific security issues such as PPP and access controls
within TME 10 Software Distribution, and we have mentioned some of the
general things that you need to consider.

We have also presented a sample user exit that can be used for auditing Mobile
Clients.
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Chapter 18. Example Front-End Application

In this chapter we look at one approach to using the Mobile Client in a mixed
environment. We present an imaginary company that makes extensive use of
the Mobile Client and have developed a front-end menu system for use by their
staff.

You can use the front-end menu system as a start to creating your own, for
example, by modifying the Java examples that we supply.

You should have some knowledge of a programming language, such as C or
C++, to benefit fully from this chapter. Some knowledge of Java is helpful but
not mandatory.

18.1 Background

Imagine the following scenario. XYZ Company is an IT company that employs a
group of field engineers to go around the country supporting customers and
looking for new business. Every engineer has a mobile computer and they
operate in different market areas. The operating system on the mobile computer
matches the dominant operating system for that engineer’'s customers, so there
is a mixture of OS/2, Windows 95, Windows NT and AIX. Figure 257 shows the
organization of XYZ Company.

Small Businesses

4 Head Office

Field Engineer
(ALIX)

Field Engineer
 (0S/2)

Financial Customers  Science & Engineering

Figure 257. XYZ Company Field Engineers

[0 Copyright IBM Corp. 1997
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All engineers must have the current price list for the company's products and
the latest marketing information available on their machines. This is achieved
through regular updates that are distributed to the field engineers through TME
10 Software Distribution as shown in Figure 258 on page 326.

o
Price Lists:n ) IO

Field Engineer
(AIX)

Field Engineer
(0S/2)

Figure 258. XYZ Company Software Distribution - Central Push

Samples of the company’'s latest products are made available to the engineers
through TME 10 Software Distribution. Engineers can request demonstration
packages or even have them made to order at the head office and distributed to
them while still at the customer site. This is shown in Figure 259 on page 327.
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o

% Head Office

Software
Request

Software

Field Engineer
. (ALX)

Field Engineer
{Windows)

Field Engineer
% (0S/2)

Figure 259. XYZ Company Software Distribution - by User Request

While TME 10 Software Distribution provides a command line interface and a
graphical user interface that suit administrators very well, some companies may
choose to implement a menu system specific to their site for end users and in
particular, for users of the Mobile Client who may also have to issue connect
commands to use the server. XYZ Company has chosen to develop a simple
menu for their engineers.

One very strong point of the TME 10 Software Distribution family of products is
the consistency of the command line interface. Most of the command line
options will work on any of the Mobile Clients. To ensure portability of their
Hotel Application, XYZ Company has chosen to write the program in the Java
programming language, which is portable over all of the platforms that their
engineers use. Since the command line directives that the application produces
are the same over all of the platforms, this means that one front-end menu
program can cover all of the operating systems and there is no need to write a
different menu system for each one. To handle the differences in the operating
system commands for underlying communications such as PPP, the application
uses a configuration file that changes for each operating system.
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18.2 Scenario

Whenever possible the engineers connect their computers through modems and
into a local phone socket. Since they have no way of knowing when they will be
able to connect, or where they will be when they connect, control over the
connection must come from the Mobile Client and not the server. They run the
Hotel Application and can choose to connect to the head office and receive
anything that is waiting for them, or to install any of the applications that have
been sent to their catalog in the past. When a connection to the head office is
required, the application first starts the underlying communications, if required,
and then issues an NVDM CONNECT command. Once the activities are finished,
the link is closed.

18.3 The Hotel Application

Note

The scenarios and source code provided here are for demonstration only. If
you wish to implement a solution along these lines, you must be aware that
there are several areas of weakness in the Hotel Application architecture that
must be addressed before using it in a production environment.

The Hotel Application is written in Java. It has been developed and
demonstrated on OS/2 and should work on other operating systems with Java
support. Discussion of Java itself is beyond the scope of this book. If you
require information on Java, then you should consult one of the many books
which are available. Brief installation instructions are provided in 18.5,
“Installing the Application” on page 333.

The Hotel Application is started from an icon on the desktop by the field
engineer. This is the case for all operating systems. A window appears as
shown in Figure 260.

0| Sample Application a | E||
Dizclaimer:
Thiz iz an example application, it iz B

not to be uzed az a complete menu system
without extenzive testing.

For a ligt of the known bugs, read the
file BUGS. TT which you should have received
with this digtribution,
~
E

A

Figure 260. Hotel Application Splash Screen

Once the user clicks OK, the initial window is displayed as shown in Figure 261
on page 329 and the engineer chooses between connecting to the head office or
using the local catalog of the Mobile Client.
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(] ot bpplcaton _______________HEl

++++ Welcome to the XYZ Company +1++

Hotal Application

'ou are [mobile1]

Options:
(®) Comnect ta Head Office

(JBrowsze Local Catalog

Figure 261. Hotel Application First Screen

The subsequent path taken depends on this initial choice. The following sections
describe each route through the application.

18.3.1 Connecting to the Head Office

If a connection to the head office is required, then the Connection Options
window is shown as in Figure 262.

0| Hatel Applization - Connection Options a | a |

How do you want to connect:

@FPPP
(JDlALs
(JIBM L&M Distance

(2 Native Asyrchronous Tel: 1234567

(21'm on the LAN Alreadyll]

Figure 262. Hotel Application - Connection Options

The user has a choice of the different connection protocols that are in use within
XYZ Company. Currently these are:

PPP
IBM 8235 LAN Dialer

IBM LAN Distance

TME 10 Software Distribution asynchronous support

The same menu can be used when the laptop is connected to the head office
LAN, so this is also provided as an option.
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Once a connection type has been chosen, an operating system call is made if
the connection is PPP, DIALs or LAN Distance. The exact syntax of the
command varies between platforms and so these commands are held in a
configuration file in the same directory as the Hotel Application. This file is
called hotel.cfg and examples are shown in 18.6, “ The Source Code” on
page 334. This file is the only thing that varies between platforms.

Once a connection has been established, the Connect to Server window is
displayed and the user can select how long they wish the connection window to
be opened for (Figure 263). This is the logical connection window and may not
match the duration of the physical connection.

O| Huotel Application - Connect to Server @ | 0 |

Connect for; minutes

‘ Connect | ‘ Cancel |

Figure 263. Hotel Application - Connect to Server Window

Once the connection has been established, a window is displayed as shown in
Figure 264 to inform the user. This window may be minimized and left running.
If the user wishes to close the connection, they can click Disconnect .

0| Huatel Application - Connected o | E||

You are connected to rsR00072

If wou wizh to disconnect, click the button

Dizconmect

Figure 264. Hotel Application - Connected Window

Now that the connection has been opened, the TME 10 Software Distribution
server can send any pending requests to the Mobile Client and the Mobile Client
can return any reports that are pending to the server.

18.3.2 Browsing the Local Catalog

The Hotel Application also serves as a menu system to install and remove
software locally. The XYZ Company price lists and marketing information are
installed under the control of the central administrators. The engineers are
unaware of the installation taking place; the software is installed by the
administrator issuing commands such as:

NVDM SEND PRICES.MARCH97.REF.1.0 mobilel -w rs600012
NVDM INST PRICES.MARCH97.REF.1.0 -w mobilel -dc

The March 97 edition of the price list is then automatically installed when the
Mobile Client next connects to the server.
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However, the demonstration applications

that are sent to the engineers are

stored in the catalog available for use as required. These can be installed and
removed by the engineers themselves as needed.

In order to do this the engineers select Browse Local Catalog

screen of the Hotel Application as shown

from the first
in Figure 261 on page 329.

This displays the Hotel Application - Browser window as you see in Figure 265.

0| Hatel Application - Browzer

=]

Optiong:
(®) Install Software

(JRemove Software

Objects pou can inztall | HOTEL.4 REF.1.0

Objects pou can remowve; | HOTEL.BE.REF.1.0

‘ Cancel |

Figure 265. Hotel Application - Browser Window

From this window the engineer can choose to install software from the local
catalog or to remove software that is already installed.

— Note

The XYZ Company installs all of its software as removable.

18.4 Portability

To show the portability of the application, here are three variations of the same

window from OS/2, Windows 95 and AlX.
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(] ot bpplcaton _______________HEl

++++ Welcome to the XYZ Company +1++

Hotal Application

'ou are [mobile1]

Options:
(®) Comnect ta Head Office

(JBrowsze Local Catalog

Figure 266. Hotel Application - OS/2

+++ Welcome to the XYZ Company +-++

Hotel Application
You are [rsE00020]

Options,

%, Connect to Head Office

Browse Local Catalog

Figure 267. Hotel Application - AlX

ElHotcl Application P&

+++ Welcome 1o the XYZ Company +—++
Hotel Application

'ou are [mobile1]

Options:
¥ Connect to Head Office

" Browse Local Catalag

ook I ! Caricel I

Figure 268. Hotel Application - Windows 95
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18.5 Installing the Application

To install and use the Hotel Application you must first install Java for the
operating system that you are using.

18.5.1 Obtaining Java

Java code can be obtained from the following Internet locations:

Windows 95/NT Via ftp from ftp.javasoft.com. Log in as anonymous and
transfer the code from the pub directory as binary. The
Java Development Kit is contained in a compressed file
such as JDK-1_0-win32-x86.exe.

0OS/2 and AIX To obtain the Java Development Kit for OS/2 or AIX you
will need to register with IBM. This can be done by
following the links from
http://ncc.hursley.ibm.com/javainfo/hurindex.html. IBM
staff can get the code from the IBM internal site at
http://hurwww.hursley.ibm.com/java/codedemos/quickdl.html.
Users of OS/2 Warp Version 4 already have Java support
available. However, you may wish to upgrade to the most
recent version. If you use the version that comes with
Warp 4, then you need to use JAVAPM rather than JAVA to
start the application.

18.5.2 Obtaining the Hotel Application
The source code and compiled classes for the Hotel Application are available as
a ZIP file for OS/2 or Windows, and as a tar file for AIX. Both compressed files
contain the same code. The only differences are:

The text files in the TAR archive have been formatted for AIX (lines are
terminated with line feed characters only).

The default hotel.cfg file in the TAR archive is for AlX, while in the ZIP file it
is for OS/2.

—— Obtaining the Code

To download the code do the following:

IBM internal: You can find the code at
http://w3.itso.ral.ibm.com/Ostefanu.

External: send a note to uelpenich@vnet.ibm.com.

18.5.2.1 Installing the ZIP File

To extract the ZIP file, create a directory called, for example, Hotel. From within
this directory unzip the file HOTEL.ZIP using an unzip program that can handle
long file names. You must use a file system such as HPFS or NTFS that can also
support long file names.

You must rename the file disc.class to Disconnect.class, before running the
application.
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18.5.2.2 Installing the TAR File
To extract the tar file create a directory called, for example, Hotel. From within
this directory issue the command:

tar -xvf hotel.tar

You will need to provide the full path to the tar file if it is not in the current
directory.

18.5.3 Running the Application

The Hotel Application can be run from the Hotel directory by entering” :
java Hotel

You should review the accompanying text files and modify the hotel.cfg as
required. Samples are provided for OS/2, Windows 95 and AlX.

If you wish to change the code, you should modify the .java files and compile the
application by typing:

javac Hotel.java

It is sometimes a good idea to delete the class files before compiling, since the
compiler can be a little temperamental at times.

18.6 The Source Code

18.6.1 Hotel.java

This section contains all of the source code for the Hotel Application. Each Java
class is built from a single text file.

This class corresponds to the first window of the application. If this class is
called from the command line, then the main() method is invoked. The code for
this is listed following this section. This creates an instance of Hotel that invokes
the constructor() method. This is a method with the same name as the class.
Inside the constructor, all of the window elements are created. Then main()
makes this instance of Hotel visible and control passes to Java.

User input comes in through the methods action(Event evt, Object arg) or
handleEvent(Event evt). If the user wants to exit then the application closes.
Otherwise, if the input was OK then we check the state of the radio buttons and
create an instance of either Connect or Browse. If the user clicks Cancel, then
the application quits.

This structure is followed in all of the dialog classes.

Although we do not explicitly call the class Global, by using one of its variables
we cause the Java run time to call it that.

7 This takes you directly into the Hotel Application. If you wish to see the splash screen as described in Figure 260 on
page 328, then you should run Java Splash.
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/* XYZ Company’ s Hotel Application */
/* _______________________________ */
/* */
/* This application is an example of a front-end */
/* Menu for TME 10 Software Distribution Mobile */
/* Clients. */
/* */
/* For more information see the text files that */
/* accompany this distribution. */
/* */
/* Mark Guthrie - November 1996 */
/* */

/*******************************************************/

import java.awt.*;
import java.applet.*;

public class Hotel extends Frame {

[FAHER IR Gk koo ook ook ook koo koo /
/* This class is the first real panel */
[FAER IR Gk ke ook ookt ook ook ook kool oo /
[FARER I IRk kol koo koot kool /
/* Define the objects for the panel */
[FARER IRk ko ko koo koot kool /
CheckboxGroup actionChoice = new CheckboxGroup();
Checkbox checkHO = new Checkbox
("Connect to Head Office”, actionChoice, true);
Checkbox checkCat = new Checkbox
("Browse Local Catalog”, actionChoice, false);
Button button0K = new Button("0K");
Button buttonCancel = new Button("Cancel”);
Label title = new Label
("++++ Welcome to the XYZ Company ++++",Label.CENTER);
Label title2 = new Label

("Hotel Application”,Label.CENTER);

//Note: next line causes static class Global to be initiated

Label title3 = new Label

("You are ["+Global.target+"]"”,Label.CENTER);
Label titled = new Label

(M= mm e e e ", Label.CENTER);
Label titleb = new Label

("Options:",Label.LEFT);

public Hotel() { //Constructor
super("Hotel Application”);

// Define window objects and size them
setlayout(null); // no layout manager - we will place items by hand
resize(400,300); // size the window
setFont(new Font("Dialog",Font.PLAIN,12));
add(title);
add(title2);
add(title3);
add(titled);
add(titleb);
add(checkH0) ;
add(checkCat)
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add (buttonOK) ;

add (buttonCancel);

title.reshape (10,20, 380,30);

title2.reshape (10,50, 380,30);

title3.reshape (10,80, 380,20);

titled.reshape (10,100, 380,30);
title5.reshape (80,120, 200,30);

checkHO.reshape (130,150 ,200,30);
checkCat.reshape (130,180,200,30) ;
buttonOK. reshape (110,250,60,30) ;
buttonCancel.reshape(230,250,60,30);

title.setFont(new Font("TimesRoman”,Font.BOLD|Font.ITALIC,20));
title2.setFont(new Font("Helvetica”,Font.BOLD,18));

repaint();
// End of window object part
} //constructor

void buttonOK action(Event evt, Object arg){ //ButtonOK was hit
if (checkHO.getState()==true)
{
Connect nn= new Connect(); // create connection window
nn.show();
}
else
{
Browse bb= new Browse(); // or create browse window
bb.show() ;
}
this.dispose(); // ki1l ourselves
} //buttonOK_action

void buttonCancel action(Event evt, Object arg){ //ButtonCancel was hit
System.exit(0); // just exit
} //buttonCancel_action

public boolean action(Event evt, Object arg ){ //action handler
if (evt.target == buttonOK) buttonOK action(evt,arg);
else if (evt.target == buttonCancel) buttonCancel action(evt,arg);
else return false;
return true;

}//action

public boolean handleEvent(Event evt) { //general event handler
if (evt.1d==Event.NINDOW_DESTROY) {
System.exit(0); //exit on Alt-F4
}

return super.handleEvent (evt);
}//handleEvent

public static void main(String args[]){ //main routine
Hotel nn= new Hotel();
nn.show();

}//main

}//class
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18.6.2 Connect.java

This class creates the window shown in Figure 262 on page 329. It follows the

same standard structure as used in Hotel.java.

/l
// Import the classes that we will be using

/1

import java.awt.*;
import java.applet.*;
import java.io.*;

public class Connect extends Frame {

/************************************/

/* Define the objects for the panel */

/************************************/

CheckboxGroup actionChoice = new CheckboxGroup();

Checkbox checkPPP = new Checkbox
("PPP", actionChoice, true);
Checkbox checkDials = new Checkbox
("DIALs", actionChoice, false);
Checkbox checkLANDist = new Checkbox
("IBM LAN Distance”, actionChoice, false);
Checkbox checkAsync = new Checkbox
("Native Asynchronous”, actionChoice, false);
Checkbox checkLAN = new Checkbox
("I'm on the LAN Already!!!"”, actionChoice, false);
Button button0K = new Button("0K");
Button buttonCancel = new Button("Cancel”);
Label title = new Label
("How do you want to connect:”,Label.CENTER);
Label title2 = new Label
("Tel:");
TextField telephone = new TextField(9);

public Connect() { //Constructor
super("Hotel Application - Connection Options");

// Define window objects and size them
setlLayout(null); // no layout manager - we will place items by hand
resize(400,300); // size the window
setFont(new Font("Dialog",Font.PLAIN,12));
add(checkPPP) ;
add(checkDials);
add(checkLANDist);
add(checkAsync) ;
add(checkLAN) ;
add (buttonOK) ;
add(buttonCancel);
add(title);
add(title2);
add(telephone);

checkPPP.reshape (70,90,150,20);

checkDials.reshape (70,110,150,20);
checkLANDist.reshape(70,130,150,20);
checkAsync.reshape (70,150,150,20);
checkLAN. reshape (70,170,170,20) ;
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buttonOK. reshape (110,250,60,30) ;
buttonCancel.reshape(230,250,60,30);
title.reshape (20,50,180,30);

title2.reshape (230,150,45,20) ;
telephone.reshape  (275,150,80,20);

// set up telephone number field if asynch allowed
if (Global.telephone.index0f("-t")!=-1)
Global.telephone=Global.telephone.substring(3);
telephone.setText (Global.telephone);

// disable telephone number if not asynch
if (Global.telephone.equals("")) {
telephone.disable();
checkAsync.disable();
title2.disable();
}

repaint();
}//constructor

void buttonOK action(Event evt, Object arg){ //ButtonOK was hit

if (checkPPP.getState()==true) {
Global.connType = 1;
Do0SCmd doppp= new Do0SCmd(Global.cmdPPP,Global.paramPPP);
}

else if (checkDials.getState()==true) {
Global.connType = 2;
Do0SCmd doDIALs = new DoOSCmd(Global.cmdDIALs,Global.paramDIALS);
}

else if (checkLANDist.getState()==true) {
Global.connType = 3;
Do0SCmd doLAND = new DoOSCmd(Global.cmdLANDist,Global.paramLANDist);
}

else if (checkAsync.getState()==true) {
Global.connType = 4;
Global.telephone="-t "+telephone.getText();
}

else if (checkLAN.getState()==true) {
Global.connType = 5;
}

// Make sure telephone number is empty if we don’t need it

if (checkAsync.getState()!=true) {
Global.telephone="";
}

NVDM nvdm = new NVDM();

nvdm.show(); //go to next window

this.dispose();

}//button0K_action

void buttonCancel action(Event evt, Object arg){ //ButtonCancel was hit
Hotel newHotel = new Hotel();
newHotel.show();
this.dispose();

}//buttonCancel_action

public boolean action(Event evt, Object arg ){ //action handler

if (evt.target == buttonOK) buttonOK action(evt,arg);
else if (evt.target == buttonCancel) buttonCancel action(evt,arg);

338 TME 10 Software Distribution - Mobile Clients



else return false;
return true;
}//action

public boolean handleEvent(Event evt) { //general event handler
if (evt.1d==Event.NINDOW_DESTROY) {
System.exit(0); //exit on Alt-F4
}

return super.handleEvent (evt);
}//handleEvent

}//class

18.6.3 NVDM.java

This class creates the window shown in Figure 263 on page 330.

import java.awt.*;
import java.applet.*;

public class NVDM extends Frame {

[FAHRER IRk ko ko koot kool /

/* Define the objects for the panel */

[FHRER I IR Sk ok ko koo koot kool /
Label labell = new Label("Connect for:");
Label Tabel2 = new Label ("minutes");
TextField time = new TextField(3);
Button buttonOK = new Button("Connect");
Button buttonCancel = new Button("”Cancel”);

public NVDM() { //constructor
super("Hotel Application - Connect to Server");

// Define window objects and size them

setlLayout (null); // no layout manager - we will place items by hand
resize(260,150); // size the window

add(Tabell);

add(1abel2);

add(time);

add (buttonOK) ;

add(buttonCancel);

Tabell.reshape (50,40,80,20);
time.reshape (150,40,30,20);
Tabel2.reshape (185,40,100,20) ;
buttonOK. reshape (50,100,60,30);
buttonCancel.reshape(130,100,60,30);

time.setText("10");

repaint();
}//constructor

void buttonOK action(Event evt, Object arg){ //ButtonOK was hit
Do0SCmd dosvr = new DoOSCmd(Global.nvdm,”svr "+Global.server);
dosvr.dispose();
Do0OSCmd donvdm = new DoOSCmd
(Global.nvdm,"” connect -d"+time.getText()+" "+Global.telephone);
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donvdm.dispose();
Disconnect newdisc = new Disconnect();
newdisc.show();
this.dispose();
} //buttonOK_action

void buttonCancel action(Event evt, Object arg){ //ButtonCancel was hit
Connect newConnect = new Connect();
newConnect.show(); // go back to parent window
this.dispose();

}//buttonCancel_action

public boolean action(Event evt, Object arg ){ //action handler
if (evt.target == buttonOK) buttonOK action(evt,arg);
else if (evt.target == buttonCancel) buttonCancel action(evt,arg);
else return false;
return true;

}//action

public boolean handleEvent(Event evt) { //general event handler
if (evt.id==Event.WINDOW DESTROY) {
System.exit(0); //exit on Alt-F4
}

return super.handleEvent (evt);
}//handleEvent

}//class

18.6.4 Disconnect.java
This class creates the window shown in Figure 264 on page 330.

import java.awt.*;
import java.applet.*;

public class Disconnect extends Frame {

[FHRER IR ko ko koo koot kool /
/* Define the objects for the panel */
[FAHRER I IR ko koo koot kool /
Label labell = new Label
("You are connected to "+Global.server,Label.CENTER);
Label label?2 = new Label
("If you wish to disconnect, click the button”,Label.CENTER);
Button button0K = new Button("Disconnect”);

public Disconnect() { //constructor
super("Hotel Application - Connected”);

// Define window objects and size them
setlLayout(null); // no layout manager - we will place items by hand
resize(300,200); // size the window
setFont(new Font("Dialog",Font.PLAIN,12));

add(Tabell);

add(1abel2);

add (buttonOK) ;

Tabell.reshape (10,50,280,20) ;
Tabel2.reshape (10,90,280,20) ;
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buttonOK. reshape (110,150,80,30) ;

repaint();
}//constructor

void buttonOK action(Event evt, Object arg){
//issue NVDM disconnect
Do0SCmd donvdm= new Do0SCmd(Global.nvdm,”disconnect”);
donvdm.dispose();
//check if we need to disconnect
if (Global.connType == 1) { //PPP
Do0SCmd undoppp= new Do0SCmd(Global.dcmdPPP,Global.dparamPPP);
}
else if (Global.connType == 2) { //DIALs
Do0SCmd undoDIALs = new DoOSCmd(Global.dcmdDIALs,Global.dparamDIALS);
}
else if (Global.connType == 3) { //LAN Distance
Do0SCmd undoLAND = new DoOSCmd(Global.dcmdLANDist,Global.dparamLANDist);
}
else if (Global.connType
// Nothing to do
}
else if (Global.connType
// Nothing to do
}
Hotel newHotel = new Hotel();
newHotel.show();
this.dispose();
}//button0K_action

=4) { //Async

=5) { //LAN

public boolean action(Event evt, Object arg ){ //action handler
if (evt.target == buttonOK) buttonOK action(evt,arg);
else return false;
return true;

}//action

public boolean handleEvent(Event evt) { //general event handler
if (evt.id==Event.WINDOW DESTROY) {
System.exit(0); //exit on Alt-F4
}

return super.handleEvent (evt);
}//handleEvent

}//class

18.6.5 Browse.java
This class creates the window shown in Figure 265 on page 331.

import java.awt.*;
import java.applet.*;
import java.io.*;
import java.util.*;

public class Browse extends Frame {
/************************************/

/* Define the objects for the panel */

/************************************/

CheckboxGroup  actionChoice = new CheckboxGroup();
Checkbox install new Checkbox
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("Install Software”, actionChoice, true);

Checkbox remove = new Checkbox

("Remove Software”, actionChoice, false);
Choice installable = new Choice();
Choice removeable = new Choice();
Button button0K = new Button("0K");
Button buttonCancel = new Button(”Cancel”);
Labe]l title = new Label("Options:");
Label title2 = new Label

("Objects you can install:");
Label title3 = new Label

("Objects you can remove:");

// Variable for line feed character
byte cReturnByte[] = {0x0A};
String cReturn new String(cReturnByte,0,0,1);

public Browse() { //Constructor
super("Hotel Application - Browser");

// Define window objects and size them
setlLayout (null); // no layout manager - we will place items by hand
resize(400,300); // size the window
setFont(new Font("Dialog”,Font.PLAIN,12));
add(install);
add(remove) ;
add (buttonOK) ;
add(buttonCancel) ;
add(title);
add(title2);
add(title3);

// Issue NVDM SVR MYSELF
Do0SCmd svr = new DoOSCmd(Global.nvdm,”svr myself");
svr.dispose();

//Issue NVDM LSCM * to get 1ist of all objects
Do0SCmd 1scm = new DoOSCmd(Global.nvdm,”1scm *");
String tmpstr = Tscm.output; //string for output
1scm.dispose();

StringTokenizer st = new StringTokenizer(tmpstr, cReturn);

mn

String name="";

// Set defaults to be disabled
installable.disable();
removeable.disable();
install.disable();
remove.disable();
buttonOK.disable();

// read output from 1scm *. If status is available
// or Distributed then we can istall this so add to
// installable. If status is installed removable then
// we can remove it so add to removeable
while (st.hasMoreTokens()) {
String line = st.nextToken().trim();
StringTokenizer subline = new StringTokenizer(line, ":");
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if (subline.hasMoreTokens()) {
String key = subline.nextToken();
if (key.equals("Global file name")) {
name = subline.nextToken();
}

else if (key.equals("Status")) {
String status = subline.nextToken().trim();
if (status.equals(”Available")) { // Can be installed
installable.addItem(name)
installable.enable();
install.enable();
buttonOK.enable();

if (status.equals("Distributed”)) { // Can be installed
installable.addItem(name)
installable.enable();
install.enable();
buttonOK.enable();

if (status.indexOf("Installed, removable")!=-1) {
removeable.addItem(name);
removeable.enable();
remove.enable();
buttonOK.enable();

}

} //end-if status...
} //end-if subline...
}//while

// Finish adding objects to screen
add(installable);
add(removeable);

title.reshape (20 ,25 ,100,20);
install.reshape (30 ,55 ,200,20);
remove.reshape (30 ,85 ,200,20);
title2.reshape (20 ,125,120,20);
installable.reshape (145,125,200,30);
title3.reshape (20 ,155,120,20);

removeable.reshape (145,155,200,30);
buttonOK. reshape (100,230,80 ,30);
buttonCancel.reshape(220,230,80 ,30);

repaint();
}//constructor

void buttonOK action(Event evt, Object arg){ //ButtonOK was hit
if (install.getState()==true)
{ //install requested so issue command
Do0SCmd inst = new DoOSCmd(Global.nvdm,”inst "+installable.getSelectedItem());
inst.dispose();

else
{ //remove requested so issue command
Do0SCmd rem = new DoOSCmd(Global.nvdm,” rem "+removeable.getSelectedItem());
rem.dispose();
}//end-if
//

// Now we would 1ike to stop and start nvdm to
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// force a read of the disconnected queue, but...
// something funny happens to FNDCMPS if we do this
// Instead we' 11 just issue a message

/l
Do0SCmd stop = new DoOSCmd("Help",

"Your request will be actioned”+cReturn+
“"The next time you restart your computer”+cReturn+
"or issue NVDM STOP and NVDM START from"+cReturn+
“from the command 1ine."”+cReturnt+cReturn+
"(This is due to problems with FNDCMPS"+cReturn+
"which we did not have time to investigate)");

/l

// exit - go back to top

/l

Hotel newHotel = new Hotel();
newHotel.show();
this.dispose();

}//buttonOK action

void buttonCancel action(Event evt, Object arg){ //ButtonCancel was hit
Hotel newHotel = new Hotel();
newHotel.show();
this.dispose();

}//buttonCancel action

public boolean action(Event evt, Object arg ){ //action handler
if (evt.target == buttonOK) buttonOK action(evt,arg);
else if (evt.target == buttonCancel) buttonCancel action(evt,arg);
else return false;
return true;

}//action

public boolean handleEvent(Event evt) { //general event handler
if (evt.1d==Event.NINDOW_DESTROY) {
System.exit(0); //exit on Alt-F4
}

return super.handleEvent (evt);
}//handleEvent
}//class

18.6.6 DoOSCmd.java

This class is responsible for all of the operating system calls.

import java.util.*;

import java.awt.*;

import java.applet.*;

import java.io.*;

//

// This class issues operating system calls.

// it could be improved to read STDERR and

// to add a cancel button allowing the user

// to read the output. The problem with this

// is that control is returned to the calling

// class after the constructor finishes and the
// event created by the user clicking the button
// may happen much later.

// This is good enough for the simple example

// we are try to show here but should be extended
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// if anyone takes this further.

//

public class DoOSCmd extends Frame{

[FAER IR Sk ok ko ko koo kool /
/* Define the objects for the panel */
[FARER IRk ko ko koot okl /

TextArea text = new TextArea("", 80, 40);
TextField com = new TextField(40);

Label title = new Label("Command:");
Label title2= new Label("Output:");

String  output=""; //to hold the STDOUT

public Do0SCmd(String cmd, String params) {//constructor
super("0S Command Progress”);
setFont(new Font("Dialog”,Font.PLAIN,12));
// See if we are to process a command or issue help
if (cmd.equals("Help")) {
Help MyHelp = new Help(params);
MyHelp.show();

else {

// define vars and add window items
byte cReturnByte[] = new byte[1];
cReturnByte[0]=(byte)0x0A;
String cReturn = new String(cReturnByte,0,0,1);
String tmpstr = "";
StringBuffer sb = new StringBuffer(1);
char car;
setLayout (null);
resize(400,300);
add(text);
add(com) ;
add(title);
add(title2);
text.setEditable(false);
com.setEditable(false);
com.setText (cmd+" "+params);
title.reshape(15,30,70,20);
com. reshape(90,30,180,20) ;
title2.reshape(15,55,70,20);
text.reshape(15,80,370,200);
show() ;
repaint();

// Issue OS command and capture output
Runtime r = Runtime.getRuntime();
Process p = null;

// This next bit needs a little explanation:

// Intel platforms will take the parameters as a single

// string, but AIX (correctly) refuses. So we must

// split the string PARAMS into an array

// We use StringTokenizer to do this and see how

// many elements we will need by using countTokens

// Note the array must be exactly the right size - no null elements
StringTokenizer st = new StringTokenizer(params.trim(), " ");
String[] action=new String[st.countTokens()+1];
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action[0]=cmd;

int i=0;

while (st.hasMoreTokens()) {
i+t
action[i] = st.nextToken();

}

// Now we can issue to command

try {
int c;
p = r.exec(action);
InputStream in = p.getInputStream();
while ((c = in.read()) != -1) {
car=(char) c;
sbh.setLength(0);

tmpstr=tmpstr + sh.append(car).toString();

if (c==0x0A) {
text.appendText (tmpstr);
output=output+tmpstr;
tmpstr="";
M1t
}//while
p.waitFor();
Y /try
catch (Exception e) {
System.exit(0);
}//catch

}//else
this.dispose();
} //constructor

} // end class

18.6.7 Global.java

346

import java.io.*;

import java.util.*;

class Global {

/******************************************************/

/* Class for global variables.

/******************************************************/

// This is a static class

/1

// Will read the first occurence of a variable in
// NVDM.CFG even if this 1ine is commented out.

//

// No error checking for file not found.

/1

static
static
static
static
static
static
static
static
static
static

TME 10 Software Distribution -

String os;

String target;
String server;
String nvdm;

String softdist;
String telephone="";
String cmdPPP;
String cmdDIALs;
String cmdLANDist;
String paramPPP;
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static
static
static
static
static
static
static
static
static

static

}

public
//
// Method
//
int si
int 1o
int Te

// First s

File c
if (ch

}

// 0K. Now
try {

7
catch(

String paramDIALs;
String paramLANDist;
String dcmdPPP;
String dcmdDIALs;
String dcmdLANDist;
String dparamPPP;
String dparamDIALs;
String dparamLANDist;
int connType;

{// Constructor
readCFG() ;
os = getValue("MACHINE TYPE:").trim();
target = getValue("WORKSTATION NAME:");
String fullProt = getValue("PROTOCOL:");
if (fullProt.indexOf("ASY")!=-1) {

telephone = fullProt.substring(fullProt.index0f(" ")).trim();

}
String fulllLine = getValue("SERVER:");
if (fullLine.index0f(" ")!=-1)
server = fullLine.substring(0,fullLine.index0f(" "));
else
server = fulllLine;

static String getValue(String lookFor) {
to read NVDM.CFG - the wonders of Java string handling!
ze;
C;
n;

ee if file exists

heck = new File(softdist);

eck.exists() == false) {

System.err.printin("I can't find the file: "+softdist);

System.err.printin("Modify hotel.cfg to point to the right file");

System.exit(0);

read it

InputStream f1 = new FileInputStream(softdist);

size = fl.available();

byte b[] = new byte[size];

if (fl.read(b) !'= b.length) {
System.err.printin("Something bad happened”);

}

String tmpstr = new String(b,0,0,b.length);

byte cReturnByte[] = new byte[1];
cReturnByte[0]=(byte)0x0A;

String cReturn = new String(cReturnByte,0,0,1);

Toc = tmpstr.index0f(TookFor);

Ten = tmpstr.index0f(cReturn,loc);

fl.close();
return(tmpstr.substring(loc+lookFor.length(),len).trim());
/try

I0Exception e) {
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System.out.printin("File not found error”);
}//catch

return("Error");

}//getValue

public static String readCFG() {
//
// Method to read HOTEL.CFG
//
int size;
int loc;
int Ten;
// First see if file exists
File check = new File("hotel.cfg");
if (check.exists() == false) {
System.err.printin("I can't find the file: hotel.cfg");
System.exit(0);

try {
InputStream f1 = new FileInputStream("hotel.cfg");
size = fl.available();
byte b[] = new byte[size];
if (fl.read(b) !'= b.length) {
System.err.printin("Something bad happened”);
}

String tmpstr = new String(b,0,0,b.length);

StringTokenizer st = new StringTokenizer(tmpstr, "=+");

nvdm = st.nextToken().trim();
softdist = st.nextToken().trim();
// Connection Commands
cmdPPP = st.nextToken().trim();
paramPPP = st.nextToken().trim();
cmdDIALS = st.nextToken().trim();
paramDIALs = st.nextToken().trim();
cmdLANDist = st.nextToken().trim();

paramLANDist = st.nextToken().trim();
// Disconnection Commands

dcmdPPP = st.nextToken().trim();
dparamPPP = st.nextToken().trim();
demdDIALs = st.nextToken().trim();
dparamDIALs = st.nextToken().trim();
demdLANDist = st.nextToken().trim();
dparamLANDist = st.nextToken().trim();

fl.close();
Y /try

catch(IOException e) {
System.out.printIn("File not found error”);
}//catch

return(”Error");

}//readCFG

}//class
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18.6.8 Help.java

This is the help class. It is used if the application cannot perform an operating

system command. Ideally, we could avoid calling this by developing the

commands that are needed for all operating systems and specifying them in the

hotel.cfg.

import java.awt.*;

import java.applet.*;

import java.util.*;

//

// General purpose help class to show some text
// and wait for the user to click OK

//

public class Help extends Frame {
Button buttonOK = new Button("0K");
Label title = new Label("Help:");

public Help(String msg) {
super("Help Window");
setLayout (null);
setFont(new Font("Dialog",Font.PLAIN,12));
TextArea text = new TextArea(msg, 80, 40);
resize(300,240);
add(text);
text.setEditable(false);
add (buttonOK) ;
add(title);
title.reshape(20,20,100,20);
text.reshape(20,50,260,120);
buttonOK. reshape(120,190,60,30);

// Move the help window to the side
Point p = this.Tocation();
this.move(p.x+300,p.y);

show() ;
repaint();

}

public boolean action(Event evt, Object arg ){ //action handler
if (evt.target == buttonOK) this.dispose();
return true;

}

public boolean handleEvent(Event evt) { //general event handler
if (evt.id == Event.WINDOW DESTROY) this.dispose();
return super.handleEvent (evt);

}//handleEvent
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18.6.9 Sample hotel.cfg File for OS/2

nvdm=c:\softdist\nvdm.cfg+

ppp=coml 9600 connect "slattach ATM3 OK ATDT1234567
CONNECT \r ogin: pppuser ssword: pppuser”+
connectc=@HOTEL+

Help=IBM LAN Distance.

We did not have time to test this with
LAN Distance.

To use it you need to edit the configuration
file hotel.cfg and remove this help. Replace
the keyword help with the command to start
LAN Distance and place the parameters after
the equals sign.+

Help=0One way to disconnect PPP is to pull
the telephone connection out of the wall.
Another way is to reboot your PC.+

Help=We need a way to disconnect DIALs+
Help=We need a way to disconnect LANDist+

18.6.10 Sample hotel.cfg File for Windows 95/NT

nvdm=c:\softdist\nvdm.cfg+

Help=As mentioned in the text there is no
easy way to start PPP from the command
line in Windows 95 or NT.

Please start PPP manually and click
OK.+

connectc=@HOTEL+

Help=IBM LAN Distance.

We did not have time to test this with
LAN Distance.

To use it you need to edit the configuration
file hotel.cfg and remove this help. Replace
the keyword help with the command to start
LAN Distance and place the parameters after
the equals sign.+

Help=We need a way to disconnect PPP+
Help=We need a way to disconnect DIALs+
Help=We need a way to disconnect LANDist+

18.6.11 Sample hotel.cfg File for AIX

/usr/Tpp/netviewdm/bin/nvdm=/usr/Tpp/netviewdm/db/nvdm.cfg+
Help=PPP Not tested+

Help=Not available for AIX+

Help=Not available for AIX+

Help=PPP Not tested+

Help=Not available for AIX+

Help=Not available for AIX+
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Appendix A. Installing and Configuring the Mobile Client for AIX

Here we supply the information that is necessary to install the Mobile Client for
the AIX platform and configure it to work with a Software Distribution for AIX
server.

The AIX Mobile Client might not be used as frequently on desktop and laptop
systems as the ones on the OS/2 and Windows platforms. However, there might
be situations when it is appropriate to use a Mobile Client also on the AIX
platform:

On an RS/6000 notebook computer

On RS/6000 systems connected to a server using a slow line

When using a slow line you can have Software Distribution for AIX control the
modems directly using the asynchronous support feature. This will eliminate the
need to establish the connection to the server through the modem manually and
will have the entire process under control of Software Distribution for AIX. We
will install the Mobile Client for AIX on rs600020 and connect it to rs600012 which
has the Software Distribution for AIX server already installed.

A.1l Installing the Mobile Client for AIX

The Mobile Client feature of Software Distribution for AIX is installed such as any
other components using SMIT.

Having the media with the install images available you should type smit installp
from the AIX command line being the root user. This will pop up the following
window:

Retun To

1 InstallUpdate Selectable Software (Custom Install)

Install Software Products at Latest Level
Install Bundles of Software

Install Fileset Updates by Fix

Install Additional Printer/Plotter Software
Install Additional Device Software
_iInstallflUpdate From All Available Software

Cancel:

Figure 269. SMIT installp Window
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Select Install Software Products at Latest Level . The following window will pop
up:

Feturn To:
_!InstalllUpdate Selectable Software (Custom Install)

Install Software Products at Latest Lavel

Install New Software Products at Latest Lewvel

J Update Currently Installed Software to Latest Level

Figure 270. SMIT Install Software Products at Latest Level Window

Select Install New Software Products at Latest Level . The following window will
pop up asking you for the source of the install images.

* INPUT device ! directory for software (/usr/sys/inst. images

v Help |

Figure 271. SMIT Input Device/Directory for Software Window

Enter the name of the directory where the install images are located and click on
the OK button. In our example we enter /usr/sys/inst.images. The following
window will pop up:
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* INPUT device / directory for software Jusr/sys/inst. images

* SOFTWARE to install B1l_licensed

PREVIEW onhy? (install operation will NOT ocour) o

COMMIT software updates? fes

SAVE replaced files? no

ALTERMATE save directory

AUTOMATICALLY install requisite software? Res
EXTEMD file systems if space needed? ¥es
COVWERWRITE same or newer versions? ho
YERIFY install and check flle sizes? no
Include corresponding LANGUAGE filesets? es
DETAILED output? ho

Cnmmandi Reset Cancel ? Help

Figure 272. SMIT Install Software at Latest Level Window

Click on the List button right of the Software to Install input field to get a list of
installable software. This should pop up a window similar to the following:

Select one or more items from the list.

SOFTWARE to install

*% = License found
# 1= Mo license found
# @ = Currently installed

#

# The "all_licensed” filtter will include filesets with "+ and "§".

#

3.1.3.0 netviewdmBDOD ALL @@netviewdmB000

+3.1.30 Software Distribution
+ 3.1.30 Software Distribution
+ 3.1.30 Software Distribution
+3.1.30 Software Distribution
+3.1.30 Software Distribution
+ 3.1.30 Software Distribution
+ 3.1.30 Software Distribution
+ 3.1.3.0 Software Distribution
.30 Software Distribution

3.1.3] for Al¥ Base System @E@netviewdmB000.base.obj 3.1.3.0.al

3.1.3) for Alx Communications Feat @@netviewdmB000.comms.obj 3.1.3.0.all
3.1.3]) for AlX GUI text files (En_ @@netviewdmBO00.gitext En_US 3.1.3.0.all
3.1.3) for Al GU text files (en_ @@netviewdmbB000.gitext.en_US 3.1.3.0al
3.1.3) for AlX Graphical Interface @ @netviewdmbBOO0.gioki 3.1.5.0.al

3.1.3) for AlxMan Pages (En_US) @@netviewdmBE000.manEn_US 3.1.3.0.all
3.1.3] for Al Man Pages (en_US)  @@netviswdmB000.man.en_US 3.1.3.0al
3.1.3) for AlX Plans Feature @@netviewdmB000.plan.obj 3.7.3.0.all

3.1.3) for Al Remote Administrato @@netviewdmB000.remoteadminek) 3.1.3.0a
. .B‘D Software Distribution (3.1.3) for AKX Server Feature @ @netviewdmB000 server.obj 3.7.3.0.all

1.30 Software Distribution (3.7.3) for AKX Tool Feature @@netviewdmB000.toolob 3.1.3.0al
1,30 Software Distribution Client (3.1.3] for AKX Client Featu @@netviewdmB000.client.obj 3.1.3.0.all
Software Cistribution Client (3.1.3) for AlX Graphical In @@netviewdmb000.clgi.obj 3.1.3.0.al

Cancel | Help

Figure 273. SMIT Software to Install Multi-Select List

Select Software Distribution Client for AIX Mobile Feature as shown in the above
figure and then OK. You might also want to select Software Distribution Client
(3.1.3) for AIX Graphical Interface before clicking the OK button. This will also
install the graphical user interface for the Mobile Client.
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— Warning

We strongly recommend that you also install the GUI for the Mobile Client.
The GUI component for the Mobile Client is the same that is also installed
with the standard client.

However, you should be careful when installing the Mobile Feature with other
features.

The install image for the Mobile Feature has the same name as the standard
AlIX Client Feature; for both the name is netviewdm6000.client.obj. If you
want to install the GUI in combination with the Mobile Feature you should
install the Mobile Feature first and then install the GUI in a separate step.
This will ensure that you really install the Mobile Feature.

We experienced that if you select the GUI and Mobile Feature components at
the same time, the standard AIX Client Feature is installed although the
Mobile Feature was selected. This seems to be caused by the install images
having the same name as mentioned above.

When installing the Mobile Feature you should also explicitly specify the
name of the image file and not just the name of the directory where the
install images reside. For example, if the directory /usr/sys/inst.images
contains more images than that for the GUI and the Mobile Feature and the
name of the install image for the mobile feature is
netviewdm6000.mobclient.3.1.3.0 you should specify
/usr/sys/inst.images/netviewdm6000.mobclient.3.1.3.0 as the source for your
install images in Figure 271 on page 354. This will avoid that you
accidentally install the standard client.

To check if you have really installed the Mobile Feature, you should issue the
following commands after the installation:

cd /usr/1pp/netviewdm/db
1s

For a system with the Mobile Feature installed the output should look like the
following:

nvdm.cfg  trgcfg

The file trgcfg will not be created on a standard client.

Select the OK button in the Install Software Products at Latest Level Window.
This will start the installation of the Mobile Client for AlX.

You should see something similar to the following:
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i Exit Show Help

Ok

Command:

fasr/lib/instl/sm_inst installp_cmd -T iems -L —q -a —d ’“/usr/sysfinst.images’” -o "/tmp/8

g ouput

Summaries:

Installaticn Summary

Name Level Part Event Result
netviewdmb000.msg. en_Us 3.1.3.0 UsR APPLY SUCCESS
netviewdmb000. client .chj 3.1.3.0 UsR APPLY SUCCEES

Find Mext

Figure 274. SMIT Install Software at Latest Level Window

— Note

In the above example we chose only to install the Mobile Client feature
without the GUI component. If you choose the GUI component too, you
should have one additional line in the Installation Summary section.

The installation of the Mobile Client is now finished and you can exit SMIT.

A.2 Customizing the Mobile Client for AIX

Before you can start the Mobile Client you will need to edit the nvdm.cfg file on
the client. We have modified the file in our example to look like the following:

WORKSTATION NAME: rs600020

MESSAGE LOG LEVEL: N

LAN AUTHORIZATION: 0

CONFIGURATION: CLIENT

TARGET ADDRESS: RS600020

MACHINE TYPE: AIX

LOG FILE SIZE: 50000

TRACE FILE SIZE: 1000000

API TRACE FILE SIZE: 100

TCP/IP PORT: 729

SERVER: rs600012

REPOSITORY: /usr/1pp/netviewdm/repos
SERVICE AREA: /usr/1pp/netviewdm/service
BACKUP AREA: /usr/1pp/netviewdm/backup
WORK AREA: /usr/1pp/netviewdm/work

Figure 275. nvdm.cfg File on rs600020
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You need to specify an entry for SERVER and if you want to do a client
auto-registration you will also need to supply an entry for TARGET ADDRESS.

Note

The server must also be configured to allow auto-registration of targets by
specifying AUTOMATIC TARGET REGISTRATION: Y in its configuration file.

In our example we want to do an auto-registration on server rs600012 which has
already been installed and configured.

Now that we have customized the nvdm.cfg file on the client we can start the
Mobile Client.

A.3 Starting the Mobile Client for AIX
To start the Mobile Client on AIX type:

nvdm start

The first time the Mobile Client is started it will start the fndcmps process and
also perform a connect to the Software Distribution for AIX server, in our case
rs600012.

The next time you reboot your system the client should automatically be started

since the installation of the Mobile Client component has added the following
line to /etc/inittab which will start the client:

NetViewDM/6000:2:0once: /etc/rc.ndm

Note

In our environment the installation did not automatically add the port used for
TCP/IP communications to the server (729) to the /etc/services file. Before
starting the client you should check if the port is there.

A.4 Using the Graphical Interface of the Mobile Client for AIX

The graphical user interface you can use on a Mobile Client for AIX is slightly
different from that of a standard client.

To show the differences we start the Graphical Interface by typing:
nvdmgi &

When the GUI comes up as shown in Figure 276 on page 359 you will see that in
addition to logging on to the Software Distribution for AIX server you will also be
able to select MYSELF to log on to the local catalog of the Mobile Client.

358 TME 10 Software Distribution - Mobile Clients



Notae: The password will not ke displayed

User ID

Password

Server Name

Servers

YSELF

rs600012

Cancel

Figure 276. Mobile Client for AIX Graphical User Interface

To do so, select MYSELF and the OK button. The following window will appear:

Tver Description

Figure 277. Mobile Client for AIX Catalog Window

This is the Catalog Window of the Mobile Client. You should notice that the
window looks similar to the Catalog window of a Software Distribution for AIX
server, but you will not be able to perform most of the tasks available on the
server, indicated by the corresponding menu items not being selectable.
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A.5 Observations on the Software Distribution for AIX Server

To see what happens at the Software Distribution for AIX Server rs600012 in our
example we start the GUI of the server, which can be done on the server directly
or by using the GUI of the client as shown in Figure 276 on page 359 selecting

rs600012.

From the menu bar we select Windows and then Requests from the pull-down
menu.

The following window will pop up.

% Selected View

Hindows Help

Object Name Function Status

¥rsB800012 root 326 0 T

irs600012 root 326 ©
irsB00012 root 327 0

,,,,,,,,,,,,,,,,,, _Inventory  Scheduled =~ =

Open Window Successful
Close Window Scheduled

Figure 278. Software Distribution for AIX Requests Window

When the Mobile Client is started the first time it will automatically connect to
the Software Distribution for AIX server and perform an auto-registration. Since
the target is new, the server will automatically schedule an inventory request to
retrieve the new targets inventory files.

This can be seen in Figure 278 (Request ID 325).

You can also see in Figure 278 that the request to open a connection window
was succesful, so a connection between rs600012 and rs600020 can be opened.

Once the connection is established, the server will execute the scheduled
inventory request an retrieve the inventory files from rs600012. After a short
time this should have been performed, indicated by the Inventory request being

Successful:

Z Selected V¥iew MWindows

Help

E Request ID

Object Name

Functien Status

irs600012 root 326 ©
2rsB00012 root 327 0

¥raBood1d root 326 0 T

" Inventory  Successful

Open Window Successful
Close Window Scheduled

Figure 279. Software Distribution for AIX Requests Window
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In order to see that the server really retrieves the inventory files from the client,
we created a hardware inventory file on rs600012 before starting the Mobile

Client.
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There is an inventory discovery program delivered with the Software Distribution
for AIX server and client that can be used to automatically create a hardware
inventory of AIX systems, including information about CPU, disk space, graphic
adapters, etc.

To create a hardware inventory, type the following being root at rs600012:

cd /usr/1pp/netviewdm
./bin/fndinvhw

This will create a hardware inventory file in /usr/lpp/netviewdm/fndhwinv.

If you had already started the Mobile Client before, you can type the following to
refresh the inventory on the server:

nvdm inv
nvdm connect

If you did not start the client before, just type nvdm start.

After the inventory request has executed successfully, use the server GUI to look
at the gathered hardware information:

Select Windows from the menu bar and then Targets from the pull-down menu.
Then click on target rs600012 and select Open from the menu-bar and then
Details from the pull-down menu.

Press the Hardware button. You should see hardware information similar as
shown in Figure 280 on page 362.
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Tra600020

: MName

JAUTO REGISTERED

: Description

3 Change Management

pitiatacd From

Trinitiated from

: 3 Discovered hardware
. Target address

Yalue

Additional hardware

Harduware name

3 Target type

3 Target 05

3 Access key

.2inch

i"DDI Data Link Control
+25 QLLC Data Link Cor
DLC Data Link Control
oken—Ring Data Link Cx

tandard I/0 Diskette ¢

arameters. ..

Figure 280. Target Hardware Parameters Window
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Appendix B. Asynchronous Support for Windows 3.1 Clients

In this appendix we briefly describe the native asynchronous support for
Windows 3.1 Mobile Clients. You should familiarize yourself with Chapter 11,
“Using the Asynchronous Protocol Support for Mobile Clients” on page 181 and
4.3, “Installation and Setup of the Windows 3.1 Mobile Client” on page 52 before
reading this section.

B.1 Assumptions

In this appendix we also assume you already have a working Software
Distribution for AIX server configured for asynchronous support as described in
Chapter 11, “Using the Asynchronous Protocol Support for Mobile Clients” on
page 181. We also assume that you have a working Windows 3.1 Mobile Client
installed in the manner described in 4.3, “Installation and Setup of the Windows
3.1 Mobile Client” on page 52. This PC must be connected to a modem or have
a built-in or PCMCIA modem that is functioning normally.

B.2 Configuring the Windows 3.1 Client

Modify the NVDM.CFG file (found by default in the directory C:\SOFTDIST), to
include support for the asynchronous protocol. An example is shown in

Figure 281.
WORKSTATION NAME: win3lasy
PROTOCOL: ASY 9876543
SERVER: rs600012 asy 1234567
REPOSITORY: C:\SOFTDIST\REPOS
WORK AREA: C:\SOFTDIST\WORK
BACKUP AREA: C:\SOFTDIST\BACKUP
SERVICE AREA: C:\SOFTDIST\SERVICE
CONFIGURATION: CLIENT
MESSAGE LOG LEVEL: D
LOG FILE SIZE: 64000
API TRACE FILE SIZE: 64000
TRACE FILE SIZE: 64000
MACHINE TYPE: WINDOWS
MAX USER INTERFACES: 20
MAX ATTEMPTS: 5
TARGET MODE: PUSH
TARGET ADDRESS: win3lasy
PORT: CoM1
INIT: AT
DIAL: ATDTY,
INVENTORY PROGRAM: fndinv

— —

Figure 281. NVDM.CFG for Asynchronous Support on Windows 3.1

This configuration file is very similar to the file used for asynchronous support in
0OS/2. Ensure that the port definition is correct for your modem and add any
parameters that you require to the initialization string. The PROTOCOL: entry
should contain the phone number that the Mobile Client is usually connected to.
(This can be overridden in the connection request and a temporary value
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supplied.) The SERVER: entry should have the phone number of the Software
Distribution for AIX server. Note that in the DIAL: value we specify a 9 for an

outside line.

Note

If you have already used your Mobile Client, then you should tidy up the
installation by deleting the files in the directories DB, WORK, QUEUE and
UICFG. Also run FNDDBINI from a DOS prompt.

B.3 Checking the Installation

364

There are two main things to check for:

1. Ensure that the WIN.INI has been updated as shown in Figure 282.

2. Check that you have the DLLs required for asynchronous support.

shown in Figure 283.

These are

[windows]

run=FNDCMPS . EXE

—

Figure 282. Extract from WIN.INI

Volume in drive C is PCDOS_6

Volume Serial Number is 2161-83EF

Directory of C:\SOFTDIST\BIN

FNDRXA16 DLL 34,244 11-11-96  4:08p

FNDRXA32 DLL 6,144 11-07-96 10:29p

FNDRXASY DLL 52,736 11-07-96 10:29p

3 file(s) 93,124 bytes

225,034,240 bytes free

Figure 283. Files Required for Asynchronous Support
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— Note

We initially installed our Mobile Client to use TCP/IP and then made the
changes described above to switch to asynchronous support. We found that
if we removed the underlying TCP/IP product, then we received an error
when FNDCMPS.EXE was started. Apparently the code still issues a
WINSOCK call even though it is configured to use asynchronous
communications. The WINSOCK call fails because TCP/IP is not present.

By leaving the TCP/IP support installed everything worked fine, even if the
LAN connection was not present and no TCP/IP functions could be used.

The above symptoms may be because of the early code level we used.

Please check with your IBM representative for current version information.

B.4 Using Asynchronous Support

Once Windows has been started and FNDCMPS.EXE is running, you can use the
Mobile Client as you would expect. For troubleshooting the asynchronous
connection, for example, checking modems and ports, you should refer to
Chapter 11, “Using the Asynchronous Protocol Support for Mobile Clients” on
page 181 where there is a detailed description of the setup.
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Appendix C. Debugging Suggestions

This appendix contains some tips on debugging that may prove useful when
working with the Mobile Client. These are commands and techniques that we
used while making this redbook.

C.1 Enabling Traces

C.1.1 Application

Several traces are available for TME 10 Software Distribution. The most detailed
traces are of use only to the developers, but many of the other traces proved
useful to us.

Traces

The application trace in Software Distribution 3.1.3 can be used to trace the data
flow between a server and a client. The application trace, also called API trace
can be initiated with the command:

nvdm tron
The command must be initiated at the client site and the server site.
Trace output for the application trace is written to the file fndapi. This file is

located in the product directory C:SOFTDIST for OS/2 and all Windows platforms
and /usr/lpp/netviewdm for the AIX platform.

To stop the API trace issue the command:
nvdm troff

You should also refer to the Software Distribution Command Line Reference for
information about the API trace.

C.1.2 Tracing Internal Components

The tracing of internal components in the Software Distribution 3.1.3 product is
normally not required unless requested by the development lab. We only
provide the information on how to initiate tracing with no explanation of the
contents of the trace files.

The trace files always have the names:
FNDTRC1
FNDTRC2
These files are located in the product directory C:SOFTDIST for all OS/2 and

Windows platforms and /usr/lpp/netviewdm for the AIX platform.

There are different environment variables used to specify the type of trace and
the trace detail level. When using the environment variables to initiate tracing
you need to stop and restart TME 10 Software Distribution.

FNDITRC=0

Specifies that an internal trace of all the components in Software Distribution
3.1.3 is taken at the deepest level available.
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Note

This trace has a strong influence on performance. The amount of trace
messages written is very high, so you should allow enough space for the
trace files or messages are overwritten.

FNDITRC_CO=6

This setting excludes the tracing of the common components.
FNDITRC_DAS=6

This setting excludes the tracing of the data access services component.

To set the environment variable for Software Distribution 3.1.3 on the AIX
platform specify:

export FNDITRC=0
To set tracing on an OS/2 or any Windows platform specify:
set FNDITRC=0

Tracing can be stopped by setting the environment variables again, but this time
without any value, for example:

set FNDITRC=

Again you have to stop and start TME 10 Software Distribution to activate the
new setting. If you do not stop tracing by resetting the variables, the trace will
continue to be taken even after product restart.

C.1.3 Dynamic Tracing

368

The internal trace can be switched on dynamically, meaning it is only set until
next product start. To initiate dynamic tracing specify the command:

nvdm trace -1n comp_id -vn comp_id

Where the parameter -1 specifies the trace level and comp_id the name of the
component to be traced, n can have a value between 0 or 6. The parameter -v
has the same value as -l and is only used to display the setting of the trace after
entering the command. Valid component IDs are:

co - for common routines

cm - for change manager (DACA)

rb - for the request block handler routine
rx - for the request transfer (RB-API)

tc - for the transmission controller

cc - for the command line interface

gi - for the graphical user interface

Refer to the Software Distribution Command Line Reference for a complete list of
valid components.
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C.2 FNDLOG

The FNDLOG is located in the product directory C:SOFTDIST for OS/2 and all
Windows platforms and /usr/lpp/netviewdm for the AIX platform. It is an
invaluable source of information about what TME 10 Software Distribution is up
to. On AIX it is useful to keep a window open viewing the FNDLOG. This can be
achieved by using the command:

tail -f /usr/1pp/netviewdm/fndlog

The option -f causes the view to be updated every time the file changes.

On OS/2 the same thing is possible using a version of the tail utility.

— IBM Internal

IBM staff can obtain an OS/2 version of tail from OS2TOOLS in the package
AIXLIKE.

This can be run in a window by entering:

mode co0132,50
tail -f c:\softdist\fndlog

The mode command makes the window bigger to allow you to scroll back to see
messages that have passed too quickly.

C.3 Renaming a

Client

It is often useful when testing to reset a client to appear as though it were a
totally new machine to TME 10 Software Distribution. This can be done for OS/2
and Windows without re-installing by issuing the following commands:

NVDM STOP

DEL \SOFTDIST\WORK

<answer yes when asked to confirm>
DEL \SOFTDIST\UICFG

<answer yes when asked to confirm>
DEL \SOFTDIST\QUEUE

<answer yes when asked to confirm>
DEL \SOFTDIST\DB

<answer yes when asked to confirm>

Now edit the NVDM.CFG and change the WORKSTATION NAME: and TARGET
ADDRESS: to names that have not been used previously. Now from the
command line enter:

FNDDBINI
NVDM START

C.4 Miscellaneous

To see the Mobile Client's queue enter:

NVDM SVR MYSELF
NVDM LSQ

If you delete a request and the server does not remove it quickly enough for you,
try issuing an NVDM START to force it to re-read the queues. This is often
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useful when you want to delete a target but have to first remove pending
reguests.
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Appendix D. Special Notices

This publication is intended to help technical personnel understand and
implement the Mobile Client function of TME 10 Software Distribution. The
information in this publication is not intended as the specification of any
programming interfaces that are provided by TME 10 Software Distribution. See
the PUBLICATIONS section of the IBM Programming Announcement for TME 10
Software Distribution for more information about what publications are
considered to be product documentation.

References in this publication to IBM products, programs or services do not
imply that IBM intends to make these available in all countries in which IBM
operates. Any reference to an IBM product, program, or service is not intended
to state or imply that only IBM's product, program, or service may be used. Any
functionally equivalent program that does not infringe any of IBM’'s intellectual
property rights may be used instead of the IBM product, program or service.

Information in this book was developed in conjunction with use of the equipment
specified, and is limited in application to those specific hardware and software
products and levels.

IBM may have patents or pending patent applications covering subject matter in
this document. The furnishing of this document does not give you any license to
these patents. You can send license inquiries, in writing, to the IBM Director of
Licensing, IBM Corporation, 500 Columbus Avenue, Thornwood, NY 10594 USA.

Licensees of this program who wish to have information about it for the purpose
of enabling: (i) the exchange of information between independently created
programs and other programs (including this one) and (ii) the mutual use of the
information which has been exchanged, should contact IBM Corporation, Dept.
600A, Mail Drop 1329, Somers, NY 10589 USA.

Such information may be available, subject to appropriate terms and conditions,
including in some cases, payment of a fee.

The information contained in this document has not been submitted to any
formal IBM test and is distributed AS IS. The information about non-IBM
("vendor") products in this manual has been supplied by the vendor and IBM
assumes no responsibility for its accuracy or completeness. The use of this
information or the implementation of any of these techniques is a customer
responsibility and depends on the customer's ability to evaluate and integrate
them into the customer's operational environment. While each item may have
been reviewed by IBM for accuracy in a specific situation, there is no guarantee
that the same or similar results will be obtained elsewhere. Customers
attempting to adapt these techniques to their own environments do so at their
own risk.

The following document contains examples of data and reports used in daily
business operations. To illustrate them as completely as possible, the examples
contain the names of individuals, companies, brands, and products. All of these
names are fictitious and any similarity to the names and addresses used by an
actual business enterprise is entirely coincidental.
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Reference to PTF numbers that have not been released through the normal
distribution process does not imply general availability. The purpose of
including these reference numbers is to alert IBM customers to specific

information relative to the implementation of the PTF when it becomes available

to each customer according to the normal IBM PTF distribution process.

The following terms are trademarks of the International Business Machines
Corporation in the United States and/or other countries:

AlX

APPN
BookMaster
IBM

Micro Channel
NetView
PS/ValuePoint
RS/6000
ValuePoint
Workplace Shell

AlXwindows
BookManager
DatagLANce

LAN Distance
NetFinity
Presentation Manager
RISC System/6000
ThinkPad
WebExplorer

The following terms are trademarks of other companies:

C-bus is a trademark of Corollary, Inc.

PC Direct is a trademark of Ziff Communications Company and is

used by IBM Corporation under license.

UNIX is a registered trademark in the United States and other
countries licensed exclusively through X/Open Company Limited.

Microsoft, Windows, and the Windows 95 logo
are trademarks or registered trademarks of Microsoft Corporation.

Java and HotJava are trademarks of Sun Microsystems, Inc.

Apple (name and logo)
C++

Freelance Graphics
Hayes

HotJava

Intel

IPX

Java

Lotus

Lotus Notes

Lotus Organizer

Lotus 1-2-3

Lycos
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Appendix E. Related Publications

The publications listed in this section are considered particularly suitable for a

more detailed discussion of the topics covered in this redbook.

E.1 International Technical Support Organization Publications

For information on ordering these ITSO publications see “How To Get ITSO
Redbooks” on page 377.

The NetView Distribution Manager/6000 Cookbook, GG24-4246

NetView DM/6000: Agents and Advanced Scenarios, GG24-4490

Software Distribution for AIX: A Solution for Installation and Configuration of

Pristine AIX Environments, SG24-4508

LAN Management Processes Using NetFinity, SG24-4517

TCP/IP Tutorial and Technical Overview, GG24-3376

The CID Guide, SG24-4295

IBM 8235 Dial-in Access to LANs Server Concepts and Implementation,

SG24-4816

TCP/IP Implementation in an OS/2 Warp Environment, SG24-4730

E.2 Redbooks on CD-ROMs

Redbooks are also available on CD-ROMs. Order a subscription
updates 2-4 times a year at significant savings.

CD-ROM Title

System/390 Redbooks Collection
Networking and Systems Management Redbooks Collection
Transaction Processing and Data Management Redbook

AS/400 Redbooks Collection

RS/6000 Redbooks Collection (HTML, BkMgr)
RS/6000 Redbooks Collection (PostScript)
Application Development Redbooks Collection
Personal Systems Redbooks Collection

Subscription
Number

SBOF-7201
SBOF-7370
SBOF-7240
SBOF-7270
SBOF-7230
SBOF-7205
SBOF-7290
SBOF-7250

and receive

Collection Kit
Number
SK2T-2177
SK2T-6022
SK2T-8038
SK2T-2849
SK2T-8040
SK2T-8041
SK2T-8037
SK2T-8042

E.3 Other Publications

These publications are also relevant as further information sources:
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Tivoli TME 10 Software Distribution (3.1.3) for AlX, SH19-4333

Tivoli TME 10 Software Distribution (3.1.3) for 0S/2, SH19-4334
Tivoli TME 10 Software Distribution (3.1.3) for Windows NT, SH19-4335

Tivoli TME 10 Software Distribution Client Installation and Configuration,

SH19-4337
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How To Get ITSO Redbooks

This section explains how both customers and IBM employees can find out about ITSO redbooks, CD-ROMs,
workshops, and residencies. A form for ordering books and CD-ROMs is also provided.

This information was current at the time of publication, but is continually subject to change. The latest
information may be found at URL http://www.redbooks.ibm.com.

How IBM Employees Can Get ITSO Redbooks

Employees may request ITSO deliverables (redbooks, BookManager BOOKs, and CD-ROMs) and information about

redbooks, workshops, and residencies in the following ways:
PUBORDER — to order hardcopies in United States
GOPHER link to the Internet - type GOPHER.WTSCPOK.ITSO.IBM.COM
Tools disks
To get LIST3820s of redbooks, type one of the following commands:

TOOLS SENDTO EHONE4 TOOLS2 REDPRINT GET SG24xxxx PACKAGE
TOOLS SENDTO CANVM2 TOOLS REDPRINT GET SG24xxxx PACKAGE (Canadian users only)

To get lists of redbooks:

TOOLS SENDTO USDIST MKTTOOLS MKTTOOLS GET ITSOCAT TXT
TOOLS SENDTO USDIST MKTTOOLS MKTTOOLS GET LISTSERV PACKAGE

To register for information on workshops, residencies, and redbooks:
TOOLS SENDTO WTSCPOK TOOLS ZDISK GET ITSOREGI 1996
For a list of product area specialists in the ITSO:
TOOLS SENDTO WTSCPOK TOOLS ZDISK GET ORGCARD PACKAGE
Redbooks Home Page on the World Wide Web
http://w3.itso.ibm.com/redbooks
IBM Direct Publications Catalog on the World Wide Web
http://www.elink.ibmlink.ibm.com/pb1/pbl
IBM employees may obtain LIST3820s of redbooks from this page.
REDBOOKS category on INEWS
Online — send orders to: USIB6FPL at IBMMAIL or DKIBMBSH at IBMMAIL

Internet Listserver

With an Internet E-mail address, anyone can subscribe to an IBM Announcement Listserver. To initiate the
service, send an E-mail note to announce@webster.ibmlink.ibm.com with the keyword subscribe in the body of

the note (leave the subject line blank). A category form and detailed instructions will be sent to you.
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How Customers Can Get ITSO Redbooks

Customers may request ITSO deliverables (redbooks, BookManager BOOKs, and CD-ROMs) and information about
redbooks, workshops, and residencies in the following ways:

Online Orders (Do not send credit card information over the Internet) — send orders to:

IBMMAIL Internet
In United States: usib6fpl at ibmmail usib6fpl@ibmmail.com
In Canada: caibmbkz at ibmmail Imannix@vnet.ibm.com
QOutside North America: dkibmbsh at ibmmail bookshop@dk.ibm.com
Telephone orders
United States (toll free) 1-800-879-2755
Canada (toll free) 1-800-1BM-4YOU
Outside North America (long distance charges apply)
(+45) 4810-1320 - Danish (+45) 4810-1020 - German
(+45) 4810-1420 - Dutch (+45) 4810-1620 - Italian
(+45) 4810-1540 - English (+45) 4810-1270 - Norwegian
(+45) 4810-1670 - Finnish (+45) 4810-1120 - Spanish
(+45) 4810-1220 - French (+45) 4810-1170 - Swedish
Mail Orders — send orders to:
IBM Publications IBM Publications IBM Direct Services
Publications Customer Support 144-4th Avenue, S.W. Sortemosevej 21
P.O. Box 29570 Calgary, Alberta T2P 3N5 DK-3450 Allergd
Raleigh, NC 27626-0570 Canada Denmark
USA
Fax — send orders to:
United States (toll free) 1-800-445-9269
Canada 1-403-267-4455
Outside North America (+45) 48 14 2207 (long distance charge)

1-800-IBM-4FAX (United States) or (+1) 415 855 43 29 (Outside USA) — ask for:

Index # 4421 Abstracts of new redbooks
Index # 4422 IBM redbooks
Index # 4420 Redbooks for last six months

Direct Services - send note to softwareshop@vnet.ibm.com
On the World Wide Web

Redbooks Home Page http://www.redbooks.ibm.com
IBM Direct Publications Catalog http://www.elink.ibmlink.ibm.com/pbl/pbl

Internet Listserver

With an Internet E-mail address, anyone can subscribe to an IBM Announcement Listserver. To initiate the
service, send an E-mail note to announce@webster.ibmlink.ibm.com with the keyword subscribe in the body of
the note (leave the subject line blank).
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IBM Redbook Order Form

Please send me the following:

Title

Order Number Quantity

First name Last name

Company

Address

City Postal code

Country

Telephone number Telefax number

¢ Invoice to customer number

VAT number

¢« Credit card number

Credit card expiration date Card issued to

Signature

We accept American Express, Diners, Eurocard, Master Card, and Visa. Payment by credit card not
available in all countries. Signature mandatory for credit card payment.

DO NOT SEND CREDIT CARD INFORMATION OVER THE INTERNET.

How To Get ITSO Redbooks
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/etc/hosts 146
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Infs/share_al/img/cidex 218
Infs/share_b 215
/plan_deadline_object.pro 242
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/tmp/audit.out 320
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ATDT 185

ATDT9, 185
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basic principles xviii
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C:TCPDOSETCSERVICES. 61
C:WINDOWSWIN.INI 58
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C:\MPTN\ETC\NAMEDB 288
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C:SOFTDISTWORK 29
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C++ 325

call-back 309

callback 199, 203

catalog 14, 15, 89, 127, 223, 314, 328
catalog (Mobile Client) 17

catalog entry 109, 228

CC server 129

CD-ROM 19, 45, 56, 77

central location 254

central support team 303

centralized change management 19
centralized electronic software distribution 304
change control history 15, 17

change control status 122

change file 26

change file profile 97, 117, 206, 223
change history 116

change management xvii, 4, 18, 27, 68, 84, 199, 206

change management history 29, 36
change management processing 13
change management server 202
change object 8, 33, 87, 89, 94, 215, 223
change target address 60

changing telephone numbers 202
changing the communication protocol 61
changing the configuration 60
changing the log file size 66

changing the size of the trace file 66
changing the target address 64
changing the workstation name 63
CID 215

CID directory structure 219

CID install 215
CID.EXAMPLE.DESKTOP.REF.1.0 228
CID.EXAMPLE.MOBILE.REF.1.0 228
CID.EXAMPLE.PREMOBILE.REF.1.0 228
CID.EXAMPLE.REF.1.0 223
CID.EXAMPLE.REF.1.MOB 223
CID.EXAMPLE.REF.1.PRE_MOB 223
CIDEX.PRO 219
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close of the connection

CM/2 44
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218
155
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command line interface 327
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330
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cp 218
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date 117, 212
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DEL 124
DHCPSD 291, 295
DIR 127
echo 137, 183
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183

NAMED 291
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PING 147, 173
ppp 133

ps 137
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SETUP2
SLIPPM
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smit 278
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smitty tty 134
tail 369
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254
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221
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compression
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234
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CONFIG.SYS 48, 56, 58, 95
configuration file keywords
APl TRACE FILE SIZE 66
AUTOMATIC TARGET REGISTRATION
CONFIGURATION 37, 70
DIAL 184
DIAL RETRY PERIOD 191
FULLY DISCONNECTED 123
INIT 184, 199
INVENTORY PROGRAM 45, 65, 78
LOG FILE SIZE 66
MACHINE TYPE 37, 153
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MESSAGE LOG LEVEL 37, 66
PORT 184
PROTOCOL 37, 61, 62, 123, 184
ASY 63, 184
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NBI 62
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TARGET ADDRESS 64, 70, 85
TARGET MODE 37, 70
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TRACE FILE SIZE 67
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configuration notebook 46, 74, 94, 144, 183
connect 277, 360
CONNECT 9600 138, 158
connect dialog (Windows NT) 152
connect process 24
connect request 33, 203, 212
connect time 3
Connect/2 icon 171
Connect.java 337
CONNECT.MOBILE.CLIENTS 249
connected mode 19, 207
connecting a mobile client 106
connection 106
connection duration
connection file 256
connection protocols 329
connection setup 23, 34, 36, 38
connection time 18
connection type 330
connection window 21, 28, 36, 106, 110, 212, 225, 330
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Control Panel (Windows NT) 148
contructor() method 334
COPY FILES 95
corporate data 313
corporate resources 313
cost 8, 221
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cost of ownership 301, 303
country version 94

70, 86, 358

28, 30

creating a change object 91
creating groups 239

creating plans 242
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custom install 230
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DAK 315

Data Access Key (DAK) 315

data and control flow xvii
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data files 15
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data flow (connection setup) 23
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date 246
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DDNS security features 297

DDNS server 286

de facto standard 132

deadline activation
242, 310

debugging 367

deciphering 315

default duration 107

default router 275
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DEFAULT.SID 66

deferred disconnected mode 211

deferred option (with inst command) 32

defining a target 67

defining an inventory program 65

defining communication ports 183

defining serial ports (AIX) 186

delayed installation 225

demonstration packages 326

design of the Mobile Client 18

DESKTOP 233

DHCP 277

DHCP configuration file 288

DHCP configuration tool 282

DHCP server 286

DHCP Server Configuration icon 282

DHCP Server Service folder 282

dial 185

dial attempts 191
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dial period 191

dial port 190

dial prefix 185

dial string 183, 184

dial tone 202, 212

dial-in 181, 185, 201

dial-in connection 212

Dial-in Name 171

dial-out 181, 185, 201

dial-out port 191

Dial-Up Networking container 152
Dial-Up Networking option (Windows NT) 148
Dial-UP Scripting Tool (Windows NT) 148
dialled communication link 181

dialled connection 181

dialog classes 334

DIALs 8235 309

DIALs Client for OS/2 165

DIALs connection 171

DIALs icon 168

DIALs/2 folder 171

Disconnect.java 340

disconnected change management 16
disconnected immediate installation 109
disconnected installation request 33
disconnected mode 16, 18, 19, 115
disconnected option (with inst command) 31
disconnected requests 20

disconnecting from DIALs server 180
diskette 19, 121

distributed systems 303

distribution and change control requests 14
distribution client 97

Distribution Command Line icon 59
distribution configuration notebook 61, 63
distribution configuration window 47
distribution target 98

DLL 221

DNS 144, 275

DNS server 275

docking station 43, 55

domain 191, 256

domain address 70, 85

domain name 144, 285

domain name server 146

Domain Name Services (DNS) 275
DoOSCmd.java 344

dotted decimal IP address 146

downtime 302

drive letter 215

duration 107, 210

duration time 39

dynamic change file 230

Dynamic Domain Name Services (DDNS) 275
dynamic environment 275

dynamic group 239

Dynamic Host Configuration Protocol (DHCP) 275
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E
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end user 327
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example audit log
EXECUTE function

313
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getty process 137
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graphical user interface 327
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H

hand-held computer 301
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Hayes AT command string 184
Hayes compatible 156

Hayes standard 183

head office 326, 328
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Help.java 349
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hosts 146

Hotel application xviii, 328, 333
hotel room 202

HOTEL.CFG 330, 350
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IBM DatagLANce 315
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import 122, 127
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install 122, 330
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installation target 234
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internal components (Mobile Client) 16
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Internet 53, 297
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Java Development Kit for OS/2 333
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Java runtime 334

Java support 328
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L
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LAN bandwidth 254
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LAN Distance client 309

LAN Distance server 309
LAPS 44

laptop 3, 116, 131, 234, 301
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link 131
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local drive 221
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log file 227
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PPP client 132

PPP link 133

PPP process 132

PPP radio button 143

PPP server 132

PPP sub-system 133

PPP tasks 132

pppuser 141, 313

pre-requisite 228

pre-requisite checking 35, 223
preparation client 97

PREREQ keyword 219

price list 116, 326, 330
procedure 16, 249

product type 94

productivity 301

profile 313

Index
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Program Manager (Windows NT) 153
protocol definition 191
protocol stack 132
protocol type 194
proxy 297

proxy server 277

PTF 190

pub directory 333
Pull mode 68, 84
purchase costs 301
push 98

push mode 15, 68, 84
PW1118.EXE 55

Q

queue 106
queues 15
QUEUES directory 124

R

radio button 334

range of addresses 293
range of IP addresses 297
RAS 153

re-dial 191

read-only 215

read-write 215

reboot 22, 35, 118, 226
receive data light 137
redirected drives 215
redirected install 218
Refresh 94

regular updates 326

remote LAN access 166
remote request queue 15
remove 25, 109, 208, 330
rename client 60

rename server 60

report 16, 26, 208

reports 330

repository 10, 15, 109
repository (Mobile Client) 17
request 14, 225

request database 14, 15
request database (Mobile Client) 17
request handler 14, 26
request validation 35
requirements 304

resolve host names 174
resolve hostname 162
response file 49, 169, 215, 218, 221
reverse name resolution 286
REXX 215, 228, 305

root 92, 97, 209, 353
routetab 256

RS/6000 134, 185, 198
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RS/6000 notebook 353
RS232 135, 186

RTS 136

rts (flow control) 188

sl 135
sa0 187
sal 187

SALES.PRICELIST.JAN97.REF.1.US 117

scheduler 14, 26
SD40S2IMAGES 45, 50
SD4Wa3linstall 56
SD4WNT95 77
SDISTCLT.RSP 50
security 162

security exposure 314
security issues 308, 313
security loophole 314
security policy 313
security problems 299
send request 33
sensitive data 316
Serial Line IP (SLIP) 132
serial port 134

serial port 1 134, 185
serial port 2 185
SERVER 184

server database 26
server definition 37
server logon 92

server name 57, 70, 85
setting up the environment 39

setting up the Software Distribution for OS/2

server 67
setting up the Windows NT client 76
setup program 77
SHARE_A 224
SHARE_B 224
SHARE.EXE 56, 58
shared signon 314
shell script 247
short name (group) 240
Shuttle option 309
shuttle options 168
Shuttle to REMOTE icon 169
simple scenarios 87
simultaneous connections 181, 198
site specific menu system 327
skills 305
SLIP 132
slow line 353
slow link 221
SMIT 185, 353
SNA address 63
sniffing 315
socks server 297



SOFTDISTSWPRO 96
Software Distribution for AIX xvii
Software Distribution for AIX 3.1.3 3

Software Distribution for AIX server 74, 219, 278

Software Distribution for OS/2  xvii, 43
Software Distribution for 0S/2 3.1.3 3
Software Distribution for OS/2 folder 91, 103
Software Distribution for OS/2 server 43, 55
Software Distribution for Windows NT 3.1.3 3
software inventory 45

software level 94

software requirements 74, 77

solution design 304

source code 328, 333

source directory 215

source files 215

speed 134, 221

splash screen 328

spoofing 315

staging server 113

stand alone application 18

standard client xviii, 16

standard install 230

standard installation 304

standard LAN 310

Start TME 10 Distribution Mobile Client icon
starting remote IP address 140

startup messages 199

STARTUP.CMD 183

static group 239

static IP address 277

status 106, 128, 129

status symbol 301

stop bit 134, 183

Stop TME 10 Distribution Mobile Client icon 63

strictly peer based 132

STS 256

STS connection file 256

STTY login attributes 136

STTY logmodes 136

submitting the install request 103
subnet 140

subnet mask 140, 275

support costs 301, 304

support hours 305

support team 305

supported platforms 4

sydney 277

synchronization 24, 29, 34, 36, 38, 200
synchronizing the databases 25
system date 226

system name 47, 63, 75

systems management 304
SystemView 3

T
TAK 316
tape 19
tar 334
tar file 333
target 15
Target Access Key (TAK) 316
target address 69, 79, 85
target configuration 23
target configuration database 36
target database 15, 17, 260
target definition 17, 64
target definitions 26
target history 129
target mode 84
target OS 70
target type 69, 125
TCP headers 132
Tcp_Name 79
TCP/IP 45, 62, 77, 131
TCP/IP folder 142, 280
TCP/IP hostname 47, 61
TCP/IP port 61
telephone connection 202
telephone costs 203
telephone line 134
telephone number 138, 184
terminal logon 132
terminal program 133
terminal window 132
text file 334
theft 313
ThinkPad 55, 138, 301
tight systems management 301
timely installation 3
timeout 221
Tivoli Management Environment 3
Tivoli Management Framework 3
Tivoli TME 3.0 3
Tivoli/Courier 3
Tivoli/IBM 3
TME 10 3
TME 10 Distribution Mobile Client icon 61
TME 10 Roadmap 3
TME 10 SD Client (3.1.3) SW Preparation icon
TME 10 Software Distribution xvii, 3
TME 10 Software Distribution commands
addpm 128, 237
addtg 70, 86
bld 117, 207, 220, 224, 225, 237, 242
CIDMOUNT 215
CIDUMNT 215

91

connect 20, 22, 28, 34, 36, 107, 109, 110, 117, 177,

200, 207, 210, 225, 295, 328
delrq 197
deltg 64, 198
disconnect 107, 111
echo 189
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TME 10 Software Distribution commands (continued)
exp 126
FNDDBINI 124
FNDINV 175
imp 128
inst 28, 33, 101, 106, 115, 117, 128, 207, 211, 220,
225, 238, 330
inv 65, 66, 177, 204
Iscm 128, 208
Isqg 209
Isrq 178, 197
Istg 60, 81, 178, 196, 237, 293
NVDMGI 98, 103, 358
rem 112, 208
send 25, 33, 117, 211, 225, 330
smit ppp 139
start 64, 118, 124, 128, 174, 199, 209, 212, 293,
358
stattg 107, 177, 200
stop 64, 123, 128, 209, 212
svr 22, 59, 125, 210
svr myself 22, 128, 208
trace 368
troff 66, 367
tron 66, 367
updem 19, 129
updtg 65, 195, 196
TME 10 Software Distribution icon 98, 103
TME 10 Software Distribution user ID 315
TMF 3
token 265
token value 237
token-ring 44, 53, 77, 131
trace 367
traditional DNS server 278
transmission controller 14
transmit data light 137
transparent access 166
Trg_Addr 79
trgcfg 356
Trojan Horse program 316
TTY 185
TTY logins 138
TTY port 133, 187
tty0 136, 187
ttyl 189, 205

U

UICFG directory 124
uninstall 25, 208
UNIX 305

unmount 215

unzip 333

update 122
upgrade 303

user account 309
user exit 317
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user exits 313

user ID 152, 161, 171, 209, 218
user input 221, 334

user profile (PPP) 141

userid 92, 97, 98

uses for a mobile client 5
using plans 238

Vv

Van Jacobsen Header Compression
variable 265

version 94

version field 223

virtual COM port 2 168

virtual link 132

Visual Basic 153

wW

WAN 253

WAN bandwidth 254
Warp Connect 133
Warp Server 133
web browser 54
WebExplorer 54
well-known port 275
WIN.INI 364

Win32s support 52
WIN95 153

window elements 334
Windows 4, 301
Windows 3.1 41, 52, 56, 363

Windows 95 4, 41, 73, 131, 138, 147, 297, 325

Windows 95/NT 333

Windows NT 4, 41, 73, 76, 87, 131, 147, 297, 325

Windows NT 3.51 Server 153
Windows NT 4.0 Workstation 153
Windows NT desktop 79, 148
Windows NT service 80
Windows NT services 81
Windows Program Manager 56
Windows run statement 58
Windows Setup 148
WINDOWS_NT 85

Winsock 53

WordPro 239

work area 29

WORK directory 124

World Wide Web 297
Wrkst_Name 79

X-Windows 254
xon (flow control) 188
XYZ Company 325

132



Z

ZIP 333
ZIP file 333
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