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Preface

This redbook provides information about building Internet Service Provider (ISP)
functionality. It focuses on the technical areas that a business should be aware
of when considering providing ISP services. The redbook includes information
on the services and procedures needed to connect to the Internet backbone and
the hardware choices not only on the connection point but also acting as several
function servers on the network. Management concepts and procedures are
included in areas line security, accounting and network management.

When providing a service on an ISP it is also important to know the technical
support needed for some Internet applications. This redbook gives information
on how to support these applications, which include electronic commerce,
E-mail, multimedia objects manipulation and server hosting, such as HTTP, FTP
and CHAT servers.

When building an ISP it is very important to know the security threats and how to
avoid them in different Internet applications. The redbook outlines those threats
and describes a security policy needed to prevent them, including firewall,
physical security, cryptography, connection security and server security.

The redbook also details capacity planning procedures in different ISP services
and resources, with descriptions on bandwidth allocation and the hardware size
needed, telephone lines provisioning, server sizes and considerations on future
planning and staffing.

The appendix gives a detailed technical description of the IBM solution for the
ISPs, including not only the hardware and software needed but also a full set of
services available through IBM.

This redbook will be helpful for anyone considering building, designing or
implementing ISP services. It will help readers to make an informed decision
about establishing an ISP. The information presented here is primarily technical
in nature and does not cover the financial or legal aspects of running an ISP. It
identifies IBM solutions where available and, in some cases, solutions available
from other sources. General knowledge of the Internet and networking is
assumed.

The Team That Wrote This Redbook

This redbook was produced by a team of specialists from around the world
working at the Systems Management and Networking ITSO Center, Raleigh.

Ricardo Haragutchi is a Senior ITSO Specialist for Networking, Internet and
Multimedia at the Systems Management and Networking ITSO Center, Raleigh.
He holds a Bachelors of Science degree in Electrical Engineering from Escola
Politecnica in Sao Paulo University. He writes extensively and teaches IBM
classes worldwide on such areas as routing, remote access, and Internet
environment. Before joining the ITSO two years ago, Ricardo worked in the Field
Systems Center (FSC) in IBM Brazil as a Senior System Engineer.

Cristina Canto is an Assessor System Specialist in Brazil. She has worked for
IBM Brazil for five years. She holds a degree in Computer Science from the
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Chapter 1.

Introduction

An Internet Service Provider (ISP) is a company that has access to the Internet
and sells this ability to connect to the Internet to members of the general public.
There are various ways that a provider can be connected to the Internet;
normally a provider will be connected with some type of telecommunication line
that provides a much higher throughput than any one individual would need or
could afford. This throughput and cost are then “shared” by all subscribers.

An Internet Service Provider is not the same as an Information Service. At one
time it was easy to distinguish between an Internet Service Provider and an
information service, such as Compuserve or America On-Line (AOL). These
services provided access to their own network, and sometimes even allowed
e-mail to be sent to other networks. However, these types of information
services are becoming more and more entwined with the Internet and also
almost all now provide the ability to directly access the Internet. They advertise
as being Internet Service Providers and provide services such as News, WWW
and even Chat. These information services have seen the increased
opportunities available in being an Internet Service Provider.

The first and most popular service provided by Internet Service Providers is
e-mail. Initially it was considered sufficient to just provide e-mail access.
Nowadays, e-mail is considered to be the absolute minimum service that an ISP
should provide. The services that are now available range from basic e-mail to
a full-fledged company presence on the Internet including a home page, product
catalogs and secure online ordering, as well as customer support with real-time
audio and video.

As the Internet was beginning to become popular relatively few people had the
necessary hardware to access these services. To access the services properly
you need a Transmission Control Protocol/Internet Protocol (TCP/IP) network
connection. Initially this type of connection was only available on platforms
running UNIX. In the meantime, however, this type of connection is available on
almost all major operating systems, from Microsoft Windows to IBM's OS390.

1.1 Sample Network Design for an ISP

Figure 1 on page 2 shows an example of a network design for an Internet
Service Provider (ISP). Basically this design consists of servers running
software that provide various services. It also includes routers that provide
connectivity to the Internet and dial-in access for remote users.

[0 Copyright IBM Corp. 1997
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Router

Access

Server
Administration

Figure 1. Example Network Design for an Internet Service Provider

Implementing a network such as this for an ISP requires many decisions among
the various platforms, hardware, software and connectivity options. This
redbook is intended to assist in this decision making process. It does not
provide all the information that you need in every instance, but addresses all
important topics and provides assistance in obtaining further information.
Choosing server hardware is discussed in Chapter 3, “Server Hardware
Platforms” on page 107. Various services that can be provided by an ISP are
discussed in Chapter 4, “Internet Services” on page 133. Selecting the
connection to the Internet and the hardware to implement it is discussed in
Chapter 2, “Connectivity” on page 5.

A decision to establish an ISP is usually a financial decision; either it is seen as
an opportunity to make money or to save money that is currently being paid to
another ISP. To protect your investment and ensure that an ISP continues to
meet its financial expectations it must be properly managed. Management of the
ISP is discussed in Chapter 5, “Management” on page 139 and various means
to earn money and perform financial transactions on the Internet is discussed in
Chapter 6, “Electronic Commerce” on page 159. Various tools that are
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available to assist in providing services on the Internet are discussed in
Chapter 7, “Tools” on page 179.

Finally, to complete the items that need to be considered when establishing an
ISP, security is discussed in Chapter 8, “Internet Security” on page 193 and
capacity planning is discussed in Chapter 9, “Capacity Planning” on page 267.
Although each of these topics is addressed in its own chapter, these topics are
highly interrelated. We recommend that you initially read this redbook in its
entirety. After an initial reading, chapters can be referred to for specific
information.

Chapter 1. Introduction 3
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Chapter 2. Connectivity

This chapter describes the networking connections an ISP needs in order to
provide Internet access services to its customers. It contains information related
to both the Internet backbone and client connections.

We begin by examining the Internet topology to show the way an ISP is located
within this network.

2.1 Internet Topology

The Internet consists of high-speed circuits connecting routers that transmit data
through Transmission Control Protocol/Internet Protocol (TCP/IP). It doesn't
belong to only one group, company or country. All the different parts belong to
several organizations, but the Net itself doesn't belong to anyone.

The circuits are maintained by large telecommunications companies in each
country such as MCI, Sprint, Worldcomm in the USA and Embratel in Brazil. The
national ISPs, such as IGN, lease high-speed circuits from the
telecommunications companies to be connected in their Points Of Presence
(POPs - not to be confused with the POP mail protocol) through routers. In this
way they have access to the Network Access Points (NAPs) where they can
exchange routes and traffic, shuffling information from one machine to another.
The largest NAPs are connected by very high-speed data circuits, often between
45 and 144 Mbps.

Regional and local ISPs purchase connections from these national ISPs or, in
some cases, directly from the large telecommunications companies.
Consequently they can offer Internet access and services to their customers.

Therefore, as the Internet backbone is really made up of several complex
backbones that are joined at the various NAPs, you won't be able to be
connected directly to the Internet. This is not the way it works.

You will need a TCP/IP network connection to another Internet provider that is
already connected to the Internet. It can be a national ISP or another ISP. The
ISPs who offer this type of service are usually called Internet backbone providers
or upstream providers.

This upstream connection gives the ISP and its customers access to the Internet
backbone. The customers links to the ISP, however, are called downstream
connections.

The terms upstream and downstream are used when discussing connections
from an ISP to other sites, where upstream circuits route data closer to the
Internet core while downstream connections refer to those that route information
further away from it. Another way of looking at it is that an ISP pays for
upstream links and charges for downstream links.

Figure 2 on page 6 shows a sample network design with ISP connections to the
Internet backbone and to its customers.
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Figure 2. Example of Upstream/Downstream Internet Connections for an ISP

2.2

6

Internet Backbone Connection

Connecting an ISP to the Internet backbone requires several steps, including
identifying the organization that is going to provide the Internet access, choosing
the technology and network hardware that will be used in the connection, and
getting the domain and IP address.

The Technical Side of Being an Internet Service Provider



This soft copy for use by IBM employees only.

2.2.1 Upstream Provider

Choosing an upstream provider is one of your most critical decisions. You have
to choose circuits that are going to connect you and your customers to the
Internet. The capability, performance and reliability of these circuits are
important. However, as they represent a major expense, they must be chosen
carefully.

Buying an Internet connection is a lot like buying a computer. Just as when you
are buying a computer, your choice of an Internet service provider should be
driven by your intended use. If you are looking for minimum cost, you might
seek out the lowest-priced system in the back of a magazine or even assemble
something yourself from parts bought at a flea market. There are some low-cost
IP service suppliers who claim to be just as good as the others, but may not be
in business next year to prove it. Since you are buying something your business
will depend on, this is not the wisest choice. If you make the arrangements with
a backbone provider whose connections are small or bad, your customer base
will know it. They will feel it when using your service.

It also doesn’t mean that buying the most expensive solution is going to be the
best choice, supporting the theory that you get what you pay for. You should
analyze the options you have carefully, paying attention to the different services,
price structures, peak bandwidth limitations, personal service quality and
geographical constraints.

Some topics you need to think about when evaluating upstream providers are:
Network Topology

This is one of the most important criteria to consider when choosing a
provider. Looking at the network topology can help you understand how
vulnerable the network is to outages, how much capacity is available when
the network is loaded more heavily than usual, and the most important, how
well the provider understands network engineering.

Network Link Speeds

It is important to look closely at the speeds of the backbone links. To be
able to do that, you should consider what kind of link services you are going
to provide to your customers in order to size your needs. Do you intend to
be an upstream provider to other ISPs or to just have dial-up customers?

Another point to understand is that your network connection can only be as
fast as the slowest link in the path. It doesn't matter if the node you will be
connected to is a T3 if the link between you and it will be only 56 kbps. The
limit will be the 56 kbps link, not how much capacity the T3 node has.

On the other hand, if the provider only has 256 kbps to its upstream
connection, there is no sense buying a T1 from it.

Don't forget to ask if the topology you are being shown is operational now.
Some providers like to show links that are not operational as part of their
backbone infrastructure. It is also important not to be confused between the
press release about a new high-speed network link and that link actually
being operational.

External Network Links

Take a look at the external links of each provider's backbone. Do they have
a single connection to the rest of the world? This is a potential single point
of failure. Look for multiple, direct connections to other network providers.
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The more of these connections, the better. This shows that the provider is
concerned about external connectivity and does not want to be dependent on
some third party for interconnection. If they have a single connection to the
outside world, ask them how often it fails and how long they usually are
isolated. If they can’t give you these statistics, are they managing their own
network well enough to manage yours?

One extremely important point is how far it is from the high-speed data
circuits. The performance and throughput for your customers will be related
to how close you are to the major NAP circuits.

Upgrades can also be difficult if you are far from the backbone circuits. Even
if you start small, you'll eventually want to increase your bandwidth. And
changing your provider incurs considerable costs, both in changing IP
addresses (in most cases) and the work time to complete the task.

Location

You must consider if you can connect to high-speed backbones for a
reasonable cost. The POPs locations the upstream provider offers to you are
extremely relevant. The distance from your office location to the nearest
POP can make or break your business, due to the varying level of circuit
availability and bandwidth costs.

In the former, there are some areas where there are very long lead times for
a new specific circuit.

In the latter, the provider requires that you buy the local loop segment that is
going to make the connection between your company office to its closest
POP. You will have to buy this directly or indirectly from one of the
telephone companies serving your local area. The local loop charges are
often the highest costs in the communications chain. So pay attention to the
whole solution cost, which must include the local loop and the service
provider fee.

Technology

The technology being used to operate the network is also critically important.
Today, there is a great deal of commercial quality router, switch and modem
technology available from companies whose business it is to make that
equipment.

Sometimes a provider can have a bad case of the not invented here
syndrome. This is a sure sign of long-term problems. Any provider still
relying on their own internally developed equipment is doing you a
disservice. You deserve the benefits of leading-edge production technology,
not aging hardware that has been contorted into a use never intended by its
designers.

Remember, you are buying a service. The provider of this service should be
using the best available technology to deliver this service.

Technical Staff

Another aspect to consider when choosing a provider is the quality of its
technical staff. They are the ones who will get your connection running to
begin with and then keep it and the network running in the future. They have
to be experienced in TCP/IP data networking.

Make sure the provider has adequate staffing to cover the usual situations.
If they send people to trade shows for a week, how many people are back at
the office running things and how skilled are they? Find out what their
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technical staff turnover is. If people are leaving, find out why and who is left
to keep your connection operational. Many suppliers of service have single
points of failure in their staff capacity as well.

Help Desk Infrastructure

Check out their help desk infrastructure. It should be 24x7 (24 hours a day
and 7 days a week) staffed by at least one person, including nights,
weekends and holidays. Make sure that they will have someone capable of
dealing with your problem and not someone who will just answer the phone
all the time.

Organization

Find out how long the company has been in the IP business. Try to
determine if they are going to be in business for the long run. Quality
networks are not built on a small budget. The pricing may look attractive
now, but the passage of time often reveals hidden costs and price increases,
the greatest of which can be having to switch providers.

Another way of getting good information is by talking to other ISPs. You can
try looking up their information in some Internet forums. If you don't find
anything about whose backbone providers to use, at least you will find
whose you should not.

Full Range of Services

Does your provider have a full range of services or is it just filling a niche? |If
you need to increase or decrease your service level, will you need to switch
providers?

2.2.2 Access Technologies

There is a wide variety of data circuit technology choices to connect an ISP to an
upstream provider. They vary from dial-up to leased lines, ISDN, frame relay,
ATM, satellite and cable modem as well many others.

Because there are so many options, we describe the access technologies most
commonly used.

Most ISPs use two types of available circuits: point-to-point and shared physical
networks.

In the point-to-point connection we can find two distinct physical terminations for
the link, meaning its physically connected through wires. The most often used
links are leased lines, from 56 kbps to T3 circuits.

In the shared network, the connection is divided among several customers and
the circuit disappears into a cloud. In this topic we discuss the frame relay
technology.

—— Important

Whatever technology you use, both you and your upstream provider must
have the same network strategy. This means that the methods of exchanging
data must be compatible on both sides.
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2.2.2.1 Leased Lines

Leased lines (also called dedicated lines) are the most common way to connect
an ISP environment to the upstream provider. Here you have a private network
between you and your provider, available through twisted-pair copper wires
between the two points.

Dedicated lines are stable and reliable, and in some countries you can get very
cheap high-speed channels. However, as the connection is always open and
available for you, you will have to pay the full utilization of the circuit. The cost
of the connection depends on the distance between the two linked points as well.
Although this may not make much difference when the connection stays in the
same city, large increases can occur if your connection travels through other
exchanges. Despite the differences between the providers, the nearer the POP,
the better.

The bandwidth rates vary with the type of connection you will need, from
low-speed to high-speed circuits.

Although there are many different kinds of leased connections and they can vary
depending on the country, the most popular speed and standards are as follows:

56 kbps

This is an entry point for dedicated circuits and is called Dataphone Digital
Service (DDS). It is a digital phone-line connection capable of carrying
56,000 bps.

At this speed, a megabyte will take about three minutes to transfer. This is
3.7 times as fast as a 14,400 bps modem.

64 kbps

This is also a digital phone-line connection capable of carrying 64,000 bps.
At this basic speed rate a megabyte will take about two minutes to transfer.
This is 4.4 times as fast as a 14,400 bps modem.

It is also called DSO (that means Data Speed 0, Digital Service 0 or Digital
Signal 0, depending on the reference book).

Fractional T1

A fractional T1 (FT1 or FracT1l) is a subchannel of a full T1 channel, which is
a percentage use of the available data channel.

