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Preface
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components that make up an operating system are analyzed: Operating
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graphic support, storage management, security, performance monitoring,
networking, scalability, and high availability. This redbook is not a technical
comparison of the relative strengths and weaknesses of the products; it is,
rather, more of a functional analysis.
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engeneering from Politecnico of Milano. His areas of expertise include AIX
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Bachelor of Science degree in Computer Science and has worked at IBM for
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Chapter 1. Introduction

The objective of this document is to help readers understand the differences
between AlIX Version 4.3 and Windows 2000. It is mainly aimed at AlX or
UNIX people who have a technical background and want to understand
Windows 2000. It provides a side-by-side objective description of both
operating systems, which is designed to show how the same task is
performed differently by each operating system.

This document is not designed to be a comparison that highlights the
strengths and weaknesses of each product, merely their differences. By
describing the different components of these two operating systems
side-by-side, we expect that AIX or UNIX people will understand Windows
2000 and be able to determine the environment for which it is best suited. On
the other hand, we think that people coming from the PC environment will be
able to understand AIX and determine the environment for which it is best
suited.

Although applications are extremely important in a decision-making process,
the operating system on which these applications are running is not entirely
transparent. Each operating system will require specific skills and knowledge,
especially in terms of systems management. This is why we think it is very
important to also consider the operating system’s features and characteristics
that are going to be deployed.

In this redbook, the main components of an operating system, such as its
architecture design and features, packaging, open standards compliance,
user interface and graphics support, security, storage management, base
operating systems management, performance management, and networking
features, are covered.

Functions are extremely important, but you should not forget that a function
must also be tested in a real production environment. This redbook
addresses reliability, performance, and scalability issues more from a
theoretical perspective than from a production perspective. These issues are
extremely critical in a production environment and should be carefully
considered.

Note that this book relates to AIX Version 4.3, which is the latest version of
AlIX, and to Windows 2000, which is the new business operating system from
Microsoft.
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Chapter 2. Operating system concepts

The purpose of this chapter is to introduce some concepts in the operating
system design area. There are several ways to structure and organize an
operating system. A description of different operating system models will
follow shortly.

All these operating systems have one thing in common: They all run tasks in
user mode and kernel mode. Tasks that run in kernel mode can access
system hardware and system data. Only specific codes are able to run in
kernel mode. Applications usually run in user mode.

2.1 Monolithic model

When designing an operating system, one approach is to build a monolithic
structure. This approach was used in MS-DOS or early UNIX systems. In this
approach, the system consists of functions or procedures that can call any
other procedure. The system is not modular enough to easily allow updating
of one procedure without updating others. Also, since the bulk of the
operating system code runs in the same memory space, it is possible for a
component of the operating system to corrupt data being used by other
components. Maintenance of such an operating system is also very difficult.
Figure 1 on page 4 shows a monolithic operating system.

© Copyright IBM Corp. 2000 3



Application Program User Mode

System Services Kernel Mode

A \

/ /

\ ) Operating System
Q’\ / Procedures

;

Hardware

A;mA »
A;(LA »

Figure 1. Monolithic operating system

2.2 Layered model

Another way of structuring an operating system is to organize it into layers of
code. Code in any particular layer only calls code in lower layers. The higher
layer of code only has access to the lower-level interfaces and data
structures.

Commands are only passed down to the lower layers, not upward. The
advantages of such a hierarchical structure are easy maintenance and
debugging.

Maintenance is easier because one entire layer can be replaced without
affecting the other layers. Also, each layer can be traced and debugged from
the bottom up until the system works correctly. Figure 2 on page 5 shows a
picture of a layered operating system:
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Figure 2. Layered operating system

2.3 Microkernel

In a traditional operating system, operating system services, such as process
management, virtual memory management, network management, file
system services, and device management, are built into the kernel. The result
is that the operating system is difficult to enhance and difficult to port to a
different hardware platform.

A microkernel provides only the basic operating system services, such as
task and thread management, interprocess communication, virtual memory
services, input/output (1/0) and interrupt services. These services are made
available to the user-level tasks through a set of microkernel interface
functions.

Services, such as file systems, network services, and device drivers, operate
outside the microkernel as user-level servers. This makes the kernel smaller.
A microkernel also provides a clean separation of machine-dependent and
machine-independent code; it is easily portable to a different hardware
platform.
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Machine-dependent and device-dependent code is located in the
microkernel.

Also, in such a design, device drivers operate at the user process level above
the kernel. This means device drivers can be developed and debugged just
like user programs. This also increases portability to another hardware
platform.

2.4 Client/server model

6

In this model, the operating system is divided into several processes. Each
process implements a single set of services, such as memory services,
process creation services, or processor scheduling services. These server
processes run in user mode while waiting for client requests. Clients can be
other operating system components or application programs. Clients request
services by sending a message to the server. The operating system kernel
running in kernel mode delivers the message to the server that performs the
operation. Then, the kernel sends the results back to the client in another
message.

In this approach, the operating system components can be small. Also, since
each server runs in a separate user-mode process, a single server can fail
without crashing the rest of the operating system. Figure 3 depicts the
client/server operating system model:
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Chapter 3. Operating system architecture

The purpose of this chapter is to give an overview of AIX Version 4.3 and
Windows 2000 architecture and design. The history section of this
introduction will help you understand the design choices of these operating
systems.

3.1 AIX architecture

It is well beyond the scope of this book to completely explain the entire AIX
architecture and kernel in great detail. Instead, the topic will be discussed at
the component level.

3.1.1 History

AIX (Advanced Interactive eXecutive) can trace its roots to the early days of
UNIX, as far back as the late 1960s. However, the first IBM venture into a
UNIX-like operating system began in the early 1980s with IX (Interactive
eXecutive). That was followed in 1985 by AIX on the RT (RISC Technology).
While AIX on the RT was never considered a stellar success, it did provide
many of the basic UNIX functions. Although originally based upon AT&T’ s
System V.2, AIX has evolved by adopting many characteristics from later
versions of UNIX, such as the BSD (Berkeley Software Distribution) version,
the OSF/1 version, and the Open Software Foundation (OSF, now Open
Group), of which IBM was a founding member.

The other primary ancestor that AlX can claim is IBM experience in
enterprise computing including PC, midrange, and even mainframe systems.
IBM has integrated its collective experience in the business computing market
and vast knowledge gained from its scientific research groups to produce a
truly industrial-strength UNIX.

However, these ancestral roots are further enhanced by the IBM commitment
to open standards. IBM has been an active participant in developing and
adopting the latest open standards as they evolve from many standards
bodies.

It has been said that UNIX was written by programmers for programmers.
This accounts for why UNIX was slow to be accepted into mainstream
business environments. While it was well suited to application development
(whose users were sophisticated and knowledgeable programmers), it was
difficult for more casual users to understand and control. UNIX systems
required in-depth understanding and highly technical maintenance to install
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and upgrade. IBM has been highly successful in maturing AlX into a reliable
and robust operating system, not only for skilled programmers but also for
demanding business tasks.

3.1.2 Architecture description

10

The AIX operating system is a layered operating system. In a layered
operating system, particular system functions are thought of as belonging to
a specific layer or level of the total system. Each layer can only communicate
with an adjoining layer through a predefined mechanism. This layering
simplifies the design process and allows for simplified debugging because
you only concentrate your focus on one layer at a time. In addition, a specific
layer of the operating system can be added, upgraded, or completely
replaced with another layer without having to rewrite existing layers.

The addition of the Platform Abstraction Layer (PAL), added in AIX Version
4.2, is a good example of the ability to add layers to an existing operating
system.

With the release of AIX Version 4.3 came 64-bit computing. With a number of
models in the RS/6000 range now using 64-bit processors, AIX Version 4.3 is
fully capable of running both 32-bit and 64-bit applications seamlessly.

3.1.2.1 64-bit computing

It is important to note that the 64-bit execution environment for application
processes is an upward-compatible addition to AIX capability, not a
replacement for the existing 32-bit function. The design IBM chose for 64-bit
AlIX allows existing 32-bit applications to run with 64-bit applications with no
changes, thus, protecting the investment users have made in their current
applications. Users can take advantage of the features of 64-bit AIX when
business needs dictate.

Generally, the AIX 4.3 kernel remains 32-bit, and only selected parts, such as
the Virtual Memory Manager, are upgraded to be aware of the 64-bit address
space. This means that the number of AIX kernels remains two (uniprocessor
and multiprocessor).

While there is no formal definition of 64-bit computing, it is distinguished from
32-bit computing by the following:

* Large file support - This ability to address data in fields larger than 2 GB
requires that a program be able to specify file offsets larger than a 32-bit
number. This capability is generally considered to be a 64-bit function,
even though it does not require 64-bit hardware support. AIX Version 4.2
provided this capability for 32-bit programs, and AlX Version 4.3 provides

AIX V4.3 and Windows 2000, Side by Side



it for 64-bit programs as well. Since it does not depend on 64-bit hardware,
this function can be used on any RS/6000 system running the appropriate
release of AlX.

* Very large memory support - The new dimension of scalability
introduced by 64-bit technology is the opportunity for some programs to
keep very large amounts of data in memory, both resident in physical
memory and accessible in their 64-bit virtual memory address space.

e Large application virtual address space - In 32-bit systems, an
individual program, or process, may, typically, have between 2 GB and 4
GB of virtual address space for its own use to contain instructions and
data. With 64-bit computing, applications may run in a 64-bit address
space, where an individual program’s addressability becomes measured in
terabytes (TB).

* 64-bit integer computation, using hardware with 64-bit general
purpose registers - Native 64-bit integer computation is provided by
64-bit hardware and is utilized by programs computing on 64-bit data
types. While there are some applications that need to do computation on
integer numbers larger than 232 the key benefits of this capability are in
performing arithmetic operations on pointers in 64-bit programs. Floating
point computation already includes 64-bit precision on all RS/6000
systems.

At this stage, it is not a requirement of 64-bit computing that 64-bit hardware
be utilized.

For more information on the RS/6000 64-bit technology, see the white paper
entitled The RS/6000 64-bit Solution online at:

http://www.rs6000.ibm.com/resource/technology/64bit6.html

Or, for a more detailed explanation of what has changed in AIX to enable
64-bit computing, see the chapter on 64-bit Enablement in the AIX V4.3
Differences Guide, SG24-2014, or AIX 64-bit Performance in Focus,
SG24-5103.

3.1.2.2 The AIX Version 4 kernel

At the very heart of the AlX operating system is the AIX kernel. The AIX
kernel provides the ability to share system resources simultaneously among
many processes or threads and users. The most important resources that the
kernel manages on the computer are the processor(s) (CPUs), memory, and
devices. By careful design, the kernel is preemptable and pageable, yet it is
also dynamic and extendable.
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Preemptable

The kernel can be in the middle of a system call and be preempted. This
preemption could cause a context switch that causes an entirely new thread
of execution inside the kernel. Threads are assigned a priority by the kernel
that the kernel can adjust based on certain factors, such as the length of time
the thread has been running. Preemptability allows the kernel to respond to
real-time processes much faster than other operating systems.

In a preemptable kernel, a higher-priority thread that becomes runnable may
preempt a low-priority thread even though it is executing kernel code. Device
drivers and other interrupts can preempt processes in kernel mode, but, upon
its return from the interrupt, the preempted process retains control of the
CPU. In contrast, processes in user mode are always preemptable. Upon its
return from an interrupt, the kernel decides which process should run next,
based on priority.

Pageable (demand paging)

A pageable kernel means that only those parts of the kernel that are actually
being used or referenced are kept in physical memory. Kernel pages that
have not been used recently can be paged out. Some parts of the kernel do
not get paged out. Instead, they are pinned. An example of pinned kernel
code is the interrupt processing section of the device drivers.

The kernel utilizes a pager daemon to keep a pool of physical pages free. It
uses a Least Recently Used (LRU) algorithm. If the number of pages
available goes below a high-watermark threshold, the pager frees the oldest
LRU pages until a low-watermark threshold is reached.

In other operating systems, including some UNIX variants, the entire kernel
must be loaded and pinned into memory. This feature acquires more
significance when you consider that AIX functionality can be dynamically
extended using kernel extensions. Therefore, while the AIX kernel may tend
to be larger than other kernels, due in part to user-added functions through
kernel extensions, it usually requires less physical memory to actually run.

Dynamic

In AIX, kernel extensions can be added and deleted to/from the kernel on-the-
fly, as needed. This allows an administrator to add new device drivers, file
systems, and other kernel code at any time without having to recompile the
kernel. Since recompiling the kernel is not required, rebooting the system is
not normally required in order to make changes take effect.
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Extendable

Kernel extensions are dynamically loadable in AIX. These extensions allow
programs direct access to kernel resources for better performance. A system
programmer can add new services in AIX by making use of the defined kernel
extension types. These extension types, often referred to as hooks, can be
divided into four categories:

* Device drivers
* System calls
e Virtual file systems

* Kernel extension and device driver management routines

When properly coded, kernel extensions add extensibility, configurability, and
ease of system administration to AlX.

This combination of features allows the AlX kernel to be highly scalable, from
the smallest of the PowerPC processors to the largest Scalable
POWERparallel (SP) systems. Yet, it also allows for the fine tuning of an
operating environment.

On 64-bit systems, the AlX Version 4.3 kernel supports both 32-bit and 64-bit
application virtual address spaces. An application address space is set up
automatically, based on the type of program being run. The kernel also
provides equal access to the system services from both types of processes.
The default behavior favors 32-bit binary compatibility. In the few instances
where new 64-bit applications may not coexist transparently, the kernel
provides extended infrastructure to kernel extensions and device drivers.
Kernel extensions that are part of AlX Version 4.3 support both 32-bit and
64-bit processes.

There have been enhancements to the most recent release of AlX Version 4.3
(Version 4.3.3 was released on September 13, 1999) that allow for 24-way
SMP performance and 64 GB real memory support. This is in keeping with
the RS/6000 model S80, which was released at the same time and is capable
of both of these enhancements.

AIX Version 4.3 conforms to the Portable Operating System Interface for
Computer Environments (POSIX) IEEE 1003.1-1996 and complies with the
IBM Open Blueprint client/server computing model and several other open
systems standards (for details, see Section 4.3, “AIX V4.3 Open Systems
Standards compliance” on page 36). AlIX Version 4.3 was the first to receive
X/Open’s UNIX 98 brand from the X/Open.
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3.1.2.3 Modes of operation (execution modes)

There are basically two modes of operation in the AIX operating system:
Applications and user programs run in user mode. Kernel processes, on the
other hand, operate in kernel mode.

In user mode, programs have limited access to kernel data and global
structures, but kernel mode has unlimited access to these and other functions
including additional instructions/commands. For example, kernel extensions
run in the kernel mode, and user applications tend to run in the user mode.

The receipt of an interrupt can cause a process or thread running in user
mode to change to the supervisor state in order to handle the exception. An
interrupt can be caused by an external signal, program error, program
request, or any other unusual condition. The receipt of an interrupt causes a
switch to the supervisor state and an immediate branch to a specific memory
location or vector. The operating system has code at that vector to save the
machine state and branch to a handler routine.

Note

Often, the terms exception and interrupt get confused. Generally, the
correct term in AlX terminology is interrupt.

3.1.2.4 AIX Version 4 kernel subsystems
Figure 4 on page 15 describes the AIX kernel architecture.
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Figure 4. AlX V4.3 kernel architecture

Within the kernel, there are various subsystems that are dedicated to
particular functions. These subsystems generally operate with a very high
priority in the operating system, as do most kernel processes. The following
sections list the major components of the kernel:

System call interface

The system call interface is the primary mechanism for user code and
applications to access the kernel. This layer can be thought of as the
Application Program Interface (API) to the kernel. Applications make system
calls to get information, perform operations, and access resources through
the kernel.

1/0 subsystem

Access to files and directories is controlled by various layers within the 1/0
layer of the AIX kernel. There are many parts of this 1/0 layer, which would
take volumes to describe. However, the major functions contained in the 1/O
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layer are meant to provide a consistent view to the user of any file within the
operating system, whether it is a real physical file, a remote file, or even a
logical file. The intent is to be able to deal with all file types via the same
system calls, such as open(), close(), read (), write(), and so on.

The following is a listing of the major functions of this layer with a brief
description of each:

* Logical File System (LFS) - The LFS provides AlX and user applications
with a consistent view of all file system implementations. Physical file
system types are shielded by the logical file system.

* Virtual File System (VFS) - The VFS provides a standard set of
operations on entire file systems.

* Physical File System (PFS) - There are different types of PFS, such as
Journalled File System, CD-ROM file system, NFS file system, and so on.

* Virtual Memory Manager (VMM) - The VMM provides the processes with
a virtual address space allowing the creation of memory segments that are
greater than the physical memory.

* Logical Volume Manager (LVM) - The LVM provides the definition and
management of volume groups, logical volumes and physical volumes.
This creates a virtual disk environment that can be dynamically changed.

Process management (scheduler)

A thread is the smallest schedulable entity within AIX Version 4. A process,
made with a single thread or a collection of threads, is a self-contained entity
that consists of the information required to run a program. Process
management allows many processes, or threads, to exist simultaneously and
share the CPU. The scheduler decides which thread runs next and on which
processor in a multiprocessor machine.

The AIX scheduler uses a time-sharing priority-based scheduling algorithm.
The scheduler periodically scans the list of all active processes/threads and
recalculates process priorities based on the initial priority and the amount of
processor time used. It tends to favor processes that do not consume large

amounts of the processor time because the amount of processor time used

by the process is included in the priority recalculation equation.

Virtual memory manager (VMM)

Virtual memory is a mechanism by which the real memory available for use
appears larger than its true size. The virtual memory system is composed of
physical disk space where portions of a file that are not currently in use are
stored, as well as the system’s real memory. The physical disk part of virtual

AIX V4.3 and Windows 2000, Side by Side



memory is divided into three types of segments that reflect where the data is
being stored:

e Local persistent segments from a local file system
* Working segments in the paging space

* Client persistent segments from CDROM or remote file systems

One of the basic building blocks of the AIX memory system is the segment,
which is a 256 MB (228) piece of the virtual address space. Each segment is
further divided into 4096 byte pages of information. Each page sits in a 4 KB
partition of the disk known as a slot. Similarly, real memory is divided into
4096 byte page frames. A frame (or page frame) usually means a physical
memory page as opposed to a virtual page; the context of its use usually
indicates which one is intended. When a page is needed from its disk
location, it is loaded into a frame in real memory.

The Virtual Memory Manager (VMM) coordinates and manages all the
activities associated with the virtual memory system. The VMM is responsible
for allocating real memory page frames and resolving references to pages
that are not currently in real memory.

Previous releases of AIX managed all of a system’s real memory as one large
resource that was available for the programs executing in one or more CPUs
to address and use through the VMM. Thus, there was one list of free
memory frames, and one page replacement daemon that would help ensure
that the required pages actually could be located in system RAM.

Since systems continue to grow (for example, 64 GB is possible on an
RS/6000 Model S80), AlX 4.3.3 has improved memory management through
the use of multiple free frame lists and multiple page replacement daemons.
This increases the VMM concurrency since contention has been reduced in
the serialization mechanisms and processes with lower latencies can now
service the memory requests.

A memory pool is a range of memory on which a single memory replacement
operation operates; that is, only one LRU (Least Recently Used) manages
this pool of memory frames. A memory frame (or page frame) appears in one,
and only one, memory pool. A frame set is a set of memory frames; the
frames in a set belong exclusively to that set.

Using this terminology, previous releases of AIX can be considered to consist
of one memory pool and one frame set. Now, AIX 4.3.3 can have all of its
system-wide memory frames managed with multiple memory pools. Each
pool has roughly the same number of frames (so that the system is
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balanced), and the frames in a pool are organized in multiple frame sets. The
number of frame sets and the number of memory pools depend on the
number of CPUs and the amount of real memory in the system. In the current
implementation, for each memory pool, an LRU daemon called Irud (least
recently used daemon) is created and started at the end of the VMM
initialization.

As mentioned earlier, the number of memory pools depends on the number of
CPUs and the amount of real memory on your system. For an MP kernel
(packaged in the bos.mp fileset), there should be at least one Irud daemon,
even if it is running on a single CPU system. With the UP kernel (in the bos.up
fileset), there is only one memory pool and one frameset. There will never be
an lrud when the UP kernel is active.

Now, if a thread needs some page frames, it is no longer constrained by
having only one Irud available to check memory in an MP environment.
Relevant VMM locks have also been enhanced.

Platform Abstraction Layer (PAL)

The PAL is a layer in the kernel that has been introduced with AIX Version 4.
It is, ostensibly, the hardware-control layer. This is the layer in which device
drivers are accessed by the kernel. All hardware-dependent code has been
extracted from the kernel and placed in kernel extensions. This facilitates new
hardware and device support.

3.1.2.5 Multitasking and multithreading support

AIX Version 4.3 is a multitasking system that uses processes and threads. A
thread is an independent flow of control that operates within the same
address space as other independent flows of control within a process. In
previous versions of AIX and in most UNIX systems, thread and process
characteristics are grouped into a single entity called a process. In other
operating systems, threads are sometimes called lightweight processes or
the meaning of the word thread is sometimes slightly different.

In traditional single-threaded process systems, a process has a set of
properties. In multi-threaded systems, these properties are divided between
processes and threads.

A process in a multi-threaded system is the changeable entity. It must be
considered an execution frame. It has all traditional process attributes, such
as process ID, process group ID, user ID, group ID, environment, and working
directory.
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A process also provides a common address space and common system
resources for:

* File descriptors
* Signal actions
e Shared libraries

* Inter-process communication tools, such as message queues, pipes,
semaphores, or shared memory.

A thread is the schedulable entity. It has only those properties that are
required to ensure its independent flow of control. A kernel thread is a kernel
entity, such as processes and interrupt handlers; it is the entity handled by
the system scheduler. A kernel thread runs within a process but can be
referenced by any other thread in the system. The programmer has no direct
control over these threads unless he or she is writing kernel extensions or
device drivers.

A user thread is an entity used by programmers to handle multiple flows of
controls within a program. The API for handling user threads is provided by a
library: The threads library. A user thread only exists within a process; a user
thread in process A cannot reference a user thread in process B. The library
uses a proprietary interface to handle kernel threads for executing user
threads. The user threads API, unlike the kernel threads interface, is part of a
portable programming model. Thus, a multi-threaded program developed on
an AIX system can easily be ported to other systems.

User threads are mapped to kernel threads by the threads library. The way
this mapping is done is called the thread model. There are three possible
thread models corresponding to three different ways of mapping user threads
to kernel threads:

e M:1 model
¢ 1:1 model
e M:N model.

The mapping of user threads to kernel threads is done using virtual
processors. A virtual processor (VP) is a library entity that is usually implicit.
For a user thread, the virtual processor behaves as a CPU for a kernel
thread. In the library, the virtual processor is a kernel thread or a structure
bound to a kernel thread.

In the M:1 model, all user threads are mapped to one kernel thread; all user
threads run on one VP. The mapping is handled by a library scheduler. All
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user threads programming facilities are completely handled by the library.
This model can be used on any system, especially on traditional
single-threaded systems. The following figure illustrates this model:

User Threads

1

| Library Scheduler |

@ Threads Library

Kernel Threads

Figure 5. M:1 threads model in AIX V4.3

In the 1:1 model, each user thread is mapped to one kernel thread; each user
thread runs on one VP. Most of the user threads programming facilities are
handled directly by the kernel threads. Each thread can be separately and
independently passed out to any processor on the system for execution .
Figure 6 on page 21 illustrates this model.
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Figure 6. 1:1 threads model in AIX V4.3
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Kernel Threads

In the M:N model, all user threads are mapped to a pool of kernel threads and
run on a pool of virtual processors. A user thread may be bound to a specific
VP, as in the 1:1 model. All unbound user threads share the remaining VPs.
This is the most efficient and complex thread model; the user threads
programming facilities are shared between the threads library and the kernel
threads. Figure 7 on page 22 illustrates this model:
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Figure 7. M:N threads model in AIX V4.3

By implementing a multithreaded kernel, AlX is well suited to run in a
Symmetric Multiprocessor (SMP) system. AlX has been optimized to run on
SMP systems, and scalability on these systems is very high.

3.1.2.6 Multiuser support
AIX has been a true multiuser system from the very beginning; that is,
multiple concurrent users are supported.

A number of users can be logged into an AIX system at the same time from
various types of devices, such as modems, ASCII terminals, and X-stations.

There is a master user, called root. The root user is basically the
administrator of the system. This user can perform system-wide operations,
such as installing or removing operating system software and configuring the
operating environment. Generally, root is exempt from most system security
checking. Therefore, only an experienced and trusted user should be granted
access to the root user ID.

As an analogy, any user of a DOS-based system would be similar to the root
user of a UNIX system in that he or she would be able to modify or delete any
file on the system. Most other users on the system are considered regular
users and are usually not able to modify system-related files.
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Access to files and directories is controlled via file permissions. Files and
directories are owned by a user. A user is also a member of a group or
several groups. Groups are a collection of users that can be granted
permissions easily. The owner of a directory or file can specify who may read,
execute, and write to them. This is standard UNIX behavior.

3.2 Windows 2000 architecture

The following sections highlight the main features of Windows 2000
architecture and design.

3.2.1 History

While operating systems do provide an interface for applications and users,
the key purpose of any operating system is to enable hardware. In the early
1980s, Microsoft entered the PC operating system arena with its DOS
product to enable 8086 architecture hardware. Since then, as hardware has
advanced, Microsoft has developed operating systems to enable this
hardware with newer versions of DOS, and then Windows (not really an
operating system, but a graphical user interface (GUI) shell over DOS), and,
fairly recently, with Windows 95 and then Windows 98, which is geared to
replace the earlier products. Over the course of this product evolution, it is an
understatement to say that Microsoft has gathered a very large user base on
these machines.

As hardware advanced over the next few years, it became apparent that a
new family of operating systems would be needed to enable the powerful
machines of today and tomorrow. It was also apparent that there must be a
complete departure from the original design strategy of DOS and Windows,
which only enabled the Intel family of processors. To put it simply, the result of
this departure was Windows New Technology (Windows NT). In designing
Windows NT, compatibility with existing operating systems was taken into
account.

A newly formed group of operating system developers headed by David N.
Cutler (formerly of DEC and a developer of VAX/VMS) were assembled by
Microsoft to design Windows NT. Once the group developed a design
strategy, Bill Gates and key Microsoft strategists reviewed the design, which
identified these primary requirements for the new operating system:

* Architecture independence
* Multiprocessor support

* Multitasking and scalability
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e Support for large memory space

* Distributed computing

e Compatibility with MS-DOS / 16-bit Windows / OS/2 / POSIX
* Government-certifiable security

* Highly-available operating system

¢ Ease of administration

Along with these requirements, the following design goals were defined:

* Extensibility - The capability to add new features and functions to the
operating system without the need to modify the original software. In other
words, allowing new features to be plugged in.

e Architectural independence and support for SMP architectures - The
operating system should be easily moved from one processor architecture
to another with as little recoding as possible.

* Reliability and robustness - Reliability means that the OS should protect
itself from error conditions, such as memory overlapping. Robustness is
the idea that the OS should respond predictably to error conditions or even
to hardware failure.

* Performance - The OS must be tight, fast, and as efficient as possible on
all hardware platforms.

* Compatibility - Backwards compatibility with existing technology, such as
MS-DOS and Windows, must be maintained.

One of the true assets of Windows NT 4.0 was that any non-skilled computer
user who had ever used Windows 95 could sit in front of a Windows NT
workstation and feel at home with a familiar GUI. Add to that Windows 95 and
DOS emulation, NetWare and TCP/IP connectivity, Internet connectivity, the
support for fast processors (including SMPs), and so on, and one begins to
appreciate why it became such a popular product.

Also, most MS-DOS, Windows 16-bit and Windows 32-bit applications were
compatible with NT 4.0, which enabled users to migrate from Windows 95 to
Windows NT 4.0.

Windows NT was originally developed on MIPS RISC-based systems so that
the developers would not stumble into the pitfall of including any non-portable
Intel-optimized code.

Originally, Windows 2000 was to be the merger of the consumer products,
Windows 98, and Windows NT. This plan has now changed with the July 1999
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announcement from Microsoft of a new consumer product called Millennium.
Windows 2000 is for business use, and it can run on a standalone workstation
or on a business network, with different packages to suit differing businesses

and hardware requirements.

Figure 8 shows the evolution from DOS to today’s range of operating systems

from Microsoft.

Microsoft DOS/Windows Products Evolution

Evolution

Windows 2000
Datacenter
Server
;:Windows 2000
Windows NT Advanced
Server 4.0 Server
Windows NT Windows 2000
BackOffice Server
Windows 2000
Professional
Windows Windows NT
NT Server /Workstation
Windows NT . .
Workstation /Mlllenlum
. Windows —® Windows
0S/2 1.0 Windows for 9

Workgroups

f Windows 3.1
pos—~

Time

Figure 8. Microsoft DOS/Windows product evolution

Still available on Intel and RISC platforms, Windows 2000 has been made

more capable of dealing with the ever-increasing performance of hardware on
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the market, with the high-end package designed to support a 16-way SMP
box.

Figure 9 shows how Microsoft DOS, Windows, NT, and Windows 2000
products have evolved with increasing hardware performance.

Hardware
Enabled
SMP (8 - 16) *
Windows
2000 D.S.
SMP (4 - 8)
Windows
2000 A.S.
SMP (2 - 4)
Windows
2000 Server
SMP (0 - 2)
Windows Windows 2000
NT Professional
RISC
Pentium —_—
Windows 98
indows 95
i80486 ==
i80386
DOS/
Windows 3.x
i80286 /
i8086 |
Time

Figure 9. Microsoft operating systems: Hardware enablement vs. time

3.2.2 Architecture description

The Windows 2000 operating system architecture is a hybrid architecture
comprised of client/server, layered, object-oriented, and symmetric
multiprocessing architecture principles. Although it uses objects to represent
shared system resources, Windows 2000 is not a strictly object-oriented
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operating system. The bulk of the code is written in C for both tool availability
and portability, and C does not directly support object-oriented constructs.
Windows 2000 borrows from the features of object-oriented languages. Its
features include 32-bit addressing, virtual memory support, preemptive
multitasking, multithreading, multiprocessing support, system security and
enhanced system integrity, platform independence, and built-in modular
networking. The following diagram, taken from the Microsoft white paper
Windows 2000 Reliability and Availability Improvements, illustrates the
Windows 2000 Server architecture:

Windows 2000 Server Architecture
User Mode
Security
System Server Enterprise Environment
Processes Processes Services Active Subsystems
Directory
Integral Subsystems
Kernel Mode
Executive Services
/0 Window
Manager s ) Manager
IPC Memory Process Plug and Re?:g:ge Power
Manager Manager Manager Play Monit Manager .
e onitor Graphics
Device
Systems Drivers
Object Manager
Executive
Device Drivers Micro-Kernel
Hardware Abstraction Layer (HAL)

Figure 10. Windows 2000 reliability and availability improvements
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A complete explanation of Windows 2000 architecture is beyond the scope of
this redbook; in fact, entire books on this subject have already been written. If
you require an in-depth explanation, see Appendix B, “Related publications”
on page 525, for a suggested reading list. This chapter attempts to explain
Windows 2000 architecture from a high-level block diagram approach and will
try to give an overview of Windows 2000 architecture without over-simplifying
it.

The operating system is built upon a layered approach similar to the UNIX
operating system. One advantage of the layered operating structure is that
each layer of code is only given access to the layer below it (interfaces and
data-structures). This structure also allows the operating system to be
debugged starting at the lowest layer and adding one layer at a time until the
whole system works correctly. Layering also makes it easier to enhance the
operating system; one entire layer can be replaced without affecting other
parts of the operating system.

Windows 2000 is a portable operating system because of two design
decisions: First, the operating system was written in ANSI C, a language that
enables programs to be ported easily to other hardware architectures.
Second, all parts of Windows 2000 that must be written for a specific
hardware are isolated in an area called the Hardware Abstraction Layer
(HAL). To move Windows 2000 to a new hardware platform, developers need
to do little more than recompile the C code for the new hardware and create a
new HAL. Designing an OS around a HAL means that a large portion of the
code is exactly the same between hardware platforms. This also means that
only a small slice of code that interfaces with the computer’s hardware needs
to be rewritten as Windows 2000 is ported between different processor
architectures, thus, providing a high level of portability.

There are two modes that Windows 2000 operates in: Kernel mode and user
mode.

3.2.2.1 Kernel mode

In this mode, the software is able to access the hardware and system data as
well as all other system resources. The kernel mode has the following
components:

* Executive - This contains components that implement memory
management, process and thread management, security, I/O, interprocess
communication, and other base operating system services. For the most
part, these components interact with one another in a modular, layered
fashion.
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* Microkernel - Its primary functions are to provide multiprocessor
synchronization, thread and interrupt scheduling and dispatching, and trap
handling and exception dispatching. During system startup, it extracts
information from the registry, such as which device drivers to load and in
what order.

* The Hardware Abstraction Layer (HAL) - this is the code associated with
Windows 2000 that changes with the hardware the operating system is
being run on, thus, making it compatible with multiple processor platforms.
The HAL manipulates the hardware directly.

* Device drivers - They send and receive load parameters and
configuration data from the registry.

* Windowing and graphics system - This implements the graphical user
interface (GUI).

3.2.2.2 User mode
Software in the user mode cannot access hardware directly. The user
mode-protected subsystem has four primary responsibilities:

* Special system support processes, such as the logon process and the
session manager.

* Windows 2000 services that are server processes, such as the Event Log
and Schedule services.

* Environment subsystems that provide an operating system environment by
exposing the native operating system services to user applications -
These are Win32, POSIX, and OS/2 subsystems.

e User applications - Either Win32, Windows 3.1, MS-DOS, POSIX or OS/2.

User applications do not call the native Windows 2000 operating system
services directly; instead, they go through subsystem dynamic link libraries
(DLLs). This translates a documented function into the appropriate
undocumented Windows 2000 system service calls. The protected
subsystems are divided into two groups, which are described in the following
sections.

Environment subsystem
The environment subsystems are services that provides application
programming interfaces (APIs) that are specific to an operating system.

The three environment subsystems are the POSIX, 0S/2, and Win32
subsystems. Applications and subsystems form a client/server relationship in
which the applications are the clients, and the subsystems are the servers.
One of the benefits of this type of architecture is that you can include support
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for other types of applications to Windows 2000 simply by adding
subsystems.

Applications cannot interfere with each other because they run in separate
address spaces. Operating system code and data in the subsystems are
protected from applications because subsystems also reside in their own
address spaces. The Executive shares address space with running
processes, but it is protected by the wall between kernel mode and user
mode. It is impossible for an application to corrupt code or store data in the
Executive because the processor notifies the operating system of invalid
memory access before these things occur.

Integral subsystem

The integral subsystems are services that provide the APIs that Win32
applications call to perform important operating system functions, such as
creating windows and opening files. It has five main components, which
utilize four main support functions:

* Process and thread manager - The process manager sees processes as
objects. Its responsibility is to create and terminate processes and
threads. It also suspends and resumes the execution of threads and stores
and retrieves information about processes and threads.

* Virtual memory manager - The Virtual Memory Manager (VMM)
performs three essential functions: Managing the virtual address space of
each process, sharing memory between processes, and protecting each
process’s virtual memory. It is also the underlying support for the cache
manager. Each processor that Windows 2000 supports implements virtual
memory through hardware differently; therefore, the portion of Windows
2000 that directly interfaces with virtual memory hardware is not portable
and must be recoded when moving to another platform to minimize
headaches. This code is small and well isolated in Windows 2000.
Windows 2000 supports 4 GB of virtual memory. According to the
Microsoft white paper Windows 2000 Reliability and Availability
Improvements, “The upper 2 GB is reserved for kernel-mode processes
and the lower 2 GB is shared by kernel-mode and user-mode processes”.
Figure 11 on page 31, also taken from the white paper, shows a graphical
representation of the Virtual Memory Manager.
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Figure 11. Windows 2000 Virtual Memory Manager

* Security reference monitor - The security reference monitor is
responsible for controlling which objects have permissions to which

resources. Each object has an Access Control List (ACL) that is queried

when the object makes a service request. Access to resources is allowed
or disallowed according to the rights the module has in the ACL.

* /0 System manager - The I/O manager is responsible for dispatching all
system I/O requests. All I/O devices, network ports, printers, drives, and
so on are mapped to virtual files. These virtual files are referred to as file

objects and are managed by the object manager just like any other object.

* Cache manager - The cache manager improves the performance of

file-based I/O by causing recently-referenced disk data to reside in main
memory for quick access. It also defers disk writing by holding the updates
in memory for a short time before sending them to disk.

The support functions are:
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* Object manager - The object manager creates, manages, and deletes
Executive objects. Executive objects are created in the Executive and are
accessible to the Executive and protected subsystems. They can be
thought of as message packets that represent things, such as processes,
threads, semaphores, and other low-level objects.

e LPC facility - Local Procedure Calls (LPCs) are used to pass messages
between processes running on a single Windows 2000 system. Because
LPC message passing requires quite a bit of overhead, the LPC facility is
only utilized when an API must change global data. Otherwise, API
routines can be implemented directly in a private Dynamic Link Library
(DLL).

* Run-time library functions - Similar to string processing, arithmetic
operations, data type conversion, and security structure processing.

» Executive support routines - Similar to system memory allocation and
interlocked memory access.

3.2.2.3 Multitasking and multithreading support

Windows 2000 is a Symmetric Multiprocessing (SMP) operating system. This
means that Windows 2000 is designed to always execute its instructions on
any available processor in the system. When there are more threads to run
than processors to run them on (this is always the case on a single processor
system), an SMP operating system also performs multitasking, dividing each
processor’s time among all waiting threads.

User-mode processes, as is the case with many other system resources, are
defined as objects in Windows 2000. A process is much more than just a
program; it is a data structure that is comprised of the following parts:

* An executable program that defines initial code and data

* A private address space that the VMM allocates for the process

» System resources that are allocated to the process

* At least one thread of execution
It is the goal of any multitasking system to make it appear to the user that it is
accomplishing many tasks concurrently. Preemptive multitasking is
accomplished in Windows 2000 by allowing threads to run only for a specified
amount of time, called a time quantum. After a thread runs for the specified

time quantum, it relinquishes control of the processor to the next waiting
thread with the highest priority.

Threads are implemented in Windows 2000 in order to achieve this
concurrency in a convenient and efficient way. Threads can be thought of as
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scaled-down processes; they require less overhead and are faster to create
than processes. A thread contains several components. In this discussion,
the most important components are:

¢ A user-mode stack and a kernel-mode stack
* Register values representing the current state of the processor

* Private storage for use by subsystems, runtime libraries, and DLLs

These components make up what is called the thread’ s context. Since a
processor can only execute one thread at a time, in order to multitask the
processor(s), it must switch between threads. This switching is called context
switching. Basically, it involves running a thread for a specified amount of
time, saving its context, loading another threads context, and then repeating
this sequence as long as there are threads waiting to execute. This switching
is accomplished within the context of Windows 2000” s preemptive
multitasking, as explained in the previous paragraph.

3.2.2.4 Multiuser support

Architecturally, Windows 2000 is a single-user operating system. Multiple
users can be defined, but only one user at a time can interactively log in.
Users in Windows 2000 have certain security privileges or rights to resources
on the system. When Windows 2000 is installed, a user called Administrator,
which is similar to the root user in AlX, is created. The Administrator has full
control of all files and resources on the system. He or she may also create
other users and give them lesser rights to resources on the system.

When connected to a network, Windows 2000 systems can interoperate in a
peer-to-peer relationship called a workgroup or in a domain. In a workgroup
model, each computer maintains its own user account database. Each user
logs into a local account on a workstation. Computers can share resources
over the network by using the concept of shares. Any user can create a share
and set permissions to that share.

In a domain model, a Windows 2000 Server maintains a centralized user
account database. In a domain, users log into the domain regardless of what
computer they are using. Users can also log locally into any computer that is
part of the domain because each computer can still maintain a local user
account database.

Windows 2000 is actually designed to work in a client/server mode. To have
access to a Windows 2000 Server’s resources, you need your own personal
computer running its own Windows license (for example, Windows 2000

Professional or older versions, such as 98/NT, that have not been upgraded).
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There is no support for ASCII terminals and Xstations, but new to Windows
2000 is the support for Terminal Services. This provides remote access to a
server desktop through thin client software serving as a terminal emulator.
Client software can run on a number of client hardware devices, including
computers and Windows-based Terminals. Other devices, such as Macintosh
computers or UNIX-based workstations, can also connect to a Terminal
server with additional third party software.
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Chapter 4.

Open System Standards compliance

At a very high level, Open System Standards are a means of ensuring
portability of both applications and users, and a means of ensuring
interoperability.

Application portability to any platform guarantees independence from the
platform provider. User portability minimizes education and training through
consistent user interfaces. All these features can be categorized as customer
investment protection. Also providers/suppliers can expect an even larger
market for their products due to the portability of their applications.

In the case of interoperability, Open System Standards become even more
important. Customers that choose to purchase a product that conforms to
Open Systems Standards can be reasonably assured that products from
other providers will work with that product in a manner consistent with any
other vendor that complies with the same standards.

4.1 Open standards groups/bodies/committees

The objective is for the leaders of a particular industry to get together with
leaders from academia and other groups and define a set of rules, guidelines,
and definitions for a systematic approach to portability and interoperability
that suppliers agree to abide by.

These standards groups are also responsible for certifying that a product
complies with a particular standard. There is also a forum to include
comments from all interested parties at large known as the Request For
Comments (RFC) process. The very act of participation by a wide range of
people and groups is why these adopted standards are referred to as Open
System Standards.

4.2 The Open Group example

The Open Group is vendor-neutral, international consortium of more than 200
members including leaders in government, academia, world-wide finance,
health care, commerce and telecommunications, that have combined IT
budgets in excess of $55 billion annually. The Open Group’s breakthrough IT
DialTone initiative will ensure that the Internet remains open by collecting a
core set of specifications, products, and technologies to create a common
level of global security and reliability. The Open Group charter provides for
research and development of non-proprietary technologies and specifications
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through collaborative development as well as a unique testing and branding
process for guaranteed compatibility of commercial products.

The Open Group was formed in February 1996 by merging X/Open Company
Ltd. and the Open Software Foundation. The nine sponsors of The Open
Group are Digital Equipment Corporation, Hewlett-Packard Company,
Siemens Nixdorf Informationssysteme AG, Fujitsu Limited, Inc., Hitachi
Limited, International Business Machines Corporation, NCR Corporation,
Novell, Inc., and Sun Microsystems, Inc. The Open Group can be reached
online at:

http://www.opengroup.org/

4.3 AIX V4.3 Open Systems Standards compliance
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There are a number of organizations that have a major impact on the
direction of AIX. The AIX development organization is making a commitment
of time and resources to support these groups and their efforts. Some of
those groups are:

e |EEE (Institute of Electrical and Electronics Engineers) - IEEE is an
accredited standards organization. POSIX is a group of related standards
that are being developed to support application portability.

* Open Group (Open Group Limited) - Open Group produces
specifications in support of application portability and interoperability. A
branding program is in place that allows compliant products to obtain an
Open Group brand.

* OMG (Object Management Group) - The Object Management Group is
defining specifications to support application portability and
interoperability in a distributed object oriented environment.

* Open Blueprint - The Open Blueprint is an IBM standards-based
framework for a unified, open, distributed client/server environment. It is
intended as a guide for IBM and other developers as they provide products
and solutions that interoperate and integrate with other installed products.

AlIX Version 4 conforms to several industry standards for compatibility with
other UNIX systems based on review by established standards organizations.
These include support for a range of specifications relating to items, such as:

e Product standards
e System calls and libraries

e Operating system interfaces and environments (API)
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Application portability at the source-code level (compilers)

Commands and utilities

TCP/IP interoperability

Portability of users and programmers

Distributed network-transparent window system

Distributed filesystems

* Communication protocols

Magnetic media
» System security

e System administration

Here is a partial list of the standards that help define AIX Version 4.3:
e X/Open UNIX 98 Product Standard

ANSI/IEEE 1003.1:1996 and 1003.2:1992

XPG4 NFS and XPG5

FIPS PUB 151-2 and 189

BSD 4.3 Compatibility

* and many more

For a more detailed list of AIX Version 4.3 standards compliance, see the
online reference at:

http://www.austin.ibm.com/software/Standards/

4.4 Windows 2000 Open Systems Standard compliance

Microsoft talks alot about their levels of interoperability. Their strategy is
based on a four level framework that covers network, data, applications, and
management integration.

They have many of the basic network interoperability standards, such as
TCP/IP support, terminal emulation, ftp, http, and telnet support. There are
also add-on products available for UNIX interoperability and file, print, and
gateway services for Netware. DNS integration is based on RFC 2052 and
RFC 2136.
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For data interoperability, Windows 2000 uses ODBC (Open Database
Connectivity) allowing application developers to access data irrespective of
the database or the operating system it is running on.

Management interoperability is achieved with SNMP-based system
management. This is an optional service that may be installed once the
TCP/IP protocol has been successfully configured. There is also one-way
password synchronization that allows users to maintain a common password
between their Windows 2000 and UNIX systems, and UNIX scripting
commands and Korn shell support.

Perhaps, more important to Microsoft than Open Systems Standards
compliance is user interoperability. Windows 2000 is aimed at a range of
machines from the standalone desktop to an SMP machine capable of
running a business. The similar look and feel from Windows 98 and Windows
NT to the new Windows 2000 is quite important. Microsoft is more likely to be
concerned about this portability and the de facto standards it has set than the
Open System Standards.

For more information on Windows 2000 and its interoperability capabilities,
go to:

http://www.microsoft.com/Windows/server/Overview/features/interop.asp

Microsoft has their own standards which they expect their partners and ISVs
to meet to be able to obtain Windows 2000 certification, and details of those
requirements can be found online at:

http://msdn.microsoft.com/certification/appspec.asp
Information on the Windows logo program is also available online at:

http://msdn.microsoft.com/winlogo/
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Chapter 5. Packaging

The way an operating system is packaged may not seem the most important
aspect when comparing several operating systems. However, it becomes very
important when you start looking at which package/products you must buy to
achieve a specific set of functions and support your hardware requirements.

Questions, such as what functions are included in the base operating system
and how many users are supported for a license, need to be clarified before a
final decision can be made.

This chapter discusses how AIX Version 4.3 and Windows 2000 are
packaged and what it is the customer actually receives. While AIX Version 4.3
offers one package that can run anything from a low-end graphics workstation
to the high end parallel SP system, Windows 2000 offers four packages
ranging from the Professional version, designed for the workgroup computer,
to the Datacenter version that is designed for ISPs and can support up to 16
processors.

5.1 AIX Version 4.3 packaging

AIX uses a flexible packaging scheme. Behind the scenes, AlX is actually
comprised of many filesets. A fileset is the smallest installable unit of AlX.
The notion of “filesets” comes from the Open Group’s specification for product
packaging. This permits the customer to only install the filesets that are
needed to accomplish the particular mission of the system. While this can be
difficult to understand for a new AIX administrator, it is critically important to
an experienced system administrator who wants to:

 Craft or tailor a system to a specific mission
* Use only as much disk space as is needed

e Gain maximum system performance

For those who are new to AIX administration, AlX Version 4.3 has
preconfigured offerings that are tuned for a generalized operating
environment and installed with the minimum amount of administrator
intervention straight out of the box. It is also possible to have AIX preinstalled
on a new RS/6000. These, along with the manuals and publications included
with any AlX license, simplify the installation process.

The base install (whether done before, as a pre install, or after the RS/6000
arrives) will only configure the device drivers for those devices that are
connected at the time of installation. Others can be easily added at a later
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date using either SMIT (as explained in Section 9.4.1.1, “SMIT” on page 245)
or WebSM (explained in detail in Section 9.4.1.3, “Web-based system
management” on page 252). Once the base install has been completed, you
can opt to install filesets individually or choose from any or all of the following
five bundles that AIX makes available:

e Server
Client

Application development
* Personal productivity
Media defined

Previous versions of AlIX used the same packaging methods as Windows
2000 currently employs and had separate packages available for clients and
servers. To simplify the matter, there is now one AIX package that can run
any machine, and the pricing is completely dependent on the number of
licensed users that are required. A base licence is one price, as is each
individual user, no matter what system it is going on.

5.1.1 AIX Version 4.3 Package

40

The single AIX package that is available to run on all RS/6000s is broken
down into the following components:

e AlX Version 4.3

Base documentation

Extended documentation
AlIX update CD
AIX Bonus pack

¢ Oracle trial software

Along with the installation CDs, which include softcopy manuals, there are
some hardcopy publications included to get you started. These publications
are specific to AIX Version 4.3 and include some that are even more specific
to the modification level you have received, such as AIX Version 4.3.3. The
publications that are generally received are as follows:

e AIX Quick Installation and Startup Guide, SC23-4111
e AIX V4.3 Installation Guide, SC23-4112

* AIX V4.3 Network Installation Management Guide and Reference,
SC23-4113
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AIX V4.3 Quick Beginnings, SC23-4114
AlX V4.3.x Release Notes
AlIX V4.3.x Bonus Pack Release Notes

Plus the license agreements and release notes for some separate items in
the bonus pack

The only media that AlX is available on is CDROM. This is what will be
received with AlX irrespective of whether it is running on a standalone
graphics workstation, a 24-way S80 system, or an RS/6000 SP (Scalable
POWERparallel) system.

5.1.2 Processor groups

All of the RS/6000s that have been produced by IBM are classified into
processor groups. AlX was once priced according to processor groups, and,
while this is no longer the case, some software is still differentiated in this
way.

* D5 corresponds to entry workstations and workgroup servers.

* E5 corresponds to high-end technical workstations and low-end and
midrange enterprise servers.

F5 corresponds to some of the micro channel low end enterprise servers.
e G5 corresponds to the high-end enterprise servers.
* P5 corresponds to the RS/6000 SP systems.
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Table 1 shows the different RS/6000 processor groups.

Table 1. RS/6000 processor groups

D5

E5

F5

G5

P5

7006
7008
7009
7011
7020
7024
7025-F30
7025-F40
7043-140
7043-150
7043-240
7046
7247
7248
7249

7012
7025-F50
7026
7030
7043-260
7596

7013
7016

7015
7051
7017

9076

The processor groups are used within AlX to determine the number of users
that need to be purchased before the license is considered unlimited. Each
AlIX license automatically comes with two users. For some systems, such as a
standalone workstation, this is enough, but, for systems that will have more
than two concurrent users logged in, additional licenses are required.

An AIX user is defined as someone who logs in using any of the following

commands:

® login

® rlogin

¢ dtlogin

® telnet

* ftp

If someone is logging into an application that is running on AlX, that is not
considered a user, and licenses are not required for that purpose. Table 2
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shows the numbers of licenses that need to be purchased before a license
considered unlimited.

Table 2. Maximum licenses required to make AlX unlimited

is

D5 E5/F5/G5 P5
-AIX V4.3 base licence -AlIX V4.3 base licence -AIX V4.3 base licence
(two users) (two users) (two users)
-38 additional licences -78 additional licences -158 additional licences
required required required
40 users = unlimited 80 users = unlimited 160 users = unlimited

5.1.3 AIX Version 4.3 Bonus Pack

The AIX Bonus Pack is a collection of extra software included at no additional

charge with purchases of AIX Version 4.3 licenses when media is selected.
includes software from IBM and third-party providers. The AIX Bonus Pack
intended for customers who:

* Want to exploit Internet technologies
* Want to take advantage of the latest in Java development tools

* Need security enhancements at all levels of their operating, application,
and network support

* Need help in reducing the cost of computing through improved systems
and network management

It
is

* Want to evaluate products that address PC interoperability requirements

* Need to view AlIX documentation in HTML format

AIX Version 4.3 Bonus Pack, shipped with AIX Version 4.3 contains:
* SCO Tarantella Version 1.4.0.0, Evaluation Software

Chili'Soft ASP Version 3.0 Developer's Edition

WebSphere Application Server Version 2.02, Standard Edition

IBM HTTP Server Version 1.3.3, 128-bit encryption

AlIX Fast Connect Version 2.1.1, Evaluation Software
GraphOn GO-Joe Version 2.2.0.0
e GraphOn GlobalHost Version 1.0.8.0

* Geodesic Great Circle Version 3.1.2, "Try and Buy"

e Java Media Framework Version 1.1.0.1
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The Kernel Group ZeroFault Dynamic Debugger Version 2.4, Evaluation
Software

DB2 Universal Database Version 6.1 for AlX, Evaluation Software
VisualAge (R) for Java Entry Version 2.0.0.3

Web-based System Manager Security Version 4.3.3, 40-bit and 128-bit
encryption

Tivoli Management Agent Version 3.2

techexplorer Hypermedia Browser, Introductory Edition, Version 2.0
plug-in (packaged with Netscape Communicator)

Ultimedia Services Version 2.2.1

Adobe Acrobat Reader 3.01

AIX Certificate and Security Support Version 4.0

IP Security Version 4.3.3, 40-bit, 56-bit, or Triple DES encryption

SecureWay-SSL Version 3.3 (for use with IBM SecureWay Directory
Version 3.1.1), 56-bit encryption

SecureWay Directory Server and Client Utilities for Maximum Encryption
Version 3.1.1, 128-bit and Triple DES encryption

SecureWay Directory Client Software Developer Kit (SDK) Encryption
Version 3.1.1 (for use with SecureWay Directory Version 3.1.1 Software
Developer Kit), 40-bit, 56-bit, and 128-bit encryption

Novell Network Services 4.1 for AlX, Version 2.2.1, Evaluation Software
Syntax TotaINET Advanced Server Version 5.3, Evaluation Software
Netscape Communicator 4.51
- Languages
* U.S. English
* Spanish
* |talian
* Korean
Polish

Catalan

Traditional Chinese
* Hungarian

e German
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French
* Brazilian Portuguese
e Japanese
* Russian
* Simplified Chinese
* Czechoslovakian
» Slovakian
- 128-bit encryption
- S/MIME
The Bonus Packs may differ with each release of AlX, and they are updated

approximately four times a year. To get the latest information on the AlX
Bonus Pack, go to the following Web site:

http://www.ibm.com/servers/aix/products/aixos/bonus/details.html

5.1.4 AIX options

In addition to AIX Version 4.3.3, there are a number of options that can be
selected to extend the packages already available to you.

5.1.4.1 Infoexplorer

Infoexplorer is the updated Hypertext Libraries. This was used in previous
versions of AlIX to view the softcopy manuals. Since all the manuals are in
html format for AIX Version 4.3, this product is not required unless
Infoexplorer is required for other software product manuals.

5.1.4.2 AIX Fast Connect

AlIX Fast Connect is available as an option for either Windows or OS/2. AIX
Fast Connect for Windows Version 2.1.1 enables AlX to be a part of the
Microsoft Network Neighborhood. Windows clients have AIX file and print
capabilities without the need for additional software on the clients. Using
Microsoft Common Internet File System (CIFS) and server message block
(SMB) protocols over TCP/IP, Windows clients can access:

e AIX journaled file system (JFS)
* CD file system (CDFS)
* Network file system (NFS) mounted subsystems

¢ AIX printing services
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AlX Fast Connect for Windows includes:

e Support for Windows for Workgroups (WFW), Windows 95, Windows 98,
and Windows NT 4.0 clients.

* CIFS client resource browsing, which enables users to view available
shared AIX files and printing services.

e Support for CIFS long file names.

* NetBIOS request for comments (RFC) 1001/1002 allows programs written
for a NetBIOS environment to run over TCP/IP. NetBIOS is only for use
with the Fast Connect features and is not available for other applications
on AIX.

* Use of the TCP/IP domain name system (DNS) to resolve NetBIOS
machine names.

* Microsoft WINS server support.
e Opportunistic locking.
* Unicode user, file, and printer name support.

* AlX authentication/authorization with encrypted passwords using 56-bit
encryption.

¢ Interaction with NT Server Version 4.0 to:
- Provide PC user authentication and authorization

- Work with the NT Server domain master browser to find and publish
shared resources across TCP/IP subnets

- Work with the NT Server Windows Name Server (WINS) to resolve
NetBIOS machine names

* |BM service and support.
* HTML-based publications (English only).

e Command-line (NET command subset), SMIT, and Web-based System
Management configuration.

AIX Fast Connect for Windows is based on AIX 4.3 and provides at least
twice the performance of AIX Connections, its predecessor. AIX Fast Connect
uses the TCP/IP sendfile API with an in-kernel network file cache to improve
network TCP/IP performance. AIX Fast Connect for Windows also assumes
the presence of at least one Windows NT server in the network environment
to provide Microsoft Master Browser support.

With the latest release of AIX Fast Connect, Version 2.1.1, there have been
the following enhancements:
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* AIX Fast Connect Release 2.1.1 for Windows and OS/2 includes
integration with DCE/DFS. This feature allows user authentication with the
DCE security server. DFS directories can be shared with (exported to) PC
clients. PC client access is controlled by the login context acquired as a
result of DCE authentication. Fast Connect offers DCE authentication and
DFS access without requiring DCE/DFS client software to be installed on
each of the PC clients requiring DCE/DFS access. This allows centralized
user/resource management for PC clients using DCE/DFS, avoiding cost,
complexity, and extensive management overhead associated with
installing a DCE/DFS client on every desktop.

¢ AIX Fast Connect supports Windows 95/98 logon. Windows NT clients are
supported using IBM Network Client for Windows NT. This feature of AIX
Fast Connect allows support of home directories, startup scripts, and
roaming user profiles for PC clients without requiring Windows NT domain
controllers. Windows NT client support requires the use of encrypted
passwords and an AlIX Fast Connect logon server located in the same IP
subnet as the clients. IBM Network client software for Windows NT and
Windows 95 is available for download at the following IBM Web sites:

http://service.boulder.ibm.com/asd-bin/doc/en us/winntcl2/f-feat.htm

http://service.boulder.ibm.com/asd-bin/doc/en us/win95cl/f-feat.htm

* AIX Fast Connect Release 2.1.1 supports AIX Access Controlled Lists
(ACLs), including per-share default ACLs. This feature provides enhanced
access control for PC clients.

AlIX Fast Connect for OS/2 includes the complete function available with AIX
Fast Connect for Windows plus support for OS/2 clients using LAN Server,
DOS LAN Server 2.0, or DOS LAN Requester 3.0.

5.1.5 National Language Support

All AIX operating system packages can support over 60 languages. The
language support is shipped on the installation media. Customers do not
have to purchase separate media to get a particular language.

A unique aspect of the AIX language support is that multiple languages, or
locales, can be supported at the same time. Many operating systems allow
only one language at a time, and it must be the same for all users of the
system.

However, an AlX user can interact with the system in one language in one
window and, concurrently, with another language in another window. Also,
different users of the same system can use different languages.
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To accomplish this, the system administrator must load the appropriate
language support from the installation media, and the user must specify
which language to use by way of an environment variable called LANG.

AIX Version 4.3 is also EuroReady. This means that when used in accordance
with its associated documentation, AlX is capable of correctly processing
monetary data in the euro denomination and respecting the euro currency
formatting conventions (including the euro sign). This is assuming that all
other products used with AIX (including hardware) are also EuroReady.

Information on what languages are supported can be found in Section 9.10.1,
“AlX support for national languages” on page 336. For more technical
information on National Language Support and its implementation, access
the redbook AIX V4.3 Differences, S24-2014, which contains a detailed
chapter on National Language Support.

5.1.6 AIX Version 4.3 bus support
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AlX Version 4.3 supports the microchannel, PCl and ISA buses. The RS/6000
systems have, over the years, been either microchannel, PCl and ISA, or just
PCI.

The Microchannel Architecture (MCA) is a 32-bit bus designed by IBM that,
for many years, was the standard bus in the RS/6000s. This was an IBM
proprietary architecture and has all but been phased out of the product range.
Only the model R50 remains in our current product line-up.

The PCI/ISA systems represent a major paradigm-shift for the RS/6000
product line. The RS/6000 division is moving from a line of specialised
machines with custom-built components in fairly low volumes to a more
generalised line of systems with common off-the-shelf components. There
are advantages here for both the user and IBM. IBM can now design new
systems and release them to the market faster than their competition. In
addition, because of the use of fairly common high-volume parts from the
Personal Computer line, such as power supplies, cables, disks, memory, and
so on, prices continue to drop for the user. The PCI slots in the new machines
are a mixture of 32-bit and 64-bit.

The most recent RS/6000 systems that have been released no longer have
the combined PCI/ISA bus. These models are purely PCl and have a
combination of both 32- and 64-bit buses.

AIX Version 4.3 supports all of these so that it can run on any machine in the
RS/6000 range including those that are no longer sold. The universal serial
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bus (USB) is not supported on AIX Version 4.3. This is currently being
developed for future releases.

5.1.7 AIX Licensed Program Products (LPPs)

Any operating system will normally require additional software or middleware
to accomplish specific tasks. While AlX is a very robust and utilitarian
operating environment, specialized products are often needed to produce a
complete solution for a particular end-user requirement. Applications, such as
databases, graphics-rendering products, and personal-productivity
applications, are available from IBM and other manufacturers. These
additional software products, which are separately orderable, are referred to
as Licensed Program Products (LPPs).

The AIX Application Availability Guide is a list of the software from IBM that is
available to run on AlX. It also provides information on what version of AlX
the software will run on as well as when it is being withdrawn from marketing
and support and what its replacement product will be. There is also a guide
for withdrawn software should you need to trace an upgrade path for existing
products. These guides are available online at:

http://www.ibm.com/servers/aix/products/ibmsw/list/

5.2 Windows 2000 packaging

Windows NT V4.0 originally had two packages to offer: A workstation and a
server. Microsoft has now expanded that range, and Windows 2000 comes in
the following packages:

* Professional

e Server (also known as Standard)

* Advanced Server

» Datacenter Server
This is to cater to the increasing number of Intel-based systems that are
increasing their SMP (symmetric multiprocessing) performance. While the
Professional, Server, and Advanced packages of Windows 2000 are being

released simultaneously, it is planned to release the Datacenter package
approximately three to four months after that.

In most situations, upgrading to Windows 2000 will mean getting a box with
the CD and a basic installation manual (as well as the license information).
This will not differ for a new license on a new machine where it will be pre
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installed, and only the basic information required to install is shipped with the
box.

When you install any of the Windows 2000 Server packages, you must
specify whether the product is to be licensed in Per Seat or Per Server mode.
Microsoft suggests the following guidelines for selecting the licensing mode:

e If the box is to be the only server computer in your network that will run
the server product, select the Per Server option, and specify the number
of client access licenses (CAL) purchased for the product. This sets the
maximum number of concurrent connections that can be made to the
server product. As you purchase additional licenses, you can increase
this number.

e If multiple server computers in your network will run the server product
and the total number of CALs required to support Per Server mode for
all the servers is equal to or greater than the number of client computers
or workstations, select the Per Seat option for the product on all
computers in your network.

Similarly to AIX, Windows 2000 will install only the device drivers for the
installed hardware as the default setting. There is a check box in the
installation process where you can opt to install everything to disk in case it is
required at a later date.

At the core of all Windows 2000 offerings is the Active Directory structure. It
is designed to simplify management, strengthen security, and extend
interoperability. More detailed information is available on the Active Directory
in Section 8.3.2, “Active Directory” on page 185.

5.2.1 Windows 2000 Professional package
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There has been some discussion within Microsoft about what Windows 2000
Professional is the upgrade to. It was first touted as the upgrade from
Windows 98, but, with the announcement from Microsoft on July 26, 1999, it
would appear that the product code-named Millennium is the new and
improved Windows 98. Given that, Windows 2000 Professional is the upgrade
to or replacement for Windows NT Version 4.0 Workstation. It is the
mainstream desktop and laptop operating system and supports up to two
processors and 4 GB of physical memory. It was designed to incorporate the
best business features of Windows 98 and build on the strengths of NT, thus,
improving security and reliability.
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5.2.2 Windows 2000 (Standard) Server Package

Windows 2000 Server is meant for departmental file and print, Web, and
entry-level application servers and is the upgrade from Windows NT Version
4.0 Server. It supports up to 4-way SMP and 4 GB of physical memory. It is
aimed at small to medium enterprise application deployments and
organizations with numerous workgroups and branch offices. Windows 2000
Server has the following features:

* Windows management tools
» Kerberos and Public Key Infrastructure (PKI) Security
e Windows terminal Services

e Enhanced internet and Web services

5.2.3 Windows 2000 Advanced Server Package

This is the replacement for Windows NT Server 4.0, Enterprise Edition. It is
aimed at providing a comprehensive clustering infrastructure for high
availability and scalability. It supports up to 8-way SMP and 8 GB of physical
memory. It is designed for database-intensive work and has a load-balancing
component for system and application availability. The Windows 2000
Advanced Server builds on the existing features of the Standard package and
also has the following features:

* Enhanced application fail-over clustering
* High-performance sort
* Cluster Services

* Network Load Balancing

5.2.4 Windows 2000 Datacenter Server Package

A new area for Windows 2000 is its Datacenter Server Package. It supports
16-way SMP (32-way through OEMs) and 64 GB of physical memory. It has
the same high availability and clustering that the Advanced Server edition
advertises and is aimed at large data warehouses, science and engineering
simulations, econometric analysis, OLTP (online transaction processing), and
large scale ISPs. The Windows 2000 Datacenter package builds on the
existing features of the Advanced offering and offers more advanced
clustering.

5.2.5 National Language Support

Multilingual editing and viewing features are standard on all Windows 2000
packages. This allows users to view and edit information in over 60
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languages. There are three versions of each of the packages available. The
English and Localized packages of Windows 2000 are meant for those who
have one primary language. This allows Windows 2000 to work in that
primary language and still be able to view/edit in the 60 other available
languages.

There is also a Windows 2000 Multilanguage Version that provides additional
support that the standard versions of Windows 2000 do not. The
Multilanguage version allows users to change the language of the operating
user interface. This allows a user to log on to a workstation and use any of the
24 languages that are shipped with the localized versions. The language files
must have already been installed by the administrator.

The Multilanguage version supports the 24 fully-localized languages with
which Windows 2000 is shipped. This initial release is expected
approximately six weeks after the English version of Windows 2000, and a
refresh with additional language support is expected to ship around five
months after that.

For more information on Windows 2000 Multilanguage Support, there is a
white paper from Microsoft titled International Support in Windows 2000. This
is available online at the Microsoft Developer Network. There is also more
information in Section 9.10.2, “Windows 2000 support for national languages
on page 339.

5.2.6 Windows 2000 bus support

Windows 2000 continues to support both PCI and ISA buses, although,
Windows 2000 Remote Installation Services does not fully support
unattended installations on computers that contain ISA devices or those that
are not Plug and Play aware. The universal serial bus (USB) is also
supported. Windows 2000 has dropped support for the michrochannel bus.

5.3 AIX V4.3 and Windows 2000 packaging
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Both AIX and the various Windows 2000 packages are designed to cover a
large range of machines, from individual workstation scaling to high-end SMP
servers. And, in the case of AlX, the highly-scalable SP systems.

Figure 12 on page 53 shows the range covered by these packages.
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Chapter 6.

User interface/graphics support

This chapter outlines the main features of the user interfaces and graphics
support of both AIX and Windows 2000. This chapter does not intend to
advocate the use of either of these products or to make a direct comparison
between the two. The intention is to present readers with a neutral overview
of both products and allow them to make their own decision as to the merits
of each.

6.1 AIX Version 4.3 user interface

6.1.1 Login

The default graphical user interface that is provided with AIX is the Common
Desktop Environment (CDE 1.0). CDE was jointly developed by IBM, HP,
SUN, and Novell to provide a standard user interface across all UNIX flavors
and, thereby, create truly open systems. CDE is made up of various
components that interact with each other to form the desktop environment.
These components are:

* Login Manager

* Session Manager
* Front Panel

» Style Manager

* Workspace Manager

File Manager
* Application Manager
* Help Manager

In the following sections, we will take a closer look at the individual
components and how they fit together.

Manager

The Login Manager provides a graphical logon screen and manages user
access to the system. The Login Manager is responsible for the following
tasks:

* Reading initial configuration files
e Starting the X server for local displays
* Displaying the login screen and validating user login IDs and passwords

* Invoking the CDE Session Manager
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The graphical user interface presented by the Login Manager and shown in
Figure 13 can be fully customized by the system administrator. See the IBM
Redbook RS/6000 Graphics Handbook, SG24-5130, for more details.

Matte  Input area Hostname Logo area

Welcome to metz

Pleage enter wour user name

OK | StartOuer| Options | Help |

Figure 13. Login Manager user interface

An important feature of the CDE Login Manager is that it uses a Pluggable
Authentication Modules (PAM) architecture. This enables the system
administrator to use additional authentication methods to authenticate the
user logon and, thereby, provide enhanced security.

It is possible to, if necessary, disable the Login Manager and use the standard
AIX command line login. If this is required, once the user has logged into the
system, the CDE desktop can be started manually using the command line by
running the /etcirc.dt shell script.

Once the user has terminated his or her CDE session, they will be returned to
the login manager or the command line depending on the chosen
implementation.

6.1.2 Session Manager
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The Session Manager is the desktop software component responsible for
initializing each user’s desktop session after login. The Session Manager will
automatically configure the desktop to reflect either the way the desktop was
the last time the user logged out or a configuration that was previously saved
by the user. These two automatic configuration possibilities are called the
current session and the home session. These sessions are, in essence,
snapshots of the desktop when the session was saved, and they contain
information about:
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* Applications running at the time the session was saved.
* Any desktop customization changes that were made by the user.

¢ The values of all of the X resources known to the X resource manager.

Each time a user logs out of CDE, the Session Manager takes a snapshot of
the desktop just before logging the user off. This snapshot is saved as the
current session and can be used the next time the user logs in to re-create
the same desktop. Similarly, the user can, at any time, request that the
Session Manager take a snapshot of the desktop and store it as the home
session.

Tre £ = o= [

Colaf  Fapi Hiskeddoo  oyoozisd Rlauss Biso Sedrzsin Windewr Sy Wepksoangas

Figure 14. A sample CDE session

The CDE Session Manager is Inter-Client Conventions Manual (ICCM)
compliant. This means that if an ICCM-compliant application is running in the
desktop, not only will the session manager restart this application when the
user logs back in, but the application will be started where the user left off.
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This means that the Session Manager is able to save the internal state of the
application.

6.1.3 Front Panel

The Front Panel is the main desktop interface. As with all the components of
CDE, it can be fully customized to meet the user’s requirements. The default
Front Panel pictured in Figure 15 includes, from left to right:

* A clock

* Access to the desktop calendar program

* Access to the File Manager

* Access to personal applications

* Access to the desktop mail program

* A display lock

* Access to the Graphical Workspace Manager
* Access to the various workspaces

* A busy indicator

* An exit button

* Access to the printer queues and a printer information application
* Access to the Style Manager

* Access to the Application Manager

* Access to the Help Manager

¢ A trash can

Figure 15. Default front panel

6.1.3.1 Front panel components

The Front Panel is made up of several different types of control components
and four types of container components that group the controls. The available
control components are:

* Icon - The icon control is the most common type of control used in the
Front Panel. This type of control is actually a desktop object embedded
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into the Front Panel. See Section 6.1.6.1, “Objects” on page 65, for an
explanation of desktop objects. Each icon control is represented by the
object’s icon in the Front Panel. When an icon control is activated by either
a single mouse click on the icon or by dropping another object onto it, the
underlying object’s action that corresponds with the activation method
used (mouse click or dropped object) will be invoked. The icon of an object
used in the Front Panel can either be static or animated, which changes
and animates when you select it. The icon control also has facilities that
extend the functionality of an object. These include the capability to have
the object’s icon change when an identified file is created or when mail
arrives. Additionally, the icon control can be set up to allow only one
instance of the object’s action to be active at any given time.The controls
are:

* Busy - This control blinks to indicate that the Front Panel is actively
processing your selection or drop request. This control only blinks when
the Front Panel is processing a request. After the Front Panel finishes the
request, the indicator will stop blinking.

e Client - This type of control allows you to display the graphics of an
X-Windows program directly in the Front Panel. Obviously, the X-Windows
client should produce graphic output that is appropriately sized for display
in the Front Panel.

¢ Clock - This control is the clock in the default Front Panel.

* Date - This control is the calendar in the default Front Panel. When
selected, this control will bring up the desktop calendar program.

* File - This type of control is used to represent a data file in the Front
Panel. When a file control is selected, the action associated with the
control is executed and is passed the file name of the file represented by
the control.

There are four types of container components that are used to hold these
controls in the Front Panel:

* Main Panel - The main panel, shown in Figure 16 on page 60, is the
outermost container of the Front Panel. It holds the other containers and
has the following special controls of its own:

- Menu button
- Iconify button
- Position handle

There can only be one main panel container in the Front Panel.
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Menu button Iconify button

Position handle Position handle

Figure 16. Main panel

* Boxes - Boxes are containers that reside in the main panel container and

actually hold the controls that make up the Front Panel. The default Front
Panel contains one box that holds all of the controls (except for the
above-mentioned controls in the main panel container) in the Front Panel.
Boxes lay out their contents in a horizontal fashion. If more than one box is
used in the Front Panel, the boxes are stacked on top of each other.

e Switch - The switch, such as the one pictured in Figure 17 on page 60, is

a specialized container that can contain controls that are positioned
around the workspace buttons in the center. The workspace buttons are
special controls that, when selected, switch the user between their various
workspaces. There can only be one switch container in the Front Panel.

Figure 17. Front panel switch container

e Subpanels - A subpanel, such as the one shown in Figure 18 on page 61,

is a slide-up container that can be attached to any of the controls in the
Front Panel. If a Front Panel control has a subpanel attached to it, an
upwards-pointing triangle will appear in the rectangle just above the
control. When this rectangle is selected with a mouse click, the associated
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subpanel will slide up revealing its contents. The subpanel container is,
generally, used to hold controls that you want to have easily available but
do not have to be displayed all the time.

b install lcon

[Hl] Help Manager

| Desktop Introduction

£

Jer. Front Panel Help

o Welcome to Alx CDE 1.0

.| Basic Desktop Customization

On Item Help
|,|:I:I1J Alx Documentation

@ Documentation Library
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Figure 18. Default Front Panel Help subpanel container

6.1.3.2 Customizing an existing Front Panel
The Front Panel can be fully customized; you can:

e Add and remove controls in a Front Panel

Add and remove subpanels in a Front Panel

Add and remove controls in a subpanel

Add, remove, and rename workspaces in a Front Panel

* Prevent users from changing controls and subpanels

Create a new subpanel

There are two available methods for customizing an existing Front Panel:

¢ Interactive - This method uses the built-in customization facilities of the
desktop to interactively make changes to the Front Panel.

* Manual - This method customizes the Front Panel by either:

- Altering or overriding the Front Panel component definitions that are
used to build the Front Panel
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- Changing X-Windows resources that specify front-panel parameters.

6.1.4 Style Manager
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The Style Manager component of the desktop allows the user to interactively
customize the look and operation of their desktop environment. The Style
Manager’s main user interface is a graphical menu, pictured in Figure 19, that
consists of icons that represent the available customization tools. These tools
allow the user to customize the following characteristics:

* Color - Sets the color palette and the color usage for all desktop windows
and supporting applications

* Font - Sets the font size used by text and labels in the desktop and
supporting applications

* Backdrop - Sets the backdrops used by the available workspaces

* Keyboard - Sets keyboard characteristics for key click volume and key
repeat rates

* Mouse - Sets the mouse characteristics for acceleration, double click, and
handedness

* Beep - Sets the system speaker characteristics for beep volume, tone,
and duration

* Screen - Sets the use and operation of a screen saver and screen lock

Window - Sets window management characteristics for focus, window
dragging visuals, and icon placement

Start-up - Sets the characteristics of the Session Manager, for example,
creating home sessions and which session to start by default

* Workspaces - Allows you to hide the workspace buttons in the Front
Panel

File Help

& Tre = |g= = =
Color Font Backdrop Keyboard Mouse Beep Screen Window Startup Workspaces

Figure 19. Style Manager main user interface
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6.1.5 Workspace Manager

The Workspace Manager manages the different workspaces available within
CDE. Every time users create, delete, or change windows within CDE, they
are interacting with the Workspace Manager. It is the Workspace Manager
that defines how windows look and feel and also how the desktop responds to
user inputs, such as mouse and keyboard actions.

In CDE, it is possible to have many (by default, four) workspaces. This allows
the user to have separate applications running in separate workspaces
without cluttering up the desktop. The Workspace Manager allows the user to
easily switch between these workspaces.

For example, if a user wants to run three applications, such as Performance
Toolbox, Framemaker, and Netscape, in the same workspace, it would soon
become cluttered and hard to manage. With CDE, the user is able to put each
application in a separate workspace and switch between them using either
the Front Panel or the Graphical Workspace Manager (see Figure 20).

Style Manager

Fm"ﬁ_

aixterm cation Man

ication Man

Figure 20. Graphical Workspace Manager

As with all CDE components, the features of the Workspace Manager can be
customized by both the system administrator and individual users. This
includes:

e The number of workspaces and their appearance

* The appearance of windows and icons in the workspace
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e The actions associated with mouse buttons
* The actions associated with particular key stroke combinations

* Workspace and window pop-up or pull-down menu entries

The Graphical Workspace Manager can be called from the Front Panel or
mouse menu. It shows a window with as many subwindows as you have
workspaces on your screen. In each subwindow, you have rectangles
associated with active application windows. These subwindows can be
moved from one workspace to another.

— Note
Only currently-running applications or programs can exist within a CDE work-
space. You cannot, for example, have an icon to execute a program residing in
a workspace; this icon would have to form part of the Front Panel.
Applications can only be executed from the Front Panel or from other running
applications. While this may be appear obvious, this is a fundamental difference
between the CDE user interface and many other non-UNIX user interfaces.

6.1.6 File Manager
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The CDE File Manager, shown in Figure 21 on page 65, is a tool that provides
a graphical representation of the AIX file system. Since the various file types,
such as directories, executables, graphical images, and so on, can have
actions associated with them, they are known as objects. The File Manager
can display a different icon for different types of files. For instance, a directory
is represented by a folder, and a graphical image is represented by an icon of
the Mona Lisa with a tag to indicate the graphic type (GIF, JPEG, and so on).
This allows the user to browse the file system in a friendly and intuitive
fashion.

Within the File Manager, certain file types can have applications associated
with them. For example, a text file can be associated with an editor so that,
when the user clicks on the text file, the File Manager will automatically open
the editor with the selected file loaded.
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Figure 21. File Manager

6.1.6.1 Objects

Within CDE, an object is merely a file with several properties associated with
it. For example, if you consider a directory, it will have the following properties
attached:

* An icon - By default, the image of a folder.

e A name.

* A set of associated actions - For example, if it is clicked, the directory will
be opened, or, if a file is dropped on it, the file will be copied into the
directory.

These properties can either be system defaults or user specified. The system
administrator can also create additional default object types as required.

6.1.7 Application Manager
The Application Manager component of CDE, shown in Figure 22 on page 66,
is a graphical menu system similar in appearance to the File Manager. It
allows users to execute their applications without the need to know where in
the file system the application is located or even which machine the
application is on. The user simply clicks on the required application, and it is
loaded.

The Application Manager is actually a special instance of the File Manager
with the restriction that you cannot move outside its directory. For example,
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changing the visual representation of objects or executing an object is the
same in the Application Manager as it is in the File Manager.
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Figure 22. Application Manager

As mentioned earlier, the Application Manager provides a repository of
various applications and tools. These applications and tools are arranged
similarly to the File Manager. Applications and tools are stored in groups
similar to directories, which, in turn, can hold other groups or the icons for the
applications themselves. The main difference between the File Manager and
the Application Manager is that applications and tools are organized by
functionality and not by filesystem location. Applications and tools can easily
be added to the Application Manager.

6.1.8 Help Manager

66

The Help Manager component of CDE, shown in Figure 23 on page 67, is the
system through which the user can seek assistance for using the desktop or
one of its components. Information is in a hypertext format. This provides
users with a friendly and intuitive way of either answering particular queries
on CDE or teaching themselves more about CDE.

The information is organized hierarchically by:

1. Volume - A help volume consists of groups of related help topics usually
covering a particular product, tool, or task.

2. Topic - A help topic can be either a subgrouping of information pertinent
to a particular topic in the help volume or the entry containing information
on the topic itself. Help topics are arranged hierarchically. The first topic in
a help volume is called the home topic.

The Help Manager allows you to navigate through the different topics and
volumes via hyperlinks in the help information.

AIX V4.3 and Windows 2000, Side by Side



= a7
File Edit Search Havigate

Yolume: Help - Top L

History...
Index...
Top Level

e L U L
Welcome to Help Manager
Each of the titles lizted below representz a product family that

haz inztalled and registered itz online help, Each title {and icon}
iz a hyperlink that lizts the help within the family,

- To dizplay a list of the help available for a product family,

choose its title {underlined text) or icon,
- Within a product family, find the help you want to wiew, then
choose its title,
- If you need help while using help windows, press F1,
Desktop Script

Dlesktop Scripti a Graphical User Interface builder
which generates Windowing Kornzhell ¢Dtkshi,

Common_Desktop Enwironment

Overview and Bazic Desktop Skills # Using Help * File

Manager % Front Panel % Application Manager % Print

Manager #* Style Hanager % Hailer % Text Editor *

Calendar Manager # Icon Editor # Terminal Emulator #
Create Action % Login Manager and Enwvironment Variables Help %
Migration Tool Help * Enhancements to AIX CIE #* Basic Desktop
Cuztomization * Welcome to AIX CIE 1,0 Help

Figure 23. Help Manager interface

6.2 Windows 2000 user interface

The Windows 2000 user interface is similar to the Windows 98 and Windows
NT user interfaces. This section gives an overview of this user interface and
highlights its main features.

Windows 2000 uses the concept of objects in its desktop; every item on the
desktop is an object. For example, a word processor document is an object,
and, as such, it has a name, an associated icon, and a series of actions or
reactions to user input. If you clicked on such a document, the associated
word processor would be opened with the selected document loaded.

Because all items under Windows 2000 are objects, they all have properties
that can be changed to affect the way they appear, where they appear, and
how they respond to user input. To change an object’s properties, simply
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place the mouse cursor on the object and click the right mouse button. This
will display the Properties menu for that particular object.

6.2.1 Logging on

To log on to a workstation or server running Windows 2000, you have to
simultaneously press the Ctrl, Alt, and Delete keys. By pressing this key
sequence, you are ensuring that the login prompt displayed is authentic and
not a virus. For more details on this and other Windows 2000 security
features, see Chapter 8, “Security” on page 149. Having pressed these keys,
you will be shown the login screen. Once you have entered your login name
and password, you will be presented with the Windows 2000 desktop.

6.2.2 Windows 2000 Active Desktop

68

Each user under Windows 2000 may tailor the Windows 2000 desktop (see
Figure 24 on page 69) to his or her own requirements including such changes
as the color scheme, the backdrop, what sounds are associated with what
actions, and so on.

Under Windows 2000, when a user changes a particular setting, that setting
is saved in a profile for the user. When the user logs back in at a later date,
his or her desktop will be restored using the user’s profile.

Windows 2000 does not save the status of running applications when you log
out; therefore, it cannot automatically start applications that you were
previously running when you log back in. However, if you have unsaved data
in an application, you will be prompted to save it.

Nevertheless, you can specify to automatically start certain applications. For
example, if you always use a Web browser and a word processor, you could
have them automatically started when you log in.
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Figure 24. Windows 2000 default desktop

The Windows 2000 desktop consists of two main components: The taskbar
and the workspace.

The new functionality in Windows 2000 enables you to add your favorite
Internet Web pages directly to your desktop’s workspace and browse through
them in the same way as they would be opened in the Microsoft Internet
Explorer. You can enable manually or automatically scheduled
synchronization of these pages with their original location depending on
whether you are working connected or disconnected to the Internet.

6.2.2.1 Taskbar

The Taskbar, shown in Figure 25 on page 70, is a dynamic menu that
contains an icon or button for every active application or open document in
the system. You can switch between open applications or documents very
easily by simply clicking on the appropriate icon in the Taskbar. If an
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application or document has been minimized, it can be maximized by clicking
its Taskbaricon.

start||| 1) @ 2 || 4 4zaem ‘
Figure 25. Taskbar

The Taskbar contains the Start button, Quick Launch bar, and status area
with volume control and clock display.

6.2.2.2 Start button

As its name implies, the Start button, shown in Figure 26, is one of the
fundamental controls of the Windows 2000 user interface. From here, the
user can start any application on the system, log out, or even shut down the
system. By pressing the Startbutton, the user can intuitively navigate through
the entire Windows 2000 system and select the application, document, or
resource of his or her choice.

Figure 26. Start button

When you press the Start button, the first menu, or root menu, gives the user
several options:

* Windows Update - This starts Microsoft Internet Explorer, and, if you are
connected to the Internet, takes you to the URL,
http://windowsupdate.microsoft .com, from where you can download the
latest Windows updates

* Programs - This takes the user through a series of program menus that
allows them to execute the program of their choice.

* Documents - This allows the user to select from a submenu of icons for
the documents that he or she has worked on recently.
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Settings - This allows the user to change almost any aspect of the
system, provided that they have sufficient privileges.

Search- This allows the user to search for a file on the system, search on
the Internet (if connected to it), and search for people either in the user’s
local address book, active directory database, or on the Internet.

Help - This starts the help system.

Run - This allows the user to run a command by entering its name.

Log Off Administrator - After the confirmation question, this closes your
desktop session and logs you off as the Administrator.

Shutdown - This allows the user to (if authorized) shut down the system,
restart the system, or log off.

Figure 27 shows the Start button additional menus.
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Figure 27. The Start button additional menus

Chapter 6. User interface/graphics support 71



72

The menu system under the Start button can be customized by the user or by
the system administrator if required. Figure 27 shows the Start menu and
several submenus; notice how applications are grouped together under menu
options.

6.2.2.3 The Quick Launch bar

This is the area on the Taskbar just to the right of the Start button. You can
start any application that has the icon in the Quick Launch bar by clicking it
once with the left mouse button. You can add other application icons to the
Quick Launch bar by simply dragging and dropping its icons onto it.

6.2.2.4 The Workspace

The Windows 2000 Workspace, shown in Figure 28, is, basically, everything
other than the Taskbar. The Workspace can contain icons or shortcuts to
applications. For instance, if you had an application that you used regularly,
instead of always going through the Start menu to access it, you could create
a shortcut in the workspace and then just click on the shortcut.

A ;»j..

My Docurments

=

My Computer

Iy Metwork
Places

E
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e

Inkernet
Explorer

Caonneck ko
the Internet
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Figure 28. The default Windows 2000 workspace

By default, the Windows 2000 workspace contains five objects:
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* My Documents - This application opens a window from which you can
access your documents.

* My Computer - This application opens a window from which you can
access your storage devices, such as local or remote disk drives, and
access the control panel.

* My Network Places - This provides a window into your network
environment. From here, you can browse your LAN or WAN and share files
or printers with all compatible services on the network.

* Recycle Bin - The recycle bin contains deleted files or objects. This
enables you to salvage items that may have been deleted by mistake.

* Internet Explorer- This starts Microsoft Internet Explorer.

The workspace also contains any active application windows, unless they
have been minimized. Under Windows 2000, there is no facility to support
multiple workspaces, which can sometimes lead to an overcrowded desktop.

6.2.2.5 Active workspace

You can add your favorite Web pages to the active workspace by clicking the
right mouse button on the empty space in the workplace and choosing the
options Active Desktop => New Desktop Item. As shown in Figure 29 on
page 74, the window will open, and you will add your favorite URL to the
Location: input field.
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Figure 29. Adding a new desktop item

After positioning the window on the screen, your desktop will look like the one
displayed in Figure 30 on page 75. The displayed Web page is active and you
can browse through it the same way as if it was displayed in Microsoft Internet
Explorer.
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Figure 30. Active desktop

6.2.2.6 My Computer

By selecting the My Computer application from the workspace, you can
manipulate all the objects on your system. You can access disk drives and the
Control Panel. My Computer offers you an intuitive method of exploring your
system. When you start My Computer, you are shown an iconic
representation of your system’s disk drives and a folder labeled Control Panel
(see Figure 31 on page 76).
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Figure 31. My Computer

If you then select the D: icon, the window will clear and display the contents
of the D drive root directory (see Figure 32 on page 77).
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Figure 32. Viewing a drive using My Computer

By selecting and clicking objects, the user can navigate through the Windows

2000 system. With the Back and -> buttons, the user can display previous

windows in the same way as in Microsoft Internet Explorer.

6.2.2.7 Control Panel

The Windows 2000 Control Panel allows you to configure the system you are

using. From it, you can configure the system’s hardware and software. The

Control Panel presents a user-friendly menu allowing you to select the object

that you want to examine or change (see Figure 33 on page 78).
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Figure 33. The Control Panel

Additional system management tasks can be accomplished by choosing
Administrative Tools in the Control Panel window (see Figure 34 on page
79).
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— Note

For more information on the Windows NT system management interface,
refer to Section 9.4.2, “Windows 2000 System Administration Interface” on

page 265.

6.2.2.8 The Windows 2000 Explorer
The Windows Explorer allows you to access the same programs, files, and
resources as My Computer, but it does so using a different user interface. If
you look at Figure 35 on page 80, you can see, in the left-hand window, the
folder hierarchy of your system. Notice that the level up from Desktop
(displayed in the right-hand window) shows all the icons that appear in the
default workspace. This demonstrates how the Windows 2000 menu structure

relates to objects within the Windows 2000 file system.

The Windows Explorer allows the user to map a network drive. This consists
of accessing a remote Logical Drive or shared directory and seeing it as a
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Local Logical Drive. This means that Windows Explorer allows the user to
manage local and remote files easily.
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Figure 35. Windows Explorer

6.2.2.9 Windows 2000 Help
Windows 2000 contains a help system, shown in Figure 36 on page 81, that is
much improved, compared to Windows NT. Besides the standard help
functions, such as the ability to search for a topic, the Windows 2000 help
system can also guide the user, by pointing and clicking, through most tasks
on his or her system. Particularly useful for Windows NT users are the New
features and New ways to do familiar tasks topics.
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6.3 Graphics Application Programming Interfaces (APIs)

6.3.1 AIX

This section examines the graphics APls available to both AIX and Windows
2000. There may be additional third-party APls available, but these are
beyond the scope of this section.

The following graphic APIs are available on AlX 4.3:

OpenGL

OpenGL (Version 1.2) is a vendor-neutral application programming interface
that provides advanced 2D and 3D graphics functions. It provides a
hardware- and operating system-independent interface to graphics software.
OpenGL is, typically, used for engineering, visualization, simulation, and
other graphics-intensive applications. OpenGL is available on AIX V4.3.3
installation CDs as a separate installable Ipp. The AlIX OpenGL package
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consists of a rendering library, utility toolkit, and network protocol. The
OpenGL package also includes the GL 3.2 API.

PHIGS and PEX

PHIGS (Programmers Hierarchical Interactive Graphics System) and PEX
(PHIGS Extension to X) Version 4.3 for AIX provides 3D rendering
capabilities for AIX workstations. This software contains a suite of advanced
graphics functions for developing complex 3D applications in technical and
commercial areas and is also included on AIX installation CDs.

6.3.2 Windows 2000

OpenGL
Windows 2000 provides native support for OpenGL as part of the base part of
the operating system.

6.4 Command line Interface

This section describes the AIX and Windows 2000 command line interfaces.

6.4.1 AIX shells

82

One of the main features of any UNIX operating system (and, as such, of AIX
also) is the shell. It is both a command interpreter and a command
programming language. The following section describes and highlights the
main characteristics of AlX shells.

6.4.1.1 Shell overview

The shell is the outermost layer of the operating system. Shells incorporate a
command programming language to control processes and files and to start
and control other programs. The shell manages the interaction between you
and the operating system by prompting you for input, interpreting that input
for the operating system, and then handling any resulting output from the
operating system.

Shells provide a way for you to communicate with the operating system. This
communication is carried out either interactively (input from the keyboard is
acted upon immediately) or as a shell script. A shell script is a sequence of
shell and operating system commands that is stored in a file.

When you log in to the system, the system locates the name of a shell
program to execute as specified by the system administrator. Once executed,
the shell displays a command prompt. This prompt is, by default, a $ (dollar
sign), but it is usually changed by the system administrator to something that
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is less financially oriented. When you type a command at the prompt and
press the Enter key, the shell evaluates the command and attempts to
execute it. Depending on your command instructions, the shell writes the
command output to the screen or redirects it elsewhere. It then returns to the
command prompt and waits for you to type another command. A command
line is the line on which you type. It contains the shell prompt. The basic
format for each line is:

$ command [argument]
Please note that UNIX operating systems are case sensitive.

The shell considers the first word of a command line (up to the first blank
space) as the command and all words after that as arguments. This section
discusses:

* Shell features

* Available shells

* Shells terms

* Creating and running a shell script
» Korn shell or POSIX shell

* Bourne shell

* C shell

6.4.1.2 Shell features
The primary advantages of interfacing to the system through a shell are:

Wildcard substitution in file names (pattern matching)
This carries out commands on a group of files by specifying a pattern to
match rather than an actual file name.

Background processing
This sets up lengthy tasks to run in the background, freeing the terminal for
concurrent interactive processing.

Command aliasing

This gives an alias name to a command or phrase. When the shell encounters
an alias on the command line or in a shell script, it substitutes the text to
which the alias refers.
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Command history
This records the commands you enter in a history file. You can use this file to
easily access, modify, and reissue any listed command.

Command line editing

The shell allows you to specify your favorite editor to be used when editing
the command line. This allows you to recall any command from the command
history (see Command history) and edit or change it. By using an advanced
editor, such a vi or emacs, you can also search for previous commands.

File name substitution
This automatically produces a list of file names on a command line using
pattern-matching characters.

Input and output redirection

This redirects input away from the keyboard and redirects output to a file or
device other than the terminal. For example, input to a program can be
provided from a file and redirected to another file or to a device.

Piping
This links any number of commands together to form a complex program. The
standard output of one program becomes the standard input of the next.

Shell variable substitution
This stores data in user-defined variables and predefined shell variables.

Functions
This increases programmability and allows storing shell code in memory.

Integrated programming features

Several AIX programs are available for text manipulations, and some of this
functionality has been included in the shell itself. Debugging primitives have
also been added.

Advanced I/0 features

This includes the ability to have two-way communication with a concurrent
process. For further details, see Section 6.4.1.7, “Process handling” on page
91.

— Note

Not all of the features are available in all different shells. For example, in
the Bourne shell, there is no Command History.
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The following shells are provided with AIX V4.3:
* Korn shell (started with the ksh command)

* Bourne shell (started with the bsh command)

Restricted shell (a restricted version of the Bourne shell started with the
Rsh command)

C shell (started with the csh command)

Trusted shell (a limited version of the Korn shell started with the tsh
command

* Remote shell (started with the rsh command)

The login shell refers to the shell loaded when you log in to the computer
system and is specified by your system administrator. The Korn shell is the
standard AIX system login shell and is backwardly compatible with the
Bourne shell.

The default or standard shell refers to the shell linked to and started with the
/usr/bin/sh command. The Korn shell, also known as the POSIX shell, is set
up as the default shell. The POSIX shell is called by the /usr/bin/psh
command and is actually a link to the /usr/bin/ksh command.

6.4.1.3 Shell terms
The following definitions are helpful in understanding shells:

Built-in command
This is a command that the shell executes without searching for it and
creating a new process.

Command

This is a sequence of characters in the syntax of the shell language. The shell
reads each command and carries out the desired action either directly or by
invoking separate utilities.

List

This is a sequence of one or more pipelines separated by one of these four
symbols: ; (semicolon), & (ampersand), && (double ampersand), or Il (double
bar). Optionally, the list is ended by one of the following symbols: ;
(semicolon), & (ampersand), or |& (bar and ampersand).

&

This asynchronously processes the preceding pipeline. The shell carries out
each command in turn, processing the pipeline in the background without
waiting for it to complete.
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1&

This asynchronously processes the preceding pipeline and establishes a
two-way pipe to the parent shell. The shell carries out each command in turn,
processing the pipeline in the background without waiting for it to complete.
The parent shell can read from and write to the standard input and output of
the spawned command by using the read -p and print -p commands. Only
one such command can be active at any given time.

— Note

The |& symbol is valid only in the Korn shell.

&&
This processes the list that follows this symbol only if the preceding pipeline
returns an exit value of 0 (zero), that is, if it completes successfully.

11
This processes the list that follows this symbol only if the preceding pipeline
returns a nonzero exit value, that is, if the command fails.

Metacharacter

Each metacharacter has a special meaning for the shell and causes
termination of a word unless it is quoted. Metacharacters are: | (pipe), &
(ampersand), ; (semicolon), < (less-than sign), > (greater-than sign), ( (left
parenthesis), ) (right parenthesis), $ (dollar sign),‘ (backquote), (backslash),
(right quote), ” (double quotation marks), new-line character, space character,
and tab character. All characters enclosed between single quotation marks
are considered quoted and are interpreted literally by the shell. The special
meaning of metacharacters is retained only if they are not quoted.
(Metacharacters are also known as parser metacharacters in the C shell.)

’

Pipeline

This is a sequence of one or more commands separated by a | (pipe). Each
command in the pipeline, except possibly the last command, is run as a
separate process. However, the standard output of each command that is
connected by a pipe becomes the standard input of the next command in the
sequence. If a list is enclosed with parentheses, it is carried out as a simple
command that operates in a separate subshell. If the reserved word !
(exclamation point) does not precede the pipeline, the exit status will be the
exit status of the last command specified in the pipeline. Otherwise, the exit
status is the logical NOT of the exit status of the last command. In other
words, if the last command returns zero, the exit status will be 1. If the last
command returns greater than zero, the exit status will be zero.
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Redirection

This redirects input away from the keyboard and redirects output to a file or
device other than the terminal. For example, input to a program can be
provided from a file and redirected to the printer or to another file.

Shell variable

This is a name or parameter to which a value is assigned. You can assign a
variable by typing the variable name, an = (equal sign), and then the value
(my_var=5). The variable name can be substituted for the assigned value by
preceding the variable name with a $ (dollar sign). Variables are particularly
useful for creating a short notation for a long path name, such as HOME for
the home directory. A predefined variable is one whose value is assigned by
the shell. A user-defined variable is one whose value is assigned by a user.

Simple command

This is a sequence of optional parameter assignment lists and redirections, in
any sequence. They are optionally followed by commands, words, and
redirections. They are terminated by;, |, & ||, &&, |& or a by newline
character. The command name is passed as parameter o (as defined by the
exec subroutine). The value of a simple command is its exit status, that is,
zero if it exits normally or nonzero if it exits abnormally.

Subshell
This is a shell that is running as a child of the login shell or the current shell.

Wildcard characters

These are Iso known as pattern-matching characters. The shell associates
them with assigned values. The basic wildcards are ?, *, [set], and [!set].
Wildcard characters are particularly useful when performing file name
substitution.

6.4.1.4 Shell scripts

Shell scripts provide an easy way to carry out tedious commands, large or
complicated sequences of commands, and routine tasks. A shell scriptis a
file that contains one or more commands. When you type the name of a shell
script file, the system executes the command sequence contained by the file.

You can create a shell script using a text editor. Your script can contain both
operating system commands and built-in shell commands.

Chapter 6. User interface/graphics support 87



88

6.4.1.5 Commands and Buit-in Commands

— Note

In the following sections, the shell refers to the Korn shell.

Command history

The shell saves commands entered from your terminal device to a history file.
The shell accesses the commands of all interactive shells by using the
same-named history file with the appropriate permissions. By default, the
Korn shell or POSIX shell saves the text of the last 128 commands entered
from a terminal device. Use the fc built-in command to list or edit portions of
the history file. To select a portion of the file to edit or list, specify the number
or the first character or characters of the command. You can specify a single
command or a range of commands.

Commands
A shell command is one of the following:

* Simple or built-in command
* Pipeline

e List

e Compound command

e Function

When you issue a command in the Korn shell or POSIX shell, the shell
evaluates the command and acts in the following way:

1. It makes all indicated substitutions and determines whether the command
is a special built-in command, and, if it is, the shell runs the command
within the current shell process.

2. It compares the command to user-defined functions. If the command
matches a user-defined function, the positional parameters are saved and
then reset to the arguments of the function call. When the function
completes or issues a return, the positional parameter list is restored, and
any trap set on EXIT within the function is carried out. The value of a
function is the value of the last command executed. A function is carried
out in the current shell process. If the command name matches the name
of a regular built-in command, that regular built-in command will be
invoked.
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3. It creates a process and attempts to carry out the command by using the
exec command (if the command is neither a built-in command nor a
user-defined function).

Korn shell compound commands

A compound command is a list of simple commands, a pipeline, or it can
begin with a reserved word. Most of the time, you will use compound
commands, such as if, while, and for, when you are writing shell scripts.

Functions

The reserved word function defines shell functions. The shell reads and
stores functions internally. Alias names are resolved when the function is
read. The shell executes functions in the same manner as commands, with
the arguments passed as positional parameters. The Korn shell or POSIX
shell executes functions in the environment from which functions are invoked
by sharing variable values and attributes, working directories, aliases,
function definitions, special parameters, and open files. The exit status of a
function definition is zero if the function was not successfully declared.
Otherwise, it will be greater than zero. The exit status of a function invocation
is the exit status of the last command executed by the function.

List of available shell commands
Table 3 contains a list of available shell commands and their actions.

Table 3. Built-in shell commands

Command Action
eval, exec, command, times Script execution and monitoring
break, exit, continue, return, Flow control

trap, wait, test

set, typeset, unset, export, Variables and parameter
shift, readonly, let, getopts manipulation

newgroup, umask, ulimit User attributes and security
print, read, echo I/0O operations

fg, bg, kill,jobs Job management

alias, unalias, pwd, cd, fc Utility

6.4.1.6 The shell as a system programming environment
The shell has as many advanced programming capabilities as any command
interpreter and can be used as a complete software environment. It is
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specially suited for writing programs to manage or automate system
administrator tasks. A script or file that contains shell commands is a shell
program. The shell has all the pieces you need:

Variables and arrays
You can define variables or arrays as in any programming language, but the
shell places heavy emphasis on character strings.

String operators

These allow you to manipulate values of variables without having to write
full-blown programs. For example, <${ varname: +letter} >. If varname exists
and it is not null, return its value; otherwise, set it to letter and then return its
value.

Pattern and regular expressions
Patterns are strings of characters that contain wildcard characters. The shell
adds a set of operators, called regular-expressions, to manage them.

Flow controls

Flow controls give a programmer the power to specify that only one part of a
program should run based on conditional values or that it should run
repeatedly. The shell supports the following constructs, similar to a complete
programming language:

* if/else
e for
* while
* until
* case
* select
* exit/return
* conditional expressions
I’7o
The shell supports 16 I/O redirections, from > (redirect standard output), <

(redirect standard input), and > > (append) to |« (background process with I/O
from parent shell) and several 1/O-level functions, such as read or print.

Debugging
Debugging programs is often closer to an art than an engineering process,
and the AIX shell gives you some of the instruments you need to perform
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debugging operations, such as trace support (xtrace), fake signals (to
simulate signals), or some debugging option with the set command.

6.4.1.7 Process handling

When a process is created, AlX assigns it a special number called a process
ID (PID). The shell commands use the process ID to control processes. A
process can be moved onto the background or foreground, and it can be
suspended or monitored. You can also send signals or kill a process. A very
important shell feature is the built-in trap command. A process within a shell
script can be tailored to react to specific signals and to process them in their
own way. A trap is like an interrupt routine that will be called by AIX when a
specific signal has been sent to a process. For example:

trap ‘' echo “A Termination signal has been received”’ INT
while true
do
echo “I am runmning ..... "
sleep 3
done

This shell script prints the phrase | am running... every three seconds, but it
reacts with the message A termination signal... if someone tries to Kkill it.
There is also a way to make sure that a script does not finish before a
background command completes; this can be assured by using the wait
built-in command. For example:

Programl &
Program2
wait

where, if Program2 finishes first, the script will wait until program completion.
The execution of processes in parallel becomes very important when more
than one processor is available and running time is a concern. In the previous
example, the script’s running time is, essentially, equal to that of the
longest-running job plus some overhead. The AIX shell provides several
features to help programmers handling these issues. Two-way pipes, |&
(command), and subshells are examples. See Section 6.4.1.3, “Shell terms”
on page 85.

6.4.1.8 Shell administration

The shell has some unique features for system customization other than the
usual /etc/profile.
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umask

This command lets you specify the default permissions that files have when
users create them, and it contains the permissions that are turned off by
default whenever a process creates a file.

ulimit

With this command, you can have fine grain control to avoid memory
thrashing or infinite loop programs that result in poor utilization of system
resources.

Table 4. Ulimit options

Parameter Resource

-a Lists all of the current resource limits.

-c Specifies the size of core dumps in number of 512-byte
blocks.

-d Specifies the size of the data area in number of kilobytes.

-f Sets the file size limit in blocks when the Limit parameter is

used, or reports the file size limit if no parameter is specified.
This is the default flag.

-H Specifies that the hard limit for the given resource is set. If
you have root user authority, you can increase the hard limit.
Anyone can decrease it.

-m Specifies the size of physical memory in kilobytes.
-s Specifies the stack size in kilobytes.
-S Specifies that the soft limit for the given resource is set. A

soft limit can be increased up to the value of the hard limit. If
neither the -H nor -s flags are specified, the limit applies to
both.

-t Specifies the number of seconds to be used by each
process.

Security
Security is always a problem, and the AIX shell provides a couple of features
that help to solve it:

* Restricted shell - The restricted shell is used to set up login names and
execution environments whose capabilities are more controlled than those
of the regular shell. The Rsh or bsh -r command opens the restricted
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shell. The behavior of these commands is identical to those of the bsh
command, except that the following actions are not allowed:

- Changing the directory (with the cd command)

Setting the value of PATH or other variables
- Specifying path or command names containing a / (slash)
- Redirecting output

If the restricted shell determines that a command to be run is a shell
procedure, it uses the Bourne shell to run the command. In this way, it is
possible to provide an end-user with shell procedures that access the full
power of the Bourne shell while imposing a limited menu of commands.
This scheme assumes that the end-user does not have write and execute
permissions in the same directory.

* Tracked aliases - Frequently, aliases are used as shorthand for full path
names. One aliasing facility option allows you to automatically set the
value of an alias to the full path name of a corresponding command. This
special type of alias is a tracked alias. Tracked aliases speed execution by
eliminating the need for the shell to search the PATH variable for a full path
name. The set -h command turns on command tracking so that, each time
a command is referenced, the shell defines the value of a tracked alias.
Since aliases take priority over executable files, the alias will always be
run before any Trojan horse viruses that may exist on the system.

6.4.2 Windows 2000 command line interface

The Windows 2000 command line interface referred to in this document
corresponds to the Windows 2000 command prompt.

6.4.2.1 Overview

The Windows 2000 command prompt is a character-based interface in which
you enter a command from the keyboard. The command prompt is able to
discriminate if you enter a DOS, 0S/2, Windows 3.1, or POSIX
character-based command. It spawns an instance of the appropriate
environment subsystem and launches the application.

The Windows 2000 command prompt is mainly a superset of the DOS
command prompt, but not all DOS commands have been ported to Windows
2000. For example, assicN is no longer available since you can do the same
thing in the File Manager, and some other commands, such as MIRRCR Of
FASTOPEN, have been removed because their functionality is available through
other Windows 2000 services. Some UNIX-like functionality, such as && and
Il, has been added to make UNIX users feel more comfortable.
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The Windows 2000 command prompt also allows you to scroll through a list of
your previous commands and edit them using the standard DOS editing keys,
such as Insert, Delete, and the arrow keys.

Note

The Windows 2000 command prompt has been implemented as an
executable program called CMD.EXE.

6.4.2.2 Commands
The Windows NT command prompt supports several categories of
commands:

* Native

e Subsystem

* Configuration
* Network

* Utility

— Note
It is possible to retrieve the exact command syntax with the sELP command.
For example, p:\HELP AT displays all the parameters for the AT command.

Native

These commands are built around the Windows 2000 command interpreter;

some of them run external programs, and others are built-in commands. For

example, DIR is a built-in command; so, the code that will be executed is part
of the Windows 2000 command prompt. Other commands, such as FORVMAT, are
external programs; so, a FORMAT.COM executable is available in the system
directory. These commands allow the user to perform file system operations,
such as COPY, MOVE, ERASE, FORMAT, DIR, COMP, REN, and RECOVER,
start a new instance of the command interpreter, or simply search for a string
by using the FIxD command.

Configuration
These commands are used to customize the DOS environment and are useful
when Windows 2000 runs the DOS subsystem.

Subsystem
These are old DOS commands no longer needed in Windows 2000 but
retained for backward compatibility with existing DOS applications. For
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example, EDLIN, EXE2BIN, GRAPHICS, MEM, SETVER, and SHARE are subsystem

commands.

Network

There are several network-related commands that can be executed from the

command line, and most of them begin with NeT plus a specific argument.
Most of them allow network management, such as NET SESSION, NET SHARE,

NET START, Of NET GROUR and others allow you to send messages, such as NET
SEND, Or issue print jobs, such as NET PRINT

6.4.2.3 AIX equivalents

Table 5 offers a basic comparison between some Windows NT commands

and similar AIX commands.
Table 5. AlX/Windows 2000 commands

AIX Windows 2000
at AT
alias DOSKEY
cat TYPE
cd CD
chmod ATTRIB
cp COPY
date DATE
grep FIND
1s DIR
echo ECHO
man HELP
mkdir MKDIR/MD
more MORE
rm DEL
set SET
& START
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6.4.2.4 1/0 redirection

Some 1/O capabilities are available within the command prompt interface,
such as the possibility to redirect the input/output of a command to a file or a
device by using the characters >, <, and >>. For example:

TYPE TEMP.TXT > LPT1

will transfer the file, TeMp.TxT, to the line printer, LpT1. The pipe, |, is also
supported; so, the output can be used as the input of the trailing command.

6.4.2.5 Batch files

Windows 2000 supports the concepts of batch files (shell scripts in UNIX
jargon) to gather several commands into one and create simple automated
procedures. Batch files must have the .BAT or .CMD extensions to be
executed, and they can contain any Windows 2000 command or program file.
For example:

COPY *.C C:\TEMP\ /* copy all files with C extension in current */
/* directory to C:\temp directory */
ERASE *.EXE /* erase all files with EXE extension from */
/* current directory */

A batch file accepts up to nine parameters. These parameters can be
resolved with the % keyword. For example, a file called DELFILE.BAT can be
created:

ERASE %1.0BJ

ERASE %1.EXE

ERASE %1.LNK

and can be executed by entering the c:>DELFILE PROJECT command; so, the
PROJECT.OBJ, PROJECT.EXE, and PROJECT.LNK files will be deleted. Inside a batch
file, it is possible to read or write a system variable, such as paTH or create a
local one. For example:

SET PATH=D:\WINNT\system32 /* set PATH value */
ECHO %PATH% /* print PATH value */
SET PATH=%PATH%; D:\temp /* add D:\temp directory to */

/* existing PATH values */
These variables exist only in the sessions where they are created, and
system variable values affect applications running within the same session. If
the default value of a system variable has to be changed, the System Control
Panel Menu must be selected.
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Batch files allow also you to control the execution flow with specific
commands. These commands are listed in Table 6.

Table 6. Batch commands

Command Action
CALL Calls a batch file like subroutine
FOR Repeats a command
GOTO Jumps to a label.
IF Executes the next command if the
condition is TRUE
SHIFT Shift positional parameters
START Starts another program in the

background

Chapter 6. User interface/graphics support

97




98  AIX V4.3 and Windows 2000, Side by Side



Chapter 7. Storage management

Storage management is the way disk space is managed by the operating
system and how information is physically organized, written to, and read from
the storage media. The way data is stored on disk is transparent to the
end-user. However, it is probably the most critical aspect of an operating
system. When information stored on disks is no longer available after a
system malfunction or operator error, it is not at all transparent for the
end-user. The reliability and performance of storage management is one of
the keys to the success of an operating system.

This chapter describes how AIX and Windows 2000 manage their storage.
Both the AIX file system and the Windows NT file system are described.

7.1 AIX storage management

AIX V4.3 storage management is based on the Logical Volume Manager
(LVM).

7.1.1 Logical Volume Manager (LVM)
The Logical Volume concept defines a higher-level interface that is
transparent to applications and users and allows the flexible division,
allocation, and management of fixed-disk storage space. This concept is
implemented as a set of operating system commands, subroutines, device
drivers, and tools that are collectively known as the Logical Volume Manager.

7.1.1.1 Logical Volume Manager terminology
The basic LVM components and their relations are shown in Figure 37 on
page 100.
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Figure 37. Components of the Logical Volume Manager

The basic components are:

Physical Volume

The Physical volume is the physical disk drive. Its forms the basis of Logical
Volume management. Before a physical disk can be used, it must be defined
by the system. Each physical disk is assigned certain configuration and
identification information that, together, define the disk as a Physical Volume
(PV). This information is physically recorded on the disk and includes a
Physical Volume Identifier (PVID) that uniquely identifies the disk. The disk is
also assigned a Physical Volume name, typically, hdiskx, where x is a system
unique number starting at 0. This Physical Volume name is also used for the
low-level device driver interface to the disk, such as /dev/hdiskO.

Volume Group
A Volume Group (VG) is a collection of between 1 and 32 Physical Volumes.
In AIX 4.3.2, a new volume group format is added, which increases the
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maximum number of disks in Volume Group to 128 (1024 in the future). Such
a Volume Group is called Big Volume Group and cannot be imported to the
systems with AIX versions below 4.3.2. Before Physical Volumes can be used
by the system, they must be added to a Volume Group. A Physical Volume
can only be a member of one Volume Group, but we can define up to 255
Volume Groups in our system.

Volume Group information includes a unique Volume Group Identifier (VGID),
the PVIDs of all Physical Volumes in the Volume Group, and various kinds of
status information. Each disk in the Volume Group has an area on disk known
as the Volume Group Descriptor Area (VGDA) where this information is
stored. The VGDA also contains information describing all of the Logical
Volumes (discussed later in this section) that exist in the Volume Group. The
size of the VGDA area limited the maximum numbers of disks to 32 in AIX
prior to release 4.3.2. From this release on, the system administrator is able
to configure Big Volume Group, which can contain up to 128 disks. A special
utility is provided to change a normal Volume Group to Big Volume Group.
The limitations of Big Volume Groups are that rootvg cannot be converted to
Big Volume Group; Big VG cannot be accessed in Concurrent mode, and
BigVG cannot be imported in systems with AIX releases lower than 4.3.2. If
more than 128 Physical Volumes are attached to a system, more than one
Volume Group will be required. It is usually appropriate to design the system
in such a way that different types of information are stored in different Volume
Groups anyway. For example, operating system information contained in one
Volume Group and user information contained in another can assist in
management and, in particular, recovery; should a disk fault occur in a
Physical Volume from one Volume Group, only information from that Volume
Group will be affected. Up to 255 Volume Groups can be defined in one
system.

When you install AlX, one Volume Group is created by the installation
process and is called rootvg. On this Volume Group, all System software is
installed; primary Paging Space is defined, and the Boot Logical Volume
created.

Physical Partition

When a Physical Volume is added to a Volume Group, the space on the
Physical Volume is divided up into equal chunks known as Physical Partitions
(PPs). The Physical Partition size is set when a Volume Group is created, and
all Physical Volumes that are added to the Volume Group inherit the same
value. The Physical Partition size can range from 1 MB to 1024 MB and must
be a power of 2, the AIX default being 4 MB. If you select 512 MB or 1024 MB
for the size of PP, the Volume Group cannot be imported on systems with an
AlIX release prior to 4.3.1.
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By default, up to 1016 Physical Partitions can be defined per Physical
Volume. From AIX release 4.3.1 on, when you create a Volume Group, you
can specify the factor t, which enables more then 1016 PP per Physical
Volume, but fewer PV per Volume Group (see Table 7).You can only specify
factor t (with the option -t factor) from the command line (with the mkvg or
chvg command), not when using SMIT.

Table 7. Factor -t

Factor t max.PP per PV max. PVs in VG max. PVs in VG -
Big VG

1 1016 32 128

2 2032 16 64

3 3048 10 42

4 4064 8 32

5 5080 6 25

6 6096 5 21

7 7112 4 18

8 8128 4 16

16 16256 2 8

The Physical Partition is the smallest unit of disk space allocation in the
Logical Volume paradigm. The Logical Volumes and Filesystems created on
them can be defined in increments of the size of the Physical Partition.
Smaller units increase allocation flexibility at the cost of increased
management overhead.

Logical Partition

A Logical Partition (LP) is a pointer to 1, 2, or 3 Physical Partitions. The
number of PPs the LP is mapped to is specified when a Logical Volume is
created but can be changed later (increased or decreased). Information
written to a Logical Partition will be physically written to the Physical
Partitions pointed to. The number of Physical Partitions mapped to a Logical
Partition defines the number of copies of that partition or the level of
mirroring. Mirroring is usually done to two or three different PVs in order to
increase the data availability. This means one LP is mapped to 2 or 3 PPs,
each located on separate PVs (see Figure 37 on page 100).

Up to 32512 Logical Partitions can be defined per Logical Volume.
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Logical Volume

Once a Volume Group has been created and Physical Volumes added to it,
Logical Volumes can be created. A Logical Volume (LV) consists of a number
of Logical Partitions and is an area of disk that can be used to store
information.

The maximum number of user-definable Logical Volumes in a Volume Group
is 256 for a normal Volume Group and 511 for a Big Volume Group.

Logical volumes are used to store such things as file systems, log volumes,
paging space, boot data (Boot Logical Volume), and dump storage or can be
used in Raw mode by databases, such as DB2 or Oracle. The section on
Logical Partitions explained that a Logical Partition can be mapped to up to
three Physical Partitions, which means that up to three copies of the
information contained in a Logical Volume can be maintained. This is called
mirroring.

A Logical Volume can have its size dynamically increased by adding Logical
Partitions, the number of copies can be increased or reduced, and even the
physical location of the Logical Volume on disk can be changed while the LV
is in use. Figure 37 on page 100 shows the relationship between these
components.

Since a Logical Volume can have up to 32512 Logical Partitions and since a
Logical Partition size can be up to 1024 MB, the theoretical maximum size of
a Logical Volume is 32512 GB or 31 TB (Terabytes). Because of the flexibility
of system administration, the LVs are usual created with much smaller size.

7.1.1.2 Logical Volume Manager operation
This section describes the operation of the LVM.

General operation

As discussed previously, the Logical Volume Manager implementation
consists of a set of operating system commands, library subroutines, and
other tools that allow Logical Volumes to be established and controlled.
These commands use the library subroutines to perform management and
control tasks for the Logical Volumes, Physical Volumes, and Volume Groups
in a system.

The interface to the Logical Volumes is called the Logical Volume Device
Driver (LVDD), which is a pseudo device driver that manages and processes
all 1/0 to Logical Volumes. The Logical Volume Device Driver is designed and
utilized the same way as any other device driver in the system and consists of
two halves.
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The lower half is responsible for mapping logical addresses to actual physical
disk addresses, handling any mirroring, and maintaining Mirror Write
Consistency (MWC). Mirror Write Consistency uses a cache in the device
driver where blocks to be mirrored are stored until all copies have been
updated. This ensures data consistency between mirrors. The lower half also
manages bad block detection and relocation. If the physical disk is capable of
this function, the Logical Volume Device Driver will make use of the hardware
support; otherwise, it will be done in software. Both Mirror Write Consistency
and bad block relocation can be disabled on a Logical Volume basis.

The list of data blocks to be written (or read) is finally passed by the Logical
Volume Device Driver to the physical disk device drivers, which interact
directly with the disks. In order for the Logical Volume Manager to work with a
disk device driver, it must adhere to a number of criteria, the most significant
of which is a fixed disk block size of 512 bytes.

The first 512 byte large block is reserved for the Logical Volume Control Block
(LVCB). LVCB contains information about the creation date of the Logical
Volume, information about mirrored copies of Logical Partitions, and
information about the mount point, if there is a Journaled File System created
on the Logical Volume. This is important to remember because a database
application, such as DB2 or Oracle, using Raw Logical Volumes must not use
the first 512 bytes because that is the LVCB! If we do not do this, we will
receive warning and error messages whenever AlX tries to read or update
LVCB, which is, basically, every time we make some changes on the Logical
Volume. In AIX 4.3.3, a copy of LVCB is also held in the Volume Group
Descriptor Area (VGDA).

Quorum

In order for a Volume Group to be accessible to the system, it must be varied
on. During this process, the Logical Volume Manager reads management
information from the Physical Volumes in the Volume Group. This information
includes the Volume Group descriptor area already mentioned in Section
7.1.1.1, “Logical Volume Manager terminology” on page 99, and another
on-disk information repository known as the Volume Group Status Area
(VGSA), which is also stored on all Physical Volumes in the Volume Group.
The VGSA contains information regarding the state of Physical Partitions and
volumes in the Volume Group, such as whether Physical Partitions are stale
(used for mirroring, but not reflecting the latest information) and whether
Physical Volumes are accessible. The VGDA is managed by the subroutine
library, and the VGSA is maintained by the LVDD. If the varyonvg command
cannot access a Physical Volume in the Volume Group, it will mark it as
missing in the VGDA. For the command to succeed, a quorum of Physical
Volumes must be available. A quorum is defined as a majority of VGDAs and
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VGSAs (more than 50 percent of the total number available). The only
situation in which this is different is when there are only one or two Physical
Volumes in a Volume Group. In this case, two VGDAs and VGSAs will be
written to one disk and one (or none if there is only one disk) to the other. If
the disk with two sets is inaccessible, a quorum will not be achieved, and the
vary on will fail. In this case, the system administrator will still be able to
varyon VG with a -f flag (force flag). The Logical Volumes that reside
completely or partially on missing Physical Volumes will not be accessible,
but the ones on available Physical Volumes will, and backup of this data can
be performed.

— Note

If you want the Volume Group to stay varied on, even if it looses quorum,
you must disable quorum. This is a common scenario, when you are
implementing mirroring of rootvg. You configure one copy of LVs on first PV
and the other copy of LVs on the second PV. In the case of one disk failure,
you would usually want that rootvg will be still varied on and thus available
for operating system. In this case, you must disable quorum by issuing the
chvg -Q n rootvg command.

7.1.1.3 Logical Volume Manager policies

When Logical Volumes are created, there are a number of attributes that can
be defined for them. These attributes govern the Logical Volume’s operation
regarding performance and availability. Attributes are policies that the LVM
enforces for the Logical Volume. These policies are:

Intra-Physical Volume Allocation Policy

As shown in Figure 38 on page 106, the Logical Volume Manager defines five
concentric areas on a disk where physical partitions can be located. When
creating a logical volume, the system administrator can choose a preferred
disk location on which the physical partitions and, consequently, the logical
partition that will make this logical volume, should be created. This can be
used to optimize overall logical volume (and file system if created on it)
performance. The characteristics of these regions are described below:

* Edge and Inner Edge - These regions, generally, have the longest disk
arm seek times resulting in the slowest average access times. Logical
Volumes containing least frequently accessed data are best located here.

* Middle and Inner Middle - These regions provide better average seek
times than Edge and Inner Edge and, consequently, lower average access
times. Reasonably frequently accessed data should be positioned here.
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* Center - This region provides the lowest average seek times and, thus, the
best response times. Information that is accessed regularly and needs
high performance should be situated here.

Inner middle

Inner edge

Figure 38. Physical disk partition location - Intra-disk allocation policy

The different average seek times are based upon the supposition that there is
a uniform distribution of disk 1/O, meaning the disk head will spend more time
crossing the center section of the disk than any of the other regions.

When creating a logical volume, the Logical Volume Manager will do its best
to locate the logical volume as closely as possible to the required position. If,
however, there is no space available in the required area, LVM will create LV
on another position with no warning message returned to the system
administrator. To confirm that LV was created in a designated area, the
system administrator can issue the following command:

1lslv -1 hd2

The result would be similar to the following:

hd2: /usr
PV COPIES IN BAND DISTRIBUTION
hdisk0 154:000:000 61% 000:033:095:026:000

In this example, 95 PPs of Logical Volume, hd2, are located in the Center
region; 33 PPs are located in the Inner Middle, and 26 PPs are located in the
Middle region.
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Mirroring

A logical volume is made of logical partitions. The Logical Volume Manager
allows each logical partition in a logical volume to be mapped to one, two, or
three physical partitions. This means that up to two copies of a logical volume
can be transparently maintained for performance and availability purposes.
This is how mirroring is achieved in AlX.

The scheduling policy explained below determines how information is actually
written to disk when mirroring is used. Should a disk with one of the copies of
the logical volume fail, or should some of the physical partitions in the copy
become damaged, another copy can be transparently used while repairs are
effected. Furthermore, the copy that has the required partitions closest to a
read/write head will be used for reading, thus, improving performance. The
benefits here are somewhat dependent upon the inter-physical volume
allocation policy, which is explained next.

When mirroring is being used, there are two ways in which the Logical
Volume Manager can schedule I/O for the physical volumes:

* Sequential-write copy - When this option is selected for a logical volume,
write requests are performed for each copy successively in the following
order: Primary, secondary, and tertiary. A write to a copy must complete
before the next copy can be updated, thus, ensuring maximum availability
in the event of failure.

Read requests will be initially directed to the primary copy. If this fails, they
will be directed to the secondary, and then to the tertiary if necessary (and
defined). While the data is being read from the next copy, the failing copy
(or copies) is/are repaired by turning the read into a write with bad-block
relocation switched on.

* Parallel-write copy - In this case, write requests are scheduled for each
of the copies simultaneously. The write request returns when the copy that
takes the longest to update completes. This method provides the best
performance.

Read requests are scheduled to the copy that can be most rapidly
accessed, thereby minimizing response time. If the read fails, repairs are
accomplished using the same mechanism as for sequential-write copy.

If required, there is a great deal of additional information, in the form of online
documentation, about all aspects of the Logical Volume Manager.

Inter-disk physical volume allocation policy
When the Logical Volume Manager allocates partitions for a logical volume,
the partitions can be spread across multiple disks. The inter-physical volume
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allocation policy governs how this will actually be implemented in terms of
numbers of physical volumes. There are two options:

e Minimum - The minimum option indicates that, if mirroring is being used,
the minimum number of physical volumes should be used per copy, and
each copy should use separate physical volumes. If mirroring is not being
used, just the minimum number of physical volumes necessary to hold all
of the required physical partitions should be used.

e Maximum - The maximum option, predictably enough, attempts to spread
the required physical partitions over as many physical volumes as
possible, thereby, improving performance. if mirroring is not used here,
this approach is highly-sensitive to physical volume failure. The loss of any
physical disk will result in the loss of the logical volume.

Striping

When creating a logical volume, it is also possible to define a stripe size if you
want the logical volume to be striped. The stripe size can be 4 KB, 8 KB, 16
KB, 32 KB, 64 KB, or 128 KB.

AIX V4.3 allows the placement of logical volumes on a specific area of one or
more physical volumes. For example, the center of the disk may be chosen for
the placement of logical volumes when rapid access to data is required. Even
though this placement strategy can provide fast access to data, it is still
restricted by the fact that a disk I/O operation is performed to retrieve each
data block.

In Part 1 of Figure 39 on page 109, the numbered disk blocks for the file
represent the sequence of data in the file. To read the entire file sequentially
involves reading each disk block in turn.
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Figure 39. Striping example

However, if we place the data in a logical volume over all available disks, in a
specific manner, to enable parallel access to that data, this would further
improve sequential access to that data (see Figure 39).

In user environments where sequential access to large data files is very
frequent, this technique proves to be extremely efficient. In fact, AIX V4.3
provides this technique with a mechanism known as striping. In non-striped
logical volumes, data is accessed using addresses to data blocks within
physical partitions. In a striped logical volume, data is accessed using
addresses to stripe units. Consecutive stripe units are created on different
physical volumes.

A single stripe consists of a stripe unit on each physical volume. The size of a
stripe unit must be specified at creation time and can be any power of 2 in the
range 4 KB to 128 KB. Because data in a striped logical volume is no longer
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accessed using data block addresses, the LVM will track which blocks on
which physical drives actually hold the data being accessed. If the data being
accessed resides on more than one physical volume, the appropriate number
of simultaneous disk 1/0O operations will be scheduled for all drives
concerned.

7.1.1.4 Mirroring and striping support

In AlIX 4.3.3, you have the ability to create striped and mirrored logical
volumes, which provides you with high-performance striped logical volumes
and high availability of mirrored logical volumes, see Figure 40.

Stripe units of copy #1

T4l [oh3s HEH EIN 214616 [12[5hs
)" ) i) P ] R Jolz3]26[29] 3235 21]za)27130|23]

One, single LV S— S—
‘T 417 |1o]r2]iE 215 B figli7 31615 [i2]i5]i8
15]22]25)28] 31)34 20|38 29[ 32)35 21)24)27)30f23)36

-

Stripe units of copy #2

Figure 40. Striped and mirrored logical volume
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For striped and mirrored logical volumes, a new allocation policy is
introduced: Super strict. This allocation policy ensures that the partitions
allocated for one mirror cannot share a physical volume with the partitions
from another mirror. If you are creating a striped and mirrored logical volume
with SMIT, this policy will be selected automatically, but, if you are creating a
logical volume with the mklv command, you should specify the super strict
allocation policy with the -s flag.

7.1.1.5 Bad-block relocation

As was mentioned in “General operation” on page 103, the Logical Volume

Manager will perform bad-block relocation if required. This is the process of
redirecting read/write requests from a disk block that has become damaged
to one that is functional; this happens transparently to an application.

7.1.1.6 Concurrent online mirror backup

AlX 4.3 provides support for online backup mechanism for a mirrored logical
volumes. The idea is to make one copy of the logical volume temporarily
inactive for applications; it means that any updates of LV will take place only
on one copy, and, in this time, perform a backup of the logical volume from
the non-active copy.

7.1.1.7 Logical Volume Manager benefits
The LVM provides the following benefits:

* Transparent control of physical storage data contained in a logical volume
appears to be contiguous, but it can, in fact, be located on disk partitions
that are not side-by-side or even on the same physical disk. This allows
efficient use of available disk space, particularly when logical volumes
require expansion.

e Mirrored copies of logical volumes, by being able to assign multiple
physical partitions to each logical partition, enable copies of vital
information to be transparently maintained (even on separate physical
disks) for additional security.

» Striped logical volumes enable many simultaneous reads from many
physical volumes for applications with high-performance sequential read
requirements. In AlX 4.3.3, striped logical volumes can also be mirrored.

e Capacity greater than physical disk sizes - The logical partitions
comprising a logical volume can span multiple disks, which means that
logical volumes are not limited to the sizes of the individual physical disks
attached to the system.

* Physical partition flexibility - The sizes of physical partitions can be
defined when a volume group is created. This gives flexibility in the use of
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disk resources. For example, logical volumes can be increased in size by
smaller increments, thereby, utilizing the available disk space more
effectively.

7.1.2 AIX Version 4.3 file systems

One further level of abstraction is provided at the operating system level, and
this is the file system. A file system is, essentially, a hierarchical structure of
directories, each directory containing files or further directories
(subdirectories). The diagram in Figure 41 on page 113, shows the standard
AIX V4.3 Journaled File System organization. The main purpose of a file
system is to provide for improved management of data by allowing different
types of information to be organized and maintained separately. However, as
will be shown later in this section, file systems also provide many more
facilities.

112  AIX V4.3 and Windows 2000, Side by Side



etc
games
include
lib

Ipp
sbin
share
sys
ucb
usg

vice

L locks
L msgs

— NEews

L sd
L security
_ spool

tmp

/var file system

"
]
L ]
"
"
"
]
L ]
L ]
"
"
"
]
L ]
"
"
: L. preserve
L ]
"
"
"
]
L ]
L ]
"
"
"
'l
L ]
"
"
"

Figure 41. AlIX Version 4.3 Journaled File System organization

There many different types of file systems in existence, including the

following:

AlX Journaled File System (JFS)

This is the native AlX file system providing the full range of supported file
system operations for organizing and managing physical files. The JFS is

explored in more detail later in this section. The JFS is created within a

logical volume.
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Network File System (NFS)
This type of file system allows a remote file system (or part of a file system) to
be accessed as if it were part of a local file system.

CD-ROM File System (CDFS)
This type of file system allows the contents of a CD-ROM to be accessed as if
they were part of a local file system.

Andrew File System (AFS)
Provides services similar to NFS.

OSF Distributed File System (DFS)
This file system provides a very high level of security and availability.

On all UNIX systems, there must be at least one file system, called the root
file system or /, within which the other file systems can be accessed on the
local system. In AIX, several other filesystems are created at installation time:
/usr, /var, /tmp, /home.

7.1.2.1 AIX 4.3 Standard Journaled File System

The AlIX Journaled File System (JFS) is implemented through a set of
operating system commands that allow the creation, management, and
deletion of files and a set of subroutines that allow lower-level access, such
as open, read, write, and close, to files in the file system.

A JFS is created on a logical volume and organized as shown in Figure 42 on
page 115.
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Figure 42. JFS physical organization on a logical volume

As can be seen, the JFS divides the logical volume into a number of units or
logical blocks of fixed size. Before AIX V4, these logical blocks had a
fixed-size of 4096 corresponding to the memory page size.
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While, generally, efficient from the point of view of loading the file into
memory and preventing physical disk fragmentation, having a fixed logical
block size can have drawbacks. If the majority of files stored in the file system
are small (less than one logical block in size), there will be a great deal of
wasted disk space in the accumulation of those portions of the logical blocks
that remain unused by the smaller files. If all files are less than half of a
logical block in size, for example, then half of the total file system space will
be unused, even though the file system is full.

AIX V4 has introduced fragments in the structure of a file system. A fragment
is the smallest unit of file system disk space allocation. The fragment size can
be set at the creation of the file system and is stored in the superblock. The
size can be 512, 1024, 2048, or 4096 bytes. This fragment size is used for I/0
at the file system interface. This means that the file system passes data to be
written to the LVM or receives data that has been read from the LVM using
blocks of data having the fragment size set at file system creation.

The logical blocks in the file system are organized as follows:

Logical Block 0

The first logical block in the file system is reserved and available for a
bootstrap program or any other required information; this block is unused by
the file system.

Superblock
The first and thirty-first logical blocks are reserved for the superblock (logical
block 31 is a backup copy). The superblock contains information, such as the
overall size of the file system in 512-byte blocks, file system name, file system
log device (logs will be covered later in this section), version number, and file
system state.

Allocation Groups

The rest of the logical blocks in the file system are divided into a number of
allocation groups. An allocation group consists of data blocks and i-nodes to
reference those data blocks when they are allocated to directories or files.
The reasons for this extra level of abstraction are:

* To improve locality of reference - Files created within a directory will be
maintained in an allocation group with that directory. Since allocation
groups consist of contiguous logical blocks, this should assist in
maintaining locality of reference for the disk head.

* To make file system extension easier - Extending a file system is easier
because a new allocation group of i-nodes and data blocks can be added
maintaining the relationship between i-nodes and file system size simply.
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Without allocation groups, the file system would either have to be
reorganized to increase the number of i-nodes, or the extension could only
increase the number of data blocks available, thereby, conceivably, limiting
the number of files and directories in the file system.

I-nodes are explained next. For a better representation of this organization,
refer to Figure 42 on page 115.

i-nodes

Basically, an i-node is a pointer to a file. An i-node contains information about
the file, such as the type of file, the size in bytes, the owner, access
permissions for the user ID (UID) and the group ID (GID), the number of
blocks allocated to the file, the creation date, last modification date, last
access date, and pointers to the blocks that actually contain the file.

When the file system is created, a certain number of blocks are reserved for
storing the i-nodes. The number of i-nodes determines the number of files or
directories that can be created on that file system. By default, the number of
i-nodes is such that each 4096 byte block of the file system can be addressed
and contain a file.

This is not the most efficient way of using the space in the file system; so, in
AIX V4, we have the possibility of specifying the number of bytes per i-node
(NBPI).This number specifies the ratio of the file system size (in bytes) to the
number of i-nodes. For example, if the NBPI is set to 16384, in a file system
of size 32 MB, 2000 i-nodes will be created. This means it will be possible to
create 2000 files and directories in that file system. The NBPI can be from
512 to 131072, and the default is 4096.

These i-nodes will be divided between the allocation groups.

The structure of an i-node is described in Figure 43 on page 118, where an
NBPI of 4 KB is assumed. The first part contains information, such as the
owner, creation and modification dates, and permissions for the directory or
file. The second part contains an array of eight pointers to the actual disk
addresses of the 4 KB logical blocks that make up the file or directory.
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Figure 43. Structure of an i-node

For files that can fit within the array storage area, such as most links, the file
is actually stored in the i-node itself, thus, saving disk space.

For a file of up to 32 KB (8 x 4 KB) in size, each i-node pointer will directly
reference a logical block on the disk. For example, if the file has a 27 KB size,
the first seven pointers will be required, the last pointer referencing a 4 KB
logical block containing the last 3 KB of the file.
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For files up to 4 MB, the i-node points to a logical block that contains 1024
pointers to logical blocks that will contain the files data; This gives a file size
of up to 1024 x 4096 or 4 MB.

For files greater in size than this, the i-node points to a logical block that
contains 512 pointers to logical blocks each containing 1024 pointers to the
logical blocks that will actually contain the file’s data. This gives a maximum
file size of 512 x 1024 x 4096 or 2 GB.

7.1.2.2 Large-file-enabled Journaled File System
If files bigger than 2 GB are required, a large-file-enabled Journaled File
System must be created.

The geometry for a large-file-enabled JFS allows some of the indirect blocks
to contain disk addresses that refer to larger blocks. Specifically, the entries
in the first indirect block point to normal 4 KB data blocks, and all of the
entries in other indirect blocks point to larger (128 KB) data blocks (see
Figure 44 on page 120)

In file systems enabled for large files, file data stored before the 4 MB file
offset is allocated in 4096-byte blocks. File data stored beyond the 4 MB file
offset is allocated with large disk blocks 128 KB in size. The large disk blocks
are actually 32 contiguous 4096-byte blocks.

For example, a 132 MB file in a file system enabled for large files uses two
single indirect blocks (one with 1024 x 4 KB data blocks and one with 1024 x
128 KB data blocks). In a regular file system, the 132 MB file would require 33
single indirect blocks (each filled with 1024 x 4 KB disk blocks).

The maximum file size for this geometry is: (1 x 1024 x 4 K) + (511 x 1024 x
128 K) or 68589453312 Bytes (or around 64 GB).
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7.1.2.3 Compressed Journaled File System

AIX V4.3 allows the system administrator to create a compressed file system.
This facility provides compression of regular files (as opposed to directories
or links). The compression is implemented on a logical block basis, which
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means that when a logical block of file data is to be written, an entire logical
block is allocated for it; the logical block is then compressed, and the number
of fragments now required as a result of the compression is actually
allocated. Thus, in contrast to a fragment file system, which only allocates
fragments for the final logical blocks of files less than 32 KB in size,
compressed file systems allocate fragments for every logical block in every
file.

Compression is done block-by-block in order to fulfill the requirements for
efficient random 1/0O. The algorithm used is LZ1.

If compressed filesystem are used, there is the potential for file system
fragmentation. Although enough free fragments are available for writing a new
file, they are not in contiguous space and cannot be used. In order to solve
this problem, there is a utility called defragfs, which can be used for
defragmenting a filesystem.

— Note

The / (root) and /usr file systems must not be compressed!

7.1.2.4 Journaled File System recoverability

Since it has been available with AIX V3.1 in 1990, the AIX JFS is a
recoverable file system. All transactions issued on the file system structure
(file system meta data) are logged into a JFS log logical volume. This
transaction log provides file system recovery in case the system abnormally
terminates.

By default, one JFS log, with a default size of one logical partition, maintains
log data for all the file systems within a volume group. The default log size
may be increased for file systems that are larger than 2 GB. The maximum
size for a JFS log is 256 MB.

It is also possible to create a separate JFS log logical volume for a specific
file system. Since the JFS log is a logical volume, the physical location of the
log can be set at log logical volume creation. This is very important in terms
of performance. Having the log on a physical volume other than the file
system might improve write access to this file system.

7.1.2.5 Journaled Flle System limitations

The JFS is designed to support up to 224 i-nodes or 16 million i-nodes. With
an NBPI (Number of Bytes Per i-node) of 512, this leads to 512 x 16 M = 8
GB.

Chapter 7. Storage management 121



The theoretical file system size limit is reached with an NBPI of 131072,
which gives a maximum file system size of 131072 x 16 M = 2097152 MB,
that is, 2 TB (2 Terabytes). Since this size requires very large hard drives, it
was not possible to test such a size; therefore, IBM announced a maximum
supported file size of 1024 GB. See Table 8.

Table 8. AIX V4.3 Journaled File System maximum size

Minimum Maximum
NBPI Allocation Fragment Size (Bytes) File System
Group Size Size (GB)
(MB)
512 8 512,1024,2048,4096 8
1024 8 512,1024,2048,4096 16
2048 8 512,1024,2048,4096 32
4096 8 512,1024,2048,4096 64
8192 8 512,1024,2048,4096 128
16384 8 512,1024,2048,4096 256
32768 16 1024,2048,4096 512
65536 32 2048,4096 1024
131072 64 4096 1024

7.1.2.6 Journaled File System Long File Name Support
The AIX JFS has supported long filenames since AIX became available in
1990. File names can have up to 255 characters.

7.1.2.7 On-line Journaled File System backup

In AIX 4.3.3, you also have the ability to make an online backup of JFS, not
just raw logical volumes. In order to do this, the logical volume on which JFS
resides must be mirrored as must its JFS log. When doing an online backup
of JFS, LVM creates a snapshot of the logical volume on which JFS resides.
However, because of asynchronous file writes, the snapshot may not contain
all the data that was written immediately before the snapshot was taken.
Therefore, it is recommended that file system activity be minimal while the
snapshot (the splitting of logical volume copies) is taking place. After the
backup is finished, the copy of the LV (JFS) that was used for backup is
reintegrated and synchronized with the primary copy.
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7.1.2.8 Other file systems

As has been explained in this section, file systems provide an interface that
simplifies management and access to information. The native file system
under AIX is the JFS, but there are other types:

CD-ROM File System (CDFS)

This file system provides access to information stored on a CD-ROM, such as
the On-line System Documentation information. Once created, a CD-ROM file
system can be mounted and accessed the same as any other file system.

The following standard CD-ROM formats are supported:

* The ISO 9660:1988(E) standard - The CDRFS supports ISO 9660 level 3
of interchange and level 1 of implementation.

* The High Sierra Group Specification - Precedes the ISO 9660 and
provides backward compatibility with previous CD-ROMs.

* The Rock Ridge Group Protocol - Specifies extensions to the ISO 9660
that are fully-compliant with the ISO 9660 standard and provide full POSIX
file system semantics based on the System Use Sharing Protocol (SUSP)
and the Rock Ridge Interchange Protocol (RRIP) enabling mount/access
CD-ROM as with any other UNIX file system.

* The CD-ROM eXtended Architecture File Format (in Mode 2 Form 1
sector format only) - This file format specifies extensions to the ISO 9660
that are used in CD-ROM-based multimedia applications, such as Photo
CD.

Network File System (NFS)

NFS allows files and directories located on other systems to be incorporated
into a local file system and accessed as though they were a part of that file
system. NFS provides its services on a client/server basis. Server systems
can make selected files and directories available for access by client systems.

NFS provides a number of services including the following:

* Mount Service - This service allows clients to mount into a local file
system the portion of the remote file system that they wish to access.
Mounting is discussed in more detail later in this section.

* Remote File Access - This service fulfills requests for file activity from the
client to server (such as opens, reads, and writes).

* Remote Execution Service - This service allows authorized clients to
execute commands on the server.
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* Remote System Statistics Service - This service provides statistics on
the recent availability of the server.

* Remote User Listing Service - This service provides information to
clients about users of the server system.

NFS installation, configuration, and management are covered in detail in the
online documentation.

NFS operation is stateless, which means that the server does not maintain
any transaction information on behalf of clients. Each file operation is atomic,
which means that ,once complete, no information on the operation is
retained. Thus, if a connection should fail, it is up to the client to maintain any
synchronization or transaction logging to ensure consistency.

Andrew File System (AFS)

The Andrew File System, or AFS, provides a similar basic service to NFS in
that it allows machines to access remote file systems as though they were
local. The major difference is that AFS defines its own hierarchy, one where
many machines can participate in mounting sections of their local file
systems into the hierarchy. Client machines that are authorized can then
mount the entire AFS hierarchy into their local file system structure and,
thereby, access information on a wide range of machines and file systems as
though it were local.

OSF Distributed File System (DFS)

This file system is part of the OSF Distributed Computing Environment (OSF
DCE). It provides file-sharing capabilities with a high level of availability and
security. Refer to Section 11.2.20.7, “Distributed File System (DFS)” on page
430, in this document for more information on DFS.

7.1.2.9 Accessing file systems

Once a file system of whatever type has been created, it must be mounted in
order to access the information within it. The process of mounting creates the
connection between an existing and accessible local file system mount point
and the root directory of the directory structure to be accessed. A mount point
can be either a directory or a file in the local file system. If a new local file
system or remote directory structure (using NFS for example) is to be
accesse