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About This Book

This book is for system administrators who maintain the operating system’s network connections.
Familiarity with the Base Operating System and the material covered in AIX 5L Version 5.2 System
Management Guide: Operating System and Devices and AIX 5L Version 5.2 System User’s Guide:
Communications and Networks is necessary.

Beginning with the AIX 5.2 Documentation Library, any information that this book contained regarding AIX
system security, or any security-related topic, has moved. For all security-related information, see the AIX
5L Version 5.2 Security Guide.

Who Should Use This Book

This book is intended for system administrators who perform system management tasks that involve
communication within a network.

Highlighting

The following highlighting conventions are used in this book:

Bold Identifies commands, keywords, files, directories, and other items whose names are predefined by
the system.

Italics Identifies parameters whose actual names or values are to be supplied by the user.

Monospace Identifies examples of specific data values, examples of text similar to what you might see

displayed, examples of portions of program code similar to what you might write as a programmer,
messages from the system, or information you should actually type.

Case-Sensitivity in AIX

Everything in the AIX operating system is case-sensitive, which means that it distinguishes between
uppercase and lowercase letters. For example, you can use the Is command to list files. If you type LS, the
system responds that the command is "not found.” Likewise, FILEA, FiLea, and filea are three distinct file
names, even if they reside in the same directory. To avoid causing undesirable actions to be performed,
always ensure that you use the correct case.

ISO 9000

ISO 9000 registered quality systems were used in the development and manufacturing of this product.

Related Publications

The following book contains information about or related to communications:

« [AIX 5L Version 5.2 System Management Guide: Operating System and Deviceg

[AIX 5L Version 5.2 System Management Concepts: Operating System and Devices|
[AIX 5L Version 5.2 System User’s Guide: Communications and Networks

[AIX 5L Version 5.2 General Programming Concepts: Writing and Debugging Programs
[AIX 5L Version 5.2 Network Information Services (NIS and NIS+) Guide|

[AIX 5L Version 5.2 Commands Referenced

« |AIX 5L Version 5.2 Installation Guide and Reference]

« |AIX 5L Version 5.2 Security Guidd
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Chapter 1. How To’s for Network Administration Tasks

This chapter provides the following How-To instructions for performing common network administration
tasks:

« [‘Upgrade to IPv6 with IPv4 Configured’|

* [‘Upgrade to IPv6 with IPv4 not configured in AIX 5.2” on page 3

« ["Migrate from SNMPv1 to SNMPv3” on page 5

« [“Create Users in SNMPv3” on page 8|

« [‘Dynamically update authentication and privacy keys in SNMPv3” on page 12|

Upgrade to IPv6 with IPv4 Configured

This scenario leads you through a manual upgrade from IPv4 to IPv6. The network used in this example
consists of a router and two subnets. There are two hosts on each subnet: the router, and another host.
You will upgrade each machine on this network to IPv6. By the end of the scenario, the router will
advertise prefix fec0:0:0:aaaa::/64 on network interface en0 and prefix fec0:0:0:bbbb::/64 on network
interface enl. You will first configure the machines to temporarily support IPv6 so that you can test them.
You will then configure the machines so they will be IPv6—-ready at boot time.

If you are running AIX 5.2 and do not have your IPv4 settings configured, see |“Upgrade to IPv6 with IPv4|
Inot configured in AIX 5.2” on page 3|

Step 1. Set up the hosts for IPv6

On the hosts on both subnets, do the following:

1. Make sure IPv4 is configured by typing the following command:
netstat —ni

Your results should look similar to the following:

Name Mtu  Network Address Ipkts Ierrs Opkts Oerrs Coll
en® 1500 1ink#2 0.6.29.4.55.ec 279393 0 2510 0 0
end 1500 9.3.230.64 9.3.230.117 279393 0 2510 0 0
100 16896 Tink#l 913 0 919 0 0
100 16896 127 127.0.0.1 913 0 919 0 0
100 16896 ::1 913 0 919 0 0
2. With root authority, configure your IPv6 settings by typing the following command:
autoconf6
3. Rerun the following command:
netstat -ni
Your results should look similar to the following:
Name Mtu  Network Address Ipkts Ierrs Opkts Oerrs Coll
en® 1500 1ink#2 0.6.29.4.55.ec 279679 0 2658 0 0
end 1500 9.3.230.64 9.3.230.117 279679 0 2658 0 0
en® 1500 fe80::206:29ff:fe04:55ec 279679 0 2658 0 0
sit® 1480 1ink#3 9.3.230.117 0 0 0 0 0
sitd 1480 ::9.3.230.117 0 0 0 0 0
100 16896 Tink#1 2343 0 2350 0 0
100 16896 127 127.0.0.1 2343 0 2350 0 0
100 16896 ::1 2343 0 2350 0 0

4. Start the ndpd-host daemon by typing the following command:
startsrc —s ndpd-host

The host is now IPv6—-ready. Repeat this procedure for every host on each subnet.

© Copyright IBM Corp. 1997, 2002 1



Step 2. Set up the router for IPv6

1.

Make sure that the IPv4 settings are configured by typing the following command:
netstat —ni

With root authority, type the following command:

autoconfb

Manually configure site-local addresses on the router’s interfaces belonging to each of the two subnets
by typing the following commands:

# ifconfig enO inet6 fec0:0:0:aaaa::/64 euibd alias
# ifconfig enl inet6 fec0:0:0:bbbb::/64 euibs alias

You will need to do this for every subnet that your router is sending packets to.
To activate IPv6 forwarding, type the following:

no —o ip6forwarding=1

To start the ndpd-router daemon, type the following:

startsrc —s ndpd-router

The ndpd-router daemon will advertise prefixes corresponding to the site-local addresses that you
configured on the router. In this case, the ndpd-router will advertise prefix ec0:0:0:aaaa::/64 on en0d
and prefix fec0:0:0:bbbb::/64 on enl.

Step 3. Set up IPv6 to be configured on the hosts at boot time

Your newly configured IPv6 will be deleted when you reboot the machine. To enable IPv6 host functionality
every time you reboot, do the following:

1.
2.

Open the /etc/re.tepip file using your favorite text editor.
Uncomment the following lines in that file:

# Start up autoconf6 process
start /usr/sbin/autoconf6 ""

# Start up ndpd-host daemon
start /usr/sbin/ndpd-host "$src_running"

When you reboot, your IPv6 configuration will be set. Repeat this process for each host.

Step 4: Set up IPv6 to be configured on the router at boot time

Your newly configured IPv6 will be deleted when you reboot. To enable IPv6 router functionality every time
you reboot, do the following:

1.
2.

Open the /etc/rc.tepip file in your favorite text editor.
Uncomment the following line in that file:

# Start up autoconf6 process
start /usr/sbin/autoconfé6 ""

Add the following lines immediately after the line that you just uncommented in the previous step:

# Configure site-local addresses for router
ifconfig enO inet6 fec0:0:0:aaaa::/ euibd alias
ifconfig enl inet6 fec0:0:0:bbbb::/ eui64 alias

In this scenario, our network has only two subnets, en0 and enl. You will need to add a line to this file
for every subnet that your router is sending packets to.

Uncomment the following line in the file:

# Start up ndpd-router daemon
start /usr/sbin/ndpd-router "$src_running"

When you reboot, IPv6 will be automatically started.
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Upgrade to IPv6 with IPv4 not configured in AIX 5.2

This scenario shows how to set up hosts and a router for IPv6 without IPv4 settings configured. The
network used in this example consists of a router and two subnets. There are two hosts on each subnet:
the router, and another host. By the end of the scenario, the router will advertise prefix

fec0:0:0:aaaa: :/64 on network interface end and prefix fec0:0:0:bbbb::/64 on network interface enl. You
will first configure the machines to temporarily support IPv6 so that you can test them. You will then
configure the machines so they will be IPv6-ready at boot time.

This scenario assumes that the bos.net.tcp.client fileset is installed.

To upgrade to IPv6 with IPv4 already configured, see ['‘Upgrade to IPv6 with IPv4 Configured” on page 1|

Step 1: Set up the hosts for IPv6

1. With root authority, type the following command on each host on the subnet:
autoconf6 -A

This will bring up all IPv6—capable interfaces on the system.

Note: To bring up a subset of interfaces, use the —i flag. For example, autoconf6 -i en0® enl will
bring up interfaces en0 and enl.

2. Type the following command to view your interfaces:
netstat —ni

Your results should look similar to the following:

Name Mtu  Network Address Ipkts Ierrs Opkts Oerrs Coll

en® 1500 Tink#3 0.4.ac.17.b4.11 7 0 17 0 0
end 1500 fe80::204:acff:fel7:b41l 7 0 17 0 0
100 16896 Tink#l 436 0 481 0 0
100 16896 127 127.0.0.1 436 0 481 0 0
100 16896 ::1 436 0 481 0 0

3. Start the ndpd-host daemon by typing the following command:
startsrc —s ndpd-host

Step 2: Set up the router for IPv6

1. With root authority, type the following command on the router host:
autoconf6 -A

This will bring up all IPv6—capable interfaces on the system.

Note: To bring up a subset of interfaces, use the —i flag. For example, autoconf6 -i en0® enl will
bring up interfaces en0 and enl.

Your results should look similar to the following:

Name Mtu Network Address Ipkts Ierrs Opkts Oerrs Coll

enl 1500 Tlink#2 0.6.29.dc.15.45 0 0 7 0 0
enl 1500 fe80::206:29ff:fedc:1545 0 0 7 0 0
en®@ 1500 1ink#3 0.4.ac.17.b4.11 7 0 17 0 ¢]
en0 1500 fe80::204:acff:fel7:b411 7 0 17 0 0
100 16896 Tink#1 436 0 481 0 0
100 16896 127 127.0.0.1 436 0 481 0 0
100 16896 ::1 436 0 481 0 0

2. Manually configure site-local addresses on the router’s interfaces belonging to each of the two subnets
by typing the following commands:
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# ifconfig en® inet6 fec0:0:0:aaaa::/64 euibd alias
# ifconfig enl inet6 fec0:0:0:bbbb::/64 eui64 alias

Note: You will need to do this for every subnet that your router is sending packets to.
To activate IPv6 forwarding, type the following:

no —o ipé6forwarding=1

To start the ndpd—-router daemon, type the following:

startsrc —s ndpd-router

The ndpd-router daemon will advertise prefixes corresponding to the site-local addresses that you
configured on the router. In this case, the ndpd-router will advertise prefix ec0:0:0:aaaa::/64 on end
and prefix fec0:0:0:bbbb::/64 on enl.

Step 3. Set up IPv6 to be configured on the hosts at boot time

After completins Step 1 for each host, IPv6 will be deleted when you reboot the machine. To enable IPv6
host functionality every time you reboot, do the following:

1.
2.

4.

Open the /etc/re.tepip file using your favorite text editor.
Uncomment the following lines in that file:

# Start up autoconf6 process
start /usr/sbin/autoconf6 ""

# Start up ndpd-host daemon
start /usr/sbin/ndpd-host "$src_running"

Add the -A flag to start /usr/sbin/autoconfé "":
start /usr/sbin/autoconf6 "" -A

Repeat this process for each host.

When you reboot, IPv6 will be automatically started.

Step 4: Set up IPv6 to be configured on the router at boot time

After completing Step 2 for your router, IPv6 will be deleted when you reboot. To enable IPv6 router
functionality every time you reboot, do the following:

1.
2.

Open the /etc/re.tepip file in your favorite text editor.
Uncomment the following line in that file:

# Start up autoconf6 process
start /usr/sbin/autoconf6 ""

Add the -A flag to that line:
start /usr/sbin/autoconfé6 "" -A
Add the following lines immediately after the line that you just uncommented in the previous step:

# Configure site-Tocal addresses for router
ifconfig enO inet6 fec0:0:0:aaaa::/ euibd alias
ifconfig enl inet6 fec0:0:0:bbbb::/ euibd alias

In this scenario, our network has only two subnets, en0 and enl. You will need to add a line to this file
for every subnet that your router is sending packets to.

Uncomment the following line in the file:

# Start up ndpd-router daemon
start /usr/sbin/ndpd-router "$src_running"

Run the following command to enable IP forwarding at boot time:

no -r -o ipé6forwarding=1

When you reboot, IPv6 will be automatically started.
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Migrate from SNMPv1 to SNMPv3

This scenario shows a typical migration from SNMPv1 to SNMPv3.

In AIX 5.2, the default SNMP agent running at system boot time is the non-encrypted version of SNMPv3.

SNMPv3 uses the /etc/snmpdv3.conf file as its configuration file. Any parameters that you had configured

in the /etc/snmpd.conf file, which is used by SNMPv1 in AIX 5.1 and earlier, will need to be manually

migrated to the /etc/snmpdv3.conf file.

In this scenario, the communities and traps that were configured in the /etc/snmpd.conf file will be
migrated to the /etc/snmpdv3.conf file. By the end of the scenario, SNMPv3 will provide identical

functionality that SNMPv1 offered. If you did not configure any of your own SNMPv1 communities or traps,

there is no need for you to complete this procedure.

This file does not contain any information about features available in SNMPv3. For information about
creatinf users using SNMPv3 features not available in SNMPv1, see [‘Create Users in SNMPv3” on|
page 8.

The following file is the example /etc/snmpd.conf file that is going to be migrated. The following
communities are configured: daniel, vasu, and david. These communities must be migrated manually.

logging file=/usr/tmp/snmpd.Tog enabled
logging size=0 level=0
community daniel 0.0.0.0 0.0.0.0 readWrite 1.17.35
community vasu 9.3.149.49 255.255.255.255 readOnly  10.3.5
community david 9.53.150.67 255.255.255.255 readWrite 1.17.35

view 1.17.35 udp icmp snmp 1.3.6.1.2.1.25

view 10.3.5 system interfaces tcp icmp

trap daniel 9.3.149.49 1.17.35 fe
trap vasu 9.3.149.49 10.3.5 fe
trap david 9.53.150.67 1.17.35 fe

SmuX 1.3.6.1.4.1.2.3.1.2.3.1.1 sampled_password # sampled

To complete the steps in this scenario, refer to your /etc/snmpd.conf file. Have a copy of that file ready

when you start this procedure.

Step 1. Migrate the community information
The community names in the /etc/snmpd.conf file become part of the VACM_GROUP entries in the

letc/snmpdv3.conf file. Each community must be placed in a group. You will then give the groups the

view and access permissions needed.

1. With root authority, open the /etc/snmpdv3.conf file with your favorite text editor. Locate the
VACM_GROUP entries in the file.

2. Create a VACM_GROUP entry for each community that you want to migrate. If multiple communities are
going to share the same view and access permissions, you need to create only one group for them.

The community names in the /etc/snmpd.conf file become the securityName values for the
VACM_GROUP entries. In this scenario, the following entries were added for vasu, daniel, and david:

# VACM_GROUP entries

# Defines a security group (made up of users or communities)
# for the View-based Access Control Model (VACM).

# Format is:

# groupName securityModel securityName storageType

VACM_GROUP group2 SNMPvl vasu -

Chapter 1. How To’s for Network Administration Tasks
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VACM_GROUP group3 SNMPvl daniel -
VACM_GROUP group3 SNMPvl david -

» groupName can be any value you choose, except groupl.
e securityModel remains SNMPv1 because we are migrating the SNMPv1 communities.

* In this scenario, daniel and david share the same view and access permissions in the
letc/snmpd.conf file. Therefore, they are both members of group3 in the /etc/snmpdv3.conf file.
Community vasu is placed in a different group because its view and access permissions are different
than those for david and daniel.

The communities are now placed in groups.

Step 2. Migrate the view information

The view information in the /ete/snmpd.conf file will become COMMUNITY, VACM _VIEW, and VACM_ACCESS
entries in the /etc/snmpdv3.conf file. These entries will determine the view and access permissions for
each group.

1.

Create COMMUNITY entries for daniel, vasu, and david, maintaining the same IP addresses for netAddr
and netMask as were specified in the /etc/snmpd.conf file.

# COMMUNITY
# Defines a community for community-based security.
# Format is:

# communityName securityName securitylLevel netAddr netMask storageType

COMMUNITY pubTic pubTic noAuthNoPriv 0.0.0.0 0.0.0.0 -
COMMUNITY daniel daniel noAuthNoPriv 0.0.0.0 0.0.0.0 -
COMMUNITY vasu vasu noAuthNoPriv 9.3.149.49 255.255.255.255 -
COMMUNITY david david noAuthNoPriv 9.53.150.67 255.255.255.255 -

Create a VACM_VIEW entry for every MIB object or variable that each group has access to. According to
the /etc/snmpd.conf file, daniel and david have access to udp, icmp, snmp, and 1.3.6.1.2.1.25 (host
subtree as defined in RFC 1514), and vasu has access to system, interfaces, tcp, and icmp. These
view entries are migrated to the /etc/snmpdv3.conf file as follows:

# VACM_VIEW entries

# Defines a particular set of MIB data, called a view, for the
# View-based Access Control Model.

# Format is:

# viewName viewSubtree viewMask viewType storageType

VACM_VIEW group2View system - included -
VACM_VIEW group2View interfaces - included -
VACM_VIEW group2View tcp - included -
VACM_VIEW group2View icmp - included -
VACM_VIEW group3View udp - included -
VACM_VIEW group3View icmp - included -
VACM_VIEW group3View snmp - included -
VACM_VIEW group3View 1.3.6.1.2.1.25 - included -
B o m s o el

Define access permissions to the MIB variables defined in the VACM_VIEW entries by adding
VACM_ACCESS entries. In the /etc/snmpd.conf file, daniel and david both have readWrite permission to
their MIB variables, whereas vasu has readOnly.

Define these permissions by adding VACM_ACCESS entries. In this scenario, we gave group?2 (vasu) the
group2View for readView, but gave it — for writeView because vasu had readOnly in the
letc/snmpd.conf file. We gave group3 (daniel and david) the group3View for both readView and
writeView because those groups had readWrite access in /etc/snmpd.conf. See the following
example.

6 Communications and Networks



# VACM_ACCESS entries

# Identifies the access permitted to different security groups

# for the View-based Access Control Model.

# Format is:

# groupName contextPrefix contextMatch securitylLevel securityModel readView writeView notifyView storageType
VACM_ACCESS groupl - - noAuthNoPriv SNMPvl defaultView - defaultView -

VACM_ACCESS group2 - - noAuthNoPriv SNMPvl group2View - group2View -

VACM_ACCESS group3 - - noAuthNoPriv SNMPvl group3View group3View group3View -

Step 3. Migrate the trap information

The trap entries in the /etc/snmpd.conf file will become the NOTIFY, TARGET ADDRESS, and
TARGET_PARAMETERS entries in the /etc/snmpdv3.conf file. However, only the TARGET_ADDRESS and
TARGET PARAMETERS will need to be migrated.

1. The IP addresses listed in the trap entries in the /etc/snmpd.conf file become part of the
TARGET_ADDRESS entries in the /etc/snmpdv3.conf file. This line specifies the host where the trap will
be sent. You can define the targetParams entries. In this scenario, we use trapparmsl, trapparms2,
trapparms3, and trapparms4, which will be defined in the TARGET_PARAMETERS entries.

# TARGET_ADDRESS

# Defines a management application's address and parameters

# to be used in sending notifications.

# Format is:

# targetAddrName tDomain tAddress taglList targetParams timeout retryCount storageType
TARGET_ADDRESS Targetl UDP 127.0.0.1 traptag trapparmsl - - -

TARGET_ADDRESS Target2 UDP 9.3.149.49  traptag trapparms2 - - -

TARGET_ADDRESS Target3 UDP 9.3.149.49  traptag trapparms3 - - -

TARGET_ADDRESS Target4 UDP 9.53.150.67 traptag trapparms4 - - -

2. The community names specified in the trap entries in the /etc/snmpd.conf file become part of the
TARGET_PARAMETERS entries in the /etc/snmpdv3.conf file. The community names must be mapped to a
specific TARGET_ADDRESS entry using the targetParams values. For example, community daniel is
mapped with trapparms2, which, under the TARGET ADDRESS entry, maps to IP address 9.3.149.49.
Community daniel and IP address 9.3.149.49 were originally a trap entry in the /etc/snmpd.conf file.
See the following example:

# TARGET_PARAMETERS

# Defines the message processing and security parameters

# to be used in sending notifications to a particular management target.
# Format is:

# paramsName mpModel securityModel securityName securitylLevel storageType
TARGET_PARAMETERS trapparmsl SNMPvl SNMPvl public noAuthNoPriv -
TARGET_PARAMETERS trapparms2 SNMPvl SNMPvl daniel noAuthNoPriv -
TARGET_PARAMETERS trapparms3 SNMPvl SNMPv1l vasu noAuthNoPriv -
TARGET_PARAMETERS trapparms4 SNMPvl SNMPvl david  noAuthNoPriv -

3. The trapmask information in the /etc/snmpd.conf file does not migrate to the /etc/snmpdv3.conf file.

Step 4. Migrate the smux information

If you have smux information that you need to migrate, you can copy those lines directly into the new file.
In this scenario, the sampled smux entry was configured in the /etc/snmpd.conf file. That line must be
copied to the /etc/snmpdv3.conf file.

o e e
# smux <client OIdentifier> <password> <address> <netmask>

Smux 1.3.6.1.4.1.2.3.1.2.3.1.1 sampled_password # sampled

o e e e e
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Step 5. Stop and Start the snmpd daemon

After the migration of the /etc/snmpd.conf file to the /etc/snmpdv3.conf file is complete, stop and then
start the snmpd daemon. You will need to stop and start the snmpd daemon each time you make
changes to the /etc/snmpdv3.conf file.

1. Type the following command to stop the daemon:
stopsrc -s snmpd

2. Type the following command to restart the daemon:
startsrc -s snmpd

Note: Simply refreshing the SNMPv3 agent will not work as it did in SNMPv1. If you make changes to the
letc/snmpdv3.conf file, you must stop and start the daemon as instructed above. The dynamic
configuration function supported in SNMPv3 will not allow you to refresh.

Create Users in SNMPv3

This scenario shows how to create a user in SNMPv3 by manually editing the /ete/snmpdv3.conf and
letc/clsnmp.conf files.

User ul will be created in this scenario. User ul will be given authorization keys, but will not be given
privacy keys (which are available only if you have the snmp.crypto fileset installed). The HMAC-MD5
protocol will be used to create u1’s authorization keys. After u1 is configured, it will be put into a group,
after which that group will have its view and access permissions defined. Finally, trap entries for u1 will be
created.

Each individual value used in the /etc/snmpdv3.conf and /etc/clsnmp.conf files must not exceed 32
bytes.

Step 1. Create the user

1. Decide which security protocols you want to use, either HMAC-MD5 or HMAC-SHA. In this scenario,
HMAC-MD5 will be used.

2. Generate the authentication keys by using the pwtokey command. Your output may look different
based on the authentication protocol you are using and if you are using privacy keys. These keys will
be used in the /etc/snmpdv3.conf and /etc/clsnmp.conf files. The command used for user ul follows:

pwtokey -p HMAC-MD5 -u auth anypassword 9.3.230.119

The IP address specified is the IP address where the agent is running. The password can by any
password, but be sure to save it in a secure place for future use. The output should look similar to the
following:

Display of 16 byte HMAC-MD5 authKey:
63960c12520dc8829d27f7fbaf5a0470

Display of 16 byte HMAC-MD5 Tocalized authKey:
b3b6c6306d67e9c6f8e7e664a47ef9a0

3. With root authority, open the /etc/snmpdv3.conf file with your favorite text editor.

4. Create a user by adding a USM_USER entry following the format given in the file. The authKey value will
be the localized authentication key that was generated using the pwtokey command. The entry for
user ul follows:

# USM_USER entries

# Defines a user for the User-based Security Model (USM).

# Format is:

# userName engineID authProto authKey privProto privKey keyType storageType
#

USM_USER ul - HMAC-MD5 b3b6c6306d67e9c6f8e7eb664a47ef9al - - L -
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* userName is the name of the user. In this case, it is ul.

* authProto must be the protocol that you used when you created the keys. In this case, it is
HMAC-MD5.

* authKey is the localized authentication key that was created using the pwtokey command.
* privProto and privkey are not specified because we are not using the privacy keys in this scenario.
* keyType is L because we are using the localized authentication key.

5. Save and close the /etc/snmpdv3.conf file.

6. Open the /etc/clsnmp.conf file on the SNMP manager with your favorite text editor.

7. Add the new user according to the format given in the file. The entry for ul follows:

# Format of entries:

# winSnmpName targetAgent admin secName password context secLevel authProto authKey privProto privKey
#

userl 9.3.230.119 SNMPv3 wul - - AuthNoPriv HMAC-MD5 63960c12520dc8829d27f7fbaf5a0470 - -

* winSnmpName can be any value. This value will be used when making SNMP requests using the
clsnmp command.

* targetAgent is the IP address where the agent is running, which was also used in creating the
authentication keys.

* admin is set to SNMPv3 because we will be sending SNMPv3 requests.
» secName is the name of the user that you are creating. In this case, it is ul.

» seclevel is set to AuthNoPriv because it is being configured to use authentication but not privacy
(as a result, there are no values for privProto and privKey).

* authproto is set to the authentication protocol that was used in creating the authentication keys.
* authKey is the non-localized key that was generated by the pwtokey command.
8. Save and close the /etc/clsnmp.conf file.

Step 2. Configure the group

The user must now be placed in a group. If you already have a group that is configured with all of the view
and access permissions that you want to give this user, you can put this user in that group. If you want to
give this user view and access permissions that no other groups have, or if you do not have any groups
configured, create a group and add this user to it.

To add the user to a new group, create a new VACM_GROUP entry in the /etc/snmpdv3.conf file. The group
entry for ul follows:

# VACM_GROUP entries

# Defines a security group (made up of users or communities)
# for the View-based Access Control Model (VACM).

# Format is:

# groupName securityModel securityName storageType

VACM_GROUP groupl USM ul -

* groupName can be any name. It becomes that name of your group. In this case, it is groupl.
* securityModel is set to USM, which takes advantage of the SNMPv3 security features.
* securityName is the name of the user. In this case, it is ul.

Step 3. Configure view and access permissions

The view and access permissions must be set for the new group that was just created. These permissions
are set by adding VACM_VIEW and VACM_ACCESS entries to the /etc/snmpdv3.conf file.

1. Decide what view and access permissions you want the new group to have.
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2. Add VACM_VIEW entries to the /etc/snmpdv3.conf file to define what MIB objects the group can access.

In this scenario, groupl will have access to the interfaces, tcp, icmp, and system MIB subtrees.
However, we will restrict groupl’s access to the sysObjectID MIB variable within the system MIB
subtree.

# VACM_VIEW entries

# Defines a particular set of MIB data, called a view, for the
# View-based Access Control Model.

# Format is:

# viewName viewSubtree viewMask viewType storageType

VACM_VIEW grouplView interfaces - included -

VACM_VIEW grouplView tcp - included -

VACM_VIEW grouplView icmp - included -

VACM_VIEW grouplView system - included -

VACM_VIEW grouplView sysObjectID - excluded -

B o o e

e viewName is the name of the view. In this scenario, it is grouplView.
* viewSubtree is the MIB subtree that you want to give access to.

* viewType determines whether the MIB subtrees defined are included in the view. In this case, all
subtrees are included, but the MIB variable sysObjectID, which is part of the system subtree, is
excluded.

3. Add a VACM_ACCESS entry to the /etc/snmpdv3.conf file to define the permissions that the group has to

the MIB objects specified above. For groupl, read only access is given.

# VACM_ACCESS entries

# Identifies the access permitted to different security groups
# for the View-based Access Control Model.
# Format is:

# groupName contextPrefix contextMatch securitylLevel securityModel readView writeView notifyView storageType
VACM_ACCESS groupl - - AuthNoPriv USM grouplView - grouplView -

* groupName is the name of the group. In this case, it is groupl.

* securitylevel is the level of security that is being used. In this scenario, authentication keys are
used but not privacy keys. The value is therefore set to AuthNoPriv.

e securityModel is the security model that you are using (SNMPv1, SNMPv2c, or USM). In this
scenario, it is set to USM to allow the SNMPv3 security features to be used.

* readliew determines which VACM_VIEWs the group has read access to. In this scenario,
grouplView is given, which gives groupl read access to the grouplView VACM_VIEW entries.

* writeliew determines which VACM_VIEWSs the group has write access to. In this scenario, no write
access is given to groupl.

* notifyView specifies the name of the view to be applied when a trap is performed under control of
the entry in the access table.

Note: In some cases, multiple VACM_ACCESS entries for one group may be necessary. If users in
the group have different authentication and privacy settings (noAuthNoPriv, AuthNoPriv, or
AuthPriv) multiple VACM_ACCESS entries are required with the securitylLevel parameter set
accordingly.

Step 4. Configure trap entries for the user

Trap entries in SNMPv3 are created by adding NOTIFY, TARGET ADDRESS and TARGET PARAMETERS entries to
the /etc/snmpdv3.conf file. The TARGET ADDRESS entry will specify where you want the traps to be sent,
and the TARGET_PARAMETERS entry will map the TARGET_ADDRESS information to groupl.

The NOTIFY entry has been configu