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About this user’s guide

This guide provides overview information, setup or prerequisite information, initia configuration
indructions, advanced configuration indructions, and use information.

Who should read this guide?

This guideisintended for use by IBM Customer Engineers (CEs) and pSeries administrators who are
familiar with or have aworking knowledge of Linux and RISC architecture as it pertainsto basic
operation of IBM RISC pSeries. Throughout this guide, Service Agent for pSeriesis dso referred to as
Service Agent.

Terminology
Y ou need to be familiar with the following terms that are used in this manud:

IBM Service Agent Server (SAS)
The Service Agent Server (SAS) islocated a the IBM company. It is the machine to which your
computer(s) sends information that is stored, andyzed, and acted upon by IBM.

Hardwar e M anagement console
The Hardware Management console contains the central database and the processes for controlling
the Service Agent system processes and communications to IBM.

Resourcefilters
Resourcefilters alow you to specify certain devices so that they are not reported to IBM. Thisis
particularly needed if the device isanon-IBM device not covered under warranty or a maintenance
agreement (MA).

Thresholds
Thresholds are filters that can be applied to specific detected errors which can supersede the
internal Service Agent error detection thresholds.

Register machines
Currently, Service Agent dlows you to only add or register other Hardware Management console
machines.

Vital Product Data (VPD)
Vital product data (VPD) is the information Service Agent gathers, stores, and then sends to the
IBM Service Agent Server. The VPD isused, by IBM, to provide you with properly configured
upgrades and additions to your configuration.

About this User's Guide 7
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HeartBeat
HeartBeat monitoring ensures that Service Agent on each monitored machine is active. When the
HeartBesat for a monitored machine fails, the condition is reported to the IBM Service Agent
Server.

About this User's Guide 8
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Chapter 1. Understanding Service Agent

This chapter presents generd information about Electronic Service Agent for the pSeries Hardware
Management Console.

What is Service Agent?

Service Agent is an application program that operates on a pSeries Harware Management Console
(HMC) computer and accepts hardware errors from the Service Foca Point (SFP). It reports
serviceable events , assuming they meet certain criteriafor criticaity, to IBM for service with no
customer intervention.

Since licenses are checked by the IBM Service Agent Server (SAS) whenever acdl is madeto IBM,
only machines on IBM Warranty or MA can use Service Agent to report errors.

Service Agent is not intended to be a replacement for the pSeries Maintenance Package. All service

cdls should start with use of the standard Maintenance Package. Service Agent isto be used asan
additiona servicetoal for the system.

What does Service Agent do?

Here are some of the key things you can accomplish using Electronic Service Agent for pSeries:
?  Problem-definable threshold levels for error reporting

2 Automatic problem reporting; service cals placed to IBM without intervention
?  Automatic customer notification
2 Network environment support with minimum telephone lines for modems.

What models are supported?

Thislevel of Service Agent supports pSeries 680 Model 6xx

How does Service Agent handle OEM devices?

Service Agent can be configured to exclude OEM equipment or devices not covered by IBM Warranty
or MA. When properly configured, OEM or devices not covered by an MA are not reported to IBM.

How does Service Agent work?

Chapter 1. Undergtanding Service Agent 9
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The Hardware Management Console machines have Service Agent ingdled on them. After machines
are defined, they are registered with the IBM Service Agent Server (SAS). During the registration
process an eectronic key is created that becomes part of your resident Service Agent program. This
key is used each time Service Agent placesacdl for service. The IBM Service Agent Server checks
the current customer service status from the IBM entitlement database; if this reveds that you are not on
Warranty or MA, then the service cdll is refused and posted back using thelocd E-mail notification

If the current call shows that the MA Expiry (Mantenance Agreement Expiration) date is greater than
the loca key indicates, then the key is extended to the new expiration date and you are sent a message
indicating extenson of service coverage. Service Agent provides early warning notification of upcoming
Warranty or Maintenance Agreement expiration by sending renewa reminders a 90, 60, and 30 days
prior to expiration. This fegture is activated after you register with IBM.

Service Agent is not designed to arbitrarily pick up just any genera information without it having been
programed to do so. Thereis some data that Service Agent does bring to IBM to help with problem
resolution. In some cases, thisinformation may very likely be used by IBM for other purposes. This
information congsts of the problem or error information itsalf and Vita Product Data (VPD) or
Inventory data.

In the event you are concerned about whether thisinformation is sensitive you can review the actud data
that isbeing sent to IBM using the Service Agent User Interface.  If, after reviewing the data and
determining you don't want Service Agent to send data, you can take severd different sepsto prevent
datafrom going to IBM. For example:

1. Within Service Agent, you can turn off the VPD gathering festure; thus VPD is not sert to IBM.

2. After regigering, you could turn off the modem itself and configure the Service Agent Notification
process to notify a help desk using E-mail or have the help desk monitor Service Agent (in red
time) using the Service Agent Alertsfunction Then, when Service Agent detects an error, you can
cdl into IBM manudly (instead of Service Agent caling).

Today the data, besides error information, being sent to IBM is Vita Product Data (VPD) whichis
generated by inventory scout (invscout) onthe HMC. Also, Service Agent picks up Extended Error
Data (EED) and sendsit to IBM.

Working with the Gateway machine (server) and the central database

Chapter 1. Undergtanding Service Agent 10
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Onthe HMC, the Service Agent software is preindaled as a Gateway server. All configuration and
setup data for monitored systemsismaintained on the Gateway server and it's central database. After
configuring a least one HMC, other HMC s can be made to use this gateway to call to IBM.

The figure bdlow illugdrates atypica Service Agent monitored network.
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Under sanding modemsand TCP/IP addressing

Service Agent uses TCP/IP addressing to communicate with its monitored systems. Using IP
addressing, Service Agent, recelves information from its' managed systems and then forwards (from the
Gateway server) that information to the IBM Service Agent Server through acdl to the Dider. Thiscdl
requires alocad modem on the machine you intend to use as your gateway server (where the Service
Agent program and central database resde).

Chapter 1. Undergtanding Service Agent 11
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Under sanding the monitoring system

There are three mgjor components or processes that make up the Service Agent monitoring systent
= TheElectronic Server System (ESS) process running only on the Gateway server

& The On Demand Server (ODS) process

&« TheUser Interface

Electronic Server System (ESS) process

The ESS process runs only on the Gateway Server and handles al requests for data input and retrieval
from the centralized database.

On Demand Server process

The On Demand Server (ODS) runs on dl hosts defined and handles dl Service Agent monitoring and
communication activities for that host. The ODS retrieves and sends data to the ESS process as
necessary, or makes a cdl to the IBM Service Agent Server (SAS).

Within the ODS, Service Agent automatically monitors and reports back to IBM three mgjor events.
« Generd Hedth Check

&« Changesinthe Vita Product Data.

& Supported Error events determined by Service Agent to be valid.

These events are reported to IBM directly using amodem that is attached to the Gateway server. The
actud process running and did out times are fully configurable within the Service Agent program. If no
errors are reported to IBM during the health check interval, Service Agent reportsto IBM that it's
because the machine is hedlthy, and not because there is a system or communication problem.

When a supported error event is detected, Service Agent starts actions to prepare and send a request
for service. It logs the event and reports the problem to the IBM problem management system for
remote andysis and action. If communicationsto the IBM Service Agent Server (SAS) have been
successful, a Problem Management Record (PMR) number is returned and logged in the database with
an Open datus. Y ou must define and register the HMC meachines that will monitor the SFP with
Service Agent to enable error detection. If you don't define and register the HMC machines, Service
Agent will not capture error information.

Chapter 1. Undergtanding Service Agent 12
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Graphical user interface

The Graphica User Interfaces (GUI), alows the user to setup and define hosts or machinesthat Service
Agent monitors.

It isused for advanced functions and customization of the system as well as configuration for complex
systemsand multilevel networks. A logon password is utilized which is defaulted to "password”. Itis
recommended this password be changed after the initid ingtal and stored in a safe place for security
purposes. See Learning about the Service Agent configuration interface for more information.

Additionaly Service Agent can send E-mail messages or pager natifications to contacts relating al or
limited machine problem information. The E-mail and pager natification functions must be configured
before they become active. See Advanced Configuration tasks for information on how to configure
E-mall natifications.

Chapter 1. Undergtanding Service Agent 13
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Chapter 2. Prerequsites

This chapter presents, in a step-by-step style, prerequisite activities that need to be verified or
completed prior to ingaling Service Agent if it has not been pre-ingtdled at the factory.

__ 1. Enureyour pSeries Hardware Management consoleis at Red Hat Linux 7.1 or above.

__ 2. Ensurethe person ingaling Service Agent has root authority on the local server machine. This
person must have access to a root-authorized window.

3. Ensurethereis adequate disk space available. Service Agent uses disk space in the /us, var,
/tmp, and /homefile sysems. The disk space requirement vary for the gateway server and
monitored machines. The programs and libraries are sored in /usr and the amount of space
used remains tatic. The Service Agent database is stored in /var and the space used varies with
the number of client nodes and the number of events generated by them.

On the gateway server:
Aus should have aminimum of 12 Mb free
4var should have aminimum of 10 Mb free
Atmp should have aminimum of 10 Mb free
#home should have aminimum of 5 Kb free

__ 4. Javafor Linux verson 1.3 isrequired on the HMC . Ensure your Gateway server has an
avallable serid port for the locd modem if used.

ATTY device must be available and configured on the gateway system. A modem is required.
The modem is used to call the IBM Service Agent Server (SAS). For security, only outbound
cdlsare required by Service Agent so the auto answer capability of the modem should be
dissbled. An asynchronous modem with a minimum communications speed of 9600 baud and
error correction (in the United States) is required. Please refer to loca procedures in your
country or region to see what the modem requirements are for Service Agent.

IBM ships the following modem types for use with Service Agent on some products:
Remember, these modems are considered to be assigned to the product serid number. If the
meachine moves the modem must go with it.

£7852 Model 400
&7857-017 or 7858-336

Chapter 2. Prerequisites 15
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If you use any of these modems, see Modem setup.

___ 7. ObtaintheHMC information. Service Agent needs to know the hostname, machine type, seria
number, and processor-id of the HMC. Thisinformation is used during configuration and
regidration of Service Agent.  The serid number, mode, and machine type must be obtained
from the |abels on the exterior of the machines. 'Y ou can use the following table to record this
informetion:

Hosthame Machine Type | Model Serial Number | Processor-id

__ 8. Check out Linux procedures. On your Hardware Management console, ensure Point-to-Paint
Protocol (PPP) isingdled. PPP isonly required if amodem is going to be use for error
reporting to IBM.

__ 9. Themodem and phone should be connected and operational. Check the physica connectionsto
determine this.

__10. Preparing for E-mall derts. Y our Hardware Management console (the machine on which
Service Agent isingdled) must have E-mail service. E-mail service is required if you want to
use E-mall Alerts. E-mail Alerts can be configured using the Service Agent configuration
interface. See Advanced Configuration tasksto learn how to configure E-mail derts.

Note: Service Agent does not provide E-mail support. As stated above, amail gpplication must
be present on your Hardware Management console.

Chapter 2. Prerequisites 16
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Chapter 3. Configuring Service Agent the First Time

Understanding the Service Agent launch-panel tasks and status

The following pand shows the Service Agent launch-pand tasks and status information:

Service Agent - Hardware Management Console

Sarvice Agent Ul - registration, cistomiz=tion
S SErvice el L
fdcc Agentmeds  (oervardclicnt
Agent procezzas

S SErvie Al provessey

STATUS

The HMC's Service Agent dlows you to perform the following tasks or check Service Agent status
from the Service Agent Launch pand!:

Service Agent tasks

Service Agent Ul - Registration/Customization
Sdecting this task launches the Service Agent graphica user interface

Stop Service Agent Ul

Chapter 3. Configuring Service Agent the First Time 19
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Stops any active Service Agent user interface. Primarily used by an adminigrator if the Service
Agent user interface can not be stoped using the Fle dropdown and sdlecting Exit.

Change Service Agent Mode - (Server/Client)
Changes the state of the HMC from one of server or gateway to that of a client which reports
its status and errors to another HMC.

Normdly dl HM Csare configured as a server or gateway and each machine reports its status and
erorsto IBM. Changing the mode alows you to collect status and errors from specified HMCs
(machines defined as dlients) and have only one HMC do the reporting to IBM. This decreasesthe
number of your machines reporting (cdling in) to IBM.

See Change Service Agent's mode from server to client for information on how to switch
modes from Server to Client.

Start Service Agent Process
This task starts the required processes running on the HMC. These processes are:
Electronic Server System (ESS) and On Demand Server (ODS).

Stop Service Agent Process
This task stops al processes associated with Service Agent. Additiondly, stopping the Service
Agent processes prevents any cal home (cadlsto IBM).

Service Agent mode
Indicates wheather thisHMC is a server / gateway machine or a client reporting its status and errors
to adifferent HMC.

Service Agent status
The status of the Service Agent Electronic Server System (ESS) and On Demand Server (ODYS)
processes. The stateis either Running or Not Running. The following information will dso be
displayed.
Primary server
The name of the server or gateway machine. This could be the machine you are on or it will be
the name of the machine to which status and errors are reported.

Seocndary server
The name of server or gateway machine that acts as the primary server if the primary server is
unavailable.

Teritary server

Chapter 3. Configuring Service Agent the Firg Time 20
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The name of the server or gateway machine that acts as the primary server if the primary and
secondary servers are unavailable.

Client name
Thisisthe name of a machine that is being monitored by the primary server or gateway machine.
This name should match the NodeName of maching(s) that have been added as dlients using the
Service Agent program.

Chapter 3. Configuring Service Agent the Firg Time 21
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First Time Access User Interface

Thefirg time you launch Service Agent from the Hardware M anagement Console (HMC) you will be
prompted to type (configure) specific items or parameters pertinent to Service Agent. These entries are
required to befilled in.

Conmplete the following steps:

Launch Service Agent from the HMC.

Click Start Service Agent processes.

Click Service Agent Ul - registration / customization

Read and accept the License Agreement.

Type the word password for the initial password prompt. The word password is the shipped default
password supplied by IBM. It is case senditive.

Type the correct information to complete the prompts as shown in the following pand:

Flease enter the following required data

Customer Contact Name

Custamer Phone Number

Customer Email

Queye Country / Region -

Cateway Type
Cateway Serial Number
Cateway Madel| Number

| Cantinue || Exit

L

Cugtomer Contact Name
Chapter 3. Configuring Service Agent the First Time 22
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This person should be someone that IBM can reach when an error is reported to IBM from Service
Agent.

Customer Phone Number
This should be the phone number associated with the person whose name is placed in the Customer
Contact Name fidd.

Customer Email
This should be the e-mail address of the person whose nameis placed in the Customer Contact
Namefidd.

Queue Country / Region
Thisfied should contain the country or region location of the HMC machine. Click the dropdown
to expand the country or region choices. Type thefirst letter of the desired country or region and
you will be moved to the first occurrence of a country or region whaose first letter matches your
choice.
Note: It isimportant that the physical location of the HMC system be accurate. A incorrect location
may result in mis-queing of PMRs and/or their regjection.,

Gateway Type
Thisis the machine type of the HMC that you designate to be the machine to send Service Agent
information to IBM.

Gateway Serial Number
Thisisthe serid number of the HMC that you designate to be the machine to send Service Agent
information to IBM.

Gateway Model Number
Thisisthe modd number of the HMC that you designate to be the machine to send Service Agent
information to IBM.

Click Continue. The Service Agent interface appears.

Click Network. Complete any additiond optiona fields as desired.
Expand the contents of the Network category by clicking the key next to the Network folder.

Note: Some of the fidds are pre-filled with information taken from the Service Agent initid
configuration pand (shown above).

Click OK.

Expand the contents of the Gateway category by clicking the key next to your Gateway machine.

Chapter 3. Configuring Service Agent the Firg Time 23
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Click Dider.

Click the 'Location’ bean. Select the Location phone number nearest to the modems regiond phone
location.

Severd of the fields are then completed by Service Agent based on the location phone number you
selected.

Click the 'Modem' bean. Select the modem that you will use for Service Agent communications. After
your selection, severd of the remaining fidds are filled in by Service Agent.

Click OK to save the Dider configuration.

Expand the contents of the Administration category by clicking the key to itsleft.

Click Regigter. The details pane shows the Machines template.

Sdect your Gateway machine by dlicking it.

Click Regiger. The"Would you like to connect to IBM’ s Service Agent Server now" pop-up appears.
Click Yes. Service Agent will attempt to connect to the IBM Service Agent (SAS) sarver usng the
modem you have selected. (Y ou should got to the CdlLog for redtime status of the diaing process and

connection.)

Click CdlLog. Check the details pane to view the status of the attempted cal. Y ou can determine the
success or failure of the connection attempt by looking in the Description column.

Y ou have now completed the initia configuration of Service Agent.

Chapter 3. Configuring Service Agent the Firg Time 24
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Chapter 4. Learning about the Service Agent interface

Accessing the Service Agent Configuration interface

From the Service Agent launch screen, click Task Service Agent Ul - registration / customization
as shown in the screen below:

Service Agent - Hardware Management Consol

seryic2 Agent Ul - reqistration /customiz ation
Stop fervice Agent J|

iChance Seryice Agent mode - (s2rverfclignt)
atart Service Agent processes

Stop cervice Agent arocesses

After clicking the Service Agent Ul - registration / customization task, you are prompted for the Serivce
Agent password as shown in the screen below:

Enter The Pas=zuword

The User Interface requires a password to gain access to the Service Agent program. Theinitid
default password is password.

The adminigtrator should change this password to one that is unknown to anyone but himself or
authorized personnel to protect the Service Agent configuration setup from unauthorized modifications.

Chapter 4. Learning about the Service Agent Configuration Interface 25
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Typing awrong password causes an error message to be displayed indicating the password entered
does not match the one expected. If the error message comes up, dick OK and retype your entry to

try again.

Working with the Service Agent user interface

After successful password vaidation the Service Agent user interface is displayed as shown in the
following screen:

File Help

Bromeze

= £ 8 | e |
@ = Network :
#3| Calllog
@ | JAdministration
P alerts
© |gg Filter Lists
@ | 5AS-Connection
& | JTest Tools

Service Agent'ss user interface is used to configure and manage how you want Service Agent to work
and report datato IBM.

The remainder of this chapter discusses the make up of the Service Agent user interface.
After reading the rest of this chapter you will understand how to work with the user interface,

Under standing the Configuration screen

Chapter 4. Learning about the Service Agent Configuration Interface 26
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The user interface is divided verticdly into two panes — a navigation pane on the left and a detall
viewing pane on theright. Thisis shown in the above screen.

The buttons a the top of the navigation pane are called category selectors. Each category determines
the type of information that is displayed in the detall window to theright. The very top buttons (located
in the Menu bar) arethe File and Help dropdown buttons. From the Menu bar, selecting the File
dropdown enablesan Exit option. Also inthe Menu bar isthe Help dropdown. Clicking the Help
dropdown displays the ShowHelp and the About options.

At the very bottom of the navigation pane are two buttons labeled Add and Delete. These buttons are
enabled, in Properties category view only, when they apply to the item selected. For example, you
cannot add or delete monitored machines when the Error view category is sdected. If you want to
delete a machine, you have to switch to the Properties category firs.

To edit the detall information to theright, click in afield and make the necessary changes. Mandatory
fidds areindicated by an exclamation mark; Fieldswhich cannot be changed are flagged with a
padliock. Click the OK button at the bottom of the detail pane to save your changes, or click Cancel
to abandon your changes.

If you forget to click OK before switching to a different screen, your changes are not saved. Thisis
equivdent to clicking Cancel. After dicking OK , if you have missed any mandatory fieds or if you
have entered data which isincorrect for the field, awindow pops up listing the problematic fields.

Mandatory fields which have not been completed are marked with an exclamation (!) ; invaid detais
marked withan X. Additiondly, the field name in the property sheet turnsred. Also, if you are
sdlecting an item from aligt, you can type the fird letter of the desired item to move quickly through the
lig.

Category Selectors

(=]« BOW » |

ViewlEdit Wiew Error View View
Properties Events Licensing Info  Internal Errors

Chapter 4. Learning about the Service Agent Configuration Interface 27
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There are four category selectors available which determine the type of information displayed in the
detail window when a properties button is selected. They are:

& View / Edit Properties
& View Error Events
& View Licenang Info
& View Internd Errors

In many cases the right hand detail screen may be blank. Thisis because the selected category may not
have any information available.

=  View/Edit Properties button

The View / Edit Properties button is identified by the icon that looks likeaequa (=) mark. Whilethe
category is selected, dl Properties buttons of the navigation pane on the left Sde are active and
avallable.

Thisview aso provides Node information pertaining to any machine sdected.

i View Error Events button

The View Error Events button isidentified by the icon that looks like ared bug. Sdecting this category,
aong with Network properties, displays atable of dl of the errors Service Agent has detected within it's
defined network. Error Event or PMRs associated with individual machines can be displayed by
sdecting the View Error Events button and an individua machine,

The following list describes the content of the Service Agent Errors Events summary. The summary is
made up of two screens. The right hand top consists of a series of collumns with the lower right hand
section provding focus on the sdlected error which display some additond fidds.

Host
The name of the machine for which information is being displayed.

Timestamp
The year, month, day, and time the Error Event occurred.
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lcons
Icon quick indicatorsto error status.

Status
Status indicates the current state of a sdected error. Possible states are:

Pending
Indicates an entry thet is set to be sent to IBM. It isthe initid status state which triggersthe
Service Agent CalContraller to connect to the IBM SAS. If the status is some other State,
Setting it to Pending again causes the entry to be resent.

Held
Indicates that the Error Event determined to be reportable was held rather than reported to
IBM.

Open
Indicates that the Error Event was sent to IBM and a Problem Management Report (PMR)
was generated.

Duplicate
Indicates an attempt was made to open a PMR that was aready opened. If the same Type,
Serid number, Description, and error number is opened before a previous PMR with the same
error is closed a Duplicate status is returned.

Failed
Indicates thet the Error Event failed in the attempt to open a Problem Management Report
(PMR.

Closed
Indicates that the Error Event previoudy opened with IBM has been closed.

PMR#/PMR Number
PMR stands for Problem Management Report. The number in thisfied isthe PMR number
returned from IBM when a Error Event or problem is opened.

Error#/ Error Number
Contains error number that occurred. This could be the 8 digit unique ID from the error log entry
that was captured, or the Service Reference Number (SRN) generated by the diagnostic analysis of
error.

Status Details (Displayed in Lower Right hand section of screen)
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Containsresults of transmission attempts to IBM for specific error event or PMR entry.

When Status Checked (Displayed in Lower Right hand section of screen)
Lagt time the opened Status of a specific error event was checked for closure.

Description
Short description of the error that was generated.

Resour ce
The logica resource name of the component that failed.

Type
Describes the severity of the error that has occurred. Following are the definitions for the error

types.

PERF
Condition where the performance of the device or component has degraded to below an
acceptable levd (performance).

PERM
Condition from which there is no recovery (permanent).

PEND
Condition sgnifying that the loss of availahility of a device or component isimminent
(impending).

TEMP
Condition that was recovered from after a number of unsuccessful attempts (temporary).

UNKN
Condition whereit is not possible to determine the severity of the error (unknown).

INFO
Condition for informationa error log entry.

Class
Describes whether the error occurred in hardware or software, is an operator message, or is
undetermined. Following are the definitions for the class descriptors:

H
Indicates the error is a hardware falure.

O
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Indicates the error is an operator message.

Indicates the error is a software failure,

Indicates the error is undetermined.

(O]
Error in Managed OS Image

CEC SP
Error on CEC CSP

Switch
BPA

HSC

Dups

10/17/01

Counter of duplicated error events that occurred since the origina entry was generated and opened.

L ast
Last time the Bror Event occurred.

Error Details (Displayed in Lower Right hand section of screen)
Contains specific details for the error that occurred.

Status Details (Displayed in Lower Right hand section of screen)

Containsresults of transmission attemptsto IBM for a specific error event or PMR entry.

When Status Checked (Displayed in Lower Right hand section of screen)
Lagt time the opened status of a specific error event was checked for closure.

M odel (Displayed in Lower Right hand section of screen)
Failing device Modd number.

Serial (Displayed in Lower Right hand section of screen)
Failing device Serid number.

Type (Displayed in Lower Right hand section of screen)
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Falling device Type number.
Note: The table may be reorganized by dragging column titles to where you wish them to be displayed.
Sorting is automatic from the first column, dragging the column to the Ieft-mogt table position sortsthe
table on the sdlected title.

Detail Error Event Pane

The lower right pand displays details of selected event in a scrollable pane.

W View Service Agent Internal Errors button

TheView Service Agent Internd Errors button isidentified by the icon that looks like a red bug thet is
onit'sback (feet up). Selecting this category, along with the Network properties, displays atable of dl
of the internal errors and exceptions Service Agent has detected. Both internd program exceptions and
externad access failures for host creation or program running are displayed.

The following list describes the content of the Service Agent Internd Errors category:

Host
The name of the machine for which information is being displayed.

Timestamp
The year, month, day, and time the error occurred.

Error#/ Error Number
The number the system &ffiliates with the type of error generated.

Error Details
Contains specific details of error that occurred.

Status Details
Containsresults of transmission attempts to IBM for a specific error event or PMR entry.

When Status Checked
Last time the opened status of a specific error event was checked for closure.

Details
Display any gppropriate error information about the internd error if avallable.
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ID
Internd identification number. Typicdly " -1".

Description
Description of the error that was generated.

Resour ce
The logica resource name of the program component that failled. Typicaly thiswill be "exec".

Class/ Error Class
Typically this field indicates "none’".

Detail Error Event Pane

The lower right pand displays details of seected events in a scrollable pane.

= View Licensing I nformation button

The View Licenang Information button isidentified by the icon that looks like a padlock. Sdecting this
category, aong with the Network properties, displaysatable of license status information for dl
machines defined. Specific tables associated with individual machines can be displayed by sdecting this
button and an individua mechine.

Thefollowing list describes the content of the licensing information category:
HeartBeat

The HeartBesat status indicates whether a monitored machine has reported into the Gateway within
the defined time limit. A good HeartBeat isindicated by a Green Flag stating the machine has check
in.

A mising HeartBesat isindicated by aRed X. The Red X indicates the client is not communicating
with the Gateway within the specified time limit. Some causes for missng the HeartBeat may be
due to different version levels between the Gateway and the monitored machine, the Client code
(ODYS) not running or needing to be restarted, possible dow network delays causing the client to
missit’s HeartBeat window, or the node is down. Ancther condition that can cause the loss of
HeartBeat isthe wrong time zone is set on ether the Gateway server or a client node.
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To adjust the HeartBeat window, go into the Hardware Service template on the individua machine
and change the HeartBeat and/or the HeartBeat Delay accordingly. To be notified when a machine
misses a HeartBest, you can set the heartbest flag in the E-mail Notification template.

L ockStatus
The LockStatus status indicates whether a system has been locked out and dl errors detected are
ignored or whether it is unlocked and the machine is being monitored.

A Green Hag indicates the system is unlocked and is being monitored. A Red X indicatesthe
machine islocked out and is being ignored.

In some ingtances you may want to run diagnodtic tests on amachine manudly. 1f the machine is not
locked out, Service Agent reports any detected errors. To lockout a machine go the
Administration folder and access the Lockout Machines function. Sdlect the machine you wish to
lock out and click thelock button. Thisin turn changes the LockStatus to a Red X.

After completing the task on the locked out system, you MUST unlock the machine by accessing
the Lockout Machines function again, select the locked machine, and click the unlock button.

Status
The Status field indicates the Hardware Service Template status of the machine. Refer to the
section on the Hardware Service Template for detail explanation of the Status.

Expiry
Thisisthe date the enable license expires on.

Node
The name of the machine for which information is being displayed.

Vendor
The name of the company that manufactured the selected machine or device.

Module
Thisfidd indicates the name of the Module or Template that islicensed. An example of thisisthe
Hardware Service template.

Comment
Thisisagenerd comment field containing additiona information pertaining to the licensed template.

Standard Template Pane

The lower right pand displays details of sdected item in ascrollable pane.

Chapter 4. Learning about the Service Agent Configuration Interface 34



Electronic Service Agent for pSeries 10/17/01

Add and Delete Buttons

The Add and Delete buttons (located at the bottom of the navigation pane) are enabled and disabled
depending upon which property button is selected. In addition, different options are displayed under
these buttons depending upon the actud functions available to the selected property.

Property Selections

Properties are located in the Navigation Pane below Category Selectors and above the Add and Delete
buttons. Click any Property selection to see corresponding information in the detall pane on the right or
additiona function sdections. If a property selection has akey pointing to the right, it means there may
be another levd of detail below it. Click the key to expand the view. A key pointing down indicates
thet dl lower levels are disolayed. To hide that level, click the key again. Y ou can use this hierarchy to
view information at different levels, for example, you can view datafor the entire network or
department, or just for an individua machine,

Table Sorting Order

When information is presented in atable, asin an error list, you can change the sort order by dragging a
column title left or right as needed. The table is sorted based on the contents of the first column using
the columns to the right to bresk ties. Click arow to display details of the entry.

Network property

The property selection labeled Network is considered the main infrastructure property of the Service
Agent sysem. This property digplays the hierarchy tree used to view and configure information for
individua machines and groups. When the Network property in the Navigation pane is highlighted, the
Add button at the bottom is enabled.
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Chapter 5. Advanced Configuration tasks (How To..)

This chapter contains many How To....s of various tasks that you can perform from within HMC's
Web-Based System Manger and the Configuration interface.

How to stop Service Agent
Y ou must have the HM C's Web-based System Manager active.

1. Closethe Service Agent user interface (if it is open).
2. Click the Service Agent icon to activate Service Agent.
3. Click Stop Service Agent processes.
Clicking Stop Service Agent processes stops dl the Service Agent processes running on the HMC.

How to start Service Agent
Y ou musgt have the HM C's Web-based System Manager active.

___ 1. Click the Service Agent icon to activate Service Agent.

2. Click task Start Service Agent processes.
Clicking task Start Service Agent processes starts dl the Service Agent processes running on the
HMC.

3. Click task Service Agent Ul - registration / customization.
This launches the Service Agent user interface.

How to change Service Agent's mode from server to client

Changing the mode of Service Agent on aHMC means that the data gathered and recorded is passed
to a server machine that has been configured to be a gateway machine. The gateway machine, in turn,
passes the data from the client (or clients) to the IBM Service Agent Server.

To change the Service Agent mode you must have the Service Agent - Hardware Management Console
screen displayed.

1. Click Change Service Agent mode - (server/client).
The Change Service Agent mode screen appears.

___ 2. Click Client radio button.

__ 3. Click OK.
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The Status should change from that of Server to Client.

How to add or create additional configuration entries

How to create a department of monitored machines

__ 1. Click Network.

__ 2. Click Add.

__ 3. Click Child.

4. Click Department.

___ 5. Typethe name you want to use to describe this department or group. (This example uses
DEPT1 as the department name.)

__ 6. Click OK.

___ 7. Click DEPT1 (or the name you used to create your department).

___ 8. Click Add.

9. Click Child.

__10. Click Machine.

___11. Fll out the Node Info template and click OK. This new monitored machine (designated by
the name you give it) gppears indented under the DEPT1 department name.

How to add a machine

Select Network property.

Click Add.

Click Child sub-menu.

Click the Machine entry of the Child sub-menu.
Complete al the required fidds for the selected machine.
Click OK to save the data.

ok wnNE

How to specify the physical location of a machine

Specifying the physica location of a machine hel ps service representatives provide prompt, quick
service to monitored machines.

__ 1. Click the Network property folder.
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Click Add.

Click Form.

Click L ocation.

Type the correct data into the Location template.

Click OK.

Scrall the Browse pane to verify that the Location template was completed.

Noakrwbd

How to defineresourcefilters

Resourcefilters dlow you to specify certain devices so that they are not reported to IBM. Thisis
particularly needed if the deviceisanon-IBM device not covered under warranty or a maintenance
agreement (MA). Resources identification is based upon the logical name of aresource. To identify a
specific resource to ignore look in the resource field of an error event that has been generated. Then use
this name to use for the resource filtering function. There must be and exact match between the resource
that is supplied to Service Agent and that which you wish to filter on. 'Y ou can define resource filters for
your network or for specific monitored machines. This example uses a pecific monitored machine.

__ 1. Click on aspecific monitored machine.

__ 2. Click Add.

3. Click Form.

4. Click ResourceFilter

__ 5. Typethe name of the resource to filter or arange of resources. For example, hdiskO,
hdisk1,cd0,sysplanarO.

__ 6. Click OK.

___ 7. Veify your Resource Filter(s) by locating the Resource Filter template in the Browse pane.

How to specify thresholds

Thresholds provide you with away to prevent certain errors (for a network view or amonitored
machine view) from being reported (by Service Agent) to the IBM Service Agent Server.

Go to Threshold in Appendix A to see how to find out how to determine errors (their id or number)
that you can then use in defining thresholds.

Sdect ether the Network folder or a monitored machine.
Click Add.

Click Form.

Click Threshald.

Type the correct datainto the Threshold template.

6. Click OK.
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___ 7. You can veify your Threshold entry. Scroll the Browse pane to the Filter Lists folder.
__ 8. Click Thresholds
9. Scrall until you locate the error that you just added .

How to lockout Service Agent on a machine

The Lockout Machines template alows turning off or locking out Service Agent on an individud
machine.

CAUTION: Thelocked out system will not report any errors until the lock isremoved. Be sureto
unlock the system after dl maintenance work is performed.

__ 1. Under the Adminigration folder, click L ockout Machines.

___ 2. From the Browse pane, sdect the monitored machine or machines on which you want to
lockout Service Agent.

3. Click lock.

___ 4. Toveify the lockout, click the Network folder, then click the Pad L ock icon to display status.
The machinegs Satus should show ared X, indicating it islocked.

How to add an E-mail alert

__ 1. Sdect amonitored machine for which you want to creste a Email alert folder. Sdlecting the
Gateway server activates the eemall dert for lower machines, but unique derts may be added to any
meachine contained within the configuration.

2. Click Add.

__ 3. Click Child sub-menu.

___ 4. Click Email alert.

5. Change the default e-mail address to whom you want to send the e-mail to.

Y ou can send an e-mail an dert to multiple email addressesby separating the e-mail addresses
with acomma. For example, joe@host.companyname.com, carol @abcit.com,
Jjill@companyname.com.

___ 6. If the sdected hogt has a different Mail Server, type the name of that server as the vadue for
Emal Server. The default name may be used if that mail server isthe server performing e-mal
sving.

___ 7. Changethe Email Wait Time in Minutes fidld to something less than 15 if you want to check
the function or receive natification sooner than 15 minutes. Y ou can not use avaue of 0.

8. Satto Truethetypes of derts of which you want to be notified. For more information and a
description of the dert types, refer to Advanced Configuration tasks
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__ 9. Click OK.
Notes:
___ 1. Different E-mail derts can be customized for particular users. For example, you may
want employee A to be notified of CAUTIONS and employee B to be notified of
INTERNAL ERRORS.

___ 2. Youcanview your E-mall configuration entry. In the Navigation pane, click the
monitored machine for which you just created the E-mail dert. Then right click that
monitored machine; salect Refresh. When you expand the entires in the Navigation pare,
notice the E-mail dert entry.

How to remove or delete configuration entries

How to remove a machine entry

1. Sdect Network property.

__ 2. Sdect the machine to remove.

__ 3. Click Delete.

4. Click Yesto complete the removal.
Note: Thiswill not uninddl the package. After removing the machine entry, go to the
corresponding client HMC and make it a Gateway server. 1t will then did IBM independently if it is
Set up correctly.

How to test certain configuration entries

How to send atest PMR to the IBM Service Agent Server

1. IntheTed Toolsfolder, click TestPMR.

__ 2. Sdect amachine and click Gener ate to create and send atest PMR to the IBM Service
Agent Server.

__ 3. Reply Yesto the prompt of whether to connect to IBM now or later.

___ 4. Click the Calllog property to monitor the TestPMR progress for success or failure.

___ 5. Look for the Red bug icon beneath the monitored machine property. It should be prefaced by
the error string 000-000.

How to send a test E-mail
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Note: You haveto have an E-mail dert defined prior to sending atest email. See How to add an
E-mail alert in the above example.

1. Sdect amonitored machine for which you want to creste a Test Emails folder. Y ou must
expand the view of the monitored machine by clicking the key next to the machine name.

Click Email alert icon.

Scroll to Test Emails Enabled fidd.

Click the Test Emails Enabled check box to toggle the value to True.

Click OK.

Repeat steps 1 through 5 to send test emails to other e-mail addresses.

Expand the Test Tools property.

Click the TestEmail icon.

9. Click Send.

Note: E-mal issent after the time-delay (set when created the e-mail dert) expires.

__10. Sorall (whilein the Email folder) to Test Emails Enabled and click the Test Emails Enabled
check box to toggle the value to False.

__11. Check with the person(s) who are designated to receive the email dertsto seeif they did
receive the dert(s).
Note: Theemail test dert ingtructs the recipient to contact the system administrator.

O NOOAWDN

How to perform other Service Agent functions

How to determineyour Service Agent version

1. Fromthe Service Agent interface, click Help.

__ 2. Click About.
About displays the Service Agent splash screen.. The Service Agent version leve isdisplayed in the
lower-left cornor of the splash screen.
Note: Hep/About displaystheleve of code ingdled onthe HMC. Sdecting the Environment
item located under a expanded node or machine shows the Service Agent code level for that
machine.

How to send Vital Product Data (VPD) to IBM

1. Fromthe SAS-Connectionfolder, click Send VPD
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__ 2. Sdect amonitored machine for which you wish to send VPD.

3. Click send VPD or send VPD Immediately to IBM ..
Send VPD sends VPD to IBM at the next regularly scheduled time. Send VPD Immediately
commences to send VPD as soon asthe option is clicked.

How to clean-up (remove some data from) monitored logs

Y ou may want to clean-up monitored logs because they are gettng too large or you only want to keep
certain data.

1. Expandthe Adminigtration key.

2. Sdect Purge Data.

___ 3. Toggleto True the data you want to purge:
«dllLogdata
All entries posted to the CdlLog. For example, when acdl ismadeto IBM, arecord is
created in the CdlLog; thiswould be removed. Thisfunction removes ALL datain the CdlLog.
#Rugre Error Warning
Any warning messages (non-error messages (yellow triangles)) are purged.
2Pugre Internd Errors
Any errors with the upside-down Red Bug icon posted beside them are purged.
£losed PMRs
Pugresany PMR marked as closed.
All PMRs
Purgesdl PMRs
£0ut-going Queue
The Out-going queue contains dl Events scheduled to be shipped to IBM. Events being Errors
from the HM Cs, VPDS from different sygsemsand EED. All this data goes in a batch mode.
At any time, the user can purge this queue to avoid calling to IBM.
#-mail Locks for Revision Updates
After sending one E-mail Notification about a new revison, alock is creasted and no more
E-mall's are sent to the same E-mail 1D about the same verson. Thisisto avoid multiple mails
being send to the same person, even if they don't upgrade Service Agent immediately. When
thelock is purgee, revison natifications will again be sent one time for new revisons. Additiona
revison notifications of newer versons will be sent only if they have not been previoudy sent.

4. Click Purge to purge dl data marked as True.
Note: If thereisalarge quanitity of datato purge, this activity could teke sometimeto
complete. You will not see any screen updates while this activity takes place.
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How to clear pending request tothe IBM Service Agent Server (SAS)

Normal workings of Service Agent can create requests to the IBM Service Agent Server (SAS). They
can be queued for immediate or later processing. To clear any current or pending request follow the
steps below:

Click the Administration property folder.

Click Purge.

Toggle Out-going Queue to True.

Click Purge.

Note: You will not see any screen updates while this activity takes place.

AwbdPE
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Chapter 6. Starting, modifying modes, or stopping Service
Agent on a HMC

The following diagram of the Service Agent - Hardware Management Console screen shows the
different tasks you can run when working with Service Agent.

Service Agent - Hardware Management Console

Seryice Agent Ul - registration fcustomization
Stop service Agent Ul

Change Service Agent mode - (server/dient)
Start Service AQent processes

Stop Service Agent processes

S5TATUS
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These tasks are:

Service Agent Ul - regidration / customization
Stop Service Ul

Change Service Agent mode - (server / client)
Start Service Agent processes

Stop Service Agent processes

K& KRR R

Starting Service Agent processes

Before you can launch the Service Agent user interface on aHMC the Service Agent processes (from
the HMC) mugt be running. Y ou must have the Web-based System Manager screen displayed. To
start the Service Agent processes:

1. Click thetask Start Service Agent processes.

The following screen shows Service Agent processes are being started.

= [ Start Service Agent processes [I/=[x]
[y | Finished
'o Ciierass | Hide Details
® Messages (_r Cornmands
Messages: !
rDDS Already Started, E5S5 Already Started - Stop -~

___ 2. Click, from the Web-based System Manager screen, the Service Agent Ul - registration /
customization task.

The Service Agent user interface is displayed.
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Stopping Service Agent processes

Before you can stop the Serivce Agent processes on aHMC you should exit the Service Agent user
interface (fromthe HMC). 'Y ou must have the Web-based System Manager screen displayed. To stop
the Service Agent processes:.

1. Click the Stop Service Agent processes task.

The following screen shows Service Agent processes are being stopped.

= Stop Service Agent pracesses |Q|E|E
| Finished

o g Hide Details

@ Messages () Commands

Me ssanes:

lstopping the E55. ..., ||

Change Service Agent's mode from server to client

Y ou can change the mode of Service Agent from that of a Gateway server to client. Prior to changing
the mode of the HMC from SA server to client you should first add the HMC hogt entry into the
Gateway’ s database. See the section on “How to add a machine” in Chapter 5.

After adding this entry into the Gateway you can then change the newly added HMC' s mode, from
Server to Client. Changing the mode to client allows you to have errors and other data reported to
another HMC that is designated as the Gateway HMC. That Gateway HMC, inturn, will send datato
the IBM Service Agent Gateway Server. To change the mode of Service Agent to client complete the
follow steps:

__ 1. Click the Change Service Agent mode - (server / client) task as shown in the following
screen:

Chapter 6. Starting, modifying modes, or stopping Service Agent onaHMC 47



Electronic Service Agent for pSeries 10/17/01

Change Service Agent mode - (server fclient)

Srart Service Agent processes

TASKS

STATUS

___ 2. Click the Change Service Agent mode radio button as shown in the following screen:
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‘Change Service Agent mode - (server/client)

M=1ES

Current configuration:

Gateway hostname:
Secondary gateway:
Tertiary gateway:

Client hastname:

w0 client

() server

Change Service Agent mode to;

serar

llawsonlinux. rehland . ibm. com

lzwsonlinux. rehland . ibm. com

4

Cancel

Help

__ 3. Click OK to complete the Server to Client mode change.

The HMC is now operating in a Client mode and will report data to the specified HMC designated

asthe Gateway Server HMC.

Click OK to complete the Server to Client mode change

Chapter 6. Starting, modifying modes, or stopping Service Agent onaHMC

49




This page intentiondly left blank.



Electronic Service Agent for pSeries 10/17/01

Chapter 7. Understanding Service Agent Security

This chapter discusses how security for Service Agent works with the following aress:

# Datacollection

& PPP and modem security

& Global Dider and Network

& |BM Service Agent Server (SAS)
Data collection

Understanding modems and TTY and PPP and Service Agent

The tty port and modem security are both configured to not auto-answer the modem or dlow login
access from the tty port. Service Agent only alows outbound calls to be created from the customer's
location. At no time will the IBM Service Agent Server (SAS) attempt to call the customer's account
eectronicdly.

Service Agent, from the client through the IBM SAS, uses an IBM

Certified Secure Network structure (using the Gateway ppp) to run the Service Agent Dider
goplication as a secure encrypted tunnd network to the IBM internal complex. The Certified Secure
Network structure protects both IBM and our Service Agent Client networks from malicious attacks
attempted by other users of the shared public infrastructure.

Global dialer networking to IBM SAS

The purpose of thisisto provide an overview of the security methodsin place for the AT& T Globd
Network Services Internet Remote Access Services Managed Tunneling feature with TCP/IP protocol
usng IPSec Virtua Private Networking with an AT& T managed Site Interface Gateway (SIG). This
service has features specific to the transport medium, whether broadband or narrowband. The differing
features are specifically noted where necessary:

& |PSec Virtud Private Network (verification/encryption of data a source and destination)
& Remote Client Persond Frewdl feature (verification of attempted access to client machine)
& Authentication (verification of user identity)

& Authorization (verification of permissonsfor data to enter the IBM network)
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A Virtua Private Network (VPN) is defined as a secure method of sending private data across a
shared public infrastructure. In this case, private data travels from the remote client machine across a
portion of a shared network (either PSTN or Broadband) to the IBM network. The IPSec protocol, as
defined by the Internet Engineering Task Force (IETF) RFC2041, provides the architecture for the
VPN aswdl asthe standards for encryption and authentication. In short, the 1PSec protocol adds
additiona headersto the IP packet, providing ameans of additiona verification of the packet aswell as
the encryption of the data payload.

For verification, the Authentication Header (AH) is used to help ensure | P data packet integrity. The
AH provides a mechanism to validate that the data packet came from the expected source and it was
not modified in trangt. Encryption is achieved through the use of Encapsulating Security Payload (ESP)
header and an implementation specific encryption protocol. AT&T currently uses 56-bit DES for the
IPSec VPN transport, with stronger encryption and PK /1K E support planned.

The IPSec VPN isimplemented through a Network Device Interface Specification (NDIS)
Intermediate Device Driver on the remote client machine and the Site Interface Gateway (SIG) on the
edge of the IBM network. The AT&T IPSec VPN driver initiates the | PSec tunnd from the dient
machine to the SIG upon logon and the tunnel remains intact throughout the on. All datato and
from the remote user to/from the IBM network traverses the IPSec VPN.

The Site Interface Gateway (SIG) provides the network interface from aremote client machine to the
IBM Intranet. A user initiates alogon request through the dider. At the time of initiation, the user
gpecifies an account, user 1D, and password. The dider carries out the user request by communicating
withthe AT&T IPSec Virtud Private Networking (VPN) driver.  The request is sent encrypted,
through the IPSec tunndl to the SIG, which establishes a sesson with the Remote Access Service
(RAS) Interface Gateway (RIG). The RIG provides an interface to the AT& T Service Manager, which
caries out user verification. The RIG then establishesto the IBM SA Server. This gateway structure
prevents any additiona IBM internd attempts to establish communications to the calling client hodts.
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Appendix A. Configuration details

This appendix describes the details of the Configuration folders, templates, template parameters and
their fidds.

Thisinformation is presented in the order you view the Navigation pare (Ieft-most) in the user interface.

Network

Gateway server (where the Service Agent program isingtaled)

Monitored machines (other HM Cs being monitored by the Service Agent program located on the
Gateway server)

Adminigration

Filtering

Connecting

Tedt tools

R & &

K& &K

Network folder

The Network folder dlows you to update the contact information for calback from the IBM Service
Center for problemsthat are received. The Name, Phone Number, and E-mail address of a customer
contact are required. In addition, the Queue Country where the Gateway server islocated is aso
required. After the data has been typed, click OK to save the data.

Note: The country value sdlected is utilized to properly identify the systems and open Problem
Management Reports (PMRS) based upon internal country codes.  The country selected must match
that identified with the IBM customer number. If the Country codeisincorrect, the PMR will ether be
rejected or possibily sent to an improper queue. Causing delays in problem resolution and support.

Network Template Parameters Description

IBM Contact parameter fidds

Name Name of aperson IBM may contact for PMR discussions,
(Required)
Phone Number Phone number of contact. (Required)
E-mall Internet E-mail address of contact. (Required)
Address parameter fidds
IQueue Country Physica Country Location of the syssems that PMRs will be

open againg. Thiswill generdly be the same country the
contact person residesin. However, if different the country
where the Service Agent network islocated should be used.
(Required)

Appendix A. Configuration Details 53




Electronic Service Agent for pSeries

10/17/01

Organization Name of company. (Optiond)

Organizaiond Unit Name of group or divison (Optiond)

Street Street location where Service Agent Network isingtalled.
(Optiond)

Locality City, Town, or Village where Service Agent Network is

ingalled. (Optiond)

State Or Province

State/Province where Service Agent Network isingtaled.
(Optiond)

Postal Code

Zip or posta code where Service Agent Network is
ingdled. (Optiond)

IBM Customer Number fieds

Customer Number

IBM customer number. (Optiond). This number isthe IBM
customer number that isassigned to dl IBM customers on
Warranty and Maintenance agreements.

Telephone Number fieds

Number

A number you want to place in the Network template that
IBM can contact.

Contact Context

Comment

Any comments that may help in communication between your
company and IBM concerning support for Service
Agent-monitored systems.

Standard Template Settings
fidds

Default Template settings used across al monitored systems.
Due to processng and system differences in a network, dl
times indicated are approximate run times.

Err Lease in days Hours, Minutes,

Thistimer determines how long to keep and maintain

Seconds host-detected error entries generated by Service Agent.
Vpd intervd in Days, Hours, Thistimer determines how often to check for Changesin the
Minutes, Seconds Vita Product Data on ahogt. This datais then transmitted to

IBM for diagnogtic and error andysis.

Diag Interva - Days, Hours,
Minutes, Seconds

Thistimer determines how often to check for errors or
problems detected by the Concurrent Diagnostics.

Using the Add button from the Network folder

When the Network folder is selected you can add additiona information about your Network to the
Service Agent program using the Add button. This additiona information can be viewed, through the
Network folder's detailslist. Following are a description of the Update, OK, and Cancel buttons
available when in the Network folder view.

Button

Description
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OK The OK button is active once data has been typed or changed in afield. Click the
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Cancel Click Cancel to cancd the current operation.

Node Info template parameter s and descriptions

You arive at the Node Info template by:

Va1
& Clicking Add
& Clicking Child
& Clicking Machine

Adding a Node to be Monitored

Sdecting the Network Properties view

The Node Info template alows you to define specific information about new machines that you want to
add to your network of monitored machines. The following table defines and describes the parameters:

Node Info Parameters

Description

Name Enter the fully quaified hostname of the system to
be added. Thisis the hostname the Gateway will
seit as. Such aswhen you ping aahostname..

|P address If entered must be in proper 1P number format

Processor ID

Required "Uname -m" number
(ProcessorID) of the hodt.

Type Required input- 4 digit brass tag number located
on the exterior of unit.

Serid No. Required input - Last seven digits of the brasstag
serid number located on exterior of unit.

Model Reguired input. Modd number of unit.

Manufacturer Optionad Manufacturer number of unit.

Type of Ingdlation
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Determines the type of protocol used to
digtribute the client portion of the Service Agent
program to selected monitored machines.
NOTE: Thisfied is not endbled for the HMC
snceit isaclosed system. Service Agent codeis
not tranamitted or indaled when amachineis
defined for aHMC.

Thefollowing are the available protocols:
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FTP
FTP prompts for the aroot authority 1D and
password. It will use the supplied password
for trandferring files usng FTP and running
ingallation processes using the rexec
command.
RSH
The RSH protocol must be configured to alow
access for the svcagent userl D on the gateway
system to access the client system. One way
to do thisis to add to the .rhost file in the root
directory the entry “<gateway> svcagent”
where “<gateway>" is the hogname of the
gateway or forwarding system to which the
client will be connecting.
DSH
The DSH protocol dlows the gateway to
create a node using the DSH system.
Primary Server Used for internd functions within Service Agent
for Gateway and sub-host communication.
Indicates primary host sub-host reportsto. This
field islocked when the Gateway Machineis
being displayed.
Secondary Server Used for internd functions within Service Agent
for Gateway and sub-host communication.
Indicates secondary host sub-hosts report to in
case of primary falure. (Thisfunctions
currently not active)
Tertiary Server Used for internd functions within Service Agent
for Gateway and sub-host communication.
Indicates tertiary host sub-hosts report to in case
of primary falure. (Thisfunctions currently not
active)

Form descriptions - from the Network folder
You arive a the Form sdlections by:

& Selecting the Network Properties view
& Click the Add button.
& Clicking Form

Appendix A. Configuration Details 56



Electronic Service Agent for pSeries 10/17/01

& Selecting aform you want to work with

Forms dlow you to add additiond information to a Network, Department or a Machine's node
information. The following graphic shows the Forms available usng the Add button:

Kl Address

'5°| Comricht

& _ontzct

Bl | nemton

(")) Resource Fiter

&= atings
‘mTEI:phun: Murribier
=+ Threzhals

The following selections may take affect across the whole network hierarchy, department or on a
individual machine bases depending upon the Property selection made. Forms added to a Machine

take priority over a Department grouping and Forms added to a Department take priority over the
Network.

Form descriptions:

Address

Select the Address form to add additional address information to the Network, Department, or
Machine,

Note: The Queue Country, which is part of the address form, should be the physica Country
location of the systems that PMRs are opened againgt. Thisis generdly the same country the
contact Name person residesin. However, if different, the country where the Service Agent
network is located should be used. Queue Country is arequired parameter.

Comment

Select the Comment form to add additiona comment information to the Network, Department, or
Machine.

Contact

Select the Comment form to add additiona comment information to the Network, Department, or
Machine,

L ocation
Select the Location form to add additional location information to the Network, Department, or

Machine asto the physicd location of the system. Specific entries available are Building, Foor, and
Room location.
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Note: Services performed by IBM personnel on systems and products not on IBM warranty or
maintenance agreement may be subject to time and materid charges.

Settings

Select the Settings form to add additiond Standard Template Settings entries to the Network,
Department, or Machine. The settings you can work with are: Err lease times, VPD time
intervas, and Diag (Diagnogtics) time intervas.

Telephone Number
Select the Telephone Number form to add additiona phone number information to the Network,
Department, or Machine.

Threshold

Select the Threshold form to add additional error thresholds to the Network, Department, or
Machine. Error events detected by Service Agent useinterna threshold levels, defined by IBM,
that must be exceeded before an action is taken (Ignore, Create Pending, or Create Held). In some
cases, fase error events may be detected due to system configuration or unusual process activities
which givefdsereturns. If this happens, thresholds can be added for the specific error Thresholds
Property Sdlection.

Available Threshold Entries:

Error No/ | The Error No or Error Label can be a SRN number generated by the

Error Diagnogtics, asystemerror log error identifier, or asystem error log error |abdl.
Label The Error ID or SRN number will be displayed in the "Error Number” fidd of the
"Error Event” if avalable.

Note: A threshold Error ID or SRN must be an exact match. If the Error ID
detected by Service Agent contains upper or lower case characters the same
characters must be entered for the thresholds. All characters displayed in the
Error 1D of aPMR entry must be typed as the Threshold error. This would
include any hex notation such as Ox if present.

Action Action to be taken when this error occurs:
0 - Create Cregte error event to be transmitted to IBM.
Pending
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1- Create Create an error event with Held status so it does not get sent to

Hed IBM. Y ou would then have to manudly change the status to
Pending to send it or ddleteit if you were not interested in it.

2 - Ignore Ignore this error; do not report it.

3-Dup Duplicate. An Error will be created with the Status as
Duplicate. This Event will never be sent to IBM. E-mail derts
can be configured for monitoring this type of events.

Failing Thisis currently not implemented. Place holder for future development.

Device
M odel
Count The number of occurrences of the error before the action istaken The
frequency of the count; for example, you might only want to act on the error after
it happens 3timesin 1 day, or 2 timesin 45 minutes..
Gateway folder

Y ou reach the Gateway folder by sdecting the machine designated as the Gateway Server (the HMC
that launched Service Agent as your Server machine) from the expanded Network folder. The Node

info template gppears in the details pane.

Node info template

Parameters and Fidds

Description

Node Info Parameter
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Name Locked for Hostnhame of Gateway system. This
field entry may be modified when associated
with other hogts that are added or defined. But is
locked whenitisthelocd Gateway System

|P address If the IP address is used, it must be in proper IP
number format #H #H i HiHE

Processor ID L ocked, Uname -m number of locd hod.

Type Required input- 4 digit brass tag number located
on exterior of unit.

Serid NO. Required input - Last seven digits of the brasstag
serid number located on exterior of unit.

Mode Modd number of unit (required).

Manufacturer Optiona Manufacturer number of unit.

Primary Server (Locked) Used for internd functions within Service Agent
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for Gateway and sub-host communication.
Indicates primary host sub-hosts report to. This
fidd islocked on the Gateway host and should

not be modified.
Secondary Server (Locked- Not Used for internd functions within Service Agent
Implemented in Revison 1) for Gateway and sub-host communication.

Indicates secondary host sub-hosts report to in
case of primary fallure. Thisfield isnot used on
the Gateway host and should not be modified)

Tertiary Server ( Locked- Not Used for internd functions within Service Agent
Implemented in Revison 1) for Gateway and sub-host communiceation.

Indicates tertiary host sub-hosts report to in case
of primary fallure. Thisfidd is not used on the
Gateway host and should not be modified.

Errorlog template

When Service Agent detects avdid Error Event it puts the event in atemplate withing a PMR folder
beneath the host (as viewed using the Service Agent interface) it was detected on. The information
defined in thistemplate is used to open alBM PMR and to maintain it's returning status and PMR
number. When viewing an expanded machine Error Event, templates are indicated by aniconin the
shape of abug dong with the SRN or error number of the event and it description. Sdlecting a
individua error template displays its contents in the detal pane to the right. These entries are removed
when the "Err Leasg" vaue pecified in the detail pane of the "Network™ sdlection is reached.

TYPE MODEL SERIAL

Parameters and Fidds

Description

PMR Parameter

Timestamp Time stamp when Error Event was first created
PMR Number Problem Management Report (PMR) number returned from IBM.
Status Thisfidd depicts the current satus of the Error Event and the results of

the PMR request. Thisfield can be set to any of the entries in the status

table.

0 Pending
This gtatus indicates an entry thet is set to be sent to IBM. It isthe
initid status state which triggers the Service Agent CalController to
connect to the IBM SAS. If the gatusis some other State, setting it
to Pending again causes the entry to be resent.
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1 Open
This gatus indicates a PM R was opened in the IBM support center
for thismachine.

2 Closed
This gausindicates a PMR was closed in the IBM support center
for thismachine.

3 Hed
Thisgtatusindicates the Error Event entry washeld. No
connection to IBM was made for this status state. Held status
entries are generd information entries not generaly considered hard
errorsor vaid errors.

4 Duplicate
This status indicates an attempt was made to open a PMR that was
already opered. If the same Type, Serid number, Description, and
error number is opened before a previous PMR with the same error
is closed aDuplicate status is returned.

5Faled
This status indicates an attempt to open a PMR with IBM failed for
some reason. See the Status Details field for pecific detalls on the
error.

TYPE For HMC SA System Type number error was detected on. PMR is
opened againgt this TY PE.
SERIAL FOR HMC SA System Seriad number error was detected on. PMR is
opened againg this SERIAL.
MODEL FOR HMC SA System Modd number error was detected on. PMR is
opened againgt this MODEL.
Error Number Supplied to Service Agent by the SFP system
Description Thisisthe short verba description of the error indicated from the system
error log or the diagnostic datafiles.
Resource Thisisthe name of the resource the error occurred on.
Duplicate Count This count indicates how many times the error has occurred since it was

origindly opened. Every time aduplicate error occurs, a check is made
to seeif the origind creation date of the OPENed PMR is greeter than
24 hours. If s0, then the locd status of the PMR is set to PENDING
and an attempt is made to contact IBM again. If the PMR was closed at
IBM, anew PMR number will be generated replacing the origind one.

If the PMR is ill open, then the loca status will be reset to OPEN and
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the origind PMR number will be maintained For tracking purposes the
origind PMR number is appended to the details text of the PMR when
the PMR is replaced.

Last Occurrence Thisis the time stamp of the last occurrence of the Error Event.
Error Detalls This field contains the detail description of the Error Event that occurred.
Satus Detalls Thisfield contains the detail description of the status results. If the status

is set to FAIL due to some communication problem with the SAS this
field would contain the associated error message.
whenStatusChecked Lag time the status of a opened PM R was made.

errClass Cladfication of the PMR.

Dialer template

The dider template dlows you to define the modem parameters and field vaues for communication to
the IBM Service Agent server. In thistemplate, required fields are marked by the"!I" character asin
other screenswithin Service Agent. However there is no verification of required fields for the modem
parameters since amodem is not required for local setup of the rest of the Service Agent program.
Although it is highly recommended to configure the modem from within the Basic interface a the time of
ingalation it isnot arequirement. The dider comes into play when you are ready to register your
systems and open problem reports (PMRs) and send them to IBM automaticaly.

Parameter and Fidds Description

Dialer Parameter
Location Thisentry dlowsfor the sdection of a SAS IBM number to did. By

opening this table and sdecting the country and town closest to your

location, additiond fieds are automaticdly filled in if available.

Some countries may have a nationwide or a fee-based 1-800 number
avalableto use. If alocd location number from the Loceation tableis
not available, look under Nationwide or Fee for a possible toll access
number to use ingead of a number from the Location table.

Tip: typethefirg letter of the country or city to move quickly through
thelig.
Primary Phone Number | The phone number the modem uses to call out is populated according to
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the location seected. Change this phone number only if needed.
(Prefilled by Primary Location Selection.)

Note: Depending upon the loca phone exchange, this number may need
to be modified to utilize your outgoing number and area code
reguirements.

Secondary Location

Thisentry alows for the selection of aBackup IBM number to did. By
opening this table and sdecting the country and town closes to your
location additiond fields are automaticaly filled in if available. Tip:
Type thefirg letter of the country or city to move quickly through the
lig.

Secondary Phone Number | The phone number the modem used to cdl out in the event the primary

phone number fals. (Prefilled by Secondary Location Selection.)
Note: Depending upon the loca phone exchange, this number may
need to be modified to utilize your outgoing number and area code
requirements.

Account

The Service Agent network login account assigned by IBM. May vary
depending upon Location. (Prefilled by Primary Location Sdection.)

User ID

The Service Agent network loginuser ID. May vary depending upon
Location. (Prefilled by Primary Location Selection.)

Password

The Service Agent network login password. May vary depending upon
Location. (Prefilled by Primary Location Selection.)

IP Addr SAS

The IP address for the Service Agent Server. May vary depending
upon Location. (Prefilled by Primary L ocation Sdection.)

TTY Port

The port number the modem is physicaly connected to (0,1,2,3)

Baud Rate

The maximum valuethe TTY modem will be st at for connection:

1,200 5 | 19,200

2,400

28,800

6
4,800 7 | 38,400
9,600 8

56,000

AlW|IN |- |O

14,400

Modem

The modem’ s reset and initidization string values are populated according
to the modem sdlected. Change these values only if needed.

Tip: typethefirs letter of the name of the modem to move quickly through
thelid.

Reset String

The modem’ sinitidization string values are populated according to the
modem selected. Change these values only if needed.

Init String

The modem’ s reset string values are populated according to the modem
sdected. Change these values only if needed.

Did Type

Sdlect the did type of this modem (for example, tone or pulse).

Verify Baud Rete

The flag to verify baud rate selected works with modem. If the baud rate
fails, the program attempts to salect the next best baud rate that works.
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Default isTrue. If theflag is set to False, no checking is done prior to
running.

CallController template

The CdIContoller template contains the entries and timers use to coordinate the cal notification and
external communication attempts among the monitored machines when an event or error is detected.

CallController Parameter

Description

Pending Timer

When an event or problem is detected its status is set to Pending.
The vaue specified for the Pending Timer determines how many
minutes to wait for additiond events to be generated before taking
action and attempting to make an externa connection to the IBM
SAS. For exampleif an error isdetected at 1 PM, Service Agent
will wait until 1:15 PM before cdling out to IBM and placing a
Problem Management Report.

Opened Timer

When aeror event is set to an OPEN datus the vaue specified in
this field determines how many days to wait before checking the
datus of the PMR on the SAS server sde. Whenthe PMR is
closed a IBM thelocal statusis updated the next time Service
Agent connnects to the SAS. Expiration of this times does NOT
initiate acdl.

Hedlth Check Timer

The vadue specified in this fidld determines how often, (in days),
Service Agent should cdl into the IBM SAS for a hedlth check. It
indicates that everything is OK and the reason SA hasnt cdled in
before is because there were no errors to report. SA will
automatically connect to the SAS, if it hasn't done so for some other
reason, when the time specified expires. Whenever a connection is
made to the SAS the countdown for thistimer isreset in order to
keep outgoing connections down to a minimum.

Max Attempts

This value determines how many attempts to make a connection to
the IBM SAS before giving up and setting the PENDING status of
the eventsto FAIL and dearing the cal queLe.

Current Attempt
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count. The Entriesin the Call Queue are set to FAIL and the queue

is cleared.

Retry Timer This vaue determines how many seconds to wait before making the

next connection attempt. If the Max Attemptsis set to 3 and the

Retry Timer is set to 60, then the CdlController deeps between

each attempt for sixty seconds until the Max Attempts vdueis

reached.

{For example, Attempt-1, Sleep(60), Attempt-2, Sleep(60),

Attempt-3, (Clear Queue & Set Status)}

Primary URL Thisentry determinesthe IP address and Port number of the IBM

SAS saver. Thisvaueis defined by the IBM SA program and

should not be modified as a generd rule,

Secondary URL This entry determines the | P address and Port number of the IBM

SAS secondary server. Thisvaue is defined by the IBM SA

program and should not be modified as agenerd rule.

Connection Idle Timeout in | This vaue determines how many minutes to wait before bresking
Minutes the connection to the SAS if it becomesidle.

Available buttonsfor CallController template:

Button Description

OK This button located at the bottom of the detall paneis active once data has been
entered or changed in afidd. Click this button to save dl data

Cance Click Cancel to cancd the current operation.

Deete This button, located at the bottom of the detall pane, becomes active when an entry in
the detail paneis sdlected. Click the Delete button to delete a selected entry.

Environment template

The Environment template displays the various environment and revisons levels of  the supporting
system and execution files on the machine. Therevison levelsinformation is gathered every time the
ODS processis garted on the machine. The Environment information is transmitted with each
connection to the IBM Service Agent Server for error andysis and update notification. These entries are
locked and cannot be modified.

Hardwar e service template
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Available Buttonsfor Hardware Service Template:

Button

Description

OK This button located at the bottom of the detal paneis active once data has been
entered or changed in afied. Click this button to save dl data entered.

Cancdl Click this button to cancdl the current operation.

Dedete Thisbutton islocated at the bottom of the detall pane and becomes active when
an entry that can be deleted in the detail pane is selected. Once an entry is
selected, click Delete to removeit.

Monitored machines folder

When amonitored machine is added to the network, the following templates are associated with that

monitored machine

Nodeinfo template

Parameters and Fields

Description

Node Info Parameter

Name Locked for Hostname of Gateway system. Thisfied
entry may be updated when an additiond host is
added.

|P address If entered must bein proper IP number format

Processor ID

L ocked, Uname -m number of loca hod.
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Type Required input- 4 digit brass tag number located on
exterior of unit.

Seria NO. Required input - Last seven digits of the brasstag
serid number located on exterior of unit.

Mode Modd number of unit (required).

Manufacturer Optiona Manufacturer number of unit.

Primary Server (Locked) Used for internd functions within Service Agent for

Gateway and sub-host communication. Indicates
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primary host sub-hosts report to. Thisfield islocked
on the Gateway host and should not be modified.

Secondary Server (Locked- Not Used for internd functions within Service Agent for
Implemented in Revison 1) Gateway and sub-host communication. Indicates

secondary host sub-hosts report to in case of
primary failure. Thisfield is not used on the Gateway

host and should not be modified.
Tertiary Server ( Locked- Not Used for interna functions within Service Agent for
Implemented in Revison 1) Gateway and sub-host communication. Indicates

tertiary host sub-hosts report to in case of primary
falure. Thisfidd is not used on the Gateway host and
should not be modified.

Errorlog template

When Service Agent detects avaid Error Event it puts the event in atemplate benegth the host (as
viewed using the Service Agent interface) it was detected on. The information defined in thistemplateis
used to open alBM PMR and to maintain it's returning status and PMR number. When viewing an
expanded machine Error Event, templates are indicated by an icon in the shape of a bug along with the
SRN or error number of the event and it description. Sdlecting aindividud error template displays its
contents in the detail pane to the right. These entries are removed when the Err Lease vaue specified in
the detail pane of the Network selection is reached.

Parameters and Fidds

Description

PMR Parameter

Timestamp Time stamp when Error Event was first created
PMR Number Problem Management Report (PMR) number returned from IBM.
Status Thisfidd depicts the current status of the Error Event and the results of

the PMR request. Thisfield can be set to any of the entries in the status

table.

0 Pending
This status indicates an entry thet is set to be sent to IBM. It isthe
initid status state which triggers the Service Agent CalController to
connect to the IBM SAS. If the gatusis some other State, setting it
to Pending again causes the entry to be resent.

1 Open
This gatus indicates a PM R was opened in the IBM support center
for thismachine,
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2 Closed
This gausindicates a PMR was closed in the IBM support center
for thismachine.

3 Hed
Thisgtatusindicates the Error Event entry washeld. No
connection to IBM was made for this status state. Held status
entries are generd information entries not generaly considered hard
errorsor vaid errors.

4 Duplicate
This status indicates an attempt was made to open a PMR that was
already opered. If the same Type, Serid number, Description, and
error number is opened before a previous PMR with the same error
is closed aDuplicate status is returned.

5Faled
This status indicates an attempt to open aPMR with IBM failed for
some reason. See the Status Details field for pecific detalls on the
error.

Error Number

The Error Number is the actud error number found in the error log or
the SRN (##-##4) number generated by the concurrent diagnostics on
the machine.

Description

Thisisthe short verba description of the error indicated from the system
error log or the diagnostic detafiles.

Resource

Thisis the name of the resource the error occurred on.

Duplicate Count

This count indicates how many times the error has occurred since it was
origindly opened. Every time a duplicate error occurs, acheck is made
to s=eif the origind creation dete of the OPENed PMR is gregter than
24 hours. If so, then the locd status of the PMR is set to PENDING
and an attempt is made to contact IBM again. If the PMR was closed at
IBM, anew PMR number will be generated replacing the origind one.

If the PMR is il open, then the local status will be reset to OPEN and
the origind PMR number will be maintained For tracking purposes the
origind PMR number is gppended to the details text of the PMR when
the PMR is replaced.

Last Occurrence

Thisisthe time slamp of the last occurrence of the Error Event.

Error Detalls

This fiedd contains the detail description of the Error Event that occurred.

Status Detalls

Thisfield contains the detail description of the status results. If the status
Is set to FAIL due to some communication problem with the Service
Agent Server thisfield would contain the associated error message.
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whenStatusChecked This contains timestamp of last time Status was checked for this error.
errClass This contains the Class designated for this error

Model The modd number of the HMC.

Serid The sarid number of the HMC.

Type The machine type of the HMC.

Alternate | P Addresstemplate

The Alternate IP address template contains the | P address linked to the actua hostname of the machine.
Thisentry isusudly filled autometicaly by the program when it discovers an dias. It comesinto play
when a host defined to Service Agent on one network is actudly an dias and the red hostname of the
machineislinked to a different P address. The IP address of the real hostname isthen put in this
Alternate IP addressfidd. When the Gateway server firgts establishes the connection to the sub host it
opens a connection to the hostname asiit is defined to Service Agent. The sub host then sends back his
red hosname and IP address whenever he wishes to communicate with the Gateway server. If thered
hostname and IP address match what the gateway system expects, then communication is established.
If it doesn't, then the Gateway server searches the database for the dternate | P address that matches
the one supplied. When the dternate is found, communication is established.

Available Buttonsfor Alternatel P Address:

OK This button located at the bottom of the detall paneis active once data has been
entered or changed in afield. Pressthis button to save dl data entered.
Cancel Press this button to cancel the current operation.

Environment template

The Environment template displays the various environment and revisons levels of the supporting
system and execution files on the machine. Therevison levelsinformation is gathered every time the
ODS process is garted on the machine. The Environment information is transmitted with each
connection to the IBM Service Agent Server for error analyss and update notification. These entries are
locked and cannot be modified.

Linux Hardwar e service template

Redhat Template Description

Saus This entry displays the Licensed status of the hardware template. This
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entry could be one of five different status Sates.

0 Proposed -
Thisdaeistheinitid default Sate of a newly define machine indicates
the system is only proposed and not licensed. No action will be taken
until the gatusis set to Pending.

1Pending -
This date indicates the system is staged to be licensed. Upon the next
connection to the IBM SAS alicense request will be made for this
host.

2 Expired -
This gtate indicates the maximum licensed date has passed and the
licerseis expired. Reregister the system to get anew licensed status.
Licensed functions are disabled. When a system is expired Service
Agent automatically connects and requests a new license.

3 Corrupt -
Thisdate indicates the license statusis corrupt or damaged. For
exampleif the return from License request was a bad tranamisson the
satus will be set to corrupt. Reregister the system to get aclean
license gtatus. Licensed functions are disabled with this satus.

4 Licensed -
This gate indicates the machineislicensed. All functions requiring a
license are activated.

5 Denied -
This state indicates the system was denied for some reason and a
license to activated this template is refused. All functions requiring a
license are disabled. Refer to the template comment field or the
specific callog entry for details. Y ou must remove and redefine the
machine to remove the Denied Satus Sate.

If the template is not licensed, those functions requiring licenses are not
rerun. Functions requiring alicensed status are the hardware monitoring
functions.

Expiry Thisis the date the enable license expires on.
License This the unique license number associated with the machine. Thislicense
number will not work with any other defined hogt.
Comment Genera status response comments from IBM Service Agent server.
Heart Best Enables or disables Heart Best process on client machine. A Truevaue

indicates Heard Beat is enabled.

Heart Bedat - Days,

Timer to determine how often the gateway should expect a heartbesat
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Hours, Minutes, from the hodt. If the host misses, a heartbeat anatification is sent. Actua
Seconds time is an gpproximate vaue of HeartBeat + Delay.
Heart Beat Ddlay in | Vaue added to the Heartbeat to compensate for Network delays and
Minutes differencesin sygems. Minimum vaueis 2 minutes.
Vpd Enabled Enables or disables Vitd Product Data (VPD) gathering on dient

machine. True vaue indicates Enabled.

Vpd Interva- Days,

Thistimer determines how often to check for Changesin the Vitd Product

Hours, Minutes, Dataon ahost. Thisdataisthen trangmitted to IBM Service Agent server
Seconds for diagnostic and error andyss.
Use Default VPD Fag to determineif the Vpd Intervad vaues defined for this machine
Interval should be used or the default values defined in the Network detalls should
be used. A truevaueindicatesto use default interva set in Network
detalls.
Vpd Output View of VPD data gathered.
Create Intera Err for If Trueinternd error log will be updated if the error events supplied to
Unformatted Events Searvice Agent from the SFP have format errors. The default is no logging.
(Fdse)

Error Enabled Flag to determineif system Error Log entries should be monitored for
supported errors by the Service Agent. The Hardware Template must be
licensed for thisto be ective.

Error Enable Fag to determine if the concurrent diagnostic information should be

monitored by the Service Agent. The Hardware Template must be
licensed for this to be active.

ErrorEnabled Interva -
Days, Hours, Minutes,
Seconds

Thistimer determines how often to check for errors or problems detected
by the Concurrent Diagnostics.

Enable the Automatic
tranamisson of EDD

Extended Error Data (EED) is additiona error infomation sometimes
supplied by the SFP when an error occurs. Enabling thisflag dlows for
the automatic transmission of thisdatato the IBM SAS.

Error Interna

Flag to determineif internal Service Agent errors should be logged.

Available Buttonsfor Hardwar e Service Template:

Button Description
OK Thishutton islocated at the bottom of the detail pane and is active once data has
been entered or changed in afield. Click this button to save al data entered.
Cancel Click this button to cancedl the current operation.
Delete Thishbutton islocated at the bottom of the detail pane and becomes active when
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’ an entry in the detail pane that can be deleted is selected. Once an entry that can
| be deleted is selected, click Delete to removeit.

Additional machine templates

Additiona templates can be added to every machine (both gateway server and monitored) to provide
various functions and options customizing Service Agent to the individua company needs. To access
these templates sdlect your Gateway server or amonitored machine and click Add and then click
Child.

Call Controller template

The Cdl Controller template, by default isingtaled on the gateway server for optimum performance of
the Service Agent sysem. Asagenerd rule this should not be changed.

CAUTION: There should only be one Cal Controller assigned within the Service Agent System. Do
not operate with more than one template a atime. Results are undefined and could result in damaging
the Service Agent databases.

Dialer template

The Dider template, by default, isingaled on the gateway server for optimum performance of the
Service Agent program. Asagenerd rule this should not be changed. See the Dider sectionin
“Templatesfor Gateway” for gpecific entry details.

E-mail Alert

By adding a E-mail Alert template, Service Agent can send an e-mail message to contacts relating al or
limited machine problem information. Y ou can define as many e-mail contacts as you require, but an
e-mail server must be active and accessible.

E-mail Address Descnp“on
Template
E-mail Address The E-mail address of the contact you wish to dert.

E-mall Subject The default subject line for messages.

E-mall Server The hogtname name of the mail server to be used.

E-mall Wait Timeln | Thisfidd determines how long to wait in order to gather any additiond
Minutes natifications that may be generated. When the time specified is reached, dl
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natifications gathered are combined into one e-mail notification and sent to
the e-mail address.

Set the following flags True/Fase accordingly.

Cautions Enabled An Error Event occurred that is consdered a caution or informationd
entry. A PMR isnot generated for it.

Failed Enabled A Service Agent Error Event transmission failed to open aPMR on the
IBM SAS.

Held Enabled A Service Agent Error Event entry was created and set to a Held status.

Pending Enabled A Service Agent Error Event entry was created and set to a“ending status.

Opened Enabled A Service Agent Error Event transmission OPENED aPMR on the IBM
SAS.

Closed Enabled

A Service Agent Error Event transmisson CLOSED aPMR on the IBM
SAS.

Interna Errors

An interna operating problem has occurred (e.g. inability to read arequired

Enabled file, or run acommand, or anything that goes wrong with the operation of
Service Agent).

Licensing Enabled Thereis a changein the machine's licensing information. Either amachine
has been licensed or it has expired.

PTF Updates The machine has received notification that PTF Updates are available for

Enabled download.

SA Updates Enabled | The machine has received notification that Service Agent Updates are
available for download.

Heart Beat Enebled | The machine failed a heart best.

Test Emalls Enabled

This contact should receive any test e-malil's sent.

Available buttonsfor the E-mail template:

Button Description
OK The OK button located at the bottom of the detail paneis active once data has been
typed or changed in afidd. Click OK to save al data typed.
Cancel Click Cancel to cancd the current operation.
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The Null Dider template is reserved for future development and is currently not supported.

CallLog folder

The CdlLog template displays the results of connections and transmissonsto the IBM SAS. By
viewing thislog during the diding or initid  phese of a connection, red time updates are logged as the
connection ismade. Once connection is made and requests have been transmitted, a summary count of
the request types and whether they were transmitted successfully are logged.

The summary counts overlay the description entries made during the connection phase.

Note: The summary counts only relate to whether the transmisson was successful or not. It does
NOT indicate whether the specific request was accepted or failed dueto some interna process
checking or rglection. To determine the results of a specific request, if available, you must look at the
specific entry for the request in question. A successful result on the transmission does not necessary
indicate a positive reply for a specific request.

CallLog Display Columns:

Column Description

Description This column displays redl time connection updates as the connection is
made. Once the connection has ended final Success/Fail results are logged
here.

Sart Time Stamp Time Stamp of when the tranamission Sarted.

End Time Stamp Time Stamp of when the transmisson ended

Type This column is not used.

Sd This column is not used.

Rey Thiscolumn is not used.

Try This column displays how many times retriesit took to make the connection.

Satus This column is not used.

Administration folder

Register template
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The Regigter template provides the capability of registering one or more defined machines.

Within this template asmple machine ligt is displayed, in the detail pane to theright, for selection and
registration.

When the Regigter selection in the Navigation paneis highlighted the Add and Delete buttons &t the
bottom are dsabled.

Available buttons for the Regigter template:

Button Description
Open Click Opento digplay node information of the selected machine. See section on
Node Info for detalls.

Regiser | Click Register to register the selected maching(s) with IBM.

Data Compression Cycles

By default every 24 hours Service Agent will clean and compressit's databases removing old data and
deleted entries. This keepsthe database @ the smalest possible size. Without this feature enabled the
SA databases would continue to grow without limits, which could cause disk space failures.

Available entriesfor the Data Compression cyclestemplate

Parameters Description

Next Compression Date Specifies the data on which you want Data Compression to
occur.

Enter Time (12 Hr or 24 Hr) Specifiesthe time (in ether regular clock hours or the 24 hour
clock) that you want compression to take place

Compression Enabled Toggle between True and False according to your needs.

Available buttons for the Data Compression Cycles template:

Button Button
Set the Timer for Sets the timer to the values that you have input in the Data Compression
Data Compression Cyclestemplate.

Compress DataNow | Compresses dataimmediately and overrides the Timer vauesin the Data
Compression Cycles template.
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Import / Export template

The Import / Export template dlows for the automatic addition of machines from a ASCII input file, the
cgpability of saving existing machine entriesto a ASCII output file, and exporting the defined database
to abinary file and importing a previoudy exported database

Import ASCII Input File Format:

Each monitored machine to be added must be on asingleline. Each line must contain the required
machine data in the following order with comma separators and no spaces.

Note: Processor ID isobtained by executing uname -m command on the physica host.
“Hosthame” ,“Type’, “ Serial”, “Processor|D”, " Modd"

For example, the input filewould contain:

ABC,7042,43515,003555434C00,120

sasbg.ausitn.ibm.com,7013,99998,000999984C00

XYZ,7017,34789,4438902

Available Buttons:

Button Description

ASCII Input Machine Click ASCII Input Machine List to input a ASCII machinelist. Type

Lig the location and name of thefile at the sdlection window.
ASCII Output Machine | Click ASCII Output Machine List to output a ASCI machine list of
Lig al defined Service Agent machines. Type the destination and name of

the file a the selection window.

Export Service Agent Click Export Service Agent Database to output the defined machine
Database database to abinary file.

Import Service Agent Click Import Service Agent Database to input a previoudy exported
Database machine database.

L ockout Machinestemplate

The Lockout Machinestemplate dlows turning off or locking out Service Agent on aindividud
machine.
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Thisisuseful when there is to be some type of system maintenance that could possibly cause Service
Agent to pick up false errors. For example, if diagnostics are run on a system with known problems,
and Service Agent is not locked out or turned off, then when the diagnostics find an error Service Agent
records and reportsiit.

To avoid confusion lockout the system that you wish to ignore prior to performing any activities that
could cause fase erors.

CAUTION: Thelocked out system will not report any errors until the lock isremoved. Be sureto
unlock the system after dl maintenance work is performed.

Available Buttons;

Button Description

Open Click Open to see Node information details on the selected machine.
lock Click lock to lock the machine and disable Service Agent reporting.
unlock | Click unlock to unlock the machine and enable Service Agent reporting.

Purge data template

The Purge data template alows you to purge dl the data collected and placed in the CdlLog folder. The
CdlLogfolder islocated benegth the Network folder in the Navigation Pane.

Available Button for the page template:

Button Description

Purge Click Purge to optiondly purge dl the following datax

CdlLogData- Clearsthe CalLog

Purge Error Warnings - Clears accumulated Error Warnings

Purge Interna Errors - Clears accumulated Internal Errors

Closed PMRs - Clears PMRs with a Closed status

All PMR - Clearsal PMRs from the database

Out-going Queue - Removes pending entries in the outgoing queue and sets the
Satusto Fall

E-mail locksfor Revison Updtes - After sending one Emall Natification about a
new revison, alock is created and no more E-mails are sent to the same E-malll
ID about the same verson. Thisisto avoid multiple E-mails being sent to the same
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person, even if they do not upgrade Service Agent immediately. When we purge
thislock, E-mails will be sent again if thereis anewer verson available.

SA Accesstemplate
The SA Access template is where you can change the password that allows access to the Service
Agent program. Remember, if you change the password you must notify al of your Service Agent

users. It isrecommended to change your password, as soon as the package isingtdled. Whenever
Service Agent is upgraded, the password will be reset to password.

SA Update template
The SA Update template allows you to get updates for the Service Agent program from IBM.

Availableentriesfor SA Update template:

Parameters Description

Get SA Update from IBM Downloads the latest ServiceAgent Package from IBM the next
time Service Agent connectsto IBM.

Get SA Update Immediately This option immediately downloads the Service Agent Package.
from IBM It starts diding and the file will be saved to the directory

"Jus/svcagent/lib®.

For HMC the package name will be SvcAgentHSC.i386.rpm"

For AIX  the package will be "svcagent.ingtd|p”

For ingtaling these packages, refer to the corresponding
ingalation chapters for either AIX or pSeries.

VPD and EED filestemplate
The VPD and EED files template alows you to view and manage recieved VPD and EED files

Available entriesfor the VPD and EED filestemplate:

| Parameters | Description I
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Machines

Providesaligt of dl machines for which you can sdect to view
the VPD or EED files

Available Button for theVVPD or EED template:

Button Description

Open Allows user to view node information associated with the selected
mechine

Manage the Externa Allows user to remove VPD and EED files, the have been collected, from

files the selected system to free up otherwise unused space.

Alerts folder template

The Alerts template dlows for screen display notification of derts.

Alerts are generated by Service Agent when important events occur, such as status changesto PMRs
or Service Agent interna errors. In addition to the E-mail and pager dert natification other dert
methods can be displayed on the screen. Aslong as the sdection is open, configured derts are
displayed and maintained in the detail pane window. When the selection is closed and reopened the
screen is cleared for new derts. By default al derts are enabled for display in the Alert selection.
Specific derts can beignored by setting the associated toggle buttons to true.

Availableentriesfor Alert template:

Alert Description

Limit Number of Alertsthat are kept a onetime. When the limit is reached, no more
entries are displayed until the window is cleared or the limit isincreased.

Alerts Thisisthe display capture window for Alerts

Open To view detalls of an dert entry, sdect it from the Alert window and click Open.

Resat To clear theligt entries from the dert window press this button.

Cautions Toignore“Cautions’ derts, set this toggle button to true.

Closed Toignore“Closed” derts, set this toggle button to true.

Faled Toignore“Falled’ derts, st this toggle button to true.

Held Toignore“Held” dert, set this toggle button to true.

Internal Errors To ignore “Internd Error” derts, set this toggle button to true.

Opened Toignore “Opened” derts, set this toggle button to true.

Pending Toignore " Pending’ derts, set this toggle button to true.
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Filter lists folder

Resour ce Filterstemplate

The Resource Filters template works in conjunction with the Add / Forms/ Resource Filter template.

When thistemplate is selected a display of al resources that have been configured to be ignored are
displayed.

If this template is blank, then no resource filters have been added to the Service Agent Network tree.
For details on adding Resource Filters, see How to define Resource Filters in Chapter 6.

Once resource filters have been defined, clicking on this template changes the detail pane into two
sections. The upper section hasaligt of al of the resource filters indicating the Source or machine the
resource filter has been added to and the name of the resource that is being ignored.

The lower section displays the Node Information associated with the source or machine that the filter
was added to. Thisdisplay changes depending upon which source or machine is selected.

Thresholdstemplate

The Thresholds template works in conjunction with the Add Form Threshold template.

When thistemplate is selected, dl thresholds that have been configured are displayed. If this sdlection is
made and the display is blank, no additiond thresholds have been added to the Service Agent Network
tree.

For details on adding Thresholds, see How to specify Thresholds in Chapter 6.

Once a threshold has been defined, clicking the Threshold template makes the detail pane gppear in two
sections.

The upper section hasaligt of dl of the thresholds with the specific configuration information set for
each threshold.

The bottom section displays the information details of the machine the threshold was added to or the
information detals of the Network if the threshold was added to the network. In addition thereisa
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Overrides entry in this section which displays the name of the source or machine this threshold
overrides.

For example, if threshold error 124-708 is added to the Network and the same threshold error number
124-708 is added to a specific machine with different configuration data, then the threshold added to
the machine would take precedence or an override threshold configured for the Network when it occurs
on that machine. If the error occurs on any other machine, then the threshold for the Network applies.

Service Agent Server (SAS) folder

Connect template

The Connect template provides the capability to connect to the IBM Service Agent Server (SAS)
immediately or force a current connection to be canceled. It can be used in Stuations where there are
pending requests that should go out immediately or where there is a need to verify the externd
connection process is working properly.

When connection is made to the SAS, any pending requests destined to be sent to IBM are handled.
If there are no pending requests, then a smple handshake between Service Agent and the SAS is
performed and the connection is ended.

Available Buttonsfor Connect template:

Buttons Description

Connect Click Connect to initiate an immediate connection to SAS.
Disconnect | Click Disconnect to disconnect the current connection to SAS.

ManualMicrocode template

The Manua Microcode template provides options that alows you to work with information pertaining to
microcode. The microcode information can pertain to your gateway server, your monitored machines,
or to micorcode levelslagt received from IBM. The ManuaMicrocode template provides the following
functions:

& Open

& Get current inddled inventory

= Retrieve MicroCode list from IBM (based upon monitored maching(s) selected)
& Retrieve magter MicroCode lig from IBM
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& Digplay last MicroCode list retrieved
& Didribute MicroCode

Y ou must have Inventory Scout (invscout) ingtdled. For invscout ingalation and running, refer to the
invscout documentation available on the AIX ingtdlation packages.

Note: For theHM C only the“ Readme” files associated with the microcode files are avaiable

for downloading.

Available Buttonsfor ManualMicroCode template:

Buttons

Description

Open

Click Open to display information about the monitored machine. The
information provided shows Name, | P address, processor id and so on.

Get current ingtaled
inventory

The Get current ingtdled inventory button gets the resulting list of microcode
levels of the selected monitored machines(s). Service Agent can utilize this
information when retrieving aMicroCode lig from IBM.

Retrieve MicroCode
lig from IBM

This function requires a machine or monitored node(s) be sdlected prior to
selection and a current Microcode ligt for the selected maching(s) be
avalable. When the current MicroCode lig is avalladle (by executing “ Get
Current Ingdled Inventory”) this function will connect into IBM and send in
the inventory ligt. It will then retrieve the lig of the latest available MicroCode
for the systems sdlected. A selection Window will be display where the user
can then select which Microcode Packages he wishes to download from
IBM.

The downloaded Microcode will then optionaly be pushed out to the
selected machine. From there the user should follow the ingtdlation
procedures specified in theindividua Microcode readme files.

When the retrieved Microcode Ligt is displayed the screen conssts of a
series of columns depicting:
Select - Toggle thisfidd to seect the Microcode for download.
Node - Indicates which selected machine or node hostname the
Microcode appliesto.
Device/Sysem - Displays the Type/System number the code isform
Package - Indicates the package name
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Readme - Indicates the name of the Readme file

Latest Aval - Indicates the name of the Microcode Fle

Release Date - Date the Microcode was rel eased

Need UpDate - Indicates, based upon the current revison levd file
received, the selected machine should update

Impact - Indicatesimpact of Microcode

Severity - Indicates severity of Micorcode

At the bottom of the screen there are sdlection buttons that act on your
choices.

MicroCode and Readme button:

This button is a drop down button that defaults to MicroCode and
Readme. This option downloads both the MicroCode and associated
Readme files of the sdected packages when the Download button is
pressed. Other options are download Readme or MicroCode only.

Dedtination-Gateway button:
This button is a drop down button that defaultsto the
Dedtination-Gateway which specifies the MicroCode will be down
loaded to the Gateway System. The files will be put into the
Ivar/svcagent/ibmucode directory on the Gateway. Other options are
“Dedtination-Client” which attempts to put the microcode files on the
client machine in the /var/svcagent/ibmucode directory as well.
Download button:
Starts the downloading process for the monitored machines salected.
Cancd button:

Exits the Window and takes the user back to the previous screen.
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Retrieve magter
MicroCode lig from
IBM

Thisfunction connectsto IBM and retrieves a master list of available
MicroCode for al AlX machine product types. A selection Window is
displayed where the user can select which Microcode Packages to
download from IBM.

The downloaded Microcode is then, optiondly, distributed to the selected
monitored machine. Follow the ingtalation procedures specified in the
individud Microcode readme files

When the retrieved Master Microcode Ligt is displayed, the screen displays
a series of expandable folders grouped according to the Microcode type
available. Expanding these folder shows the package names available for
download. Expanding the package names shows the ligt of files available for
download. At thetop of the Window isaLicense Button. Clicking on this
displays the License Agreement for downloading the Code. Y ou should
Read and Understand the License Agreement before downloading
MicroCode.

By highlighting a package name and pressing the Download button at the
bottom of the window, dl files associated with the package are downloaded
to the Gateway system and put into the /var/svcagent/ibmucode directory.

Highlighting an individud file or files and pressing the Download button at the
bottom of the window, downloads the sdlected file to the
Ivar/svcagent/ibmucode directory on the Gateway.

ove MicroCode

Display last Thisfunction displays the last MicroCode lit retrieved from IBM. Thisway
MicroCode lig the user will not have to dia out overtime he wishesto view theligt. In order
retrieved get an updated list one of the retrieve functions must be utilized. MicroCode
download capabilities are dso available with this option.
Digribute/View/Rem | Thisfunction dlows you to optiondly distribute, view, or remove previoudy

downloaded microcode to or from the salected monitored maching(s).
Follow the ingdlation procedures specified in the individuad Microcode
readme files

Manual PMR
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The Manud PMR template dlows you to generate and send PMRs to the IBM Service Agent Server
whenever the situation requires unscheduled sending of created PMRsto IBM.

Available Buttonsfor Manual PMR template:

Buttons Description

Open Sdect amachine manualy open aPMR againg. Then, click Open. The
identification of the machine you want to create aPMR is displayed.

Generate Click Gener ate to complete a PMR and follow the prompts to send the PMR to
IBM. Y ou can check the success of the transmission by checking the CdlLog
folder.

Send VPD template

The Send VPD template gathers the latest Vitd Product Data (VPD) from the sdlected machine and
sendsit to the IBM SAS.

In those instances where the most current copy of VPD is heeded by IBM support for problem
andysis, this salection bypasses the VPD timer configuration. 'Y ou have the option to wait for the next
time Service Agent cals SAS, or you can make a connection and immediately send the VPD.

For information on configuring the VPD template, see How to send VPD datain Chapter 6.

Save VPD datatofile

Saving VPD datato alocd fileis possble using the Send VPD option under the SAS-Connection
folder.

Sdect the machine for which the VPD data needs to be saved and click
Save VPD Datato File. A file save didog box popsup. The VPD data can be saved in two
formats.

1. Text Format - Choosethe Files of Type astext files (*.txt) and
choose the file name and click on Save.

2. ZIP Format - Choose the Files of Type aszip files (*.zip) and choose the file name and click on
Save. Thefilewill bein zip format with a.zip extendon. Useunzp -j to unzip thefile.

Appendix A. Configuration Details 85



Electronic Service Agent for pSeries 10/17/01

If the destination for the file is a diskette, the program may fail if the diskette is full and does not prompt
for the next diskette to be inserted. Hence the save process stops in the middle.

The best way to copy thefile to adiskette isto save thefileto the loca hard drive first. Then go to the
command lineand tar the file and then copy it to a diskette usng a separate command.

Test Tools folder

TestEmail

The Test E-mail template dlows you to verify the proper operation of the E-mail Alert templates that
have been added. This selection sends atest E-mail notification to al E-mail Alert templates that have
the Test E-mail option turned on or set to TRUE. If a E-mail address should not get Test Notifications
this option should be switched to FALSE.

See section on “Adding E-mail Alert” templatesfor detalls. If a E-mail addressfailsto receive atest
notification, check to make sure the E-mail dert and the test E-mail check box are set to TRUE. If they
are, then examine your loca E-mail system configuration and set up to ensure it is working property.
Service Agent sends E-mail natifications using the smple AIX sendmail command as atypicd client.
All other aspects of the locd mail system are under control and responghility of the user or local
adminigrator

TestPMR

The TestPMR template sends a test problem management report to the IBM SAS.  Upon recaiving this
report contact is made back to the customer indicating proper reception of thetest PMR. Thisisusad
to verify the machine can properly open aPMR into the IBM system. If contact with IBM support is
not made within a reasonable time after the PMR has been successfully opened, contact IBM support
or your normal channd of accessto verify it'sarriva. Be ready to supply the PMR#, machine type, and
serid number of the machine it was opened againg.
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Appendix B. Modem setup
Configuring the 7852-400 M odem
The 7852 Model 400 is one of the modems of choice for Service Agent. From the factory,
there are DIP switches on the sSde of the modem that need to be set to make asynchronous
mode the default mode. Switch 12 needs to be set to the off (down) position for asynchronous

mode. Switch 5 needs to be set to the off (down) position to disable auto-answer to meet the
Security requirement that modem will not answer. See the diagram below for proper settings of

switches if necessary.

To setup and initilize the 7852-400 for operation:

_ 1. Set switchs 5 and 12 to the down (off) pogition.

___ 2. Connect the RS232 cable to the modem and to a seria port.

___ 3. Connect the telegphone cable (sent with the modem) to the modem connector |abeled
LINE (middle connector), and to the telephone wall jack.

___ 4. Connect the modem power cable to the modem and the transformer to the building
power.

___ 5. Power-on the modem (switch in rear).

Up ++ ++ + + + + +

Down - - - -
Switch 12 345 67 8910 1112 13141516

7852-400 Service Agent DIP Switch Settings

Configuring the 7857-017 or 7858-336 M odem

The 7857 is another one of the modems of choice for Service Agent. The 7858-336 isthe
replacement modem for the 7857. These procedures are here to aid in the proper configuration
of the 7857-017 or 7858-336, or to set a known configuration state.

To setup and initilize the 7857-017 or 7858-336 for operation:
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___ 1. Connect the RS232 cable to the modem and to a seria port.

___ 2. Connect the telephone cable (sent with the modem) to the modem connector labeled
PSTN, and to the telephone wall jack.

__ 3. Connect the modem power cable to building power.

___ 4. Power-on the modem.

___ 5. Wait for the main display pand.

Use the following procedure to place the modem in a known configuration.

After the modem is powered on and local tests have completed, there should be two lines
of configuration information displayed on the modem LCD screen.

At thistime

__ 1. Pressthe down arrow key 12 times until the CONFIGURATIONS message is displayed.
- CONFIGURATIONS D12
Press &

___ 2. Presstheright arrow key until the Select Factory message is displayed.
- CONFIGURATIONS D12
Select Factory

__ 3. Pressthe Enter key to select the Factory configuration option.
Pressthe up arrow key until O is displayed.
s CONFIGURATIONS D12
Select Factory O

___ 4. Pressthe Enter key to load the predefined factory configuration O.
IBM 7857 AT CMD aa &
td rd_ dsr_ eces Il

___ 5. Pressthe down arrow key 7 times until the SREGISTER message is displayed.
P SREGISTER D7
Press &

___ 6. Presstheright arrow key until the message Ring to answ. onisdisplayed.
==  SREGISTER D7
Ring to answ. On=2_
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___ 7. Pressthe Enter key to sdlect Ring to answ. on.
- S REGISTER D7
Ring to answ. On=_

__ 8. Pressthe up arrow key until O is displayed.
=& SREGISTER D7
Ring to answ. On=0

__ 9. Pressthe Enter key to set Auto Answer to 0.
- S REGISTER D7
Press &

__10. Pressthe down arrow key 5 times until the CONFIGURATIONS message is displayed.
- CONFIGURATIONS D12
Press &

___11. Presstheright arrow key 3 times until the Store User Conf. message is displayed.
- CONFIGURATIONS D12
Store User Conf.

__12. Pressthe Enter key to sdect the Store User Configuration option.
Pressthe up arrow key until O is displayed
=  CONFIGURATIONS D12
Store User Conf. O

__13. Pressthe Enter key to select location O.

__14. Pressthe Enter key to save current configuration into User O .
CONFIGURATIONS D12
Press &

___15. Pressthe Enter key to return to main display pandl.
IBM 7857 AT CMD aa_
td rd dsr_ ece Il &= Shows LCD ason.

The above setup places the 7857 or 7858 modem into the proper configuration for use with the
Dider that is used for the HMC.

Notes:
1. Themodem initidization strings provided are on an AS IS basis. Although they
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have been tested in atypical HMC/Linux environment they may have to be modified depending

on the actud setup and configuration of your environmen.

2. If modem configuration assstance is required, the customer should contact the

modem vendor for assstance. Assstance with IBM modem configuration issues can be
obtained for afee by registering for IBM Support Family Services. For additional
information or regidration information for IBM Support Family Services, call
1-800-CALL-AIX (1-800-225-5249) and select option 2, then option 1. Information
regarding modem standards, general modem setup, and specific configuration tips for IBM
Asynchronous Adapters can be found in the MODEMS PACKAGE on AIXSERV

Troubleshooting

Ul does not appear
If the Ul does not connect to the Gateway the reason may be the properties files does not have a
fully qudified nameinit. Y ou may need to edit the properties file located in the svcagentui
directory and put in the fully quaified hostname of the gateway.
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Appendix D. Notices and trademaraks

Notices
This information was developed for products and services offered in the U.SA..

IBM may not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representtive for information on the products and services currently available in
your area. Any reference to an IBM product, program, or serviceis not intended to state or imply that
only that IBM product, program or service may be used. Any functionaly equivalent product, program,
or service that does not infringe any IBM intellectua property right may be used instead. However, itis
the user's respongbility to evaluate and verify the operation of any non-IBM product, program, or
service.

IBM may have patents or pending patent gpplications covering subject mater described in this
document. The furnishing of this document does not give you any license to these patents. Y ou can
send license inquiiries, in writing, to:

IBM Director of Licensng
IBM Corporation

North Cagtle Drive
Armonk, NY 10504-1785
U.SA.

The following paragraph does not gpply to the United Kingdom or any other country where such
provisons are incongstent with locd law:

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS
PUBLICATION "ASIS' WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE.

Some states do not alow disclaimer of express or implied warranties in certain transactions, therefore,
this statement may not apply to your.

This information could contain technical inaccuracies or typographica errors. Changes are periodicaly
mede to the information herein; these changes will be incorporated in new editions of the publication.
IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Appendix D. Notices and Trademarks 93



Electronic Service Agent for pSeries 10/17/01

Any references in this information to non-IBM Web sites are provided for convenience only and do not
in any manner serve as an endorsement of those web stes. The materias at those Web sites are not
part of the materids for thisIBM product and use of those web Sitesisat your own risk.

IBM may use or digtribute any of the information you supply in any way it believes gppropriate without
incurring any obligation to you.

Licensees of this program who wish to have information abouit it for the purpose of enabling (i) the
exchange of information between independently created programs and other programs (including this
one) and (ii) the mutual use of information which has been exchanged, should contact:

IBM Corporation
Department 80D
P.0.Box 12195

3030 Cornwdlis
Research Triangle Park
NC 27709

U.SA.

Such information may be available, subject to appropriate terms and conditions, including in some cases
payment of afee.

The licensed program described in this document and all licensed materid avallable for it are provided

by IBM under terms of the IBM Customer Agreement, IBM international Program License Agreement
or any equivalent agreement between us.

Trademarks

The following terms are trademarks of the IBM Corporation in the United States or other countries or
both:

IBM

RS/6000

pSeries

Electronic Service Agent

Microsoft, Windows and Windows NT are trademarks or registered trademarks of Microsoft
Corporation.

Javais atrademark of Sun Microsystems
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Other company, product, and service names may be trademarks or service marks of others.

Appendix D. Notices and Trademarks 95



	Contents
	About this user's guide
	Chapter 1. Understanding Service Agent
	Chapter 2. Prerequisites
	Chapter 3. Configuring Service Agent the First Time
	Chapter 4. Learning about the Service Agent interface
	Chapter 5. Advanced Configuration tasks (How To...)
	Chapter 6. Starting, modifying modes, or stopping Service Agent on a HMC
	Chapter 7. Understanding Service Agent Security
	Appendix A. Configuration details
	Appendix B. Modem setup
	Appendix D. Notices and trademarks

