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1 Preface

This White Paper explains how to use IBM® Remote Deployment Manager (RDM) 4.20 (or a later RDM
version) to update the firmware on all SCSI hard drives in a target system. There are other ways to flash
SCSI drive firmware (e.g., with the FLASHDRYV CD, with the UpdateXpress CD, etc.). But using RDM to
do this from a remote console on many systems concurrently, without having to visit the systems, is a
powerful and easy way to accomplish this task.

You can use this White Paper to learn how to do the following:
e Updating SCSI drive firmware to the specific level covered in this book.

In addition, this White Paper will help you learn some of the typical techniques that you can use to extend
and customize RDM:

e Create RDM custom tasks.

e Create RDM custom images and use them in an RDM task.

e Create new RDM DOS system environments.

e Generalizing the procedures described herein to other SCSI drive firmware levels.

One good use of the custom task described below is in an end-to-end deployment procedure (i.e., an
RDM Script task that does all steps in deploying a system). For example, such a Script task might
contain the following subtasks:

1. System Firmware Flash task — updates System BIOS and Integrated System Management
Processor firmware.

2. Custom task to update the firmware and BIOS on a ServeRAID adapter (see section 0 below to
obtain a white paper on how to do this).

Custom task to update SCSI disk-drive firmware (i.e., the task described in section 2 below).

4. Custom task to update Diagnostics (see section 0 below to obtain a white paper on how to do
this).

5. Custom task to update network adapter firmware (see section 0 below to obtain a white paper on
how to do this).

6. RAID Custom Configuration task.
7. Task to deploy the operating system and applications — one of these:
e Windows Native Install task.
e Windows Clone Install task.
e Linux Native Install task.
Power Restore task.
CMOS Update task — modifies the CMOS/BIOS settings.

1.1 How this document is organized

Chapter 3 below contains a step-by-step procedure for how to create the Custom task that this document
describes.

You can save time by extracting the entire task from an embedded file, and then importing it into your
RDM server. Chapter 2 below contains this import procedure.
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1.2 Who should read this White Paper

This White Paper is intended to help skilled RDM administrators to create deployment procedures and to
understand the concepts involved. To effectively use this White Paper, you should already have an
extensive knowledge of your Network environment, your RDM environment, and DOS batch files.

1.3 Further reference

In addition to this paper, there are various other sources of information that you can consult for RDM and
for RDM Custom tasks.

Guides
The following product documentation is available for RDM:
e Remote Deployment Manager 4.20 Users Reference — The main reference manual for RDM

o Remote Deployment Manager 4.20 Installation and Configuration Guide — Describes the complete
installation process of RDM

¢ Remote Deployment Manager 4.20 Compatibility Guide — Lists RDM-supported hardware and
software

Check the IBM Web site at http://www-307.ibm.com/pc/support/site.wss/document.do?Indocid=MIGR-
56662 to get the current versions of the above documents.

White papers

The various RDM white papers are available on the IBM Web site at http://www-
307.ibm.com/pc/support/site.wss/document.do?Indocid=MIGR-53487.

Online help

In general, most RDM windows have online help available (except for some message windows or other
windows where no help is applicable), either using a Help menu or a Help button.

Links
The following links are available for further information:

e Support is available for supported systems (IBM and non-IBM) through e-mail or fee-based telephone
support. Telephone support is not available in all countries. For more information about the fee-based
telephone support, go to http://www.ibm.com/support or
http://service.software.ibm.com/supportline.html. For more information about e-mail support, refer to
the RDM home page.

Important; Before using RDM 4.20, check the compatibility test results and browse the rest of the RDM
Web site for additional information and tips concerning the installation and use of RDM.

Updating SCSI Disk Firmware with RDM 4.20 6
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2 Import a Task

Because RDM 4.20 (or later) has the ability to import a task, you can use the attached self-extracting ZIP
files in this section to create your task and its required DOS System Environment quickly and with minimal
effort.

2.1 Unzip the Attached File (the Task)

This file contains an exported copy of the task created in section 3 below.

1. Extract the attached self-extracting ZIP file, SCSITask.EXE, by right clicking on the paperclip icon and
saving the file to disk.

Note: You may need Adobe Acrobat Reader 6.0.1 or later to be able to extract the file.
Run SCSITask.EXE.
3. Change the target folder name appropriately (e.g., to C:\), and then click the Unzip button.

WinZip Self-Extractor - SCSITask.exe x|

To unzip all files in SCSIT azk.exe to the specified
folder prezs the Unzip button.

=

=

&
oy

Fun Wingip
IUnzip ko folder:
Iﬁ Browse... | Cloze |
¥ Qwervaite filez without prompting Ahot

i

Help

4. Click the OK button when the unzip is complete.

WinZip Self-Extra x|

3 Filefs) unzipped successhulky

5. Click the Close button to exit WinZip.
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WinZip Self-Extractor - SCSITask.exe

To unzip all filez in SCSIT azk.exe ta the specified

folder prezs the Unzip buttan.

IInzip to folder:

Unzip

Run Windip

i,

C

v Ovenwrite files without prompting

Browse... |

Cloze

Ahout

Help

it

e

2.2 Import the Custom Task

6. From the Director console, select the Tasks, Remote Deployment Manager, Import/Export, and

Import RDM Data... menus.

="1BM Director Console

=10 %]

Director Associations  Options  Window Help
4 Discover Systems r
2 5 Y
hd Message Browser
Build Custom Query Group Contents {17) Tasks

Edit Software Dictiohary
Wiewy Inventory

Event Action Plan Builder
Scheduler

B @ 865431Y-2305110
B P EEGASRYK-TEZERE2
B PERT447X-TEZ9527
883531-23FFMFF

Active Console Viewear

@ Hardware Status Warning
22 (B Directar Systems
Fhysical Platforms
Flatfarms

Platforms and Flatform Mem
ﬁ Scalahle Systerns and Memt
2B Systerns with ASF

g Systermns with ASF Secure Re
§ Systermns with Asset 1D

5 Systerms with CIM

2B Systerns with SNMP Agent
g Systerns with Windows Sern

Qptions ]
Image Management k

) o o

_Eg Configure Alert Standard Format
Configure SNMP Agant
[EZ] OMI Browser
B-{&f EventAction Plans
5-[F Event Log
File Transfer
"_!. Hardware Status

Import ROM 3.3 Systems..

Metwork Starage... Import RDM 4 Systerns. .. rocessor Assistant
Wakeup Toal... Export RDM 4% Systems. [ Browser

[12 2647 3B-KPWME30 Export RDM Tasks. . uration

[2 s6695RK-TEZ6582 Export RDM Images... herment

[i= 267252 79FNE1T7
= 5673132-23A0718
= 2674427870527
{12 MarLIM
= 5aMDS

Import ROM

R Deployrment Manager
£ CMOS Update
2 Custam

B3 DonorImage

€2 Linux Native Install

€3 Power Restore

€2 RAID Clone Configuration

£3 RAID Custom Configuration

o !E Remaote Starage Configuration

£2 Scan

(5]

] Reaw

Host: RDMSERVER1 User ID: RDMSERVER T imurphrey

1:37 PMEST

7. Make sure that you are not running any other RDM tasks. Then click OK on the warning message.
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YWarning

8. Select the Browse button on the Import Data window.

Remote Deployment Manager - Impork Data

Import data to RDM. Provide the fully-qualified path of the folder to
which the data was exported.

Impaort folder:

9. Navigate to the SCSITask folder, select the SCSITask.xml file, and select the OK button.

Remote Deployment Manager - Select Import Data File

SCEITaskxml

sk
T repositary

10. Select the OK button on the Import Data window.
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#.a Remote Deployment Manager - Import Dakta - |I:I|i|

Import data to RDM. Provide the path and name of the file that
contains the data that is to be imported.

Irmpaort file:
CASCSITaskECEITaskxml . Browse..

(8].8 [ Cancel | Help

11. Select the OK button on the Progress Indicator message window.
x|

. — . lmport of data finished successully,

12. Expand the Custom template to validate that the new task is there.

Updating SCSI Disk Firmware with RDM 4.20
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Director Tasks Associations Options  Window Help |

ol 4%

Groups Group Contents (11) Tasks
oS3 All Groups 689353L-23FFPMFP W& Evert Action Flans
ey ems and De {2 s65431v-23B5110 Wi Eventlog
Bl Chassis and Chassis Members & BBBUSRX-THZ6682 B External application launch
Clustars and Cluster Members BBT2E2ZH-TEFNETT File Transfer
€3 Hardware Status Critical @ BET4424TEFI527 Py Hardware Status
B Hardware status Infarmation MARLIMN &, Inventary
& Hardware Status Warning @QRDMSERVEM o E| Management Processor Assistant
£# |BM Director Systems {2 & ROMSERVER? Microsoft Cluster Browser
Physical Platiorms SANDS 28 Network Configuration
Platfarms & xSeries 226 Spruce L Process Management
[l Platforms and Platform Members ¥Seties 305 Pearl Remote Control
4 Scalable Systems and Members -3 Remote Deployment Manager
2 gystems with AGF £3 CMOS Update
28 cysterns with ASF Secure Remate Managemen 0-£3 Custom
§ Systermns with Asset ID !ZB Broadcom firmware flash 1.20.9
28 cysterns with CIM 28 5051 disk firmware update %
28 cysterns with SNMP Agent w3 Donor Image
28 systams with Windows 2000 €3 Linux Native Install
£ systems with Windows Server 2003 €3 Power Restore
£3 RAID Clone Configuration
] !ﬁ RAID Custom Configuration
=] !ﬁ Remaote Starage Configuration
= !ﬁ Scan
!ZB Basic Scan
2 Seript
B3 Secure Data Disposal
L !ﬁ System Firmware Flash

D AN

% Ready Host: ROMSERVER1 User ID: RDMSERVER1imurphrey 2:45 PM EDT |

13. Open the Image Management window to validate that the new image is there.
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# 3Image Managemenkt

Image management can he performed on this page.

=10l x|

Cregte.. |  Edt. |  Delete | Replicate.. |

Image Mame | Type | Imane Description Internal Mame
Adobe Acrobat Reader 7.0.0 Windows Mative In... 053917266703 zip
Broadcom firmware 1.20.9 Custom 0581441144347 03 20
Director 4.22 Agent Windows Mative In... 1a81653333TE24 20
SCEl firmware 1.17 Custam Cantains files extracted from the FLAS... (0520111564958
WW2000 AS SP4 k Windows Mative In... 0518114951984 zip
W2003 Standard Windows Mative In... 04289102848359.zip
WW2003 Standard with SP1 Windows Mative In... 0a8200104241438.zip
iinzip 9.0 5R-1 Windows Mative In... 0427a144422431 2ip

K Help

2.3 Unzip the Attached File (DOS System Environment)

This file contains an exported copy of the task created in section 3 below.

14. Extract the attached self-extracting ZIP file, DOS71Y.EXE, by right clicking on the paperclip icon and

saving the file to disk.

Note: You may need Adobe Acrobat Reader 6.0.1 or later to be able to extract the file.

15. Run DOS71Y.EXE.
16. Change the target folder name appropriately.

This file was created from an RDM server that is installed in the default location (C:\Program
Files\IBM\RDM). If you installed RDM using the default path name, change the folder name to the

drive on which you installed RDM (e.g., to C:\).

If you installed RDM in a non-standard path, then use a temporary directory (e.g., C:\MyTemp).

Updating SCSI Disk Firmware with RDM 4.20
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WinZip Self-Extractor - DOST1Y.exe

To unzip all filez in DOS71Y . exe ta the specified Urzip
folder prezs the Unzip buttan. —

Run Windip
IInzip to folder:
Iﬁ Browse... | Cloze |

v Ovenwrite files without prompting

Ahout

i

Help

17. Click the OK button when the unzip is complete.

WinZip Self-Extrac x|

29 Filels) unzipped successhully

18. Click the Close button to exit WinZip.

WinZip Self-Extractor - DOST1Y.exe

To unzip all filez in DOS71Y . exe ta the specified Unzip
folder prezs the Unzip buttan. =

Run Windip
IInzip to folder:
Iﬁ Browse... | Cloze

v Ovenwrite files without prompting

29 file[z] unzipped successiully

Ahout

Help

il

19. If you installed RDM in a non-standard path, use Windows Explorer (or a similar tool) to put all of the

files into the appropriate directories.

2.4 Create a new DOS System Environment

20. If you installed RDM in a non-standard path, use Windows Explorer (or a similar tool) to put all of the

files into the appropriate directories.

21. Execute the \Program Files\IBM\RDM\local\enV\SCSIMKIM.BAT file. After the batch file pauses,
make sure that there are no error messages before closing the window.

Copyright IBM Corp. 2003, 2005
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2.5 Test the New Custom Task

Follow the procedure in section 3.5 below to test the task.

Updating SCSI Disk Firmware with RDM 4.20
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3 Procedure

The Custom task template is a general-purpose template that you use to create your own processes to
run on a target system. Like most RDM tasks, it contains the following:

= A CommandList file containing the commands that are to be executed as part of the task.

= Executable programs and batch files commands that are to be executed as part of the task.
= Animage file that contains all the supporting files that are required by the commands.

= AnIBM DOS 7.1 System Environment.

This example creates a Custom task for updating SCSI hard drive firmware, Version 1.17.

Note: If newer versions of the firmware become available, you may need to modify some of the files
described below.

3.1 Acquire the SCSI disk firmware files

1. Download and create the FLASHDRYV CD.

2. Download and create the FLASHDRYV diskette 1. In version 1.17, the diskette image is on the CD, file
name FLASHDRV.IMG.

3.2 Create a new DOS 7.1 System Environment

We need a new system environment because the SCSI firmware update procedure requires 2 large RAM
drives and some ASPI drivers that are not included in any of the built-in system environments. The
easiest way to create a new system environment is to make a copy of a built-in system environment’s
source files, to modify them to meet our configuration requirements, and to compile the new system
environment.

3. Using Windows Explorer, drag the \Program Files\IBM\RDM\local\env\71f directory to make a new
directory named \Program Files\IBM\RDM\local\env\Copy of 71f.

The built-in DOS71F system environment is used for the System Firmware Flash task. We will
modify a copy of that system environment.

Rename that directory to \Program Files\IBM\RDM\local\env\71y.

Right click on the paperclip icon below, and save the imbedded file to \Program
Files\IBM\RDM\local\env\71y\config.sys, replacing the existing version of this file (or use Notepad or
your favorite editor to modify the file). This file contains the following statements:

REM
REM * Remote Deployment Manager

REM * (C) Copyright IBM Corp. 1996, 2004 All rights reserved.
REM

REM * CONFIG.SYS file for the DOS71Y DOS image.

REM * 1t contains HIMEM.SYS, and SWITCHES statements, but no
REM * EMM386.EXE statement. It is an IBM DOS 7.1 image used
REM * for RDM SCSI drive firmware update processing.

REM

DOS=HIGH,UMB

SWITCHES = /1

BUFFERS=20

FILES=100

FCBS=16,8

Copyright IBM Corp. 2003, 2005 15




REM *********************************************************

REM * Remote Deployment Manager

REM * (C) Copyright IBM Corp. 1996, 2005 All rights reserved.

REM *********************************************************

REM * CONFIG.SYS file for the DOS71Y DOS image.

REM * It contains HIMEM.SYS, and SWITCHES statements, but no

REM * EMM386.EXE statement.  It is an IBM DOS 7.1 image used

REM * for RDM SCSI drive firmware update processing.

REM *********************************************************

DOS=HIGH,UMB

SWITCHES = /I

BUFFERS=20

FILES=100

FCBS=16,8

STACKS=9,256

SHELL=A:\COMMAND.COM A:\ /E:1024 /P

DEVICE=A:\NET\PXUTIL.SYS -a A:\NET\PROTOCOL.INI

DEVICE=A:\DOS\HIMEM.SYS /NUMHANDLES=120 /VERBOSE

DEVICE=A:\DOS\RAMDRIVE.SYS 32767 512 400 /E

DEVICE=A:\DOS\RAMDRIVE.SYS 32767 512 400 /E

LASTDRIVE=F

DEVICE=A:\NET\PROTMAN.DOS /I:A:\NET

DEVICE=A:\NET\NDIS.DOS

DEVICE=A:\NET\LCIPS.DOS

REM

REM Load ASPI/CD Drivers

REM

DEVICE=A:\ASPI\ASPI320.SYS

DEVICE=A:\ASPI\ASPI8U2.SYS

DEVICE=A:\ASPI\ASPI8DOS.SYS

DEVICE=A:\ASPI\IPSRASPI.SYS /T:4000 /F

DEVICE=A:\ASPI\ASPIMPT.SYS /T=60<> /MIRROR=OFF<>
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STACKS=9, 256

SHELL=A:\COMMAND.COM A:\ /E:1024 /P
DEVICE=A:\NET\PXUTIL.SYS -a A:\NET\PROTOCOL.INI
DEVICE=A:\DOS\HIMEM.SYS /NUMHANDLES=120 /VERBOSE
DEVICE=A:\DOS\RAMDRIVE.SYS 32000 512 400 /E
LASTDRIVE=F

DEVICE=A:\NET\PROTMAN.DOS /1:A:\NET
DEVICE=A:\NET\NDIS.DOS

DEVICE=A:\NET\LCIPS.DOS

REM

REM Load ASP1/CD Drivers

REM

DEVICE=A:\ASPI\ASP1320.SYS
DEVICE=A:\ASPI\ASP18U2.SYS
DEVICE=A:\ASPI\ASP18D0S.SYS
DEVICE=A:\ASPI\IPSRASPI.SYS /T:4000 /F
DEVICE=A:\ASPI\ASPIMPT.SYS /T=60<> /MIRROR=0FF<>

Note: It is normal to see error messages when some of the DEVICE=A:\ASPI\... statements are
processed.

6. If your FLASHDRYV CD is newer than version 1.17, inspect any CONFIG.SYS and AUTOEXEC.BAT
files on the FLASHDRYV CD or diskette to see if there are changes needed (e.g., in the above
CONFIG.SYS file or in the \Program Files\IBM\RDM\local\env\71y\autoexec.bat file). For example, a
new version of FLASHDRV.EXE might require a different DOS configuration.

7. Copy ASPI directory from FLASHDRYV diskette 1 to \Program Files\IBM\RDM\local\env\71y. Note that
the whole ASPI directory should be copied, not just the contents of that directory.

8. Right click on the paperclip icon below, and save the imbedded file to \Program
Files\IBM\RDM\local\enwW\71y\ DISKFW.BAT (or use Notepad or your favorite editor to create the file).
This file contains the following statements:

REM
REM * Remote Deployment Manager

REM * (C) Copyright IBM Corp. 2004, 2005 All rights reserved.
REM
REM * Batch file that flashes the SCSI drive firmware.
REM * Used in an RDM Custom task.

REM
RDAGENT /L "DISKFW.BAT: Entering ..."

copy FLASHDRV\FLASHDRV.* %RAMDSK%
copy FLASHDRV\FDRIVE.* %RAMDSK%
copy FLASHDRV\SDRIVE.* %RAMDSK%
copy DOS\CHOICE.COM %RAMDSK%

RDAGENT /L "DISKFW.BAT: running PINWHL.EXE..."
FLASHDRV\P INWHL

RDAGENT /L "DISKFW.BAT: running FLASHDRV.EXE..."
FLASHDRV /CD :%RAMDSK%\FLASHDRV /AUTOXPRESS

if ERRORLEVEL 4 goto ERROR
iT ERRORLEVEL 3 goto END
iT ERRORLEVEL 1 goto ERROR
goto END

:ERROR

set RDRASLEVEL=1

set RDSTATUS="RDMLAROO1E Disk firmware update failed - see %BOOTMAC%.custom.FLASHDRV.log in
RDM temp directory"

mtftp put %SERVER_IP% FLASHDRV.log %BOOTMAC%.custom.FLASHDRV. log

END
RDAGENT /L "DISKFW.BAT: Exiting ..."

Updating SCSI Disk Firmware with RDM 4.20 16




REM *********************************************************

REM * Remote Deployment Manager

REM * (C) Copyright IBM Corp. 2004, 2005 All rights reserved.

REM *********************************************************

REM * Batch file that flashes the SCSI drive firmware.

REM * Used in an RDM Custom task.

REM *********************************************************

RDAGENT /L "DISKFW.BAT: Entering ..."



copy FLASHDRV\FLASHDRV.*  %RAMDSK%

copy FLASHDRV\FDRIVE.*    %RAMDSK%

copy FLASHDRV\SDRIVE.*    %RAMDSK%

copy DOS\CHOICE.COM       %RAMDSK%



RDAGENT /L "DISKFW.BAT: running PINWHL.EXE..."

FLASHDRV\PINWHL



RDAGENT /L "DISKFW.BAT: running FLASHDRV.EXE..."

FLASHDRV /CD:%RAMDSK%\FLASHDRV /AUTOXPRESS



if ERRORLEVEL 4 goto ERROR

if ERRORLEVEL 3 goto END

if ERRORLEVEL 1 goto ERROR

goto END



:ERROR

set RDRASLEVEL=1

set RDSTATUS="RDMLAR001E Disk firmware update failed - see %BOOTMAC%.custom.FLASHDRV.log in RDM temp directory"

mtftp put %SERVER_IP% FLASHDRV.log %BOOTMAC%.custom.FLASHDRV.log



:END

RDAGENT /L "DISKFW.BAT: Exiting ..."
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10.

11.

Note: The “set RDSTATUS="RDMLAROO1E..." line in this example is long and is shown wrapped onto 2
lines.

This file runs FLASHDRV.EXE, which flashes the SCSI drive firmware.

The RDAGENT /L statements write messages to the task execution history (e.g., to help with
debugging and task-progress monitoring).

If you want to back-level drive firmware or to flash over the same-level drive firmware, add a /FORCE
parameter onto the FLASHDRV command line above.

Right click on the paperclip icon below, and save the imbedded file to \Program
Files\IBM\RDM\local\en\A\SCSIMKIM.BAT (or use Notepad or your favorite editor to create the file).
This file contains the following statements:

REM
REM * Remote Deployment Manager

REM (C) Copyright IBM Corp. 2004 All rights reserved.
REM
REM * Batch file that creates the DOS71Y DOS system environment.
REM * 1t is an IBM DOS 7.1 image used in the custom task that
REM * updates SCSI drive firmware.

REM
echo .

echo . Changing to %~pO

cd %~p0

echo .

echo . Making DOS71Y image

copy baseimg DOS71Y

bpdisk -d DOS71Y -i b

bpdisk -d DOS71Y -i o\r

bpdisk -d DOS71Y -i o\h

bpdisk -d DOS71Y -i 71Y

move DOS71Y ..\..\repository\environment\DOS71Y
PAUSE

*

This file creates the new DOS system environment. It first copies the DOS 7.1 kernel files (file name
baseimg) into DOS71Y (the file name of the new DOS system environment). Then is uses
BPDISK.EXE to add other files into DOS71Y. Finally, it moves the finished DOS71Y file to the RDM
master repository.

Note that DOS71Y is the name that is used in the task’s command list (see step 24 below).

If you are using RDM 4.20.3 or earlier, you must replace the RAMDSK2.EXE file (in 2 places) with the
version attached here.

Rename both copies of RAMDSK.EXE to RAMDSK.ORG. These are located in:

\Program Files\IBM\RDM\\local\env\b\net
\Program Files\IBM\RDM\repository\environment\dos

Right click on the paperclip icon below, and save the imbedded file to both of those directories:..

Warning: If, in the future, you do a “repair” install of RDM, the RDM install program will roll these
copies of RAMDSK2.EXE back to their original versions.

Execute the \Program Files\IBM\RDM\local\enW\SCSIMKIM.BAT file. After the batch file pauses,
make sure that there are no error messages before closing the window.

3.3 Create an RDM image containing the FLASHDRYV files

12.
13.

Insert the FLASHDRYV CD into your CD drive.

From the Director console, select the Tasks, Remote Deployment Manager, Image Management,
and Create and Modify Images... menus.
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REM ************************************************************

REM * Remote Deployment Manager

REM * (C) Copyright IBM Corp. 2004 All rights reserved.

REM ************************************************************

REM * Batch file that creates the DOS71Y DOS system environment.

REM * It is an IBM DOS 7.1 image used in the custom task that

REM * updates SCSI drive firmware.

REM ************************************************************

echo .

echo . Changing to %~p0

cd %~p0

echo .

echo . Making DOS71Y image

copy baseimg DOS71Y

bpdisk -d DOS71Y -i b

bpdisk -d DOS71Y -i o\r

bpdisk -d DOS71Y -i o\h

bpdisk -d DOS71Y -i 71Y

move DOS71Y ..\..\repository\environment\DOS71Y

PAUSE
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M~1BM Director Console

-lojx|

Director Associations  Options  Window  Help
k3 Discover Systems »

w2y £ i

hd Message Browser

Build Custam Query
Edit Software Dictionary
Wiew Inventory

Event Action Plan Builder
Scheduler

Group Contents {11)

Tasks

B2 689353U-23FPMFP
& 865431¥-23B5110
& ALl

SET2824-TEFNATT

Active Console Viewer

& Hardware Status Warning

ﬂ 1BM Directar Systems

Physical Platforms

Platforrns

Flatforms and Platform Members
SE Scalahle Systems and Members
= Systerns with ASF

§ Systemns with Asset D

= Systemns with CIM

2 Systems with SNMP Agent
=8 cysterns with Windows 2000

§ Systems with ASF Secure Remote Man:

§ Systerns with Windows Senver 2003

8E7313Z-23A0718

T‘E Process Management
Remate Corrol
m; !:5 Remaote Deployment Manager
43 CMOS Update
£2 Custom
B—£2 Donor Image

Options » (29527
ImportfExport »
Metwaork Starage...
Wakeup Tool...

SANDS

Replicate Files...

€2 Lin Native Install

!E Power Restore

£2 RAID Clone Configuration

£3 RAID Custom Configuration
!ﬁ Remaote Storage Configuration
2 Scan

€3 Script

£3 Secure Data Disposal

!E Systern Firmware Flash
!E Whiware Mative Install
2 windows Clone Install
B3 Windows Native Install
{8 Remote Session
B Resource Monitors
a ServeRAID Manager
ShMP Browser

Winzip 9.0 SR-1

Windows Mative |

[5= Rreawy Host: ROMSERVER1 User ID: ROMSERVER1tmutphrey 11:09 AM EDT
14. When the Image Management window displays, select the Create... button.
-1ol x|
Image management can be performed on this page.
Edit... | Delete | Replicate... |

Image Narme [ Type I Image Description [ Internal Narne
Adobe Acrobat Reader 7.0.0 Windows Native |... 0583917266703 Zip
Broadcom firmware 1.20.9 Custom 051451158435703.zip
Directar 4.22 Agent Windows Mative | 0516583337625.2ip
W2000 A5 SP4 Windows Mative |... 0518114951984 zip
W2003 Standard Windows Native |... 04288102848359.zip
2003 Standard with SP1 Windows Mative |... 05200104251438.2ip

04275144422531 zip

oK Help

15. When the Create Image window displays, select Custom from the drop-down list, and then select the
OK button. This displays the Create Custom Image window.
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# gCreate Image

You need to select the template type to create an

image.

Template selection:

Svsterm Firrmaare Flash

Svstern Firmmware Flash
CMOS Update

RAID Clone Configuration
—Windows Clone Install
Windows Mative Install

Linux Nang Install

16. On the General tab, enter an image name and (optionally) a description.

# g Create Custom Image

‘General Setu;l%

An image can be configured on this page.

Image name:

=10l x|

SCSIfirmware 1.17

Image description:

Cantains files extracted fram the FLASHDRY CD|

Cancel

Help
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17. On the Setup tab, select the Add Folder... button. This displays a file dialog window.

Create Custom Image

Setup

A Custom image can be configured on this page.

Input:
@ Files and Folders

w

(23 Multi-volurme, rernovable media

Cutput:
® Fila
) Folder

18. In the Select Directory window, Navigate to and select the D:\ directory (where D: is the CD drive).
Then select the OK button.

Select directory

CIDos
O FLASHDRY
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19. On the Setup tab, select the File radio button. Then select the OK button. This will cause RDM to
create the image as a single ZIP file.

Creakte Custom Image
ISetup

A Custom image can he configured on this page.

Input;
® Files and Folders

([Cpdifaer. || aavrie. | Do |

i) Multi-volume, removable media

Qutput:
# Fila
7 Foldey

Task Image Creation Progress

Files that have heen selected are heing copied.

FPercent completed: 44
Megabytes copied: 8
Files copied: 44

Task Image Creation Progress
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20. After the image creation is done, select the OK button on the Task Image Creation Progress window.
The main Image Management window will now contain an entry for the new image.

# 5 Image Managemenkt

Image management can be performed on this page.

=13l x|

Winzip 9.0 SR-1

Windows Mative Install

Edit. |  Delete | Replcate.. |

Imange Mame Twpe | Image Cescription | Internal Mame
Adohe Acrobat Reader 7.0.0 Windows Mative Install 05391 T2EET03 70
Broadcom firmware 1.20.9  Custam 05145115435703.zip
Director 4.22 Agent Windows Mative Install 0516533337625 70
SCElfirmware 1.17 Zustom Contains files extracted from the FLASHDREY CD. 052011156649984 zip
2000 AS SP4 Windows Mative Install 0518114951984 zip
WW2003 Standard Windows Mative Install 0428910284835970
W2003 Standard with SP1 Windows MNative Install 05200104251438.zip

04275144422531 zip

Help

oK [y |

21. Version 1.17 of the SCSI firmware contains some files that are not used by RDM. In order to avoid
an out-of-memory error, you must remove the unnecessary files. Open the image file
(05201115649984.zip in this example) with your favorite zip program (e.g., WinZip) and delete the
following files from the zip file:

0 FLASHDRV.IMG
0o README.TXT (2 copies)
0o FEATURES.NEW

Then close the image file to save the changes.
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3.4 Create a Custom task that will deploy the SCSI disk
firmware

R
Director Tasks Associations  Options Window  Help |

ol J%

Groups Group Contents {10} Tasks
O All Groups BO353U-23FPMFR O %42 Remote Deployment Manager
ems and De & Fa65431v-2385110 £3 CMOS Update
8 Chassis and Chassis Members & B oEpasRK-TRZ6882
Clusters and Cluster Members BET2524 TEFNE1T
£3 Hardware Status Critical BET3137-2340718
B Hardware Status Information & W eBT444TEZA52T 3 Power Restore
/8 Hardware Status Warning & F1BM 8671337 23C0061 £3 RAID Clone Configuration
£F 1BM Director Systems MARLIN B4 RAID Custom Configutation
Physical Platforms {2 ROMSERVER1 B4 Remute Storage Configuration
Platforms SANDS B-£3 Scan
Platfarms and Platform Members !ﬁ Script
8 Scalable Systerms and Members B-£3 Secure Data Disposal
g Systems with ASF B !E Systern Firmware Flash
28 Systems with ASF Secure Remote hi 2 Viware Native Install
8 systems with Asset D €3 Windows Clone Install
<8 Systems with CIM B-£5 Windows MNative Install
8 Systems with SNMP Agent [ Remote Session
&8 gysterns with Windows 2000 =l Resource Monitors
28 Systerns with Windows Server 2003 @ serveRAID Manager
ShMP Browser
B Software Distribution
wy Syster Accounts
% Reatly Host: ROMSERVER1 User ID: ROMSERVER T\ rurphrey 9:38 AM EDT

22. Expand Remote Deployment Manger in the Tasks pane of the Director console, and right-click
Custom. The menu is displayed.

23. Click Create new task... on the menu to access the property pages. There are two pages:
e General: Contains basic information about the task.

e Advanced: Contains the command list, user parameters, and task folder name for the task.
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# g Remote Deployment Manager - Custom - |EI|£|
(EN Advanced |

You are creating a new task that uses the default properties that you set on the pages in this property
sheet.

Taskname:

SCSldisk firmware update

Task description:

Updates firmware an all SCEI drives attached to a target systemj

[ Run only an preconfigured systems

oK Cancel ‘ Help

24. Enter the task information on the General page (e.g., name the task SCSI disk firmware update).

25. Click the Advanced tab, and modify the command list this way (e.g., you can right click on the
paperclip icon below, save the imbedded file to disk, open the file with Notepad, and cut/paste the
text into the RDM command list window):

*

; Remote Deployment Manager
; (C) Copyright IBM Corp. 2005. All rights reserved.

*

*

; Command list for the Custom task that can flash
; SCSI drive firmware on a variety of target systems
; * and a variety of SCSI drive models.

*

BOOTTYPE !LOADDOS /ENVIRONMENT/DOS71Y
WAKE

TISETENV

1%%RAMDSK%%

TA:\DISKFW._BAT
UpdateAssetlID
1 1SHUTDOWN

END

Note: The command list is a list of RDM and DOS commands that perform the Custom task. Refer to
Appendix A, “Command list commands”, in the Remote Deployment Manager 4.20 User’s Reference
for information on commands and syntax within a command list.
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; ******************************************************

; * Remote Deployment Manager

; * (C) Copyright IBM Corp. 2005. All rights reserved.

; ******************************************************

; * Command list for the Custom task that can flash

; * SCSI drive firmware on a variety of target systems

; * and a variety of SCSI drive models.

; ******************************************************

BOOTTYPE !LOADDOS /ENVIRONMENT/DOS71Y

WAKE

!!SETENV

!%%RAMDSK%%



!A:\DISKFW.BAT

UpdateAssetID

!!SHUTDOWN

END
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# g Remote Deployment Manager - Custom - |E||l|
General [Tz

= Catego Changes to the command list can be made here.
Command list

User parameters Insert.. ,}[ Reload

Task folder L2,

; * Remote Deployment Mandager
pF (C) Copyright IEM Corp. Z008. A11 rights reserved.

; * Command list for the Custom task that can flask
; # SCST drive firmware on 2@ variety of target systems
; * and a variety of 5C5I drive models.

BOOTTYPE !LOADDOS JENVIRONMENT/DOS71Y
AKE

11 SETERY

1 3SRAMDSE 3

TR \DISEFW.BAT
UpdatedzszsetID
11 SHUTDOWH

END

Ok Cancel | Help |

26. Place the cursor on the blank line (see the picture, above), and select the Insert button. The
Command List Editor Wizard window appears.

4 g Remote Deployment Manager - Commmand List Editor Wizard 5'

Select an image to he copied to the target system.

Imade type:
Allimages - |

Marne [ Type | Description | Internal MNarme
1 Adohe Acrobat Read... Application 053917 266703.2ip
i Broadcom firmware .. Custom Image 05145115435703.7p
) Director 4.22 Agent  Application 0516583337625.2ip
® SCS|firmivare 117 (Custom Image Contains files extracted... 09201115649884 7ip
W2000 AS SP4 Qperating system 0518114951984 zip
w2003 Standard Qperating system 04289102848359.2ip
1 WW2003 Standard wit... Operating system 05200104251438.zip
{ \Winzip 8.0 SR-1 Application 0427514442253 zip

et zancel

27. Select the custom image that you created in section 3.3 above, and then select the Next button.
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#.a Remote Deployment Manager - Commmand List Editor Wizard ﬂ

Build commands to insert into the command list editor.

Target operating system: Transfer mode:
DosS - | ® Unicast
) Multicast
Comment:

|ann|nad SCEl firrmware image

MTFTE destination file path: MTFTP destination file name:
|%%RAMDBK2%% DISKFW.ZIP

Generate an unzip command
Unzip destination path:
|% %RAMDSK% %

Generated commands:

Back Finizh %_ Zancel

28. Enter the appropriate data to generate the commands to download and unzip the custom image you
created in section 3.3

0 Select DOS as the target operating system.
0 Leave the transfer mode as Unicast.

0 Add an optional comment, if you like.
o]

Enter the path (%%RAMDSK2%%) and name (DISKFW.ZIP) that you want the image file to
have on the target system.

0 Select the check box to generate an unzip command.
o Enter the path (%%RAMDSK%%) for the unzipped files.

Important: The above 2 paths represent 2 different RAM drives. You must code them as shown.
Otherwise, your task will fail.

29. Select the Finish button to add the generated commands to the command list
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i3 Remote Deployment Manager - Custom - |E||1|
(e v Wl Advanced

Category

Changes to the command list can be made here.

User parameters
Task folder

Reload

P Y P e P P ]

s F Remote Deployment Manager

; F (C) Copyright IEM Corp. 2006, A1l rights reserved.
EE R EE Y E e e i P e L P R R P P P E )
; # Command list for the Custom task that can flask

2 # SCST drive Firaware on @ variety of target systems

; * and @ varisty of SCST drive models.

EE S T P Er FEEr F F E T )
BOOTTYPE !LOADDOS FENVIRONMENT/DOSTLY

TAKE

I SETERY

1 33RAMDSE 2

sDownload SCSI firmware imdge

Imtftp get FESERVER IF#§ image\05201115649984.zip §SRAMDSEZ# S\DISKEW.ZIF
lunzip -0 SERAMDSEZSS\DISEFW.ZIP -d FSRAMDSES:

Idel #3RAMDERZ#3\DISKEW.ZIP

1A: \DISKFW.BAT

UpdatedssetID

1 SHUTDOYH

END

oK %J Cancel Help

30. Click the OK button to create the task.

3.5 Test the new custom task

31. Power on a server (one that contains SCSI drives) in a way that forces a network boot. RDM will run
its Scan task on the system and power it off. The system will appear in the middle pane of a Director
console.

Note: Skip this step if you have previously run an RDM Scan task on the system.
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Director Tasks Associations Options Window Help

=10] x|

ol 7%

Groups

Group Contents (10)

Tasks

m @ All Groups
ool | ems and De S
M Chassis and Chassis Members
Clusters and Cluster Members
£3 Hardware Status Critical
B Hardware Status Information
/A Hardware Status Warning
EP |1BM Director Systems
Physical Platforms
Platforms
Platforms and Platform Members
S:E Sralable Systems and Mermbers
&8 gysterns with ASF
8 Systerns with ASF Secure Rermote M
£ systemns with Asset 1D
28 Systerns with CIM
28 cystems with SNMP Agent
28 cystems with Windows 2000
§ Systems with Windows Server 2003

689353U-23FFMFP
& Fa65431v-236511

Be®

55 Remote Deployment Manager
£3 CMoS Update
O-#£5 Custom

BET25Z4-TEFNETT
B673132-23A0718
& FoBT4424TEZA52T

& FIBM 8671337 2300061
MARLIM

{2 RODMSERVER1

SANDS

ystems...

£3 Linux MNative Ingtall
£2 Power Restore
!ﬁ RAID Clone Configuration
B—£5 RAID Custom Configuration
] !E Remate Storage Configuration
u !E Scan
€3 Script
B-£3 Secure Data Disposal
B-£2 Syster Firmware Flash
£2 Viware Native Install
3 Windows Clone Install
B—E5 Windows Native Install
8 Remate Session
B Resource Monitors
B serveRAID Manager
SMMP Browser
B Software Distribution

T ey

Host: ROMSERVER1 User ID: RDMSERYER1Imurphrey

10:01 AM EDT

32. Drag the entry for the new SCSI disk firmware update task and drop it on that system in the middle

pane. The menu appears. Click Run systems ... in the menu. A message window appears.

Note: You could, instead, drag the target system and drop it on the task — the Director/RDM
drag/drop operation works the same way in either direction.

=-grsl disk firmware update : 867252%-T8FNS1

e

P

Execute Mow

Do ywou wish to create a scheduled job
for this task or execute immediately?

Cancel

and do a network boot.

Updating SCSI Disk Firmware with RDM 4.20

33. Click the Execute now button. The target system will wake up (i.e., automatically power itself on)




34. Immediately after the Starting PC DOS... message appears on the system’s monitor, press the F8

35.

key. This allows you to step through all of the batch files and the CommandList file statement-by-

statement.

Press the “y” key to execute each statement in-turn. Observe each statement, and watch for any

errors that may occur.

Note: If an error occurs, debug it, fix it as appropriate (usually in one of the files you created or

modified above), and then rerun the test.

To rerun the test, you will usually need to do the following:

a. Power off the server with the power switch.

Right-click on the server in the middle pane.

b
c. Click the Remote Deployment Manager and the Cancel Tasks menu items.
d

Go back to step 32 above.

Director Tasks Associations Options Window Help

=10l =]

o 7%

Groups

Group Contents {10)

Tasks

[m} @ All Groups

and ]
m Chassis and Chassis Members
Clusters and Cluster Members
m Hardware Status Critical
ﬂ Hardware Status Information
& Hardware Status Ywarning
E 1B Director Systerns
Physical Platiorms

Platforms and Platform Members
S:E Scalahle Systems and Members
F Systems with ASF

g Systems with ASF Secure Remote b
28 oystems with Asset 1D

28 Cystemns with CIM

¥ System s with SHMP Agent

ZF Systems with Windows 2000

§ Systerms with Windows Server 2003

BE9355U- 23FFMFP
& 2865431Y-2385110

B & 2

052 Remote Deplayment Manager
£2 CMOS Update
%2 custom

B67252%-7aR  OREN. :

g7313Z.234  DEIRE Image

@ Pgp74a| FEMAME. Mative Install

& ?IEIM a6 FPower Management P | Restore

MARLIN PIESEAES EAH Clone Caonfiguration

@ ROMSERVER Petfarm Inventary Callection Custom Gonfiguration
SANMDS D (RIERETS te Storage Configuration

Ewvent Log
Wiew Inventory
Harchware Status

Set Presence Check Interval

e Data Disposal

Request Access..

Management Processor Assistant #

Firmware Flash

ra Mative lnstall
Wakeup Toal...
Clear Status Icons

Systermn Status

»

B Resource Monitors
ServeRAID Manager
SHMP Browser

B Software Distribution

FE] e

Host: RDMSERYER1 User ID: RDMSERYER 1'murphrey

10:13 AM EDT
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4 Notices

This information was developed for products and services offered in the U.S.A.

IBM might not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently available in
your area. Any reference to an IBM product, program, or service is not intended to state or imply that only
that IBM product, program, or service might be used. Any functionally equivalent product, program, or
service that does not infringe any IBM intellectual property right might be used instead. However, it is the
user responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM might have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not give you any license to these patents. You can send
license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation

North Castle Drive
Armonk, NY 10504-1785
U.S.A

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION “AS IS”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of express or implied
warranties in certain transactions, therefore, this statement might not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication. IBM
might make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part
of the materials for this IBM product, and use of those Web sites is at your own risk.

IBM might use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Some software might differ from its retail version (if available) and might not include all user manuals or
all program functionality.

IBM makes no representations or warranties regarding third-party products or services.

4.1 Edition notice

© COPYRIGHT INTERNATIONAL BUSINESS MACHINES CORPORATION, 2003, 2004. All rights
reserved.

Note to U.S. Government Users Restricted Rights — Use, duplication or disclosure restricted by GSA
ADP Schedule Contract with IBM Corp.
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4.2 Trademarks

The following terms are trademarks of International Business Machines Corporation in the United States,
other countries, or both:

IBM
IBM (logo)
Asset ID
IntelliStation
LANCIient Control Manager
Netfinity
ServeRAID
ThinkPad
Wake on LAN
xSeries
Adaptec is a trademark of Adaptec Inc. in the United States, other countries, or both.

Microsoft, Windows, and Windows NT are trademarks of Microsoft Corporation in the United States, other
countries, or both.

Other company, product, or service names might be trademarks or service marks of others.
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5 Glossary

BAT file. A file that contains a batch program (that is, a set of commands).

bind. Associating one or more systems to a task. This causes all information to be verified (by one of
the STC modules) and a resulting job to be scheduled to run.

console, or RDM Console. The group of programs that make up the user interface to RDM. RDM is
client/server in nature so that the Console might run on any computer and not necessarily be running on
the same computer as the RDM server or other RDM components. The RDM Console is actually an
IBM Director Console on which the RDM Console component is installed.

image. Animage is the software stored on a deployment server that is downloaded to a system during
an operation. Images vary in size and in the type of software they provide to the system. The purpose
and content of each image depends on the task to be accomplished, as well as the method used to
download the image from the deployment server to the system. A native image is built off a product
installation CD. A clone image is copied from a donor system.

job. An object managed by the scheduler and created by STC. A job is a binding of one task and one
or more systems. A job can be scheduled to run once or to recur. Sometimes a job is called by a
different name (Scheduled Task, Running Task), to emphasize some aspect of the job.

managed system. The IBM Director term for its system. Mentioned here only for clarity; the term
system is preferred when referring to an RDM system.

preboot DOS agent. The preboot DOS agent is a DOS operating system with a communications stack
that is booted from the network by the bootstrap agent. The preboot DOS agent performs actions on a
system as directed by the RDM server.

Preboot Execution Environment (PXE). PXE is an industry standard client/server interface that allows
networked computers that are not yet loaded with an operating system to be configured and booted
remotely. PXE is based on Dynamic Host Configuration Protocol (DHCP). Using the PXE protocol,
clients can request configuration parameter values and startable images from the server.

The PXE process consists of the system initiating the protocol by broadcasting a DHCPREQUEST
containing an extension that identifies the request as coming from a client that uses PXE. The server
sends the client a list of boot servers that contain the operating systems available. The client then
selects and discovers a boot server and receives the name of the executable file on the chosen boot
server. The client downloads the file using Trivial File Transfer Protocol (TFTP) and executes it, which
loads the operating system.

Redundant Array of Independent Disks (RAID). RAID is way of storing the same data in different
places (thus, redundantly) on multiple hard disks. By placing data on multiple disks, 1/0O operations can
overlap in a balanced way, improving performance. Multiple disks increase the mean time between
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failure (MTBF) and storing data redundantly increases fault-tolerance.

system. An individual, target system being deployed or managed by RDM. In IBM Director
terminology, an RDM system is always a platform managed object. These can represent any of the
supported-by-RDM systems. They cannot represent an IBM Director object that RDM does not process,
such as a chassis or an SNMP object.

task. An already defined and configured unit of work that is available to be applied to a system or a
group (of systems). You create a task by clicking on the applicable task template from the RDM main
console. RDM is installed with predefined tasks, such as data disposal and scan.

task template. A prototype of a specific kind of RDM task. This is a term used to describe the different
kinds of tasks shown on the task pane in the main window of the RDM console. Each task template has
its own characteristics and attributes. RDM comes with a set of task templates.

Wake on LAN. Technology developed by IBM that allows LAN administrators to remotely power up
systems. The following components are essential for the Wake on LAN setup:

e  Wake on LAN-enabled network interface card (NIC).
e  Power supply that is Wake on LAN-enabled.

e  Cable which connects NIC and power supply.

e  Software that can send a magic packet to the system.

If the system has the first three of the previous components, the system is called a Wake on LAN-
enabled system. Even though a system might be powered off, the NIC keeps receiving power from the
system power supply to keep it alive. A network administrator sends a magic packet to the system
through some software, for example, RDM or Netfinity IBM Director. The NIC on the system detects the
magic packet and sends a signal to the power supply to turn it on. This process is also called waking up
the system. Using RDM, this process can be scheduled for individual systems. The Wake on LAN
feature and RDM together make it very easy for you to deploy software on individual systems on a
scheduled basis.
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