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Chapter 1. Introduction

This redbook should help with installing and administering a Lotus Domino Server
on an AlX platform with clients using different operating system platforms. This
publication will discuss our experiences working with Lotus Domino Server
Release 4.6 and Notes Workstation Release 4.6 software.

In this chapter, we will briefly explain the functions of Lotus Domino Server
Release 4.6 and Lotus Client Release 4.6. The hardware and software used to
write this redbook is also described.

1.1 What is Lotus Domino Server and Notes Workstation?

© Copyright IBM Corp. 1998

Lotus Domino Server and Notes Workstation is a client/server environment that
allows users (or clients) to communicate securely over a local area network or
telecommunications link, and create and/or access documents residing on a
shared computer (or server). With Lotus Domino Server and Notes Workstation,
people can work together regardless of their software or hardware platform or
technical, organizational, or geographical boundaries.

Notes Workstation combines an application development environment, a
document database and a sophisticated messaging system, giving you the power
to create custom applications for improving the quality of everyday business
processes in areas such as product development, customer service, sales and
account management. At its most basic level, Notes Workstation is a document
database, serving as a repository for both textual and other information, for
example, images, presentations, and spreadsheets. Lotus Domino Server and
Notes Workstation provide the ability to distribute this information throughout an
enterprise via replication - yet only those who need to see the information have
access to it. In short, the intent is to improve Communication, Coordination and
Collaboration across any enterprise.

Two primary components compose this solution:
¢ Lotus Domino Server

— Provides services to Notes Workstation users and other Lotus Domino
servers, including storage and replication of shared databases and mail
routing. The Lotus Domino Server can run on PCs under OS/2, Windows
NT. It can also run as a NetWare Loadable Modules (NLM), or under UNIX
systems, such as IBM AIX, HP-UX and Sun Solaris.

— TCP/IP (Transmission Control Protocol/Internet Protocol), IPX/SPX
(Internetwork Packet eXchange/Sequenced Packet eXchange), IMAP
(Internet Message Access Protocol), LDAP (Lightweight Directory Access
Protocol), NNTP (News Network Transfer Protocol), HTTP (Hyper Text
Transfer Protocol), POP3 (Post Office Protocol), SSL (Secure Socket
Layer), and SMTP/MIME MTA (Simple Mail Transfer Protocol) network
protocols are supported for Lotus Domino Server Release 4.6 running on
AlX.

* Notes Workstation

— Communicates with one or more Lotus Domino Servers, providing the
interface that allows a Lotus Notes user to access shared databases and to
read and send mail. The Notes Workstation can run under OS/2, Windows



95, Apple’'s System 7 and on UNIX graphical workstations such as
Xstations.

Shared databases exist on Lotus Domino Servers. Users place icons
representing individual databases (for example, the mail file, bulletin boards, and
documentation databases) on their workstations in their individual workspaces.
By selecting an icon, a user can open a database to perform such actions as
accessing an existing document or creating a new document. Users also can
maintain local (non-shared) databases and replicate these databases so that
users always have access to the latest version of a document. Replication is the
process of synchronizing multiple copies of a database so the information is the
same on multiple servers.

1.2 What's New in Lotus Domino Server and Notes Client R4.67?

Lotus has continually enhanced the Notes and Domino products over the past
year. The 4.6 Release of Lotus Domino adds many new features, and now
supports many industry standards for networking protocols, e-mail and the Web.

1.2.1 Administration

2

Use the Administration Process to complete the following administrative tasks:

e Server setup and administration.

* Browser-based administration tool.

e Enhanced NT integration.

* New protocol support.

e Create mail files during setup.

e Upgrade users and servers to hierarchical naming.

* Rename users.

* Recertify users and servers.

* Delete users, servers, and groups.

« Add resources to and delete them from the Public Address Book when these
actions are initiated in the Resource Reservations database.

» Set the Master Address Book field in the Public Address Book to enable
directory assistance.

e Create replicas of multiple databases.

« Enable password checking during authentication.

* Add servers and remove servers to and from a cluster.

* Move databases from a cluster server.

« Create search site databases that allow users to search multiple databases for
information.

« At the remote server console, select from a list of commands to run and
display the remote server response live.

 Include default databases and Internet security settings in a User Setup
Profile.

« Use the Collector, a new task, to collect statistics for multiple servers, the
Collector task needs to run only on the collecting server.

The Administration Process can only complete these tasks if the IDs in your
organization are hierarchical.

In addition to these tasks that you initiate, the Administration Process also
automatically copies a server’s public key to its server record when you start the
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server if the public key is not already there. It also places the servers build
number in the Server Document. The Administration Process can do these two
tasks in a flat or hierarchical environment.

1.2.2 Performance Features

* Release 4.6 supports partitioned servers on UNIX and Windows NT operating
systems.

¢ Graphic translations from .GIF (Graphical Interchange Format) to .JPEG (Joint
Photographic Experts Group).

1.2.3 Internet Features

« Integrated SMTP/MIME MTA
* Native IMAP Mail Protocol Support
* Native LDAP Directory Protocol Support
* Native NNTP Internet News Protocol Support
« SSL 3.0 Internet Security Protocol Support
e HTML Support
e Support for HTTP version 1.1
* New templates:
¢ Web mail NNTP discussion
e Document library -- Notes & Web
¢ Lotus Domino and Notes include support for the CAPI-compliant native port
driver for the ISDN communication standard.

1.2.4 Mail, Calendar, & Scheduling

¢ Quickly send a message, address a meeting invitation, or launch a Web page
from a user’s contact list.

* New Calendar entry which creates a new calendar entry which contains the
full text of the e-mail.

1.2.5 Advanced Server Features

Server Failover Lotus Domino clusters provide failover protection for
business-critical applications and servers.

Dynamic Load Balancing Lotus Domino server workload balancing ensures
that heavily used servers are able to pass requests
to other servers and that work is evenly distributed
across the cluster.

Server Partitioning Server Partitioning allows multiple servers to be
hosted on a single machine.

Billing Services Usage tracking and billing allows customers to track,
compile, and analyze system usage.

1.2.6 Application Development

« Powerful Notes objects, such as Navigators and Views, available to Web
browsers through menu choices.

« Added support for multiple buttons on a page and ability to use images as
buttons.

e Support for circular hotspots in Navigator design.

Introduction 3



« Added database property to force Web users to use Secure Socket Layer.
« Customizable default information/message text box.
* Preview pages using leading Web browsers.
* Menu options to insert HTML code into pages.
« Computed text creation of on-the-fly content.
¢ Insert HTML Anchor links and Horizontal rules.
« Import graphics as page background.
« Optionally treat view and page results as pure HTML.
e Set HTML attributes for pages and fields.
e Support for Java 1.1 virtual machine.
« Develop capability to run Java agents on the server.
« A Java application programming interface to the Lotus Domino Object
Services.
» Lotus Notes Designer for Domino is a design client for developing Lotus
Domino applications.
* Notes Global Designer offers these benefits:
* Makes it easier to customize applications for specific countries or
languages.
« Minimizes localization costs and time frames by separating the
development and translation processes.
 Lets users deploy Lotus Domino applications simultaneously worldwide in
users’ native languages.
¢ Gives multilingual users a choice of the language they want to work in.
« Enables maintenance of multiple language versions of applications with
virtually no additional overhead.

1.2.7 Database Management Features

« Bi-directional replication automatically distributes and synchronizes
information and applications across geographically dispersed sites.

1.2.8 Document Authoring Features

« A simple checkbox to hide design elements, and even text, depending on
which client is accessing the application.

< A designer can specify different behaviors on a database open for Web and
Notes users.

* Preview pages using a Notes client or leading Web browsers.

* Over 20 new LotusScript classes, events, and enhancements.

1.2.9 Ease-of-Use Features

« New database template designs including:

« Discussion 4.6 for Web and Notes

e Doc Library 4.6 for Web and Notes

« Domino Samples: Registration

« Domino Samples: FAQ

« Domino Samples: Web Pages

* Domino Samples: Sites 1-3

* Domino Samples: Frames Template

¢ Quick Start guide to a Web site
* Enhanced Lotus SmartSuite and Microsoft Office integration.
« Create mail with an alternate editor, such as MS Word or Lotus Word Pro.
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* New contact Management features make using the Personal Address Book
even easier.

* Business card view shows all contact information at a glance.

« Dynamic editing of Contact forms allows customized data entry.

1.2.10 Mail And Calendar Features

« "Time Savers" options that help users quickly act on email.
e Copy into a new calendar entry.
¢ Add a new task to a to-do list.
« Create a new group name.
e Group list using the members of the e-mail To: and cc: fields.

1.2.11 Internet and Network Features
« Users can access and explore the Web using the browser of their choice.

* Release 4.6 enables users to manage the volume of Web pages that are
stored locally for off-line access.

¢ All previously existing Netscape Navigator or Microsoft Internet Explorer
bookmarks can be easily imported into the Notes 4.6 Web Navigator for use
from within Notes.

« Both Lotus Domino 4.6 server and Notes 4.6 client include a CAPI (Common
ISDN Application Programming Interface)-compliant native port driver for the
integrated-services digital network (ISDN) communication standard.

« Higher speed bandwidth than analog modem based solutions

* Reliable end to end digital transmission

¢ Quick connect times to better support LAN and TCP/IP protocols

« Interpretability with other WAN (wide area network) services, such as X.25
e Cost-effective solutions to private leased lines

1.2.12 Security Features

e Securely share and route documents created with suite documents using built
in workflow.

« SSL 3.0 Internet Security Protocol Support.

e User authentication.

 Digital Signatures.

« Flexible access control and encryption.

< Enables users to extend intranet applications to customers and Business
Partners.

1.3 What's New in Lotus Domino Server and Notes Workstation R4.5?

After the very significant changes between Notes Release 3 and Notes Release
4.1.x, Lotus again presents many new features with its Lotus Domino Server
Release 4.5 and Notes Workstation Release 4.5, which are summarized in the
following sections.

1.3.1 Administration
Use the Administration Process to complete the following administrative tasks:

¢ Create mail files during setup.
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Delete mail files when you delete users.

Add scheduling resources to and delete them from the Public Address Book.
Enable directory assistance on servers.

Create replicas of multiple databases.

Enable password checking during authentication.

Add servers to and remove them from clusters.

Move databases from clusters.

Create search site databases that allow users to search multiple databases for
information.

At the remote server console, select from a list of commands to run and
display the remote server response live.

Include default databases and Internet security settings in a User Setup
Profile.

Use the Collector, a new task, to collect statistics for multiple servers; the
Collector task needs to run only on the collecting server.

1.3.2 Performance Features

Many of the performance improvements are directly applicable to running and
administering multiple Lotus Domino Servers:

* Create clusters of servers; so if one server is unavailable, users can

automatically access a replica of a database on another server.

« Use a database cache to allow quicker database access.
« Use a mail delivery thread, separate from the Mail Router thread, that is

dedicated to delivering mail on a server.

¢ Set up additional threads for the Administration Process.

1.3.3 Security Features

* Improve database security by encrypting documents with users' public

encryption keys; for example encrypt a remote LAN service Connection
document with administrators' public encryption keys so that only
administrators can access the document and see the remote server password

Set an Execution Control List (ECL) through the User Preferences dialog box
to limit the actions of other users' formulas or scripts that are run on the
workstation

Use an Administration ECL to set a default ECL for user workstations

Enable or disable local enforcement of access control lists on multiple
databases

Check for correct passwords during authentication, and optionally require
password changes at specified intervals, and lock out IDs that may be
compromised

1.3.4 Database Maintenance Features

6

« Use the new Database Tools option in the administration control panel to

manage several databases at once. You can add servers to and remove
servers from clusters, select administration servers for databases, enforce a
consistent access control list across replicas, create multiple replicas of
databases, move databases from a cluster server, enable databases for
multi-database searching, use a Notes ID to troubleshoot document problems,
and enable and disable replication of databases.
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* Create directories and links from within Notes.

 Limit the size of full text indexes by limiting the number of numeric and date
fields that are full text indexed in each database on a server or by specifying
which numeric and date fields are full text indexed in a specific database.

1.3.5 Internet Features

* Improved browser supporting HTML 3.

¢ Lotus Domino Web Server.

e Set up a Lotus Domino Server as an HTTP server and allow Web users to
access Notes databases on the Lotus Domino Server.

e Allow users to access the World Wide Web directly from Notes using the
InterNotes Web Navigator.

¢ Set up Internet connections to Lotus Domino Servers using the HTTP or
SOCKS proxy protocol.

e Set up a Notes POP3 server as a mail drop for POP3-compliant clients such
as Netscape Navigator, Eudora Pro, and Microsoft Internet Explorer.

1.3.6 Mail, Calendar, & Scheduling

e Upgrade users' malil files to use the new mail template, which allows users to
schedule appointments as well as track other time-dependent events.

« Receive a message when upgrading users' mail databases and workstations
with the Upgrade Notification form in the Public Address Book that confirms
the upgrade completed successfully.

« Use the directory assistance feature, which uses a Master Address Book to let
users easily address mail to users in multiple domains.

« Automatically use a mail delivery thread, separate from the Mail Router
thread, that is dedicated to delivering mail on a server.

« Use the Free Time system to let users check the free time of others they invite
to meetings.

* Set up a Resource Reservations database to make available meeting
resources, such as rooms and equipment.

1.3.7 Advanced Server Features
If you install the Lotus Notes Advanced Server license, you can now:

e Create a cluster of servers; so if a server in the cluster is unavailable or being
heavily used, users can automatically access replicas of its databases on
another server in the cluster.

e Set up a partitioned server to run multiple Lotus Domino Servers on one
computer.

« Use the Billing server task to track specific Notes activities for billing.

1.3.8 Application Development

Many of these new features also correspond to enhancements of the Notes client
visible to the application developer and the end user. A short summary is
presented here. Application developers can now:

¢ Specify a database to open when Notes launches.

« Display the preview pane and determine its location when users first open the
database.

« Determine whether Notes updates About and Using documents and the
database icons when you refresh or replace the database design.
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« Encrypt documents with someone's public encryption key, which allows you to
secure information in a document without distributing private encryption keys.

« Allow users with No Access or Depositor access to read documents that use a
selected form or that appear in a selected view or folder in a database.

¢ Allow users with No Access or Depositor access to create and modify
documents that use a selected form in a database.

« Use bitmaps as the background of a form.

« Use the new date and time pop-ups in Date and Time fields in a layout region.

« Use new Notes LotusScript classes, for example, NotesUIView and
NotesTimer.

* Use new @functions and @commands, for example, @CheckAlarms and
FindFreeTimeDialog.

« Run LotusScript agents from other agents.

« Change the color and font of text in the programming pane.

« Create script libraries, which let you easily reuse LotusScript programs in
multiple programmable objects in a database

« Perform operations on all documents in a database by attaching a formula or
script to a database-level event.

1.3.9 Database Management Features

e Create selective replication formulas for fields in a form, which lets you
replicate the contents of only the fields you specify instead of all fields.

« Allow only people with Manager and Designer access to view user activity in a
database, people with Reader, Author, and Editor access cannot view user
activity.

« Create views that allow the Administration Process to update user and server
names in the fields displayed in the view.

¢ Quickly load images stored in documents by displaying information as Notes
receives the information.

1.3.10 Document Authoring Features

e Use special effects on text in a document, for example, use shadowed or
embossed text.

« Use new table border styles and change the background color of cells in a
table merge and split cells in tables.

 Embed Lotus Components or other OLE custom controls in documents.

1.3.11 Ease-of-Use Features
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« Detach all attachments in a document without highlighting each attachment.

« Single click doclinks and hotspots in documents.

< Automatically open a database you specify when you start Notes.

e Specify a user ID for a location.

e Create a full text index to search for information in multiple databases
simultaneously.

* You can set up a multi-database full text index on a server that others can use
or on a workstation for your personal use.

« Use the search bar to enter URLs for Web sites.

« Use a hunt group Connection document to access a group of passthru servers
using one telephone number.

¢ You can also create a nhame for the hunt group so you can specify the name in
Passthru Connection documents.
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1.3.12 Mail and Calendar Features

1.3.13

e Create an appointment, event, or anniversary and store it in your calendar.

e Set an alarm to remind you when the appointment, event, or anniversary
occurs.

e Schedule meetings and invite others to these meetings.

* Respond to meeting invitations.

« Schedule meetings and invite others to these meetings even when
disconnected from a Lotus Domino server.

Internet and Network Features

« Use the Web browser to store Web pages in a local Web Navigator database
in addition to Web Navigator databases on the server.

e Improved browser supporting HTML 3.

* Use the search bar to enter URLs for Web sites.

« Use Web Ahead to follow links automatically on a Web page.

« Use Page Minder to keep track of changes to Web pages.

* Use a Web Tour.

1.3.14 Security Features

e Secure your workstation from potential problems by specifying who can run
programs embedded in applications on your workstation.

« Control the level of access that hosts running Java applets are allowed on
your workstation.

¢ Access an Internet server that uses the Secure Socket Layer.

« Determine whether people can store forms in documents in a database.

« Allowing the use of stored forms in documents can result in security problems.

« Assign access levels to non-Notes users who gain access to a database, for
example, using a Web browser.

« Allow users with No Access or Depositor access to read, create, and modify
documents in a database.

1.4 What's New in Lotus Notes Release 4?

With Release 4 of Notes, Lotus had several goals. The new release contains
enhancements to address the needs of many groups involved with Lotus Notes,
including users, administrators, application developers, and managers.
Specifically, the intent was to improve the user's satisfaction by lessening the
complexity, making the system more intuitive and improving the mail interface
and mobility support aspects. Another goal was to increase the value of Notes
applications by providing more design capabilities and easier design facilities.
The cost of ownership has been lowered by improving the scalability and
robustness, while lessening the requirements for training, support, and
administration.

There are many new features available in Notes Release 4. The workstation
enhancements in Lotus Notes are significant in this release. They include a major
redesign of the user interface, expanded capabilities for mobile users and the
powerful LotusScript language.

This redbook will describe the installation, configuration, and administration
scenario for Lotus Notes Release 4 in a UNIX environment, specifically IBM's
version of UNIX, AIX. We used the Lotus Domino Server for AIX product and also
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installed Notes Workstations for AIX, OS/2 Warp, and DOS/Windows 3.11.
Please see Lotus Notes Release 4 in a Multiplatform Environment, SG24-4649,
for more information on installing and administering Lotus Notes across a wide
variety of operating system platforms.

In the next few sections, we list the new features that Lotus has incorporated into
Release 4 and, where appropriate, explain how to access these functions.

1.4.1 Ease-of-Use Features

Lotus Notes Release 4 offers numerous ease-of-use features, including the ability
to:

« Update user preferences from a single dialog box. Choose File -> Tools ->
User Preferences.

« Preview a document in the preview pane. Choose View -> Document
Preview.

« Mark documents as read when you preview them. Choose File -> Tools ->
User Preferences... to display the User Preferences dialog box and then
check Mark documents read when opened in preview pane in the
Advanced options section.

« Use the InfoBox (usually fully qualified with the Notes entity, for example,
Database Properties or Text Properties InfoBox) to obtain and change
information on just about anything. For example, to view the properties of a
document, right-click in the document and click on Document Properties.

« Change or view more settings from the status bar:

« See a list of recent messages issued by Notes.

« See your level of access to a selected or open database.

e See your current location and change your location if required.
e Use a pop-up menu for selecting certain mail tasks.

« If using Windows or UNIX, hide the horizontal scrolling bar to display more
information in the view or preview panes. Choose View -> Show ->
Horizontal Scroll Bar.

¢ Double-click on a document in view mode to enter edit mode.

« Use permanent pen to add comments to a document in a different color.
Choose Text -> Permanent Pen.

¢ Click on column headings to resort the view according to that column, if you
see an upward or downward triangle.

« Divide a view or a folder into panes (navigation, view, and preview) and
specify the locations of the panes. Choose View -> Arrange Preview... to
specify the locations.

« Resize columns by dragging their borders.

e Use private folders to store documents. Choose Create -> Folder.

¢ Switch views using the navigation pane.

* View an attached file in Notes even though you do not have the application to
view it installed on your system.

1.4.2 Mail Features
The following mail features are new with Notes Release 4:

« Improved mail template with action bars and folders.
« A choice of many letterheads for your memos. Choose Actions -> Mail Tools
-> Choose Letterhead....
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» Create stationery for memos whose format and addressee list you want to use
again. Choose Action -> Mail Tools -> Create Stationery.

* A more user-friendly method of addressing mail using the Address... button
on the New Memo screen.

« Address memos using Notes' quick-addressing technology, where you start
typing the name of the recipient, and Notes completes it for you if it can find
the name in the Name and Address Book.

¢ The ability to assign and track tasks (To Do Lists) using Notes mail. Choose
Create -> Task.

« Message creation that automatically includes a DocLink. Open the document
for which you want to create the link and choose Create -> Mail -> Special ->
Bookmark.

* The ability to let recipients of your memo know the mood you were in when
you sent the memo using mood stamps. Click Delivery Options... prior to
sending your memo.

* The ability to deter recipients from making public the content of your memo by
having Notes disable the clipboard, printing and forwarding functions when the
memo is delivered. Check Prevent copying from the Delivery Options dialog
box.

* The ability to view a discussion thread in your mail database. Choose
Discussion Threads from the Navigation pane.

e Senders can be added to your own Name and Address book either when you
have a memo open, or when you have your mail database open. Select the
memo(s) and choose Actions -> Mail Tools -> Add Sender to Address
Book.

« The ability to instruct Notes to reply to memos when you are out of the office.
Choose Actions -> Mail Tools -> Out of Office....

* Message archival from your mail database to a special database either on the
server or on your own workstation. Click on Archiving from the Navigation
pane and then click Setup Archive, if you have not already done so.

1.4.3 Mobile Features
Notes Release 4's new mobile features allow you to:

e Create "locations" which store communication settings for the specific
environment(s) that you use, for example, office and home. You can then
choose your location when you log on, and all the communication settings
come into effect. Select your Address Book and choose Create -> Location.

« Call a passthru server and access multiple servers with the same phone call.

« Use Help Lite while you are travelling. It contains information more specific to
the mobile user and takes up less disk space than the original Notes Help
database.

1.4.4 Document Authoring Features
The following document authoring features are new with Notes Release 4:

< Add bullets to paragraphs. Highlight the text and choose Text -> Bullets.

¢ Add numbers to lists. Highlight the text and choose Text -> Numbers.

¢ Use the Text Properties InfoBox to change the form of text. Right-click on the
highlighted text, and click Text Properties.

¢ Create sections so that readers of your memo/document can collapse and
expand the text as they need. Choose Create -> Section.
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e Create links to views and documents. Choose Edit -> Copy As Link while in
the document that you want to link to. Then, in the document/memo that you
want to make the reference in, choose Edit -> Paste.

« Create hotspots that either have pop-up text or take you to another link,
perhaps in another database, or even on the Web. Choose Create -> Hotspot
and then your choice of type of hotspot.

 Include a selected font in a named paragraph style. Highlight the text that you
want to save as a style and choose Text -> Text Properties. Click on the
Style tab and then Create Style.

« Assign named paragraph styles to a key and cycle through them. Highlight
text and press F11 on your keyboard.

« Format one or more rows or columns of a table by selecting them individually.

e Display hidden characters. Choose View -> Show -> Hidden Characters.

« If you have an international version of Notes, you can check the spelling in
more than one language. Choose File -> Tools -> User Preferences... ->
International then click on Spelling Dictionary.

1.4.5 Network Features
Notes Release 4's new network features allow you to:

« Use the Web Navigator to browse the Web. See Chapter 9, “Lotus Domino
and the World Wide Web” on page 217 for details.

« More easily access, monitor, set up, and change port configurations.

« Connect to a remote local area network service.

« Trace a network connection; so if you cannot make a connection, you can see
where the problem lies.

1.4.6 Printing Features
Notes Release 4's new printing features allow you to:

« Specify a printer from the File Print dialog box. Choose File -> Print and then
click Printer.

« Specify multi-line headers and footers. Obtain the InfoBox for the document or
database and click on the Printer tab.

* Print a list of documents in a folder.

1.4.7 Replication Features
Notes Release 4's new replication features allow you to:

* Replicate selected folders and views without having to specify a formula. See
5.4, “Selective Replication” on page 136 for details.

« Replicate databases using the replicator page which makes it easier to
replicate databases in the background. Click on the Replicator tab on your
workspace.

« Shorten long incoming documents in a replica or remove old documents.

« Display replica icons as a single stacked icon. See 5.3.4, “Creating the
Replica on the Spoke Server” on page 134 for further information.

1.4.8 Search Features
Notes Release 4's new search features allow you to:

e Search without indexing a database. Choose View -> Search Bar.
¢ Add conditions to a search without having to write a formula.
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« Name and save search formulas.

1.4.9 Security Features
Notes Release 4's new security features allow you to:

* Keep local databases secure from unauthorized local or operating system
access. Refer to 8.1.3, “Local Database Encryption” on page 190 for further
information.

* Restrict who can read selected documents in a database. Display the
Document Properties InfoBox (Edit -> Properties...) and click on the Security
tab - the one with the key as its icon. Uncheck All readers and above and
specify the names of the people to whom you want to give access.

« Create a new public key for your user ID and have Notes certify it.

1.4.10 Workspace Features
Notes Release 4's new workplace features allow you to:

« Add or remove workspace pages. Choose Create -> Workspace Page to
create and press Delete on your keyboard to remove.

« Keep the workspace behind other windows while you work.

« Compact your workspace file, freeing up the space that is no longer used.
Choose Edit -> Properties... when on your workspace page, then click on the
Information tab. Click % used. If the value returned is less than 85 percent,
then click Compact.

¢ Display the workspace in three dimensions. Choose File -> Tools -> User
Preferences... then check Textured Workspace in the Advanced options
section of the dialog box.

1.4.11 Application Development/Programming Features

The following programming/application development features are new with Notes
Release 4. For further details on programming with Notes Release 4, refer to the
redbook, Developing Applications with Lotus Notes Release 4, SG24-4618.

« Agents, which allow you to use more powerful and predefined actions, such as
Move to folder or Send document.
« Forms and fields design features which allow you to:
e Create forms with layout regions.
« Display access-controlled sections in new ways.
e Use subforms to store commonly used elements.
« Write scripts which execute when an event happens.
« Use new lookup features to generate lists for keywords, names, readers,
and authors without writing formulas.
¢ Allow author anonymity.
« Control cursor location and field focus.
« Design forms that open in edit mode.
« Automatically merge replication conflicts into a single conflict document.
« Test a form without leaving the design environment.
« Create action bars in a form to automate user tasks in forms and subforms.
e Create forms that display as dialog boxes.
e LotusScript, an object-oriented, cross-platform, BASIC-compatible language.
¢ New @functions such as @AIlIChildren and @URLOpen.
e Execution of @functions in the order that they appear.
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« Open Database Connectivity (ODBC) options that allow access to non-Notes
databases.

1.4.12 Database Management Features
Notes Release 4's new Management features allow you to:

* Analyze database statistics from one centralized location. Select the database
and choose Edit -> Properties. Click on User Activity.

« Create databases that can reach a maximum size. You can choose specific
values up to 4 GB. Users will not be able to add any more documents to the
database once it reaches this size.

e Start background indexing; so you can create full text indexes in the
background.

1.5 Available Platforms

The new release of Lotus Domino server elevates the standard for enterprise
messaging, groupware, and Web application development servers. It is available
on all Lotus Domino server platforms.

The following table is a summary of the various operating systems platforms that
support Lotus Notes Release 4.6.

Table 1. Available Platforms for Release 4.6

Platform Domino Server Release 4.6 Notes Workstation Release 4.6
UNIX (AIX V4.1.5, AIX V4.2, V4.3, | Yes Yes

HP-UX 10.01, Solaris 2.51, Solaris 2.6)

0OS/2 Warp Server V4.0 (32-bit) Yes Yes

0OS/2 Warp Server 4 - Entry, Warp | Yes Yes

Server 4 - Advanced, Warp Server 4
with SMP Feature

Windows 95 Yes Yes

NetWare 4.1 Yes Yes

Windows NT Server 4.0 and Yes Yes

Windows NT Workstation 4.0

Macintosh System 7.5 Yes Yes
1.5.1 AIX

Environment(s): AIX V4.1.4, V4.2, and V4.3
Workstation: Yes
Server: Yes

Network protocols available on Workstation:

¢ NetWare IPX/SPX
« TCP/IP
* X.PC (supplied with Lotus Notes software)

Network protocols available on Server:
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* NetWare IPX/SPX

* TCP/IP

¢ X.PC (supplied with Lotus Notes software)

Disk Space:

* Installation or distribution directory: 200 MB minimum
» Server data directory: 50 MB minimum

* Workstation data directory: 40 MB minimum
e Swap Space: 256 MB minimum

L]

recommended

Memory Requirements:

* Lotus Domino Server on AIX: 64 MB RAM minimum

128 MB or greater recommended
* Notes Workstation on AlX: 32 MB RAM minimum

64 MB or greater recommended

Patch Requirements:

Some of the base AIX V4.1 filesets must be updated to the following levels on

Additional databases and mail files: 300 MB minimum, 500 MB or greater

AIX V4.1.4 to run Notes R4.6 for AIX. The PTF (program temporary fix) (U4xxxxx)
numbers are provided as a reference when ordering these updates from your IBM
Support Center. The updates can also be retrieved from the AlX Fixdist at
http://servi ce. boul der. i bm coni r s6000

Table 2. Patches for AIX V4.1.4

Patch Number (APAR/PTF) Synopsis Version Number
I1X55384/U441186 bos.adt.include 4.1.4.4
IX62509 bos.adt.prof 4.1.4.21
IX58507/U444415 bos.net.tcp.client 4.1.4.16
IX62509 bos.rte.libc 4.1.4.19
IX62509 bos.rte.libc 4.1.4.14
IX55384/U441121 bos.rte.streams 4142
1X59142/U444061 bos.rte.tty 41.4.13
IX55837/U441583 bos.sysmgt.serv_aid 4.1.45
IX60082/U444377 If installed, the following fileset needs to | 4.1.4.17

be updated to the indicated level

bos.rte.up
IX60082/U444115 If installed, the following fileset needs to | 4.1.4.17

be updated to the indicated level

bos.rte.mp
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Patch Number (APAR/PTF) Synopsis Version Number
IX55293/U440895 If installed, the following fileset needs to | 4.1.4.2
be updated to the indicated level
bos.rte.security
IX57406/U443030 If installed, the following fileset needs to | 4.1.4.4
be updated to the indicated level
devices.mca.8ef4
IX58009/U443421 If installed, the following fileset needs to | 4.1.4.8
be updated to the indicated level
devices.mca.ffel
U449238 xIC.rte
For Notes 4.1x and 4.5x, use: 3.1.3.00r 3.1.4.0
For Notes 4.6, use: 3.144
IX60679/U445544 ipx.rte 4.1.4.10
1X61435/U447192 connect.protocols 4147
(for AIX connections)
1X60634/U445530 connect.server.nwserve 4.1.4.8
(for AIX connections)
1X56814/U442705 connect.server.com 4.1.4.2
(for AIX connections)

Some of the base AIX V4.1 filesets must be updated to the following levels on
AIX V4.1.5 to run Lotus Domino Server or Notes Workstation R4.6 for AlIX. The
APAR (authorized program analysis report) (IXxxxx) and PTF (U4xxxxx) numbers
are provided as a reference when ordering these updates from your IBM Support

Center:
Table 3. Patches for AIX V4.1.5
Patch Number (APAR/PTF) Synopsis Version Number
U446706 X11.Dt.lib 415.2
U446812 bos.net.nfs.client 4.15.1
U446810 bos.rte.lvm 4153
U446245 bos.adt.prof 4151
U446855 bos.rte.man 4.15.2
U446244 bos.rte.libc 4151
U445109 devices.isa_sio.sa.rte 4151
U446761 bos.rte.tty 4152
U446701 devices.pci.00100100.rte 4151
U445116 devices.pci.00100f00.rte 4.15.1
U445081 devices.pci.14101800.rte 415.1
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Patch Number (APAR/PTF) Synopsis Version Number
u446247 devices.pci.14105400.X11 4151
U446708 devices.pci.14105400.rte 4.1.5.2
U445070 devices.pci.14105e00.X11 415.1
U446745 devices.pci.14105e00.rte 4.1.5.2
U445032 devices.pcmcia.serial.com 4151
U449238 xIC.rte
For Notes 4.1x and 4.5x use: 3.1.3.00r3.1.4.0
For Notes 4.6 use: 3.14.4
U446817 If installed, the following fileset needs to | 4.1.5.3
be updated to the indicated level
bos.rte.mp
U446869 If installed, the following fileset needs to | 4.1.5.3
be updated to the indicated level
bos.rte.up
U442271 ipx.rte 4.15.0
u447411 connect.server.com 4153
U447415 connect.protocols 4151
U447397 connect.server.nwserve 4.15.2
APAR 1X72217 Required if using Yellow Pages for name
resolution
bos.rte.libc

Some of the base AIX V4.1 filesets must be updated to the following levels on

AIX V4.2.1 to run Notes R4.6 for AlX. The PTF (U4xxxxx) numbers are provided
as a reference when ordering these updates from your IBM Support Center. The
updates can also be retrieved from the AIX Fixdist server at
htt p://servi ce. boul der . i bm coni r s6000

Table 4. Patches for AIX V4.2.1

Patch Number Synopsis Version Number
(APAR/PTF)
U449238 xIC.rte
For Notes 4.1x and 4.5x use: 3.1.3.00r3.1.4.0
For Notes 4.6 use: 3.144
U448806 If installed, the following fileset needs to | 4.2.1.0

be updated to the indicated level

bos.mp

Introduction
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Patch Number Synopsis Version Number

(APAR/PTF)

U448841 If installed, the following fileset needs to | 4.2.1.0
be updated to the indicated level
bos.up

U454693 Needed to fix an NIS bug 42.1.8
bos.rte.control

U454696 Needed to fix an NIS bug 42.1.8
bos.rte.libs

U454662 Needed to fix an NIS bug 4.2.1.10
bos.rte.libc

U454703 Needed to fix an NIS bug 42.1.12
bos.adt.prof

U454713 Needed to fix an NIS bug 4.2.1.10
bos.rte.shell

APAR 1X72217 Required if using Yellow Pages for name
resolution
bos.rte.libc

Some of the base AIX V4.3 filesets must be updated to the following levels to run
Notes Release 4.6.2 for AIX. The PTF (U4xxxxx) humbers are provided as a
reference when ordering these updates from your IBM Support Center. The
updates can also be retrieved from the AIX Fixdist server at

http://servi ce. sof t war e. i bm com ww/ support/ ai X

Table 5. Patches for AIX V4.3

bos.rte.libc

Patch Number Synopsis Version Number
(APAR/PTF)
U453900 (APAR IX73966) Needed to fix an NIS bug 43.04
bos.adt.prof
U453844 (APAR IX73966) Needed to fix an NIS bug 4.3.03
bos.64bit
U453892 (APAR IX73966) Needed to fix an NIS bug 43.04

Some of the base AIX V4.3.1 filesets must be updated to the following levels to
run Notes Release 4.6.2 for AIX. The PTF (U4xxxxx) numbers are provided as a
reference when ordering these updates from your IBM Support Center. The
updates can also be retrieved from the AIX Fixdist server at

http://servi ce. sof t war e. i bm com ww/ support/ ai x

Table 6. Patches for AIX V4.3.1

Patch Number
(APAR/PTF)

Synopsis

Version Number

U457132
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1.5.1.1 Lotus Domino Server on AlIX - Supported Network Protocols
Lotus Domino Server on AlX runs with any of the following network protocols:

e TCP/IP (comes with the AIX operating system)
¢ X.PC (comes with both the Lotus Domino Server and the Notes Workstation
software)
e IPX/SPX
* SPX support for AIX V4 is provided by the fileset ipx.rte, which is shipped
on the AIX V4 Server CD, or by the SPX support in AIX Connections. The
filesets for SPX support must be updated to the following levels for Notes
R4.5:

Table 7. AIX PTFs for SPX Support Data Directories

AIX Server Version PTF Number Fileset Level
AlXV4.1.4 U445764 ipx.rte 4.1.4.11
AIX V4.2 U446067 ipx.rte 4.2.0.3

* For the latest AIX PTFs for SPX support data directories, please look at the
Website http://ww | ot us. com

If you have AIX Connections installed, then AIX Connections (for AIX V4.1.4 or
AIX V4.2) must be updated to the following levels: (Please note that AIX
Connections is not required for SPX support. SPX support also comes with the
AIX V4 Server code in the fileset ipx.rte.)

Table 8. AlIX Connections PTFs for SPX Support

PTF Number Fileset Level

U445778 + IX62795 connect.protocols 41.4.6
U445530 connect.server.newserve 4148
U442705 connect.server.com 4.1.4.2

¢ For the latest AlIX Connection PTFs for SPX support on AlX version 4.3,
please look into the website http://ww | ot us. com

You can use the following commands to see what level of the filesets, if any, you
have installed:

Islpp -l ipx.rte

I'slpp -1 connect.*

Important Note

Domino Advanced Services clusters and partitioned server configurations do
not support the IPX/SPX protocol in Release 4.6.1a. At this time, Lotus does
not plan to provide IPX/SPX network support for future releases of these
features.

1.5.2 0OS/2 Warp (32-bit)

Server Environment(s): OS/2 Warp, Warp Connect, OS/2 2.11 SMP, OS/2 Warp
Server

Workstation Environment(s): OS/2 Warp, Warp Connect
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Workstation: Yes
Server: Yes

Network protocols available on Server:

e TCP/IP

AppleTalk (Not with Warp Server 4 with SMP Feature)

« Banyan VINES (Not with Warp Server 4 with SMP Feature)
NetBIOS

NetWare IPX/SPX

* X.PC (supplied with Lotus Notes software)

Network protocols available on Workstation:

* TCP/IP

¢ Banyan VINES

NetBIOS

NetWare IPX/SPX

e X.PC (supplied with Lotus Notes software)

Memory Requirement:
e Lotus Domino Server 32 MB RAM minimum, 48 MB or greater recommended
« Notes Workstation 8 MB RAM minimum, 12 MB or greater recommended
Disk Space - Server:

« Additional databases and mail files: 300 MB minimum, 500 MB or greater
recommended
« Disk Swap Space: 16 MB
Disk Space - Workstation:

¢ 30 MB minimum, 40 MB or greater recommended

1.5.3 Windows 95 (32-bit)
Environment(s): Windows 95 (32-bit)

Workstation: Yes
Server: No

Network protocols available on Workstation:

e Banyan VINES

NetBIOS

NetWare IPX/SPX

* TCP/IP

* X.PC (supplied with Lotus Notes software)

Network protocols available on Server:

e Banyan VINES

* NetBIOS

e TCP/IP

e X.PC (supplied with Lotus Notes software)

Memory Requirement:
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* Notes Workstation 16 MB minimum, 24 MB or greater recommended

1.5.4 Windows NT (32-bit)
Server Environment(s): Windows NT Server Release 3.51 and 4.0

Workstation Environment(s): Windows NT Workstation Release 3.51 and 4.0
Workstation: Yes
Server: Yes

Network protocols available on Server:

e AppleTalk

e Banyan VINES

NetBIOS

NetWare IPX/SPX

TCP/IP

e X.PC (supplied with Lotus Notes software)

Memory Requirement:

¢ Windows NT (32-bit) Server: 48 MB minimum, 64 MB or greater recommended
e Windows NT (32-bit) Workstation: 16 MB minimum, 24 MB or greater
recommended

1.6 Our Lotus Domino Server and Notes Workstation Environment

We have installed and set up Lotus Domino Servers and Notes Workstations in
an environment with many different operating systems and networking protocols.
Throughout the rest of this book, we will be explaining our installation in great
detail. The following figure shows the various Lotus Domino Servers, Notes
Workstations, and networking protocols which we have used.
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Figure 1. Lotus Domino Servers and Notes Workstations Environment in Our Lab
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Chapter 2. Installing a Lotus Domino Server

This chapter outlines how to install a Lotus Domino Server. It also lists the system
requirements for the AIX version of the Lotus Domino Server and contains helpful

tips for a successful installation.

2.1 Hardware and Software System Requirements

© Copyright IBM Corp. 1998

The following information specifically relates to the installation of the Lotus
Domino Server on AlX. AlX is IBM’s implementation of the UNIX operating

system.

The Lotus Domino Release 4.6 Server on AlX requires the following hardware,

software, and disk space:

¢ An IBM RS/6000 running IBM AIX Version 4.1.4, 4.2, 4.3 or greater

¢ Minimum of 128 MB of RAM required

« Minimum of 256 MB of paging space required

200 MB of hard disk space for the installation directory (/usr/domino/lotus)
42 MB to 113 MB disk space for data directories

See Table 9, for specific details on the disk space requirements for the data

directories.

Table 9. Disk Space Requirements

Data Directories

Disk Space ($HOME/notesr4)

User Data Files 1MB
Advanced Services Data Files 1MB
Domino Server Data Files 24 MB
Notes Workstation Data Files 17 MB
Help Lite Database 11 MB
Help Database 46 MB
Documentation Databases 12 MB
Domino Partition Server 1MB

TOTAL

113 MB + 200 MB (/usr/domino/lotus) = 313
MB

Note: Disk space for Lotus Notes Data Directories and binaries may differ
depending on the features you select to install and upon your specific

requirements.

« 300 MB or larger additional hard disk space for Lotus Notes databases (.NSF
files) and mail files (a separate disk is best for performance reasons)
¢ Graphic display supported by IBM AIX Version 4.1.4, 4.2, or 4.3

* Mouse

e Printer supported by IBM AIX Version 4.1.4, 4.2, or 4.3 (optional)
« Modem (only if you plan to dial into the Lotus Domino Server)
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2.1.1 Lotus Domino Servers

Lotus Domino Server software has currently been certified to run on the following
operating system platforms:

e AIXV4.1.4 or AIX V4.2

« HP-UX 10.01

¢ NetWare 3.12, NetWare 4.1

* IBM OS/2 Warp Server V4 (Entry, Advanced, and with SMP feature) and OS/2
Warp Connect

e Sun Solaris 2.5 and 2.5.1 (SPARC, UltraSPARC)

¢ Microsoft Windows 95

¢ Microsoft Windows NT Server 3.51 and 4.0, Microsoft Windows NT
Workstation 3.51 and 4.0

2.1.2 Notes Workstation Clients

Notes Workstation Client software has currently been certified to run on any of
the following operating system platforms:

e AIX V4.1.4 or AIX V4.2

HP-UX 10.01

e Sun Solaris 2.5 and 2.5.1 (SPARC, UltraSPARC)
IBM OS/2 Warp V3, Warp V4, and Warp Connect
« Apple Macintosh System 7.5

Microsoft Windows 95

Microsoft Windows NT Workstation 3.51 and 4.0

2.2 Preparing the Environment for the Installation

24

The steps for preparing for the installation are listed below. If you are installing
Lotus Notes on multiple hosts, you must perform all these steps on each of the
target hosts.

1. Log onto the AIX machine as the root user.

2. Check that /usr/sbin is in your default path. Many of the AIX system
commands that we'll be using to set up the machine are found in /usr/sbin.

Type in the command echo $PATHto see if /usr/sbin is in your default path.

If /Jusr/shin is not in your default path, you can add it to your default path by
editing the PATH statement in /etc/environment.

3. Check to see if there is enough space on an existing volume group for the
installation code. You will need about 200 MB for the installation code in
/opt/lotus. You can either use space within an existing volume group, for
example, rootvg, or you could create a new volume group, for example called
dominovg. This new volume group could then contain all your Lotus Domino
related files.

Creating a new volume group would allow for easier backup/recovery or
migration to a different server. In case of a hardware failure or server upgrade,
you would simply export the volume group, put the disk on another machine,
and import the volume group again.

To see if you have enough space on an existing volume group, type the
command | svg <vol une_group>. To check the rootvg, type I svg root vg (Figure
2).
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VO.UME GROP r oot vg VG IDENMTFER  00612519a6ebe256

\G STATE active PP S ZE 4 megabyt e(s)
VGPERMSS N read/wite TOTAL PPs: 515 (2060 megabyt es)
MAX LVs: 256 FREE PPs: 285 (1140 megabyt es)
L\s: 12 USED PPs: 230 (920 negabyt es)

CPEN L\s: 11 QIRM 2

TOTAL PVs: 1 VG ES(R PTGRS 2

STALE P\s: 0 STALE PPs: 0

ACTI VE P\s: 1 AUTO QN yes

M PPs per PV. 1016 M PVs: 32

Figure 2. Isvg rootvg (Free Space: 1140 megabytes = 4 x 285)

2.2.1 Create a New Volume Group for the Lotus Domino Server Binaries

If you don’t want to create a new volume group for the installation code, you can
skip to 2.2.2, “Create the Logical Volume for the Lotus Domino Server Binaries”
on page 26.

To create a new volume group to contain the installation software, type in the
command snitty nkvg to display the Add a Volume Group screen (Figure 3).

Add a Vol une G oup
Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.
[Entry Felds]
VA.UME GROLP nane [dom novg]
Physical partition S ZE in negabytes 4
* PHYS CAL VALUME nanes [hdi sk1]
Activate vol une group AUTQVATI CALLY yes
at systemrestart?
Vol une G oup MAICR NMBER [1
Geate VG Gncurrent Capabl e? no +
Aut o-varyon in Gncurrent Mde? no +
Fl=Hel p F2=Ref r esh F3=Cancel F4=Li st
F5=Reset F6=Conmand Fr=kdi t F8=I nage
Fo=Shel | F10=Exi t Ent er =Do

Figure 3. Add a Volume Group Screen

In our example, we are calling our volume group, dominovg, and we are creating
it on our hard disk called hdisk1. Depending on the size of your hard disk, you
may have to specify another (larger) physical partition size.
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2.2.2 Create the Logical Volume for the Lotus Domino Server Binaries

In AlX, it is a better practice to create a logical volume and then add the journaled
filesystem on this logical volume. By following this procedure, we can place the
logical volume and the filesystem at the desired portion of the hard disk, thus
improving the system performance.

The following steps and screens will show you how we created the logical volume
for the Lotus Domino Server binaries.

Type snmtty nkl v to display the Add a Logical Volume screen (Figure 4).

Add a Logi cal Vol une

Type or select a value for the entry field.
Press Enter AFTER naking al | desired changes.

[Entry Felds]
* VALUME GROP hane [dom novg]
Fl=Hel p F2=Ref resh F3=Cancel F4=Li st
Fo=Reset F6=Command Fr=Edi t F8=I nage

Fo=Shel | F10=Exi t Ent er=[o

Figure 4. Add a Logical Volume Screen for Entering Volume Group Name

Select the name of the volume group in which you want to place this logical
volume. In our example, we select the volume group name dominovg.

Create the logical volume for the installation software. In our example, we
named it noteslv, size: 200 MB.
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Type or select values in entry fields.

[T
Logi cal vol une NAME
* VAAUME GROP nane
* Nunber of LO3 CAL PARTI TIONS
PHYS CAL VALUME nanes
Logi cal vol une TYPE
PCHl TI ON on physi cal vol une
RANGE of physical vol unes
MAXI MUM NOMBER of PHYS CAL VOLUMES
to use for allocation
Nuniber of Q0P ES of each | ogi cal
partition
Mrror Wite (onsistency?
Al ocate each logical partition copy
on a SEPARATE physi cal vol une?
RELQCATE t he | ogi cal vol une duri ng
reorgani zati on?

Logi cal vol une LABEL

MAXI MUM NUMBER of LA CAL PARTI TI NS

Enabl e BAD BLAX rel ocati on?

SCHEDULI NG PQLI Cy for readi ng/witing
| ogical partition copies

Enabl e VR TE VER FY?

F | e contai ni ng ALLOCATI ON MAP

Sripe Sze?
[BOTQM
Fl=Hel p F2=Ref resh
Fo=Reset F6=Conmand
Fo=Shel | F10=Exi t

Press Enter AFTER naking al | desired changes.

F3=Cancel
F7=Edi t
Ent er =Do

Add a Logical Vol une

[Entry Felds]
[not esl v]
doni novg
[50]
[hdi sk1]
[l
edge
m ni num

(]
1

yes
yes

yes

[]

[512]
yes
paral | el

no

[]
[Not Sriped]

F4=Li st
F8=I nage

Figure 5. Add a Logical Volume Screen

The placement of data on the disk affects its performance. The closer the data is
to the center of the disk the better. This alleviates the problem of disk arm travel.
Since your Lotus Domino binaries are read only and only accessed when starting

the server or the workstation, you can keep them at the edge of the disk.

2.2.3 Create the Logical Volume for Lotus Domino Server Databases
The following steps and screens will show you how we created the logical volume

for the Lotus Domino Server Databases:

1. Type snitty nklv to display the Add a Logical Volume screen (see Figure 6 on

page 28).

Installing a Lotus Domino Server
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Add a Logi cal Vol une

Type or select a value for the entry field.
Press Enter AFTER naking al | desired changes.

*

VA.UME GROWP nane

Fl=Hel p F2=Ref r esh
F5=Reset F6=Conmand
Fo=Shel | F10=Exi t

[Entry Felds]
[dom novg] +

F3=Cancel FA=Li st
Fr=kdi t F8=I nage
Ent er =Do

Figure 6. Add a Logical Volume Screen to Enter Volume Group Name

Select the name of the volume group in which you want to place this logical
volume. In our example, we selected the volume group name dominovg.

2. Create the logical volume for the installation software. In our example, we

named it notesdatalv, size: 140 MB.

Add a Logi cal Vol une

Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.

[TAA

*

*

Logi cal vol une NAME

VALUME GROP nane

Nunber of LGQd CAL PARTI TI ONS

PHYS CAL VOLUME nanes

Logi cal vol une TYPE

PCHl TI ON on physi cal vol une

RANGE of physical vol unes

MAXI MUM NUMBER of  PHYS CAL VOLUMES
to use for allocation

Nunber of QP ES of each | ogi cal
partition

Mrror Wite (onsistency?

Al ocate each logical partition copy
on a SEPARATE physi cal vol une?

RELQCATE t he | ogi cal vol une duri ng
reorgani zati on?

Logi cal vol une LABE.

MAXI MUM NUMBER of LA CAL PARTI TI NS

Enabl e BAD BLAXK rel ocati on?

SCHEDULI NG PQLI CY for readi ng/ witing
| ogical partition copies

Enabl e VR TE VER FY?

F | e contai ning ALLGCATI ON MAP

Sripe Sze?

[BOTTAM

[Entry Felds]
[not esdat al v]
doni novg
[35]
[ hdi sk1]
(]
center +
ni ni num

(]
1

yes
yes

yes

(]

[512]
yes
paral l el

no

[]
[Not Striped]

Figure 7. Add a Logical Volume Screen
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The placement of data on the disk affects its performance. The closer the data
is to the center of the disk the better. This alleviates the problem of disk arm
travel.

2.2.4 The File System for the Lotus Domino Server Binaries

If you don't use the default directory where Lotus Notes installs the software
(/opt/lotus), the install program creates symbolic links from /opt/lotus to the install
directory that you specify. The final directory name of the path must be lotus.

In AIX, we need to create a file system to contain the installation binary code
which is copied from the CDROM to the hard disk on your AIX system. The
following steps and screens will show you how we created this file system on the
logical volume.

1. Create a file system for the installation software. In our example, we called it
/Musr/domino, size: 200 MB.

e Type snmtty crjfslvto display the Add a Journaled File System on a
Previously Defined Logical Volume screen (see Figure 8).

Add a Journaled Fle Systemon a Previously Defined Logi cal Vol une
Mbve cursor to desired itemand press Enter.
Add a Standard Journal ed F le System

Add a Conpressed Journal ed Fle System
Add a Large FHle Enabl ed Journal ed File System

Fl=Hel p F2=Ref resh F3=Cancel F8=I nage
Fo=Shel | F10=Exi t Ent er =Do

Figure 8. Add a Journaled File System on a Previously Defined Logical Volume

* When you select Add a Standard Journaled File System by pressing the
Enter key, the screen, as shown in Figure 9, is displayed.
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Add a Standard Journaled Fle System
Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.
[Entry Felds]
* LGd CAL VALUME nane not esl v
* MONT PQ NT [/ usr/ dom no]
Mount AUTQVWATI CALLY at systemrestart? yes
PERM SSI ONS read/ wite
Mbunt CPTI ONS [1
Sart DO sk Accounting? no
Fragnent S ze (bytes) 4096
Nunber of bytes per inode 4096
Alocation Goup Sze (MBytes) 8
Fl=Hel p F2=Ref r esh F3=Cancel F4=Li st
Fo=Reset F6=Conmmand Fr=Hdi t F8=I nage
Fo=Shel | F10=Exi t Ent er=Do

Figure 9. Add a Standard Journaled File System Screen

e Press Enter to create the filesystem.

2. Mount the filesystem just created for the Lotus Domino Server Binaries. In our
example, it is named / usr/ dom no.

e nount /usr/dom no

2.2.5 The File System for the Lotus Domino Server Databases

I Note

You do not have to create a separate file system for the Lotus Domino Server
databases. This is an optional step. If you choose not to create a file system for
the Lotus Domino Server databases, by default, the setup process will put the
Lotus Domino Server databases in the notes userid's $SHOME/notesr4
directory, that is, /lhome/notes/notesr4.

If you do choose to create a file system for the Lotus Domino Server
databases, for best performance, you should use disk-striping technology for
this file system.

1. Create the file system for the Lotus Domino Server databases. In our
example, we called it /serverl, size: 140 MB.

e Type snitty crjfslvto display the Add a Journaled filesystem on a
Previously Defined Logical Volume screen (see Figure 10 on page 31).
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Add a Journaled FHle Systemon a Previously Defined Logi cal Vol une
Move cursor to desired itemand press Enter.
Add a Sandard Journal ed F |l e System

Add a Gonpressed Journal ed File System
Add a Large File Bnabl ed Journal ed File System

Fl=tHel p F2=Refresh F3=Cancel F8=I nage
Fo=Shel | F10=Exi t Ent er=[o

Figure 10. Add a Journaled File System on a Previously Defined Logical Volume

¢ When you select Add a Standard Journaled File System by pressing the
Enter key, the screen, as shown in Figure 11, is displayed.

Add a Standard Journaled Fle System h
Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.
[Entry Felds]

* L3 CAL VALUME nane not esdat al v
* MONT PQ NT [/ server 1]

Mount AUTQWATI CALLY at systemrestart? yes

PERM SS ONS read/wite

Mbunt CPTI ONS [1

Sart DO sk Accounting? no

Fragnent S ze (bytes) 4096

Nuniber of bytes per inode 4096

Alocation Goup Sze (MBytes) 8
Fl=Hel p F2=Ref r esh F3=Cancel F4=Li st
F5=Reset F6=Conmand Fr=kdi t F8=l nage
Fo=Shel | F10=Exi t Ent er =Do

Figure 11. Add a Standard Journaled File System Screen

* Press Enter to create the filesystem.
2. Or, create a striped file system (for best performance results) and mount it.

Disk striping is a technique for spreading the data in a logical volume
across several disk drives in such a way that the 1/0 capacity of the disk
drives can be used in parallel to access data on the logical volume.

Obviously, at least two physical drives are required. The drives used
should have little other activity when the performance-critical sequential I/O
is taking place. Some combinations of disk adapter and disk drive will
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require dividing the workload of a striped logical volume between two or
more adapters.

For example, to create a striped logical volume in the volume group
dominovg called notesdatalv, with 35 logical partitions, and with a stripe
size of 64 KB across hdisk1, hdisk2 and hdisk3:

1. Type nklv -y notesdatal v -S 64K donmi novg 35 hdi skl hdi sk2 hdi sk3

2. Typecrfs -v jfs -d notesdatalv -m/serverl -Ayes -p rw-t no -a
frag=4096 -a nbpi =4096 -a conpress=no

Note

For more information on disk striping, please refer to Chapter 14,
“System Performance Considerations” on page 385

3. Mount the filesystem just created for the Lotus Domino Server Databases, in
our example, it is named / server 1.

nount /serverl
4. Create an AIX group account for Lotus Notes by issuing the command:
nkgroup -A notes

5. Create an AlX user account for ownership of the Lotus Notes software by
issuing the command:

nkuser pgrp=notes groups='staff, notes’ hone=/serverl gecos="Lotus Notes
Wser" notes

6. Define a password for user not es by issuing the command:
pwdadm not es

7. Change ownership of the Lotus Notes /usr/| pp/ | ot us and / not es file systems
by issuing the command:

chown - R not es. notes /usr/dom no
chown -R notes. notes /serverl
8. To mount the CD-ROM type:
nmount -r -v cdrfs /dev/ <devi ce_nane> <cd_nount _poi nt >
An example of this is the command
mount -r -v cdrfs /dev/cdO /cdrom
where:
<devi ce_nane> is c¢d0 and <cd_nount _poi nt > is / cdrom

If the <cd_nount _poi nt > does not exist, you can create it by using the command
mkdi r <cd_nount _poi nt >, for example, nkdir /cdrom

Note

Refer to 6.3.2, “Distributing the UNIX Installation Kit” on page 157 to see
how to mount the installation kit using NFS.

2.2.6 Setting Up a Local Area Network (LAN)
The following sections describe the setup steps for a local area network (LAN).
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2.2.6.1 Setting Up a TCP/IP Network

You should have basic knowledge of TCP/IP and also be familiar with the naming
conventions of a TCP/IP network, or ask the administrator for the correct
parameters for hostname, network address, netmask, and so on.

1. Check to see if the following software is installed by using the command:
Islpp -1 bos.net.* | pg:
2. For AIX V4.1.4:

bos.net.tcp.client 4.1.4.16 TCP/IP dient Support
3. For AIX V4.2:

bos.net.tcp.client 4.2.0.6 TCP/IP dient Support
4. For AIX V4.3.1:

bos.net.tcp.client 4.3.1.0 TCP/IP dient Support

5. Enter snmtty tcpip.
6. Select Minimum Configuration & Startup and press Enter.

7. Select the correct Network Interface (token ring, Ethernet, or others) and
press Enter.

In the Minimum Configuration & Startup screen (see Figure 12), you must
enter the configuration information. Here, for example, is the information for a
token-ring adapter.

M ni num Gnfiguration & Sartup
To Del ete existing configuration data, please use Further Gonfigurati on nenus
Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.
[Entry F el ds]
* HOSTNAME [ah1610d. i tsc. austin.ibmco>
* Internet ACDRESS (dotted decimal) [9.3.1.113]
Net work MASK (dotted deci nal ) [255. 255. 255. 0]
* Network | NTERFACE tr0
NAMESERVER
Internet ACDRESS (dotted decimal) [9. 3. 1. 74]
DOWA N Nane [itsc.austin.ibmcon
Defaul t GATEWAY Address [9.3.1.74]
(dotted deci nal or synibolic nane)
R NG Speed [aut osense] +
START Now yes +
Fl=Hel p F2=Ref resh F3=Cancel F4=Li st
F5=Reset F6=Conmand F7=Edi t F8=I nage
Fo9=Shel | F10=Exi t Ent er =Do

Figure 12. Minimum TCP/IP Configuration for Token Ring Sample

2.2.6.2 Setting Up a Network Using IPX/SPX

If your network uses the IPX or SPX protocols, you will need to perform the
following to insure that you have the correct setup for installing the Lotus Domino
Server on AlX.
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I'slpp -1 ipx.* | pg

. For AIX V4.1.4:

ipx.rte 4.1.4.11
. For AIX V4.2:

ipx.rte 4.2.0.3
. For AIX V4.3.1:

ipx.rte 4.2.1.0

. Check to see if the following software is installed by using the command:

I PX and SPX Protocol Stacks

I PX and SPX Protocol Stacks

| PX and SPX Protocol Stacks

. Edit the /etc/netware/NPSConfig file and change the

i nt er nal _net wor k=<nunber > and the adapter information.

Ask the administrator for the correct value for the lan_1_network value. In our

example, shown in Figure 13,  an_1_network = "10000045".

Please be sure that the value of the lan_1_ network value matches the other

system’s lan_1_ network value in the same domain.

For example, using a token-ring adapter the /et c/ net war e/ NPSConf i g (Figure

13 on page 35) might look like:
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*

COVPONENT_NAME  NETVWARE

(O QPYR G International Busi ness Machi nes Gorp. 1992, 1993
Al Rghts Reserved

Li censed Materials - Property of |BM

US Qvernnent UWsers Restricted Rghts - UWse, duplication or
disclosure restricted by GSA ADP Schedul e Gontract with | BM Qorp.

L I 2

*  @#)36 1.18 src/netware/ai x/ et c/ netware/ NPSQonfi g, netw adnin, netware420,

9613T 3/9/ 94 13:42: 28
*/
/* * Novell Protocol Suite (NPS) configuration/tunables file.

*

* "admietc/ NPSonfig. SRC 1. 7 (Novel ) 8/14/91"

*/

/* General configuration. */

nvt_server_nane = "PORTABLE' /* Set the NVT server nane */

track_on = inactive /* Track on active on startup */

Spx = active /* have architecture daenon open spx AND
unconment spx driver in /etc/netware.conf */

nvt = inactive /* have architecture daenon open nvt AND
uncomment nvt driver in /etc/netware.conf */

sap = active /* have architecture daenon start the
Servi ce Advertising Protocol */

netbi os = i nactive /* have architecture daenon open netbi os AND

Note: NetBios is not supported in the current
version of AX */

net bi os_shi m= "nbi x"

nvt_getty entry = "unused"
nvt_init level =23

nvt _spawns = 10

nvt line disc =

sap_standard out = "/dev/ consol "
sap_error_out = "/var/netware/sap.error"
sap_reply del ay = 200

priority = 15
capture_utility = inactive /* default is inactive */

internal _network = "00000045"

lan_1 adapter = "/dev/dl pi/en"

lan_1 adapter type = "ETHER\ET OLH "
lan_1 ppa =0

lan_1 if _name = "en"

lan_1 frame_type = "ETHERNET_I 1"
lan_1 nodul e = "NULL"
lan_1_network = "10000045"

Figure 13. NetWare NPSConfig File

6. Kill processes /sapd and /npsd and then restart them with the korn shell script

/ etc/rc. netware or reboot the system to start IPX/SPX support.
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2.3 Starting the Installation

The following steps and screens will take you through the installation of the Lotus
Domino Server on AlX.

Note
Wake sure the directory /opt exists; otherwise the installation will fail.

1. If /opt doesn't exist, type nkdir -m 755 /opt.

2. Change directory to <cd_mount_point>/<on_cd_path>, where <on_cd_path>
is either uni x or LN X, depending on your system’s CD-ROM driver. For
example, cd / cdr ond uni x.

Note

Remove all files from /opt/lotus and also the links to /opt/vim and /opt/lotus if
you want to completely reinstall Lotus Notes.

3. Type ./install and press Enter (you must still be the root user) to install the
code. You will see the Lotus Notes Release 4.5 Installation Welcome screen
(Figure 14).

Lotus Notes Rel ease 4.6.1c Installation

Wl cone to the Lotus Notes Install program

Type h for help on howto use this program
Press TABto begin the installation.

Type h for help
Type e to exit installation
Press TAB to continue to the next screen.

Figure 14. Installation Welcome Screen

4. Press the Tab key to continue to the next screen (Figure 15 on page 37).
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Lotus Notes Rel ease 4.6.1c Installation

In order to proceed wth the installation of the Lotus Donino Server
and/or the Notes Wrkstation, you nust read and agree wth the
terns and conditions of the Lotus Notes Software Agreenent.

Press TABto read the Lotus Notes Software Agreenent.

Type e to exit the Install program
Press ESCto return to the previous screen
Press TAB to continue to the next screen.

Figure 15. Lotus Domino Server Installation Welcome Screen

5. Press the Tab key to continue to the next screen, as shown in Figure 16 on
page 38, where you will be asked to read and accept the Lotus Notes
Software Agreement.
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Lotus Notes Rel ease 4.6.1c Installation

LOUS NOTES SCFTWARE AGREEMENT

I F YOJ DO NOT AGREE WTH THESE TERVE AND GONDI TI ON\S,
DO NOT I NSTALL THE SCFTWARE

1 WE

You may use the Lotus software products (individually and collectively, the
"Software"), in the quantities purchased, provided you abi de by the terns
and conditions of this Agreenent. |n addition, you nay nake one (1) archival
copy of the Software.

FOR TR AL UsE

You nay eval uate the Software for a period of ninety (90) days (the "Trial
Period'). |If you wsh to continue using the Software, you nust purchase a
copy of the Software during the Trial Period in order for your continued use
of the Software to be legal. Miltiple Trial Periods are prohibited.

Sof tware acquired for evaluation during a Trial Period is provided on an "AS
IS' basis. Lotus nakes no warranty, representation, pronise or guarantee,
either express or inplied, statutory or otherwse, with respect to the

>>> Press any key to continue <<<

9. MFE INFCRATION Shoul d you have any questions concerning this Agreenent
or Lotus' software use policies, wite to Inside Sales and Service, Lotus
Devel opment Gorporation, 55 Canbridge Parkway, Canbridge, MA 02142, or, in
the Lhited Sates, call 1-800-343-5414.

I F YOJ DO NOT AGREE WTH THE ABOVE TERVE AND GONDI TI NS, DO NOT
INSTALL THE SCFTWARE

Figure 16. Lotus Notes Software Agreement

6. Press the TAB key (or any other key) until you reach the screen shown in
Figure 17.
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Lotus Notes Rel ease 4.6.1c Installation

You may proceed with the installation only if you agree to the
terns and conditions of the Lotus Notes Software Agreenent.

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and continue to the next screen.

>>> Do you agree to the terns of the |icense agreement ? [Yes]

Figure 17. Acceptance of the Terms of the License Agreement

7. The default value on this screen is [ No] . Press the Spacebar to change the
value to [Yes] and then press the Tab key to accept the setting and display
the next screen (Figure 18).

8. The default value on Figure 18 is to Install the [ Not es Wrkstati on] . Press the
Spacebar to change the value to Install the [ Domino Server]. When you install
the Lotus Domino Server, the workstation code is also installed.

Lotus Notes Rel ease 4.6.1c Installation

Do you want to install the Notes Wrkstation or Domno Server ?

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and continue to the next screen.

>>> [ nstall the [Dom no Server ]

Figure 18. Install Lotus Domino Server or Workstation Screen

9. Press the Tab key to accept the setting of [ Donino Server] and to display the
next screen, as shown in Figure 19 on page 40.

The next few screens refer to Lotus Domino Advanced Services. Lotus
Domino Advanced Services is a separately licensed feature which includes
Lotus Domino server clusters, partitioned servers, and usage tracking. These
features are available only if you have purchased the Lotus Domino Advanced
Services license.
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Lotus Notes Rel ease 4.6.1c Installation

A Domino Advanced Services |icense enabl es you to extend your
Domino server configuration to include three advanced feat ures.

Do you have a Donino Advanced Services |icense
and want to install these features ?

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and conti nue to the next screen.

>>> | nstall Domino Advanced Services ? [Yes]

Figure 19. Install Lotus Domino Advanced Services Screen

The default value for the previous screen, Figure 19, is [ No] . If you have
purchased the license for Lotus Domino Advanced Services, press the
Spacebar to change the setting to [ Yes]. Then press the Tab key to accept
that setting and go to the next screen (Figure 20).

If you do not have the license for Lotus Domino Advanced Services, you
should press the Tab key to accept the setting of [No]. The next screen
displayed is shown in Figure 22 on page 41.

Lotus Notes Rel ease 4.6.1c Installation

You have chosen to install Advanced Services on your Domino Server.

These features include Domino server clusters, partitioned servers, and
usage tracking, and are available only if you have purchased the Donm ho
Advanced Services |icense.

M ease verify that you have purchased this |icense before you conti nue.

You can verify your purchase by examning your Lotus Notes software package.
If the package includes the "Donino Advanced Services" |abel, select Yes
when pronpted to continue this install.

If you are uncertain, or your organization has not purchased the special
Donmino Advanced Services |icense, you are not entitled to continue
this install.

If you want to purchase the license, visit our Vb site (http://waw | otus. con)
for product information and a | ocal sal es nunber.

Press the Escape key to go back to the previ ous screen
or

Press the Tab key to continue.. .

N

Figure 20. Lotus Domino Advanced Services Installation License Verification Screen
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Lotus Notes Rel ease 4.6.1c Installation

Donino Advanced Services are only avail abl e to those
vwho have purchased a special |icense.

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and continue to the next screen.

>>> Have you purchased the special Domino Advanced Services license ? [Yes]

Figure 21. Lotus Domino Advanced Services License Acceptance Screen

If you have purchased the Lotus Domino Advanced Services license, then
press the Tab key to accept the setting of [ Yes] and proceed to the next
installation screen.

The next screen is applicable only if you are installing on a Sun Solaris
system. The default setting on this screen is [ Yes]. Since we are installing

Lotus Domino Server on an AlX system, you must change this setting to [ No]

by pressing the Spacebar to display [No] and then pressing the Tab key to
proceed to the next screen.

Lotus Notes Rel ease 4.6.1c Installation

Note: The answer to this question will only affect installations
to Sun Sol ari s systens.

In order for Domino server tasks to execute as threads in a
singl e process, the process file descriptor linit needs to be
raised. This requires that the server have root privil eges.
After changing this limt, the server no longer runs as root.

Sel ect bel ow whether to enabl e setui d-root operati on
for the Notes server on Sun Sol ari s.

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TABto accept a setting and continue to the next screen.

\>>> Install the server for Solaris setuid-root ? [No ]

Figure 22. Sun Solaris Server Installation Question
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The next screen, shown in Figure 23, asks if you want to install the optional
documentation. We recommend that you install the optional online
documentation on the Lotus Domino Server.

Lotus Notes Rel ease 4.6.1c Installation

Do you want to install the optional online docunentation ?

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previ ous screen.

Press the Soacebar to change the setting until you get the one you want.
Press TABto accept a setting and continue to the next screen.

\>>> Install optional online docunentation ? [Yes]

Figure 23. Install the Optional Online Documentation

The next installation screen, shown in Figure 24 on page 43, asks whether the
Lotus Domino Server software will be installed on the system which will be
running the Lotus Domino Server.

If you install the software to be a network resource, you can use the Lotus
Notes software on other computers over the network. You will need to specify
the operating systems of the computers which will use the installed software.

If you install the software to be a network resource, other computers can use it
to run Lotus Notes by making the installed software available at /opt/lotus. You
do this using UNIX filesystem sharing. For example, you could use Network
File System (NFS) and export the filesystem.

Note

Lotus strongly recommends that the Lotus Domino server run on the system
that you install it on, that is, that you do not use it as a network resource.

Press the Tab key to accept the Lotus recommendation.
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Lotus Notes Rel ease 4.6.1c Installation

You can install the software for use on the destination host(s), or
to be a network resource for use by other hosts.

Caution: Lotus strongly recomrmends that the Donmino server software be
installed for use on the hosts that are to run the server.

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TABto accept a setting and continue to the next screen.

>>> |nstall [the software for use on the destination host(s)]

Figure 24. Install the Software for Use on the Destination Host Screen

Now you are asked if you want to install to one computer or more than one
computer. See 2.3.1, “Installing on Multiple Hosts” on page 49 if you want to
install on multiple hosts. Press the Tab key to take the default setting and

install on only one computer as shown in Figure 25.

Lotus Notes Rel ease 4.6.1c Installation

Do you want to install to one conputer, or to nore than one conputer ?

Type h for hel p.
Type e to exit the Install program
Press ESCto return to the previous screen.

Press TAB to accept a setting and conti nue to the next screen.

>>> |nstall to [ one conputer ]
N

Press the Soacebar to change the setting until you get the one you want.

Figure 25. Install on One Computer Screen

The next screen, shown in Figure 26 on page 44, indicates the hostname of
the machine on which you want to install the software. By default, it will be the

host name of the machine on which you are executing the Installation

program. Press the Tab key to accept this default setting or the Enter key to

edit the setting and change the hostname.
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Lotus Notes Rel ease 4.6.1c Installation

Wien installing to one conputer, you can install to either the |ocal
or arenote host. You do not have to install the software to the
conputer on which you are running the Install program

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press ENTER to edit a setting.

Press TAB to accept a setting and continue to the next screen.

Qurrent destination hostnane :noteserv.itsc.austin.ibmcom
\_ /

Figure 26. Destination Host Name for the Installation Code

10.Press the Tab key, and the next screen (Figure 28) asks for the directory
name where the Lotus Notes software will be installed. The default installation
directory is /opt/lotus.

Lotus Notes Rel ease 4.6.1c Installation

The destination path is where the Install programinstalls the
Notes files. The Install programautomati cally adds "l otus" to the path.

Type h for hel p.
Type e to exit the Install program
Press ESCto return to the previous screen.
Press ENTER to edit a setting.
Press TAB to accept a setting and continue to the next screen.

Qurrent destination path :/opt/lotus
S J

Figure 27. Default Destination Path for the Installation Code

11.Press Enter to change this default installation directory to the directory
defined in the file system created for Lotus Domino Server binaries
(/ usr/ dom no), as shown in Figure 28 on page 45.
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Lotus Notes Rel ease 4.6.1c Installation

The destination path is where the Install programinstalls the
Notes files. The Install programautonatically adds "lotus" to the path.

Press ENTER to retain the current setting
or
Type a new setting and press BENTER

Qurrent destination path :/opt/lotus

>>> New destination path :/usr/ dom no

Figure 28. Destination Path for the Installation Code

12.Press Enter to go to the next screen.

-

Lotus Notes Rel ease 4.6.1c Installation

The destination path is where the Install programinstalls the
Notes files. The Install programautonatical |y adds "l otus" to the path.

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press ENTER to edit a setting.

Press TABto accept a setting and continue to the next screen.

Qurrent destination path :/usr/dom no/l otus
o

Figure 29. Current Destination Path Screen

13.Notice that the directory name | otus has been automatically added in the
filesystem /usr/ doni no.Press Enter if you want to change the directory.

14.Press the Tab key, and specify the installation owner (Figure 30 on page 46).
If the default had been accepted, this value should be not es.
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Lotus Notes Rel ease 4.6.1c Installation

The instal lation user IDis the UN X systemuser |ID
that will own the installed software.

Enter an existing UN X systemuser 1D

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press ENTER to edit a setting.

Press TAB to accept a setting and conti nue to the next screen.

Qurrent installation ower user ID:notes

Figure 30. Specifying the Installation Owner

15.Press the Tab key, and specify the installation group ID which will own the

installed software (Figure 31). Again, if the defaults had been accepted, this
value should be not es.

Lotus Notes Rel ease 4.6.1c Installation

The installation group IDis the UN X systemgroup | D
that wll own the installed software.

Enter an existing UN X systemgroup | D

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previ ous screen.

Press ENTER to edit a setting.

Press TABto accept a setting and continue to the next screen.

Qurrent installation owner group ID:notes

(S

Figure 31. Specifying the Group ID for the Installed Software

16.Press the Tab key to display the confirmation screen for the specified
parameters (Figure 32 on page 47).
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Lotus Notes Rel ease 4.6.1c Installation

Your configuration of the Install programis conpl ete.

By continuing, the Install programfirst verifies that it can perform
the installation(s) as specified. If there are no errors,
the Instal | programpronpts you to proceed.

Type e to exit the Install program
Press ESCto return to the previous screen
Press TAB to continue to the next screen.

Figure 32. Interview Completion Screen

17.Pressing the Tab key will start the verification that leads to the final

installation. Figure 33 shows the screen capture from an installation of a Lotus

Domino Server on AlX.

18.Check that the configuration settings are correct.

Gonfiguration Summary. . .

Install to single host: not eserv.itsc. austin. i bmcom
Destination pat h: /usr/ dom no/ | ot us
Installation type: Run on Desti nati on
Product options sel ected: Not es Vr kst ati on

Domno Server
Domno Advanced Servi ces
Docunent at i on

Server on Sol aris setuid-root: No
Instal | ati on owner user |d: not es
Installati on owner group Id: not es

The configuration settings nust now be validated, checking that
installation as specified nay proceed for each destination.

Thi s nay take a while depending on the configuration.

Once conpl eted, confirmation will be required to proceed

with the installation(s)...

Press the Tab key to continue, or the Escape key to reconfigure...

Figure 33. Validate Configuration Settings

19.If the configuration settings are correct, press Tab to continue.
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Val i dati ng host nanes. . .
.

Val idating general configuration...
.

Validating configuration for host noteserv.itsc.austin.ibmcom..

WARN NG The operating systemversion 4.3.1.0 on this host is newer than
the nost recent directly supported version 4.3.

Q herw se .

There are pre-installation validation warnings for all specified hosts.
Installation can still proceed.

End Install Gonfiguration Validation - Fi Jul 24 15:01: 41 COT 1998

kkhkkkkkkhkkkhkhkkhkhkhkhhkkhhkkhhkkhhkhkhhkhhkkhhhkkhhhkhhkhdhhkhkhhkkhhkkhhhkhhkkdhkkhhkkkhkhkkhhkkhkdkkkx*x

Validation | og appended to /var/tnp/notes_install _config_ validation.|og

You nay now continue with the installation, or reconfigure your sel ections.
Press the Tab key to continue, or the Escape key to reconfigure...

Figure 34. Configuration Settings Validated Successfully

20.Press the Tab key to actually start the installation.
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Begin Installation - Fi Jul 24 15:04:09 DT 1998
Lotus Notes Rel ease 4.6.1c

Installing to host noteserv.itsc.austin.ibmcom..
"Notes Wrkstation" for IBMA X
"Domno Server" for IBMA X
"Domino Advanced Services" for IBMA X
" Docunent at i on"
"Not es Wrkstati on Resources" for |BMA X
"Common Data F | es”
"Cormon Data H | es Resour ces”
"Domno Server Resources" for IBMA X
"Domino Advanced Services Resources" for | BMA X
"Advanced Services Data F | es"

/opt/lotus is already configured.

Support for MMapplications is al ready configured correctly
at /opt/vimlib/ibnpow

Done.

The instal | ation(s) conpl eted successfully.

Inportant: Be sure to |ogout as root before running Notes.
Running Notes or the Domino Server as root is not supported.

End Installation - Fri Jul 24 15:31:31 COT 1998

hhkkkhkhkhkhhkhhhkhdhhhhhhdhhhhdhddhdhhdhhdhhdhdhhhhddhhhdhdrhdhhdhhdhdrddhrhrddxkx

Installation | og appended to /var/tnp/notes_install.log

Figure 35. Installation Completed Successfully

2.3.1 Installing on Multiple Hosts

If you only want to install the Lotus Domino Server on a single host, you can skip
this section and continue with 2.4, “Setting Up the Lotus Domino Server on AIX”
on page 51.

To install Lotus Notes to multiple hosts in a single installation run, you must first
specify the hostname of each destination host in a hostlist file. You can
change/edit the hostlist file during the installation.

You must still be logged in as the root user.

1. Our destination hosts for our installation are: ah1610d and ah1610c. Write the
hostnames in a file named /tmp/notes_install_hostlist (Figure 36), one
hostname for each line.

ah1610d. i tsc. austin. i bmcom W
ah1610c. i t sc. austi n.i bmcom

Figure 36. Hostlist File: /tmp/notes_install_hostlist
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2. Create a new line in the file /.rhosts on ah1610c and on all other installation
target hosts:

<instal | _host> root
<instal | _host > is the host you are running the installation process on.
For example, the file /.rhosts on ah1610c contains the line
ah1610d. it sc. austin.i bmcomr oot
3. Change permission of /.rhosts by issuing the following command:
chrmod 700 /.rhosts

4. In Figure 25 on page 43 press the Spacebar to toggle the setting to Install
to [nore than one conputer] (Figure 37).

Lotus Notes Rel ease 4.6.1c Installation

Do you want to install to one conputer, or to nore than one conputer ?

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and continue to the next screen.

>>> |nstall to [nore than one conputer]

Figure 37. Install to More Than One Computer

5. Press the Tab key to display the next screen (Figure 38 on page 51). This
screen lets you select the hostlist file.
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To install to nore than one conputer, you are now asked to specify
the path of a hostlist file. The hostlist file nust contain the

host nanes of each conputer on which you are installing Notes,

one nane per line. The hostlist file nay be created before starting
the Install program or you can create or edit the list after
specifying the path of the hostlist file.

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press ENTER to edit a setting.

Press TAB to accept a setting and continue to the next screen.

Qurrent hostlist filenane :/tnp/ notes_install _hostli st

Figure 38. Specifying the Hostlist File

6. Press the Tab key to display the next screen (Figure 39). This screen lets you
escape to a shell if you want to change the hostlist file.

Lotus Notes Rel ease 4.6.1c Installation

Soecified hostlist filenane: /tnp/notes_install _hostli st

If you need to create or edit the hostlist, you can escape to a shell.
Wien you are finished, exit the shell to returnto the Install program

Type h for hel p.

Type e to exit the Install program

Press ESCto return to the previous screen.

Press the Spacebar to change the setting until you get the one you want.
Press TAB to accept a setting and continue to the next screen.

>>> [ you want to escape to a shell or continue ? [Escape to a shell]

Figure 39. Editing the Hostlist File

7. Press the Tab key, and the installation will continue with the screen shown in
Figure 27 on page 44.

2.4 Setting Up the Lotus Domino Server on AlIX

After you successfully install Lotus Domino, you must complete the not es setup
program. During the not es setup program, Lotus Domino copies the server files
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into the server data directory and creates the default server configuration file
notes.ini.

To provide maximum performance and reduced network dependencies, the data
directory should reside locally on your server as the default.

Below are the steps for setting up Lotus Domino Server on an AlX machine:
1. You must be on a graphical workstation.

2. If you are on an Xstation, don'’t forget to export the right DI SPLAY variable, for
example, D SPLAY= ah1610d.itsc. austin.ibmcomO.0; export D SPLAY. Write
access to the X-Host is required. For example, you could type the command:

xhost +<nachi nenane>

where <machi nenane> is the name of the machine where you are running the
Lotus Domino Server. In our example, we would type the command:

xhost +ah1610d
3. Log in as user not es.

4. You need to add two directories to the PATH statement in .profile in the home
directory. The first directory is the one where the notes.ini file resides. This is
usually $HOME not esr 4. The second directory you should add to the PATH
statement is /opt/| ot us/ bi n, as shown here:

PATH=/ usr/bin:/etc........:$HOWE not esr4:/opt/ | ot us/ bi n
5. If you are using CDE, please comment out the last line:
DISOURCEPRCH LE=t r ue
in .dtprofile.
6. Change the directory to /opt/| ot us/ bi n.

The not es setup program automatically starts the first time you type the
command not es.

NOTE

If you need to rerun Lotus Notes setup, you can do so by typing ./notes -u

7. Type ./notes.

Lotus Notes Setup: Warning

¢ Notes is not supported for this
= version of the operating system.

Figure 40. Lotus Notes Setup Warning Screen
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8. At the time of writing this redbook, Lotus Domino Server version 4.6.1 is not
certified on AlIX version 4.3.1 by Lotus Corporation. It is expected to get
certified soon. Click on the OK button to continue with the installation.

Lobus Hobes SSebop

pome to the Lotus Hotes Sctup program. This program
talls Motaes data Filas ctary to b vimed By
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Install. must install &1 thar thie workstation data
tha sarver data Tiles

Dplions: Description:
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Help Lite Database
| Halp Dhan
w| Documendalson Dalabases
of aption: 12 ME lotal sire: Gl 8
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Figure 41. First Setup Screen for Lotus Domino Server with Advanced Services

If you have a license for Advanced Services, as we have, then you would want
to select Advanced Services Data Files on the list of options. Your Lotus Notes
Setup screen would then look like Figure 41.

In case you do not have the license for Advanced Services, please do not
select Advanced Services Data Files from the list of options. Your Lotus
Notes Setup screen would then look like Figure 42 on page 54.
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Figure 42. First Setup Screen for Lotus Domino Server without Advanced Services

9. Select the menu items on the Lotus Notes Setup screen (Figure 41) and click

on the Install button. (See an explanation of these items in 2.4.1, “Lotus
Notes Setup Options” on page 55.) After you have finished the setup, the
following screen (Figure 43 on page 55) will appear.

Lotus Domino Release 4.6 on IBM RS/6000




2.4.1 Lotus Notes

Note;

Welcome to the Lotus Notes Setup program. This program
installs Notes data files into a directory to be used by
Notes. Please select the features you want to install, and
click Install. You must install either the workstation data
files or the server data files.

Options:—— | —Description:

v Required data files for running a
. . Domino partitioned server. If you
¥| Domino Partitioned Server install this option the Setup
V| program automatically installs the
workstation, Domino server, and
vl Advanced Services data files.
v Select this option if you want to
run one to six Domino partitioned

¥ Help Lite Database servers on one computer.

+| Help Database

+| Documentation Databases
Size of option: 1 MB Total size: 96 MB

/serverl/notesr4

Quit
Status:

The installation was successful. To run Notes, click Quit.
To install additional data files, select the appropriate
options and click Install.

—

Figure 43. End Setup Screen for AIX

10.Click on the Quit button, as shown in Figure 43. The server setup program will
start up now, as explained in 2.5, “Server Setup Program” on page 56.

Setup Options

The following is the description for each of the setup options that you can select
to install, as shown in Figure 41.

User Data Files: These files identify you and how you installed Lotus Notes on
your host. By default, the setup program selects this option for you.

Domino Partitioned Server: This option allows you to partition your server. If
you install this option, the setup program automatically installs the workstation,
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Lotus Domino Server, and Domino Advanced Services. Select this option if you
want to run one to six Lotus Domino partitioned servers on one computer.

Advanced Services Data Files: Installation of these files will provide you with
the Advanced Server features, which include clustering, partitioned servers, and
billing.

Domino Server Data Files: These files contain the program, data and template
files needed to run the Lotus Domino Server program. These files are a superset
of the Notes Workstation Data Files. These files (along with the User Data Files)
are the minimum that a Lotus Domino Server needs to run.

Notes Workstation Data Files: These are necessary to run Lotus Notes as a
workstation only. These files (along with the User Data Files) are the minimum
that a Notes Workstation needs to run. If you are installing a Lotus Domino
Server, the setup program automatically installs the workstation data files.

Help Lite Database: Select this option to install the Lotus Notes help database
that provides context-sensitive information about most Lotus Notes features. If
you are installing Lotus Notes on a server, you should install this feature so that
workstation users can have access to this database. Help Lite is a part of the
Help Database; so you do not need to install both.

Help Database: Select this option to install the Lotus Notes help database that
provides complete documentation on Lotus Notes end-user features, as well as
documentation on managing databases, creating applications and using
LotusScript in Lotus Notes. If you are installing Lotus Domino on a server, you
should install this feature so that workstation users can have access to this
database.

Documentation Databases: These are databases that provide complete
documentation on installing, administering, and upgrading to the new release of
Lotus Notes. If you are installing Lotus Domino on a server, you should install this
feature so that workstation users can have access to the documentation.

2.5 Server Setup Program

56

After you successfully installed Lotus Domino and ran the notes setup program,
you must complete the server setup program. The server setup program starts

immediately after the not es setup program. Please familiarize yourself with the

following terms:

« Domino Server ID: Each Lotus Domino Server has a unique name that is
maintained in its own ID file. Lotus Notes creates the server ID automatically
during first server setup.

* Notes user ID: Each Lotus Notes user has a unique name that is maintained
in its own ID file. Lotus Notes creates the user ID automatically when you
register new users.

* Notes organization certifier ID: Each Lotus Notes domain has an
organization certifier ID (cert.id). You use the organization certifier ID to create
and certify additional organization unit certifiers and to register servers and
users.
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* Public Address Book: Each Lotus Notes domain has a Public Address Book.
The Public Address Book contains, among other documents, a Server
document for each server and a Person document for each user. In addition,
you can create Group documents to establish relationships among servers
and users for mailing and security purposes and create Connection
documents to schedule data transfers among servers.

2.5.1 Starting the Server Setup Program

The server setup program must be completed before working with Lotus Notes. If
you exit the setup before it completes, it will restart the next time you start Lotus
Notes.

The following screen will appear after clicking on the Quit button, as shown in
Figure 43 on page 55:

I Qmﬁ Refease 4 6.1¢ ntly 4 May 1535

@1985-1998 Laotus Development Corporation. Al rights resemred.
Thiz software iz subject o the Lotus Software Agreement, Bestricted Rights far L5
government users, and applicable export regulatiors,

Figure 44. Starting Lotus Notes

Note

If you want to redo the server setup, type notes -u

2.5.2 Setting Up the First Server in Your Organization

1. On the Lotus Notes Server Setup screen (Figure 45 on page 58), select The
First Domino Server, if this is the first server you are setting in your
organization or if you are creating a new domain. If this is an additional server
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in your organization, then you should go to 2.5.3, “Setting Up an Additional
Server in Your Organization” on page 65.

SR
domno 1 Save & Quit

1. Create a New Domino Server Cuick Help

ale - I3 this the first or additianal Doming server? FitstDorino Server
V'u C‘COmC to Select this aption if this is the
] ) first server pouare seffing upin
Dommq @® First Doming Server I
“Server Setup O tlitioral Doring Server S TR
& Additional Denine Server
@ g Select this option if thisis a new
seruer which has already been

defined in an axisfing
organization. You will onlyneed
1o supply a few keypieces of
informafion.

1 TG =

Figure 45. First Setup Screen

Click on the forward arrow (>) to go to the next screen, as shown in Figure 46.
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Lotus Notes - New Domino Server [~ ]

Save & Quit

ouick Help

ouick and Easy Setup
i pequives the least manua input.
® ek and Xy EEp Predefined defeult setfings -
O ddvanced Setup gathered during the installation
process of from wour maching -
striamling fhe sehup process.
Vou can customize these default
seffings atany fime.

RAdvanced Setup

offers enperienced users the
mastcontrol and customization
utthe server sehip paremeters.

e - /% "+

Figure 46. Second Setup Screen

This screen is used to select a setup method. In case you choose the Quick
and Easy setup, you should later edit the notes. i ni file to add the server task
entries. In our example, we have selected Quick and Easy Setup option, as
shown in Figure 46. You can refer to 2.5.3, “Setting Up an Additional Server in
Your Organization” on page 65 in which we have selected Advanced Setup
option so that you are familiar with this setup option also.

2. Click on the forward arrow (>) to go to the next screen, as shown in Figure 47.
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Figure 47. Third Setup Screen

This screen is used to select the Server audience in addition to Lotus Notes
users. You can select the options that meet your requirements.In our example,
we have selected the Web Browser option, as shown in Figure 47.

3. Click on the forward arrow (>) to go to the next screen, as shown in Figure 48.
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5 Notes - New Domino Server

auick Help

Flease review the folowing infarmation. host of the default values come from your machine Forelp, click on the blue
settings. Infarmation you proviced during installation supplies the rest. labels.

Oranization identity:

Welcome to ] Forbetter secuiity, please

; 2 Grganization Mame: Fiequired proLside Lo o
Domino ..’ Domain Hame: e nasswoKs.
Server Setup “ Hew Serverldentity:
g Satyer hlame: a o If the informaion is
£ - ; notesery itsc austinbm.com safistochons click the Finish
Administrecor's Idendity: button aboue to creade wour
Adminisfrators First: FRequired NEW SEHVEE,
ame: i
Last To edit this information, click
. theEdit button atthe

Ll e bottom of the document.
Adminisfrators I0: Allow Setup fo create new adminis frator 1D

IJ;I_’I [None] - =M LT

Figure 48. Fourth Setup Screen

This screen displays the system administration settings. Some of the fields
such as Domain Name and Server Name are filled out based on the system
hostname. The password fields are randomly generated and can be changed
by selecting the desired field and typing over it. Enter your own password and
don’t forget that the Lotus Domino passwords are case-sensitive. For help,
click on the blue labels.

Enter the Organization Name. If necessary, change the pre-filled Domain
Name and Certifier Name. The Certifier Name becomes part of the
hierarchical name of the Servers. It is recommended that the Organization
Name and the Certifier Name are the same.

Domains are often confused with certificates. The confusion arises because
most organizations use their company name for their domain and the company
name also appears in their certificates.

Certificates and domains are two entirely separate concepts. A domain is a
logical collection of servers. The servers can be running on multiple networks
at multiple sites including international sites. Users within a domain can use
different certificates, operating systems, and naming schemes. Certificates
are used for authentication and are a security measure. Domains have nothing
to do with security. It is possible to protect servers from one another within a
single domain. You can change a Domain Name without recertifying users and
servers, or recertify users and servers without changing the Domain Name. It
is a good practice to create one domain for your production data servers, one
domain for your application developers, at least one test domain (three, if you
are building an inter-enterprise applications), and an external domain.
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Server names are visible to the user and should provide some clue as to the
data stored on that particular server. If you are using TCP/IP, your server
name should be identical to your TCP/IP hostname. If you do not want the
server name to be the same as your machine’s network name (hostname), you
must enter an alias name into the /etc/hosts file.

For example, if the hostname was ah1610d and the Domain Server name was
noteserv, then you must add the following entry to /etc/hosts file, as shown in

Figure 49.
# Internet Address Host nane # Qonment s
127.0.0.1 | oopback | ocal host # | oopback (1 00) nane/ address
9.3.1.241 ah1610d. i t sc. aust i n. i bmcom not eserv

Figure 49. Host File /etc/hosts

We recommend that you either make the Lotus Domino server name and the
TCP/IP host name the same or make an alias for the Lotus Domino Server
name in the TCP/IP Domain Name Server(s) (DNS). This will save you from
updating the /etc/hosts file on every Notes Workstation client machine running
TCP/IP.

If the hostname is a fully qualified name, change the Server Name field to the
short TCP/IP name.

Enter the administrator’s first name and last name in the appropriate fields and
enter your own Administrator Password.

4. Click on the Edit button to go to the next screen, as shown in Figure 50.
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Figure 50. Edit Screen (for Making Changes)
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This screen allows you to make changes in any of the fields shown on this

screen and gives you an option to create new Certifier ID, Server ID, and

Administrator ID or use the existing IDs.

5. Click on the OK button to go to the next screen, as shown in Figure 51.
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Figure 51. Fourth Setup Screen (Updated)

This screen allows you to review the information you entered.

6. Click on the Finish button to go to the next screen, as shown in Figure 52.

Time Zone Setup

At GRT)

E I ol Tin

C ST {Central Standard Time
MST { Mounita d Tirmne )

s Time April—October

Figure 52. Time Zone Setup Screen

This screen allows you to select your time zone. In our example, we have

selected the Central Standard Time as our time zone.

7. Click on the OK button to go to the next screen, as shown in Figure 53 on

page 64.
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Motes - New Domino Server

damive  Congratulations

You have successfully completed setting up your Domino Server!
Listed below iz some infarmation about your new server:

Hare
Get rfeady o Seer's name: notesensfbm

% r{fﬁrk Dimain hame: ibm
| 1 Identificadion & Passwords

The fallowing 10s have been created and are located in: server hotesrd
S 0: suterid

Carfifier O certid

Cerfifist Password: ibm1latis Make sureto write down this password

The following 10 has been created and is located in the Public Address Book on the Workspace:

Administrator's (0: userid
Passuor: damine 1admin Make swie o wiite down this password,

Yo are now ready to leave setup and continue seorking with Daring,
Choose an exit option belas.

| Exit to Workspace | | Launch Doming Server I | Fegister Users I

IJ;‘_AI [Hore] —‘] ﬂnoteserv i

Figure 53. Congratulations!

This screen shows the successful completion of setting up of your Lotus
Domino Server. Please ensure to write down the Certifier password and
Administrator password as written in this screen. You have three choices to
select from:

» Exit to Workspace -- The local Notes Workstation for AlX is now running
and you can use it for administration.

e Launch Domino Server -- You can start the new server.
* Register Users -- You can start to register Lotus Notes Users.

8. Click on any one of these buttons to end the Lotus Domino Server Setup. In
our example, we selected the Exit to Workspace option, and the next screen
was displayed, as shown in Figure 54 on page 65.
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Password “Yerification

Hawe yvou written down your passwords? Choose
¥es5 if you have and Mo if vyou have not.

Figure 54. Password Verification Screen

Please ensure that you note the passwords.

9. Click on Yes button. Since we had selected the Exit to Workspace option
earlier, we exited to the workspace.

2.5.3 Setting Up an Additional Server in Your Organization

Once you have your first Lotus Domino Server up and running, you may want to
add additional servers within your organization. The following steps will take you
through this procedure.

When you press Quit button on the screen, shown in Figure 43 on page 55, the
screen, as shown in Figure 55 on page 66, is displayed.
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1, Create a Hew Domino Server

Welcome to Iz this the first or additional Domina server?

Domino O First Domino Server

“Server Setup @ stftional Doning Server

™

@

auick Help

First Domine Server

Select this option if this is the
fivst server wou are setfing upin
waur atganization, o if o are
cregfing anew domadn.

nddifional Dumine Server
Select this apfian if this s a new
st Which his elbeadybien
dufined in an exisfing
organization. You will only need
fosupplya few key pieces of
infomiadian

L4 4 e AT

Figure 55. First Setup Screen for Additional Server
1. First, you must create a Lotus Notes user ID on your existing server for the
new servers you will be installing (see 4.1, “User Registration” on page 95).

2. Select Additional Domino Server on the screen, as shown in Figure 55,
since your primary server already exists.

3. Click on the forward arrow (>) to go to the next screen, as shown in Figure 56

on page 67.
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ofthe serser sehip paremeters
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Figure 56. Second Setup Screen for Additional Server

This screen is used to select a setup method. In this example, we have
selected the Advanced Setup option. Since, in the First Domino Server

Setup, we had selected the Quick and Easy Setup option, for the Additional

Server Configuration, we have selected the Advanced Setup option to
familiarize you with this option also.

Click on the forward arrow (>) to go to the next screen, as shown in Figure 57

on page 68.
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Welcome to
Domino
Server Setup

3. Server Audience
by ackclition to Motes users, whi else will be the audience for this server?

Standard Fervices - (Defoult values provided forinformafion enly

= ddministrafion Process = Indexar - Rapotfet

- Aaent ianager ~ il Feoufer - achedule Manager
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Web Browsers
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browsers

Intemet Mal Packages
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Seruet to hostmailboxes for
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Figure 57. Third Setup Screen for Additional Server

Check the boxes for the server tasks that you need:

e HTTP for Web Server
* IMAP, LDAP, POP3 and SMTP MTA for Internet Mail packages
* NNTP for Internet Newsgroup Services.

5. Click on the forward arrow (>) to go to the next screen, as shown in Figure 58

on page 69.
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I_ 1s Notes - New Domino Server

Cick Help
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Figure 58. Fourth Setup Screen for Additional Server

This screen displays the system administration settings.

Enter the name of the new server. By default, this field is filled out based on
the system hostname. You can edit this field, if you want to. If you do not want
the server name to be the same as your machine’s network name (hostname),
you must enter an alias name into the /etc/hosts file.

Enter the location of the Domain Address Book from which the additional
server will get the address book. Also select the connection protocol between
the additional server and the source of Domain Address Book location.

6. If on the Third Setup Screen for Additional Servers (Figure 57 on page 68),
you selected some Internet tasks (HTTP, IMAP, and so forth), you must click
on the Add Proxies button to configure the proxy server.
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Proxy Server Configuration

Frosy type:
HTTF: #y.austin.ibm.com
X Use same proxy for Internet protocols

FTF: proxy.austindbm.com
Gopher: proxy. austin.bm.com

S5L Security: proy. austin.bm.com

ustin.com

Motes RPC:

Mo proxy for these
hosts or domains:

Figure 59. Proxy Server Configuration

The screen shown in Figure 59 is displayed when you configure a proxy server
by clicking on the Add Proxies button on the Fourth Setup Screen for
additional Servers (Figure 58 on page 69).

To access the Internet from this server, you should use the proxy and/or
SOCKS servers of your organization. Ask your system administrator for the
names or the IP addresses of these servers.

7. Type the proxy and/or SOCKS server names and ports in the appropriate
fields and click on the OK button.

8. Click on the Finish button to go to the next screen, as shown in Figure 60 on
page 71.
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Server's ID File Name

ah1610d.id

ah1610d.id

List Files of Type:
ID Files

Figure 60. Entry Screen for Server’s ID Filename

9. Enter the directory name and the Server’s ID file name and click on the OK
button to go to the next screen, as shown in Figure 61 on page 72.
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'

demive  Congratulations!

You have successfully completed setting vp your Domino Server!
Listed below is some infarmation abaut your new server:

Hame

Get ready’m Serya's nime; 15104 fbm

work estogbirs |
Pb iou are novw ready to leave setup and continue warking with Dorming.

A Chaoose an exit option ke,

‘ Exit to ‘Workspace I | Launch Doming Server I | Register Users I

I.J I 7Mane] A j!amamd jg

Figure 61. Congratulations!

This screen shows the successful completion of setting up of your Additional
Domino Server. You have three choices to select from:

« EXit to Workspace -- The local Notes Workstation for AIX is now running and
you can use it for administration.

*« Launch Domino Server -- You can start the new server.

* Register Users -- You can start to register Lotus Notes users on the new
server.

10.Click on any one of these buttons to end the Lotus Domino Server Setup. In
our example, we selected Exit to Workspace option to end the setup
program.

2.6 Setting Up Network Protocols

After you have successfully installed Lotus Domino on AlX using a local area
network, you may want to install more than one network protocol on an AlX Lotus
Domino Server. In any case, you will need to follow the final settings steps.

72 Lotus Domino Release 4.6 on IBM RS/6000



2.6.1 Setting Up an Additional Network Protocol

In our scenario, we are installing more that one network protocol on an AlIX Lotus
Domino Server:

1.
2.
3.

To set up the additional network on AlX, please refer to eflEF.
Log in as user not es.

Shut down the Lotus Domino Server if it is running. (This step is very
important. The Lotus Domino Server must be down before you can
successfully add another network protocol.)

4, Start the Notes Workstation by typing the command not es.

5. Choose File -> Tools -> User Preferences.

6. Select the Ports icon (Figure 62).

User Preferences

International

Trace Connection...

TCFIF Options. ..

_| Fart Enabled
[T Encry

Cancel

Figure 62. Select Additional Network Protocol

7.
8.

Click on the appropriate network protocol and click on Port Enabled.
Click on OK.

2.7 Final Settings

You must perform the following steps before you start the server for the first time:

1.

a kw0 DN

Start the Workstation as user notes with the command not es.
Select File -> Tools -> Server Administration.

Select Servers -> Servers View.

Select the server in the selection list and click on Edit Server.

Click on Network Configuration and change the Port to TCPI P or SPX.
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Note

If you use multiple network protocols, add an additional line, as shown in
Figure 63 on page 74

Lotus Notes - ah1610d/ibm
SERVER: ah1610d/ibm
Basics
Jerver name: rah161ﬂdfibmJ Server build number.
Server title: " Sanjay’s server Sdministrators: T domino admindim,
ah1610dsibm =g
Domain name; Tibm Routing tasks: " Miail Routing ;=1
Cluster name: Server's phone number(s):
Master address book 7
name;
»  Server Location Information
w» Hetwork Confiquration
Port HNotes Hetwork Net Address Enabled
"TCPIP "TCPIP Metwork "ah1610d @ ENABLED © DISABLEC
TEPH TSP Metwork Tahf10d, @® ENSBLED (O DIS&BLELD
T, " ah1E10d O ENABLED @ DISABLED
"y ! “ah1610d 4 O ENABLED @ DISABLEL
T T T ah1610d O ENABLED @ DISABLEL
T T Tah1610d O ENAELED @ DISABLED
I J J j j:i?) ah1610df ICI‘

Figure 63. Network Configuration Screen

6. Click on the Save and Close button to save these settings and close this
screen.
Log out and log back in as user not es.

Start the server with the command: ser ver.
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Chapter 3. Installing a Notes Workstation

This chapter outlines how to install and set up Lotus Notes for the AIX client.

3.1 Installation of Lotus Notes R4.6 Workstation on AlX

For system requirements, refer to section 2.1, “Hardware and Software System
Requirements” on page 23.

3.1.1 Preparing the Environment for the Installation

The steps for preparing for the installation are listed below. If you are installing
Lotus Notes on multiple hosts, you must perform all these steps on each of the
target hosts.

1. Log onto the AIX machine as the root user.

2. Check that /usr/sbin is in your default path. Many of the AIX system
commands that we'll be using to set up the machine are found in /usr/sbin.

Type in the command echo $PATHto see if /usr/sbin is in your default path.

If /Jusr/sbin is not in your default path, you can add it to your default path by
editing the PATH statement in /etc/environment.

3. Check to see if there is enough space on an existing volume group for the
installation code. You will need about 150 MB for the installation code in
/opt/lotus. You can either use space within an existing volume group, for
example, rootvg, or you could create a new volume group, for example, called
dominovg, specifically for the binary installation code.

Creating a new volume group for the binary code would allow for easier
backup/recovery or migration to a different client. In case of a hardware failure
or server upgrade, you would simply export the volume group, put the disk on
another machine, and import the volume group again.

To see if you have enough space on an existing volume group, type the
command | svg <vol une_group>. To check the rootvg, type | svg rootvg (see

Figure 64).
VOA.UME GROP: rootvg VG IDENTHER  00612519a6ebe256
\G STATE active PP S ZE 4 negabyt e(s)
VGPERMSSION read/wite TOTAL PPs: 515 (2060 negabytes
MAX L\s: 256 FREE PPs: 285 (1140 negabytes
L\s: 12 USED PPs: 230 (920 negabyt es)
CPEN L\s: 11 QUIRM 2
TOTAL P\s: 1 VG OES(R PTCRS. 2
STALE P\s: 0 STALE PPs: 0
ACTI VE PVs: 1 AJTO ON yes
MX PPs per PV: 1016 MX PVs: 32

Figure 64. Isvg rootvg (Free Space: 1140 megabytes = 4 x 285)
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3.1.2 New Volume Group on the Workstation for the Installation Software

If you don’t want to create a new volume group for the installation code, you can
skip to 3.1.3, “The Logical Volume on the Workstation for the Installation

76

Software” on page 77.

To create a hew volume group to contain the installation software, type in the
command snitty nkvg to display the Add a Volume Group screen (Figure 65):

Type or select values in entry fields.

Add a Vol une G oup

Press Enter AFTER naking al | desired changes.

VO.UME GROLP nane

Physical partition S ZE in negabytes
* PHYS CAL VALUME nanes

Activate vol une group AUTQVATI CALLY

at systemrestart?

Vol une G oup MR NMBER

Qeate VG Gncurrent Capabl e?

Aut o-varyon in Gncurrent Mde?

Fl=tel p F2=Refresh
F=Reset F6=Cormand
F9=%hel | F10=Exi t

[Entry F el ds]

[dom novg]

4

[hdi sk1]

yes

(]

no +

no +
F3=Cancel F4=Li st
Fr=Hdi t F8=I nage

Ent er =Do

Figure 65. Add a Volume Group on the Workstation Screen

In our example, we are calling our Volume Group, dom novg, and we are creating it
on our hard disk called hdi sk1. Depending on the size of your hard disk you may
have to specify another (larger) physical partition size.
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3.1.3 The Logical Volume on the Workstation for the Installation Software

In AlX, it is a better practice to create a logical volume and then add the journaled
filesystem on this logical volume. By following this procedure, we can place the
logical volume and the filesystem at the desired portion of the hard disk, thus
improving the system performance.

The following steps and screens will show you how we created the logical volume
for the Installation software:

1

. Type smtty nklv to display the Add a Logical Volume screen (Figure 66).

Add a Logi cal Vol une

Type or select a value for the entry field.
Press Enter AFTER naking al | desired changes.

[Entry Felds]
* VALUME GROLP hane [dom novg]
Fl=Hel p F2=Ref r esh F3=Cancel F4=Li st
Fo=Reset F6=Conmmand Fr=Edi t F8=I nage

Fo=Shel | F10=Exi t Ent er=[o

Figure 66. Add a Logical Volume on the Workstation Volume Group Name Screen

2.

Select the name of the Volume Group in which you want to place this logical
volume. In our example, we select the volume group name dom novg.

Create the logical volume for the installation software. In our example, we
named it not esl v, size: 160 MB.
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Add a Logical Vol une
Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.
[TAA [Entry Felds]
Logi cal vol une NAME [not esl v]
* VALUME GROLP hane doni novg
* Nunber of LO3 CAL PARTI TIONS [40]
PHYS CAL VAL.UME nanes [hdi sk1]
Logi cal vol une TYPE [1
PCEl TI ON on physi cal vol une edge
RANGE of physical vol unes ni ni num
MAXI MUM NOMBER of PHYS CAL VOLUMES [
to use for allocation
Nuniber of Q0P ES of each | ogi cal 1
partition
Mrror Wite (onsistency? yes
Al ocate each logical partition copy yes
on a SEPARATE physi cal vol une?
RELQCATE t he | ogi cal vol une duri ng yes
reorgani zati on?
Logi cal vol une LABEL [1
MAXI MUM NUMBER of LA CAL PARTI TI NS [512]
Enabl e BAD BLAX rel ocati on? yes
SCHEDULI NG PQLI Cy for readi ng/witing paral | el
| ogical partition copies
Enabl e VR TE VER FY? no
F | e contai ni ng ALLOCATI ON MAP [1
Sripe Sze? [Not Sriped]
[BOTAM
Fl=Hel p F2=Ref r esh F3=Cancel F4=Li st
F5=Reset F6=Conmand Fr7=Edi t F8=I nage
Fo=Shel | F10=Exi t Ent er=Do

Figure 67. Add a Logical Volume on the Workstation Screen

The placement of data on the disk affects its performance. The closer the data is
to the center of the disk the better. This alleviates the problem of disk arm travel.
Since your Lotus Domino binaries are read-only and only accessed when starting
the server or the workstation, you can keep them at the edge of the disk.

3.1.4 Create the Logical Volume for the User Database

The following steps and screens will show you how we created the logical volume
for the user data.

1. Type snitty nklv to display the Add a Logical Volume screen (see Figure 68
on page 79).
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Add a Logi cal Vol une

Type or select a value for the entry field.
Press Enter AFTER naking al | desired changes.

* VALUME GROP nane

Fl=Hel p F2=Ref r esh F3=Cancel
F5=Reset F6=Conmand Fr=kdi t
Fo=Shel | F10=Exi t Ent er=[o

[Entry Felds]
[dom novg] +

F4=Li st
F8=I nage

Figure 68. Add a Logical Volume on the Workstation to Enter Volume Group Name

Select the name of the volume group in which you want to place this logical
volume. In our example, we select the volume group name dom novg.

2. Create the logical volume for the installation software. In our example, we

named it wsdat al v, size: 80 MB.

Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.

[T
Logi cal vol une NAME
* VALUME GROP nane
* Nunber of LO3 CAL PARTI TIONS
PHYS CAL VOLUME nanes
Logi cal vol une TYPE
PCHl TI ON on physi cal vol une
RANGE of physical vol unes
MAXI MUM NUMBER of  PHYS CAL VALUMES
to use for allocation
Nunber of GOP ES of each | ogi cal
partition
Mrror Wite (onsistency?
Al ocate each | ogical partition copy
on a SEPARATE physi cal vol une?
RELQCATE t he | ogi cal vol une duri ng
reorgani zati on?

Logi cal vol une LABE.

MAXI MUM NUMBER of LA CAL PARTI TI NS

Enabl e BAD BLAXK rel ocati on?

SCHEDULI NG PQLI CY for readi ng/witing
| ogical partition copies

Enabl e VR TE VER FY?

F | e contai ni ng ALLGCATI ON MAP

Sripe Sze?

[BOTAM

Add a Logi cal Vol une

[Entry Felds]
[wsdat al v]
doni novg
[20]
[ hdi sk1]
[l
center +
ni ni num

(]
1

yes
yes

yes

(]

[512]
yes
paral l el

no

[]
[Not Striped]

Figure 69. Add a Logical Volume on the Workstation Screen
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The placement of data on the disk affects its performance. The closer the data is
to the center of the disk the better. This alleviates the problem of disk arm travel.
So we chose to place the user data at the center of the disk.

3.1.5 Create and Mount the File System on the Workstation

80

If you don't use the default directory where Lotus Notes installs the software
(/opt/lotus), the install program creates symbolic links from /opt/lotus to the install
directory that you specify. The final directory name of the path must be lotus.

In AIX, we need to create a file system to contain the installation binary code
which is copied from the CDROM to the hard disk on your AIX system. The
following steps and screens will show you how we created this file system on the
logical volume.

1. Create a file system for the installation software. In our example we called it
/ usr/dom no, size: 160 MB.

e Type snmtty crjfslvto display the Add a Journaled File System on a
Previously Defined Logical Volume screen (Figure 70).

Add a Journaled Hle Systemon a Previously Defined Logi cal Vol une
Mbve cursor to desired itemand press Enter.
Add a Sandard Journal ed File System

Add a Gonpressed Journal ed File System
Add a Large Fle Bnabl ed Journal ed Fle System

Fl=Hel p F2=Ref r esh F3=Cancel F8=I nage
Fo=Shel | F10=Exi t Ent er =Do

Figure 70. Add a Journaled File System on the Workstation

*« When you select Add a Standard Journaled File System by pressing the
Enter key, the screen, as shown in Figure 71, is displayed.
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Add a Standard Journaled Fle System
Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.
[Entry Felds]
* LGd CAL VALUME nane not esl v
* MOUNT PQ NT [/ usr/ dom no]
Mount AUTQWATI CALLY at systemrestart? yes
PERM SSI NS read/ wite
Mbunt CPTI ONS [1
Sart DO sk Accounting? no
Fragnent S ze (bytes) 4096
Nunber of bytes per inode 4096
Alocation Goup Sze (MBytes) 8
Fl=Hel p F2=Ref r esh F3=Cancel F4=Li st
Fo=Reset F6=Command Fr=Hdi t F8=I nage
Fo=Shel | F10=Exi t Ent er=Do

Figure 71. Add a Standard Journaled File System on the Workstation Screen

e Press Enter to create the filesystem.

2. Mount the filesystem just created for the installation software. In our example,
it is named / usr/ doni no.

emount /usr/domino

3.1.6 The File System for the User Database on the Workstation

I Note

You do not have to create a separate file system for the User Database. This is
an optional step. If you choose not to create a file system for the User
Database, by default, the setup process will put the User Database in the Lotus
Notes userid's $HOME/notesr4 directory.

If you do choose to create a file system for the User Database, for best
performance, you should use disk-striping technology for this file system.

1. Create the file system for the User Database. In our example, we call it
/home/michaelinotesr4 , Size: 80 MB.

e Type snitty crjfslvto display the Add a Journaled filesystem on a
Previously Defined Logical Volume screen (Figure 72 on page 82).
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Add a Journaled FHle Systemon a Previously Defined Logi cal Vol une
Move cursor to desired itemand press Enter.
Add a Sandard Journal ed F |l e System

Add a Gonpressed Journal ed Fle System
Add a Large File BEnabl ed Journal ed File System

Fl=tel p F2=Refresh F3=Cancel F8=I nage
Fo=Shel | F10=Exi t Ent er=[o

Figure 72. Add a Journaled File System on the Previously Defined Logical Volume

* When you select Add a Standard Journaled File System by pressing the
Enter key, the screen, as shown in Figure 73, is displayed.

Add a Standard Journaled Fle System h
Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.
[Entry Felds]
* L3 CAL VALUME nane wsdat al v :
* MOLNT PQ NT [/ hone/ mi chael / not esr 4]
Mount AUTQVWATI CALLY at systemrestart? yes
PERM SS O\NS read/wite
Mbunt CPTI ONS [1
Sart DO sk Accounting? no
Fragnent S ze (bytes) 4096
Nuniber of bytes per inode 4096
Alocation Goup Sze (MBytes) 8
Fl=Hel p F2=Ref r esh F3=Cancel F4=Li st
F5=Reset F6=Conmand Fr=Edi t F8=I nage
Fo=Shel | F10=Exi t Ent er =Do

Figure 73. Add a Standard Journaled File System on the Workstation Screen

* Press Enter to create the filesystem.

2. Mount the filesystem just created for the Lotus Domino Server Databases, in
our example, it is named / hone/ ni chael / not esr 4:

e nmount / hone/ m chael / not esr 4
3. Create an AIX group account for Lotus Notes by issuing the command:
nkgroup - A notes

4. Create an AlX user account for ownership of the Lotus Notes software by
issuing the command:
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nkuser pgrp=notes groups="staff, notes’ honme=/hone/ notes gecos="Lot us
Notes Wser" notes

5. Define a password for user not es by issuing the command:
pwdadm not es

6. Change ownership of the Lotus Notes /usr/ | pp/ | ot us and / not es file systems
by issuing the command:

chown -R not es. notes /usr/dom no
chown - R not es. notes /hone/ m chael / not esr 4
7. To mount the CD-ROM type:
nmount -r -v cdrfs /dev/ <devi ce_nane> <cd_nount _poi nt >
An example of this is the command
mount -r -v cdrfs /dev/cdO /cdrom
where:
<devi ce_nane> is cd0 and <cd nount _poi nt > is / cdrom

If the <cd_nount _poi nt > does not exist, you can create it by using the command
mkdi r <cd_nount _poi nt >, for example nkdir /cdrom

For setup of the network (LAN), please refer to 2.2.6, “Setting Up a Local Area
Network (LAN)” on page 32.

For installation of Lotus Notes R4.5 Workstation on AlX, please refer to 2.3,
“Starting the Installation” on page 36.

As shown in Figure 18 on page 39, press the SpaceBar to change the installation
option from [Domino Server] to [Notes Wrkstation].

3.1.7 Setting Up the Lotus Notes R4.6 Workstation on AIX

After you successfully installed the Notes Workstation, you must complete the
Notes setup program for every user on this system who wants to use the Notes
Workstation. During the Notes setup program, Lotus Notes copies the necessary
files into the data directory. By default this directory is $SHOME/notesr4, where
$HOME is the environment variable specifying the home directory of the user.
The Notes setup program also creates the default Lotus Notes configuration file
called notes.ini and places it in $SHOME.

Note

To provide maximum performance and reduce network dependancies, the data
directory should reside locally on your workstation.

Below are the steps for setting up the Notes Workstation on the AlX workstation:
1. You have to be on a graphical workstation.

2. If you are on an Xstation, check that you have the right DISPLAY variable, for
example: D SPLAY=ah1610d. i tsc. austin.ibmcomO0.0; export D SPLAY (You also
must have write access to the X-Host, for example, through the command:

xhost +<machi nenane>).
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Repeat the following steps for each new user on the system.

1.
2.

Log in as root user.

Check if there is enough space in the home directory for your personal
databases (minimum free space > 5 MB / user), in case you choose to place
the user databases in their home directories, by issuing the following
command:

df -k $HOME

In our example, we have created a separate filesystem
(/home/michael/notesr4) for placing the user database.

Expand the file system /home in case you decide to place user databases in
the /home filesystem, if necessary, by issuing the following command: chfs -a
si ze=+<nunber_of 512 byte bl ocks> / hone. This command increases the size of
the /home file system by <nunber_of 512 byt e_bl ocks>.

Create a personal user, if one doesn’t already exist. For example, create a
user mchael by issuing the command:

nkuser groups=staff, notes’ gecos="Lotus Notes User" nichael
Define the password for user m chael by issuing the command:
pwdadm ni chael

Log in as your predefined user, for example, nm chael .

7. Add the data directory and /opt/lotus/bin to the PATH statement in .profile in

the home directory:
PATH=/ usr/bin:/etc.........:$HOME notesr4:/opt/| otus/bi n:

Note

If you plan to the Notes Workstation on the same machine as the server or if
you plan to run multiple Notes Workstations on the same machine, then
please refer to 6.4, “Environment Variables” on page 168.

If you are using CDE, please comment out the last line in .dtprofile:
DTSOURCEPRCFI LE~t rue

. Change the directory to / opt/| ot us/ bi n.

The Lotus Notes setup program automatically starts the first time you type the
command not es

Note

If you need to rerun Lotus Notes setup, you can do so by typing ./notes -u

10. Type ./notes.
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I Lotus Notes Setup: Warning

Motes is not supported for this
version of the operating system.

Figure 74. Warning message screen

11. Lotus Domino Server Release 4.6.1 is not certified on AlX 4.3.1 by Lotus
Corporation. Beginning with Release 4.6.2, the Lotus Notes Client and
Domino Server for IBM AlX 4.3 is a certified and supported platform. Although
not certified at this time, AIX 4.3.1 is a supported platform. Click on the OK
button to continue with the installation.

Installing a Notes Workstation 85




Note:

Welcome to the Lotus Notes Setup program. This program
installs Notes data files into a directory to be used by
Notes. Please select the features you want to install, and
click Install. You must install either the workstation data
files or the server data files.

Options;——— | ~Description:

¥ Required data files for running a
: » Notes workstation. You must select
[ Domino Partitioned Server these files to run a Notes

[ Advanced Services Data Files | Workstation.
[ Domino $erver Data Files

| Notes Workstation Data Files

¥/ Help Lite Database

[ Help Database

[ Documentation Databases
Size of option; 17 MB Total size: 29 MB

home/michael/notesr4

Status:

E

Figure 75. Lotus Notes Setup Screen

12. Select the options on the Lotus Notes Setup screen (Figure 75) that you want
to install and click on the Install button.

Lotus Notes Help Lite should be installed if you plan to use Lotus Notes
remotely.

Lotus Notes Release 4 Help is not necessary since this database is
accessible from a server.
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After you have finished the setup, as shown in Figure 75 on page 86, the
following screen (Figure 76) will appear:

I Lotus Notes Setup: Information

Please add the data directory to your
path.

Figure 76. Information Screen

13. Click on the OK button since this has been done in Step 7 on page 84.

Lotus Notas Saitup
Fle

ta The F HOTéas S&lldp progr e
FTilas
thia fe LI+
U mus imstall
= qaryver data Files,

(ptinns
b

pmire Farititenned Sareer b rurn a Ho

workatat fomn

Advanced Barweas Data Filas
Domine Sarver Data Filas
| Hotas Workstaten Data Filles
« Halp Lte Dakahase
Halpe D&k s
silatbon Databates
 of opison: 14 ME | ol :
Path:

Shome/michael Sfmotesrd

[[RELETL it
Jiatus

The installation wat i g Tl T run Motes, ol
T 1 1 adldilt i files, saelact thae appropriate
options and click Install.

Figure 77. Lotus Notes Setup Status Screen

14. Click on Quit at the Lotus Notes Setup Status screen (Figure 77).
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3.1.8 Workstation Setup Program

This section covers the workstation setup program that must be completed before
Lotus Notes can be run properly. You must complete the workstation setup
program before working with Lotus Notes. If you exit the setup before it
completes, the setup program will restart the next time you start Lotus Notes.

— Note

Users must be registered on the Lotus Domino Server before you continue the
workstation setup. That is, a personal account must be generated on the Lotus
Domino Server by the Lotus Notes administrator before you run the Notes
Workstation setup program on the clients. See 4.1, “User Registration” on page
95, for more information.

The following screen will appear after clicking on the Quit button of the Lotus
Notes Setup Status Screen (Figure 77 on page 87):

Refease 4 6.1¢ ntly 4 May 1535

@1985-1998 Laotus Development Corporation. Al rights resemred.
Thiz software iz subject o the Lotus Software Agreement, Bestricted Rights far L5
government users, and applicable export regulatiors,

Figure 78. Starting Lotus Notes

Note

If you want to redo the workstation setup, type the command

notes -u
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Notes Workstation Setup

Hiowy are you ac ifg Croming e

20 Metwork connection (via LAY ——

it

20 Darmning mail 5
~ Internet (POP3SSMTP Y mail server

i Mo mail 3

[T “our Motes user |D has been supplied ta you in a file

Figure 79. Notes Workstation Configuration Screen

1. Select the type of connection you have to your Lotus Domino Server in the
panel shown in Figure 79.

2. If your Lotus Notes user ID was supplied to you in a file, click on the button on
this screen and see 3.1.8.1, “Lotus Notes User ID Supplied to You In a File” on
page 91, for additional details.

3. Click on OK.

4. The next screen, Network Workstation Setup (Figure 80), is a key panel for the
installation of Lotus Notes Workstation.

Network Workstation Setup
our user name:
Michael Browniknm

FYER Name:

Setup...

Figure 80. Network Workstation Setup Screen

5. Type your full user name exactly as your Lotus Notes administrator gave it to
you.
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Note

This name may not be the same as your AlIX user name.

6. Type the full name of your home server exactly as your Lotus Notes
administrator gave it to you.

Note

If the home server name differs from the hostname (TCP/IP configuration)
of the server, you have to add an entry in the file /etc/hosts. Please refer to
2.5.2, “Setting Up the First Server in Your Organization” on page 57.

7. Select the correct network protocol your workstation uses to connect to Lotus
Domino Servers.

8. Click on OK to display the User Password Entry Screen (Figure 81).

Enter Password

Enter the d for Wichagl Brawrdibm:

Figure 81. User Password Entry Screen

9. Enter the password for the workstation user, shown in Figure 81, defined by
the Lotus Notes administrator in the Public Name and Address Book.

10. Click on OK to display the Time Zone Setup screen (Figure 82).
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Time Zone Setup

Tirme Zone:

i Three hours west of GRT)

CST ¢ Central Standard Time

MST (Mountain Standard Time)

| Obzerve Daylight Savings Tine April-0ctakber

Figure 82. Time Zone Setup Screen

11. Choose the time zone from the Time Zone Setup panel (Figure 82) and check
Observe Daylight Savings Time... if appropriate.

12. Click on the OK button.

Lotus Motes

MNMotes setup is complete!

Figure 83. Setup Complete

13. Click on the OK button on the Setup Complete screen, as shown in Figure 83,
to end the setup.
The Notes Workstation for AIX is now running.

3.1.8.1 Lotus Notes User ID Supplied to You In a File

If your Lotus Notes user ID has been supplied to you in a file, when you see the
Notes Workstation Setup screen, Figure 84, you should click on the appropriate
button near the bottom of the screen.
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Notes Workstation Setup

Hiow are you ag Daming

20 Metwork connection

i Remote connectior clernm ) e

i Metwork and remote connections

" Mo connection to a Damin
hhat type of mail e

L0 Darnina

plied to you in a file

Figure 84. Notes Workstation Configuration Screen
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By default, Lotus Notes will look in your $HOME directory for any .id files and will
list all those that it finds. If there is more than one, then select the one you want to
use. In case the user’s .id file is found in the $SHOME directory, you will get an
option of copying the user’s .id file from the $HOME directory to their data
directory ($HOME/notesr4). Allow the system to copy the .id file to their data
directory.

In our example we selected the user’s id file, mbrown.id and selected the user’s
data directory /home/michael/notesr4. Click on OK on the User ID Entry screen,
as shown in Figure 85.

Enter New User ID File Name

mirown.id

Figure 85. User ID Entry Screen

The rest of the installation proceeds from the Enter Password screen, as shown
on Figure 81 on page 90, and continues until the installation has been completed.
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Chapter 4. User and Server Registration

This chapter covers some aspects of registering Lotus Notes users and Servers.
For additional information about registration and other administrative tasks, refer
to the Lotus Notes Administrator’s Guide.

4.1 User Registration

4.1.1 Certification

© Copyright IBM Corp. 1998

Before you can install and set up Lotus Notes users for your Lotus Domino
Servers, you must first set up an ID for each user in the Public Address Book. You
perform this task by registering each user with the appropriate certifier, which
creates an ID with the appropriate certificates. To make the setup of users more
efficient, you can create user setup profiles to set the default workstation settings,
set up a default workstation Execution Control List (ECL) for workstation data
security, and customize the installation.

Before you can install and set up Lotus Notes on workstations, you must first
create new users by registering them. You will need the following information to
register new users:

« A copy of the Certifier ID file with the necessary password
e Full user name and home server name
¢ Lotus Notes administrator's password, if there is one

When you register a new user, Lotus Notes does the following:

* Creates a user.id file for the new user
* Creates a Lotus Notes user document in the Name and Address Book
e Optionally creates the user's mailbox

The registration server must be available on the network, and you must have
access to the server and at least Author access in the Public Address Book. In
4.4, “Giving Access to Address Book Database” on page 116, you learn how to
give this access to a user. In 4.5, “Giving Access to the Certifier ID File” on page
118, you will find some suggestions about the Certifier ID file.

Log

After you install your first Lotus Domino Server, you should create a Certification
Log (certlog.nsf) to record all your certification and registration tasks. When you
add servers and users to Lotus Domino, the Certification Log maintains a record
of how you registered the servers and users, including information about the
certifier ID you used. In addition, you need the log if you plan to use the
Administration Process to rename, recertify, or upgrade servers and users.

The Certification Log stores a document containing the following information for
each registered server and user:

* Name, license type, and ID number of the server or user

« Date of the certification and expiration

* Name, license type, and ID number of the certifier ID used to create or
recertify the ID

To view this information, from the administration panel, click the System
Databases icon and choose Open Certification Log or choose File -> Database
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-> Open, and choose Certification Log (this will only work if it has already been
created). The log contains views by certifier name, user name, and expiration
date.

The Certification Log also includes the Updates Status view, which contains
messages describing the results of the recertification requests that the
Administrations Process is processing.

4.1.2 Creating the Certification Log

To create the Certification Log:
1. Log on to system as user not es.
2. Choose File -> Database -> New.

3. Select the name of the server you are using to register users in the Server
box.

4. Enter Certification Log in the Title box.
5. Enter certlog.nsf in the File Name box.
You must name this file certlog.nsf.

6. Click Show Advanced Templates, select Certification Log as the template,
and then click OK.

7. Choose File -> Database -> Access Control, and assign Editor access to all
administrators who register users and servers and recertify IDs.

4.1.3 Registering New Lotus Notes Users
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To register a new Lotus Notes user, do the following:

1. Log on to the AIX system as the Lotus Notes administrator, or with your own
Lotus Notes user ID if you have the necessary access rights and roles, and
run the Lotus Notes client by executing the command: not es

Note

You can log in as any user that has at least Author access and the role
UserCreator for the Lotus Notes Name and Address Book.

2. Choose File -> Tools -> Server Administration... from a Lotus Notes client
screen to display the Server Administration screen (Figure 86).
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Lotus Notes - Administration

QE o B ] S

Choose a server to administer:

ah1E1 Oaitac

Local

gh 161 Daitse,

- s | == ah 161 aitse austii] |

Figure 86. Server Administration

3. Select a home server for the new user, for example, ah1610a/ | BM Cor p.

4. Click on the People button and select Register Person from the pop-up
menu.

5. On the next prompt, click on the Yes button if you have purchased a user
license.

6. If you are not using the Lotus Domino Administrator workspace, you may be
asked to choose a Certifier ID file. You can choose the cert.id file.

Note

The Lotus Notes client remembers the last used ID file and prompts you for
its password. If you need to select a different Certifier ID file, click on
Cancel at the password prompt.
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7. When the Enter Password screen appears, enter the case-sensitive required
password, then click on OK.

Register Person

Figure 87. Register Person

8. After you type in the correct password, the Register Person screen (Figure 87)
will appear.

a. Select Registration Server.... Specify the name of the server where the

new person record will be added to the Public Address Book.

(Optional) If the local server is not the registration server, click
Registration Server and select the server that registers all users and click
OK.

. Click on Certifier ID..., select the Certifier ID file, and type in the

administrator’'s password.

(Optional) To select a different certifier ID, click Certifier ID and press
Enter. Enter the Certifier ID password and click OK.

. The North American security type is the default selection for the North

American version only. Select International only if you will be using this ID
on a computer with the International Release of Lotus Notes. In the
International Release of Lotus Notes, there is no choice other than an
International security type.

d. Change the Certificate expiration date as needed.

Note

To change the expiration date, enter the date in mm/dd/yy format in the
certification expiration date field.

e. Click on Continue....
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Register Person
First name: ml: Last name:
Diarine Smyth
o:
Iotushotes
Licerse type: |
Lotus Motes

Profile:

Delete Cancel

Figure 88. Register Person - Basics

9. The Register Person Basics screen (Figure 88) will appear.

a.

Type the user’s first name, last name and, if applicable, the middle initial in
the appropriate boxes. If you want a period after the middle initial, be sure
to add one. Lotus Notes does not add the period automatically. The IBM
Global Notes Architecture specifies the standard that no period will be used
after the middle initial.

Enter a case-sensitive password.

c. Enter a minimum password length for this ID if desired.

If you want Internet users to have authenticated access to the Lotus
Domino Server, select Set Internet Password to set an Internet password
in the Person document. This field is automatically selected if you select
the Other Internet, POP, or IMAP mail types. This password is the one you
entered in the Password box in Step 9.c. The Internet password in the
Person document is set as your Lotus Notes password. The Internet
message storage field is set to Internet. If you select Other Internet, POP,
or IMAP, you can supply an Internet supply an Internet address for the user
(for example, michael@braegen.com).

Choose the type of license you purchased.

Lotus Notes has three types of licenses. See the Lotus Notes Deployment
Guide for more information on license type.

Select a user profile if you have defined one.

Lotus Notes Release 4.6 provides a method for customizing the
registration of multiple users in an organization at one time with a group
user profile. This user profile contains default information on database, the
mail domain, passthru servers, and remote servers for a group of users.
See section 4.1.4, “Creating a User Profile” on page 101 and the Lotus
Notes Installation Guide for Servers published by Lotus, for additional
information.
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Register Person
hail type:
Lotu
tilail file name:
mailicismyth

eate files now

_—
li_‘ g files during setup

Other

Delete Cancel

Figure 89. Register Person - Mail

10. Click on the Mail icon to go to the Register Person Mail screen (Figure 89).
a. Inthe Mail type box, select the mail program you want for this user.

b. If you select Lotus Notes, enter the name of the user’s mail file and select
whether you want to create the mail file now or during the Setup program.
The default name of the mail file is the first character of the first name,
followed by the last name.

c. If you select cc:mail or Other VIM Mail, enter the user’s complete
forwarding address.

d. If you select Other Internet, POP, or IMAP (depending on the mail server)
in the Home server box, select or enter the name of the server that stores
the user’s mail file.
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Register Person
Acdditional Ac wak infarmnation:

Comment:

Location: Local administrator:

Administrators

lﬁ St ) . User unigue organizational unit:

Other 7 Addre ioak ibarn

Set 1D file...

Drelete

Figure 90. Register Person - Other

11. (Optional) Click on the Other icon to type in additional information about the
user for the Public Address Book (Figure 90).

a. Inthe Comment box, enter any information you want stored in the user’s
Person document in the Public Name and Address Book.

b. Enter the user’s location, for example, an office location.
c. Enter the local Lotus Domino administrator’'s name, if desired.

d. Select In Address Book or In a file or both to indicate how you want to
store the user’s ID file. If you store the ID in a file, click Set ID file, specify
the file name and path, and double click. If you do not select an ID storage
type, a Lotus Notes ID is not created unless the mail type is Notes Mail.

e. Enter the unique organization for the user. This is useful only if you have
two people with the same name in the same organizational unit to uniquely
identify the person.

12. Click Next and repeat the steps to register more than one user.
13. Click Previous to view the previous user; click Delete to delete the user.
14. Click Register to register the user(s).

15. You will be asked if you want to register another user. Select No to terminate
the registration process.

4.1.4 Creating a User Profile

You can create a Setup Profile to configure workstation default options for users.
Create a Setup Profile in the Public Address Book and specify an Internet
browser, how Web pages should be retrieved, a default passthru server,
databases to add to the workspace, default remote servers, Java Applet security
options, proxy configuration settings, and secondary NDS (Notes Domain Server)
and TCP/IP servers. Use profiles to set up batches of users who have the same
default settings. For example, you create user IDs and set up workstation
defaults for your sales force, who can access the same remote server and need
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the same databases on their desktop. Create a profile called Sales with these
options and use it to create these users. You can create multiple profiles.

1. Open the Public Address Book.
2. Open the Setup Profile view.

3. Click on Add Setup Profile.
4

. Enter the name for the profile that describes the group. You can use any of
these characters for the name: A-2,0-9, &, -, , ', /, (ampersand, dash,
period, space, underscore, apostrophe, forward slash). Do not use \
(backslash) or any other characters, because this can cause unexpected
results.

5. Select an Internet Browser and select where you want users to retrieve and
store Web pages.

6. To add one or more databases to users workspaces automatically, copy
database links to the setup profile. To perform this step, select a database and
choose Edit -> Copy as a link -> Database Link. Then, in the Database links
field in the setup profile, choose Edit -> Paste.

7. Enter the name and the phone number of a default passthru server to
automatically set up a passthru server for users.

8. Enter the names and phone numbers of the remote dialup servers to
automatically create connection records for the servers in the user’s Personal
Address Books.

9. (Optional) Enter the names and addresses of secondary TCP/IP and DNS
Lotus Domino name servers.

10. (Optional) Select default Java Applet security options and default proxy
configuration options.

11. Choose File -> Close and click Yes to save your changes.

4.1.5 Installing Lotus Notes Clients

You will need the following information to install Lotus Notes clients:

¢ The full user name followed by a slash and the organization name, for
example, Dianne Smyth/IBM Corp.

* The user ID, as a file on a disk or as a file in the Name and Address Book.
e The user ID's temporary password.

« The full home server name followed by a slash and the organization name, for
example, ah1610a/IBM Corp.

4.1.6 Registering Multiple Users From a File
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Registering users from a text file lets you decide on options and then go through
the setup process with the Administration Control panel only once. You can
generate lists of users from existing lists to save time. For example, you copy a
human resources list of employees in one group and use this list to create a text
file to create user IDs for employees.

All users in a registration file must be registered with the same certifier. You must
create a separate text file for each organizational unit (OU) certifier you will use.
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To perform this task, you must be an Administrator with the UserCreator role or
have Editor access in the Public Address Book on the registration server.

Last Nane; [First Nane]; [Mddle Initial]; [Oganizational Whit];
[Password]; [IDFile Drectory]; [IDFile Nare];

[Home Server Nane]; [Miail Fle Drectory];

[Mai |l File Nane]; [Location];

[ Comment]; [Forwardi ng Address];

[Profile nane]; [Local Admnistrator]

4.1.7 Examples of Registering a Group of Users

Example 1: Text file specifying last names and passwords
Senmark; ; ;; passwor dl

Kapur; ; ; ; passwor d2

Kunde; ; ; ; passwor d3

Snyth; ; ;; passwor d4

Example 2: Text file specifying complete names, home servers, and
user setup profiles

St ennar k; Andr eas; J; ; passwordl; ; ; MARKETING IBM; ; ; ;; Marketing Profile
Kapur; Sanj ay; ; ; password2; ; ; SALES IBM;;;;; Sales Profile

Kunde; Hans; J; ; passwor d3; ; ; MARKETING | BM ; ; ;; ; Marketing Profile
Snyth; Alison;; ; password4; ;; SALES' IBM;;;;; Sales Profile

Example 3: Text file specifying more information for each user

St ennar k; Andr eas; J; ; passwor d1; C \ USER D AJISTENMARK | D, MARKETI NG | BM MAI L; ASTEN
MARK; Mar ket i ng; #45738; ; Marketing Profil e; Mchael Wite

Kapur ; Sanj ay; ; ; passwor d2; C\ USER D, SKAPUR | D SALES | BM MAl L; JKAPULR Sal es; #6893
2;;Sales Profile; Chris Benn

Kunde; Hans; J; ; passwor d3; C \ USER D, HHKUNDE. | D, MARKETI NG | BM MAI L; HKUNDE; Mar ket i

ng; #89647; ; Marketing Profil e; Mchael Wite

Snyt h; Ali son; ; ; passwor d4; C\ USER D ASWTH | D, SALES | BM MAl L; ASWTH Sal es; #1937
5;;Sales Profile; Chris Benn

4.1.8 Registering Multiple Users from a Text File
The parameters for each line in a text file (in the order you must enter them) are:
1. Last Name
(Required) Use to specify a last name.
2. First Name

(Optional) Use to specify a first name. Lotus Notes uses the person’s name for
the ID file name. For example, the ID file name for a user called Craig Keller
will be ckeller.id. You may need to include the user’s first name to avoid
duplicate ID file names. If you attempt to register two users with the same
name, you will get an error message when registering the second one. You
must use the ID File Name field to avoid this error.

3. Middle Initial

(Optional) Use to specify a middle initial. Include a period if desired. Avoid
duplicate ID file names.

4. Organizational Unit

(Optional) For hierarchical naming, use to add another level to a name to
distinguish between two users with the same name, certified by the same
certifier.
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5. Password

(Required) The password is required if you use a minimum password length
when registering the users (the default length is eight characters) or if you
store the IDs in the Public Address Book (one character or more is required).

6. ID File Directory

(Optional) Use to store an ID in a specific directory in addition to or instead of
as an attachment in the Public Address Book. You must create the directory
before doing the registration. For this parameter to take effect, during
registration you must select the "In directory"” option for storing the user ID;
the text file parameter overrides the default ID directory shown in the
registration dialog box.

7. ID File Name

(Optional) Use to specify a name on an ID. This field applies only if you are
storing an ID in an ID file directory. If you do not specify a user ID file name,
the name on the ID is based on the person’s name.

8. Home Server Name

(Optional) Use to specify a home server for a specific user that overrides the
one you select during registration. If the server is hierarchical, specify its
hierarchical name, for example, ah1610a/IBM Corp.

9. Mail File Directory

(Optional) Use to specify a mail file directory for a specific user that overrides
the one you select during registration.

10. Mail File Name

(Optional) Use to specify a name for a mail file. If you do not use this
parameter, the name is based on the person’s name if the person uses Lotus
Notes Mail.

11. Location

(Optional) Use to add descriptive information about the user that appears in
the Person document. If someone addresses mail to this user and there is
another user with the same name, Lotus Notes displays the location to help
the sender distinguish the two users.

12. Comment

(Optional) Use to add an identifying comment to a Person document in the
Public Address Book.

13. Forwarding Address

If all of these users use other Internet mail, you must specify a
forwarding/Internet address to ensure that mail reaches these users. Type the
full route to each user, for example, mwhite@braegen.com. Rather than
specifying the forwarding address in the text file, you can edit the Forwarding
address field in each Person document after registering the users.

14. Profile Name

(Optional) Use to specify a User Setup Profile for a user. Enter the name of the
User Setup Profile. This parameter overrides for a specific user a User Setup
Profile you specified during registration.

15. Local Administrator
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(Optional) Use to specify a local administrator to allow a person with Author
access to the Public Address Book, but without the UseMaodifier role to modify
the users’ Person documents. A local administrator specified in the text file
overrides one you specified in the registration dialog box.

After you have created a file with all the necessary information for multiple users,
you should now do the following steps:

1. Log in as the Lotus Notes administrator and run the Lotus Notes client with the
command: not es

Note

You can log in as any user that has at least Author access in the Lotus
Notes Name and Address Book.

2. Choose File -> Tools -> Server Administration... from the Lotus Notes
Workspace screen to get the Server Administration screen (Figure 86 on page
97).

3. Select a home server for the new user, for example, ah1610a/IBM Corp.

4. Click on the People button and select Register From File... from the pop-up
menu.

5. You will be asked if you have purchased a license for the users. If you have
purchased all the licenses, then click on the Yes button.

6. If you are not using the Lotus Administrator workspace, you may be asked to
choose a Certifier ID file. You can choose the cert.id file.

Note

The Lotus Notes client remembers the last used ID file and prompts you for
its password. If you need to select a different Certifier ID file, click on
Cancel at the password prompt.

7. When the Enter Password screen appears, enter the case-sensitive required
password, then click on OK.

8. After you type in the correct password, the Register Person screen (Figure 87
on page 98) will appear.

1. If the registration server is not the local server, click Registration Server,
select the server that registers all new users, and click OK.

2. To select a different certifier, click Certifier ID, select the Certifier ID file,
and press Enter. Enter the certifier password and click OK.

3. The North American security type is the default selection for the North
American version of Lotus Notes. Select International only if you will be
using this ID on a computer with the International Version of Lotus Notes.
In the International release of Lotus Notes, the only choice for security type
is International.

4. Change the Certificate Expiration Date as needed. Enter in the date as a
mm/dd/yy format.

5. Click on Continue.
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Choose Text File with Person Information

File Mame:

Figure 91. Choose Text File with Person Information

9. The Choose Text File with Person Information screen (Figure 91) will appear.
Select the directory and the users’ information files you have created and then
click on the OK button.

Register People from Text File
Text file with registration information:

Siomedal 2otes txt

Kirimurm g rod length:

_| Get internet ord

COther Profile;

Mone

Figure 92. Register People from Text File - Basics

10. The Register People from Text File Basics screen (Figure 92) will appear.
a. Enter a minimum password length for the IDs if desired.
b. Choose the type of license type you purchased.

c. Select a user profile if you have defined one.
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Register People from Text File

Mail type:
Lotus Motes
ail file directory:
rrizdlt
" Create files now
20 Create files cluring setup
Other Horme satyver:

gh1610a/BM Corgl

Cancel

Figure 93. Register People from Text File - Mail

11. Click on the Mail icon to go to Register People from Text File Mail screen
(Figure 93).

a. In the Mail type box, select the mail program compatible with the
information you entered in the input file.

If you select Lotus Notes, enter the name of the user’s mail file and select
whether you want to create the mail file now or during the Setup program.
The default name of the mail file is the first character of the name, followed
by the last name.

If you select POP or IMAP (depending on your mail server), select Set
Internet password to set an Internet password in the Person document.
This password is the one you entered in the Password box in Step 10a.
The Internet password in the Person document is set as your Lotus Notes
password. The Internet message storage field is set to Internet.

Select or type the name of the server that stores the user mail databases in
the Home Server box.
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[T In directory:

Fzerver 1 notesrd

l l‘i Local administrator:

B Anministratorg

Figure 94. Register People from Text File - Other
12. Click on the Other icon to type in additional information about the users
(Figure 94).

a. Select In Address Book or In directory to indicate how you want to store
the Lotus Notes user ID files. If you want to store the IDs in a directory,
click Set ID Directory to specify the directory name.

b. Enter the local Lotus Notes administrator’s name, if desired.
13. Click on Register to register the users.
14. You can see status messages in the bottom of the workspace screen.

15. If there are errors, a pop-up screen alerts you. You can see the errors on the
Lotus Domino Server log.

16. Finally, you will see a screen with the number of created users.

4.1.8.1 Registering Users From a UNIX Password File

If you want to register all your UNIX users, you can create a shell script to convert
the user information from the /etc/passwd file to a Lotus Notes input file. Here is a
simple example:
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# / bi n/ ksh

# @#) converts /etc/passwd to a Lotus Notes registration file
# Usage: convpasswd <passwd file> <notes fil e>

# 1t only converts users wth userid >= 200

if [[ $#1=21]
then
echo "Usage: $0 <passwd file> <notes_file>"

exit 1
fi

ank -F " ($3 >=200) & ($5!'="") {
total =split ($5, NAME " ");
INTIAL =total>2 ? sprintf("9%",substr(NAME 2], 1,1)) @ "";
printf ("96;96;9;; password;;9%.id;;;9%.nsf;;9%:;;\n",
NAME total], NAME 1], INTIAL, $1, $1, $5)
}o$1 > $2

Figure 95. Shell Script to Convert a UNIX Password File

This script converts the password file, as shown in Figure 96, into the Lotus
Notes input file shown in Figure 97. It only converts the lines with
non-administrative users (user IDs greater than 199) and with user names that
are not null (gecos field not null). It also forces the ID File Name and the Mail File
Name to be the same as the login name to avoid duplicate ID File Names.

root:!:0:0: The powerful systemadmnistrator:/:/bin/ksh
sys:!:3:3::/usr/sys:

uucp: !':5:5:: /usr/li b/ uucp:

nor g: ! : 200: 201: Morgan Shyt h: / hone/ nor g: / bi n/ ksh
erin:!:202:202: Ein L Shyth:/hone/ erin:/bin/ ksh

mch: I': 203: 209: M chael Donal d Wi t e: / hone/ mi ch: / bi n/ ksh
chri:!:204: 215: Chri s Benn:/hone/ chri:/bi n/ksh

Figure 96. UNIX Password File

Syt h; Mrgan; ; ; password; ; norg. i d; ; ; norg. nsf; ; Morgan Shwyth;;

Swth; Ein;L;; password;;erin.id;;;erinnsf;;Bin L Swth;;

Wi te; M chael ; D ; passwor d; ; mich.id;;; mch. nsf;; Mchael Donald Wite;;
Benn; Chri s; ; ; password; ; chri.id;;;chri.nsf;;Cris Benn;;

Figure 97. Lotus Notes Input File to Register Users

4.2 Registering Web Users

As an administrator, you need to set up two types of Web, NNTP, and LDAP
users: anonymous users and users who want to authenticate with a server.
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4.2.1 Anonymous Users

If you want to access the server anonymously, you do not have to create Person
documents for them. However, you need to ensure that anonymous users can
access the server and databases on the server.

4.2.2 Allowing Anonymous Users
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You can set up anonymous access on a server so users and servers can access
the server even if the server can’t authenticate them. The method you use to set
up anonymous access depends on whether you are setting up access for Lotus
Notes users and Lotus Domino servers or Internet and intranet users.

1. Create an entry called Anonymous in the database access control list (ACL) of
the databases on the server and assign the appropriate access level, typically
Reader access, unless it is an interactive database then you would assign
Author access. If you don’'t add Anonymous as an entry in the ACL, users and
servers accessing the server anonymously are given the Default access.

2. Do one of the following:
« From the Administration panel, click Servers and choose Servers View.
* From the Web Administration tool, click Server and then Server.

3. Open the Server document for the server in the Public Address Book and do
one of the following:

« If you setting up anonymous access for Lotus Notes users and Lotus
Domino servers, in the Security section, select Yes in the Allow anonymous
connections field. If there are any entries in the Access Server field in the
Restrictions section of the Server document, add Anonymous to this field.

« If you are setting up anonymous access for Internet and intranet users, in
the Internet Port and Security Configuration section, select Yes in the
Anonymous field in the column for the protocol.

Note
FOP3 and IMAP do not support Anonymous access.

4. Set up the database access control list to allow access by anonymous users.
5. Save the document.

6. Shut down and restart the server for the changes to take effect.

If the administrator does not allow anonymous access, all anonymous users
receive an "authorization failure" message when they access the server. If you
set up basic password authentication on the server, the users are prompted for a
user password before this message occurs. The Anonymous setting in the Server
document overrides individual database access controls for anonymous users.

If both Name & Password and Anonymous are selected for an Internet protocol,
and you set up the database access control list to allow anonymous access,
users connect using anonymous access. The server does not ask users for a
name and password even if the user is set up for basic password authentication.

If Client certificate and Anonymous are selected for SSL, Lotus Domino first
checks for a client certificate and if that fails, allows the client to access the
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database using anonymous access, if you set up the database access control list
to allow anonymous access.

4.2.3 Authenticated Users

If you want users to enter a name and password when accessing the server or
use client authentication with Secure Socket Layer (SSL), you must create a
Person document for the user. You do not have to register Web, NNTP, or LDAP
users. They do not require a Lotus Notes ID or mail file unless you are setting up
a Web user for Web Mail. You can just create the Person document directly in the
Public Address Book and enter information about the users’ name, password,
and SSL certificate.

1. Do one of the following:
« From the Web Administration tool, click Users and click People.

¢ From the Administration Control Panel, select People and choose People
View.

2. Click Add Person.

3. Enter the user’s first name, middle initial (optional), and last name in the First
Name, Middle Initial, and Last Name fields.

4. Enter the users full name in the User name field. This is the user name the
user enters when trying to access a database on the server.

5. Enter the user’s password in the Internet password field. This will
automatically be encrypted when you save the document.

6. (Optional) Enter additional information about the user in the Work and Home
sections.

7. Save the document.
8. Do one of the following:
« From the Web Administration tool, click Server -> Server.

« From the Administration Control panel, click Servers and choose Servers
View.

9. Select one of the following:

« In the Internet Protocol and Security Configuration section, under TCP/IP,
Name & Password, select Yes in the column for the protocol for which you
want to require a name and password for basic password authentication.

* In the Internet Protocol and Security Configuration section, under SSL
Name & Password, select Yes in the column for the protocol for which you
want to require a name and password for SSL clients.

10. Save the document.
11. Set up the database access control list (ACL) for the databases on the server.

Two settings on the database ACLs control the Internet and Intranet access:
The ACL entry and the Maximum Internet name & password access on the
Advanced panel of the ACL.

The name on the database access control list used to authenticate the user is
used to determine form, document, and section access for each of these
database components. The server uses the same method as Lotus Notes and
Lotus Domino users to secure access to these database components.
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You must set up SSL, anonymous access to servers, and basic password
authentication before database ACLs take effect.

Set up the database ACL as follows:

¢ Add the user name from the Person document to the ACL and assign
access.

« Add the entry Anonymous, and set it and Default access to No Access.

« If you don't set these entries to No Access, they take precedence over the
individual user name.

« If the users are connecting over TCP/IP set the Maximum Internet name &
password access to the maximum level allowed, even if the name listed
individually has more access. If the individual entry has less access than
the Maximum Internet name & password access, then the access for the
individual entry takes precedence.

12.(Optional) If you want to further secure information in the Internet password
field, select the documents in the view, choose Actions -> Upgrade to More
Secure Internet Password Format, and click Yes.

4.3 Registering Additional Servers

Before you install additional servers, you must register them. Registration is how
you add servers to Lotus Domino by creating IDs stamped with the appropriate
certificates. The server registration process creates a Server document in the
Public Address Book and creates a server ID.

When you register servers, you should know your company’s naming scheme.
The naming scheme helps you know which certifier to use when you register
each new server. In addition, you must have access to each certifier that you are
using and you must know each certifier ID password.

The registration server, that is, the server from which you register other servers,
must be up and running on your network. To register servers from your
workstation, you must have access to the registration server and have at least
Author access to the Public Address Book with the appropriate role
ServerCreator in the access control list of the Public Address Book.

When you register a server, Lotus Domino does the following:

* Creates a server ID for the new server and certifies it with the certifier.

* Creates a Server document for the new server in the Public Address Book and
enters the administrator name in the Administrators field of the Server
document.

e Encrypts and attaches the server ID to the Server document in the Public
Address Book and saves the ID on a disk or to a file on the server.

¢ Adds the server name to the LocalDomainServers group in the Public Address
Book.

« Creates an entry for the new server in the Certification Log (CERTLOG.NSF),
if you created it.

To install additional Lotus Domino Servers in the same domain, you have to
register them on an existing server. Then, you can install and set them up.
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Registering additional servers is a task normally performed by the Lotus Notes
administrator. You will need the following information to register an additional
server:

» A copy of the Certifier ID file and the corresponding password
e Server name

» Lotus Notes administrator's password

4.3.1 Registering New Lotus Domino Server

1. Log in as the Lotus Notes administrator and run the Lotus Notes client with the
command: not es

Note

You can log in as any user that has at least Author access and the
ServerCreator role in the Lotus Notes Name and Address Book.

2. Choose File -> Tools -> Server Administration... from the Lotus Notes
Workspace screen to get the Server Administration screen (Figure 86 on page
97).

3. In the Administration screen, as shown in Figure 86 on page 97, click on the
Servers button and choose Register Server... from the pull-down menu.

4. If you have purchased a server license, click Yes.

5. If you are not using the Lotus Administrator Workspace, you may be asked to
choose a Certifier ID file. You can choose the cert.id file.

To change which certifier is used for registering the server, click Certifier ID,
select the Certifier ID, and press Enter.

Note

The Lotus Notes client remembers the last used ID file and prompts you for
its password. If you need to select a different Certifier ID file, click on
Cancel at the password prompt.

6. Type the administrator's password and click OK.
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Register Servers

fiy the following infarmation to be applied to all

fier 100...
Security type:
International

Certificat ation date:

Figure 98. Register Servers

7. On the Register Servers screen (Figure 98):

a. If you are not at the server in which you want to register, click Registration
Server, choose the server, and click OK

b. If you want to create a new entry in the Certification Log, click on Certifier
ID..., select the Certifier ID file, and click on OK.

c. Choose a Security type: North American or International.

d. (Optional) To change the expiration date, enter the date in mm-dd-yy
format.

e. Click on Continue....

Register Servers

Delete

Figure 99. Register Servers - Basics

8. On the Register Servers Basics screen (Figure 99):
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Enter a unique server name of up to 79 characters. If you are running the
UNIX version of the Lotus Domino Server, its name must be a valid TCP/IP
name or alias.

If you want to register the server in a different domain from the one
containing the registration server, enter the new domain name. The
registration server’s Lotus Notes domain is the default value for the
Domain field.

Enter the administrator’s name. If you also want to use the new server as a
workstation for the administrator, then the administrator must have a
user.id file on the registration server or in the Name and Address Book
Database.

. Consider setting the Minimum password length to 0. With a setting of 0, you

will later be able to clear the password on the server ID, which will allow an
automatic startup of the Lotus Domino Server after a reboot of the server
machine.

Register Servers

ok infarmnation:
Local administrator:

Smythfitsc

Set D file...

Delete r Cancel

Figure 100. Register Servers - Other

9. Click Other to get the Register Servers Other screen (Figure 100):

a.
b.

In the Server Title box you can enter any information about the server.

In the Network box you can enter the server’'s network name that is
different than the default.

. Change the local Lotus Notes administrator's name as needed.

Select In Address Book or In file to indicate how you want to store the
Server ID file. If you want to store the ID in a file, click Set ID file... to
specify the file name.

10. Click Next and repeat the steps to register more than one server.

11. Click Previous to view the previous server, or you can click Delete to delete
the server.

12. Click Register to register the server(s).
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13. You will be asked if you want to register another server. Select No to
terminate the registration process.

4.3.2 Installing Lotus Domino Servers

You need the following information to install Lotus Domino Servers in the same
domain:

¢ The full server name followed by a slash and the organization name, for
example, ah1610a/IBM Corp.

* The Server ID, as a file on a disk or as a file in the Name and Address Book.
e The Server ID's temporary password.

« The full primary server name followed by a slash and the organization name,
for example, noteserv/IBM Corp.

4.4 Giving Access to Address Book Database

Any user can create new users or register new servers if they have at least
Author access to the Address Book Database and possess the correct roles. If
you want to give this power to particular users, you have to trust them, for they
will have access to modify your Address Book Database. Normally, this user will
be another Lotus Notes administrator. Usually, only the administrator of the
primary server needs to register users and other servers.

To give a user access to the database, you have to do the following:

1. Log in as the Lotus Notes administrator and run the Lotus Notes client by
typing in the command: not es

2. Click with the right button on the Address Book Database icon. A pop-up
menu will appear. Select Access Control....

3. Enter the administrator's password.
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Access Control List

rdnrgan Smythitsc
D

Log

- Full name: Morgan Smythiltsc

Figure 101. Access Control List

4. The Access Control List screen (Figure 101) will appear. If the user is not
shown on the People, Servers, Groups box, click on the Add button and
follow the steps outlined. If the user is shown on the list, go to step 5 on page
118.

Add User

IF Group:

Figure 102. Add User

a. On the Add User screen (Figure 102), click on the button beside the
Person, server, or group field, this will give you a list of all people, groups
and servers that are in the Public Address Book to choose from.
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b. Select the person you want to have access to the Address Book Database
and click on the Add button. The name(s) you selected will appear in the
Added box, as shown in Figure 103.

c. Click on the OK button.
d. You will be back at the screen shown in Figure 101 on page 117.
5. Select the user on the People, Servers, Groups box.

6. Select the type of access this user will have, for example, Editor. You can do
this with the Access pull-down menu.

7. Select the user type, for example, Person Group. You can do this with the
User type pull-down menu.

8. Select the specific access allowances and roles.
9. Click on the OK button.

4.5 Giving Access to the Certifier ID File

The easiest way to give users access to the Certifier ID file is to copy to their
directories the cert.id file that is in the data directory of the Lotus Notes primary
server. After copying the file, make sure the users have read and write
permissions and/or ownership of the copied file.

The users now have access, but it is a security risk. This file must always be
protected, and normally, only the administrator of the primary server should be
able to access it. If more than one user needs to access this file, make sure that it
remains in a secure place.

If all the users you want to have access to the cert.id file use the same UNIX host,
you can set up a UNIX group with all of them, and set it up as a group cert.id file.
Then, give group read and write permissions to the cert.id file. The users also
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need permission to access and search the directory where the cert.id file is
located.

In Lotus Notes Release 4.6, it is also possible to restrict access to an ID file
further by requiring more than one password to use the ID file. With this
additional security requirement, two or more people may be necessary before a
cert.id is usable.

This is covered in more detail in 8.5.4.1, “Securing the Certifier ID” on page 200.
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Chapter 5. Connecting Lotus Domino Servers

In this scenario, as shown in Figure 1 on page 22, we attempt to connect our six
AIX Lotus Domino Servers in such a way that mail routing and replication are
enabled efficiently and transparently.

The first step in setting up connections between servers and domains is to design
the network topology that will be used.

5.1 Choosing a Topology for Replication and Mail Routing

The topology that was chosen was a hub and spoke topology. With this method,
the hub always initiates the request for replication. Connection documents for
replication were created at the hub, and not at the spokes, to ease administration
and maintenance.

Hub and spoke topology is the most efficient setup for Lotus Domino servers. The
hub server replicates with each spoke server in turn according to the schedule
you define. You can:

« Install multiple protocols on hub servers to enable communication in
organizations using more than one protocol. This places hub servers in
multiple Lotus Domino named networks, another source of efficiency. Hub
servers can connect multiple Lotus Domino named networks.

< Bridge parts of a network, such as a LAN and a WAN, with a hub server.

e Centralize administration of the Public Address Book by designing the hub
with Manager access and the spokes with Reader access. Making changes in
one replica (on the hub) synchronizes the spokes.

« Designate hubs by role, for example, replication hubs and mail hubs.

« Place server programs like Message Transfer Agents on hubs to make them
easily accessible.

« Use a hub to connect remote sites to your LAN or WAN.

Often, a single hub server and its spoke servers make up one Lotus Domino
named network.

For our scenario, we created one hub in each domain with all servers (spokes) in
that domain connected to the hub. Each domain hub was then a spoke of the
main hub, thus fully connecting all the servers in the network.

The topology that we used as a base is shown in Figure 1 on page 22.

Notice that noteserv/ibm acts both as a domain hub for the ibm domain and also
as the main hub, connecting all domains together. It has a dual role.

5.2 Mail Routing

© Copyright IBM Corp. 1998

This section discusses what needs to be set up for mail to be routed between
servers in different domains and how to do the setup.
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5.2.1 Introduction to Mail Routing

For mail routing to occur between two Lotus Domino servers, you usually must
create Connection documents that specify how and when the mail routing occurs.
Connection documents are stored in the Public Address Book, and you should
ensure that all Public Address Books have been replicated correctly.

In a connection document, both the Mail and Replication tasks are enabled by
default. However, you can edit this setting and create separate Connection
documents for each task. If the Mail task is enabled in the Connection document,
Lotus Domino routes any pending mail during replication, in addition to routing
mail at scheduled times.

How you connect servers for mail routing depends on whether the servers are in
the same Lotus Domino named network and/or Lotus Domino domain:

« To set up mail routing between two servers in the same Lotus Domino named
network, you do not need to create a Connection document. Lotus Domino
automatically routes mail between servers on the same Lotus Domino named
network. A Lotus Domino named network is a group of Lotus Domino servers,
that share a common LAN protocol and have the same Lotus Notes Network
name in their Server documents in the Public Address Book in the Network
Configuration section.

« To set up mail routing between two servers that are in the same Lotus Domino
domain but are on two different Lotus Domino named networks, you create
two Connection documents, one in each direction, to ensure two-way
server-to-server communication.

« To set up mail routing between two servers in adjacent domains, you need a
Connection document in the Public Address Book of each Lotus Domino
domain.

« To set up mail routing if the servers are in two different Lotus Domino domains
that are connected by a third Lotus Domino domain, you create a Connection
document to the adjacent Lotus Domino domain and a non-adjacent domain
document in the Public Address Book. The adjacent Lotus Domino domain
then has a document to your non-adjacent Lotus Domino domain and does the
delivery to the destination Lotus Domino domain for you. Otherwise, every
user needs to know the full delivery path if addressing mail to a non-adjacent
Lotus Domino domain.

« To set up mail routing between a Lotus Domino Server and a non-Domino
server in a foreign domain, such as on the Internet, you create a Connection
document and a foreign Domain document in the Public Address Book of your
Lotus Domino domain.

5.2.2 Setting Up Mail Routing Connection Documents
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Initially, there will be no Connection documents for routing mail to other domains.
Any attempt to route mail across to another domain would result in error
messages on the server.

In this section, we will describe how to set up mail routing between two different
domains. To start, you must create Connection documents between two servers
for which you want mail routing to take place.

Having logged on as the administrator for the main hub:
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1. Select the server's Public Name and Address Book icon by clicking on it
once with the left mouse button or from the Administration Control Panel, click
System databases and choose Open Address Book or double click on the
Public Address Book icon to open the database.

2. Once the Public Address Book is open, choose the Connection view from the
navigator pane on the left side and click the Add Connection button at the top
of the screen.
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Figure 104. New Server Connection for Mail Routing

We decided to create one Connection document for mail routing and one for
replication.

3. In the Basics section of the Connection document, select the type of
connection and complete the remaining fields in the Basics section. These
fields will vary on the type of connection you choose. In our case, for
Connection Type, you chose Local Area Network from the drop down menu.
Our Source Server was not eser v/ i bm with the Source Domain i bmand our
Destination Server was it sosnp/ i t so with the Destination Domain it so.
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The Basics section of the screen (as the name suggests) is trivial. Just make
sure that the Source server name is fully qualified with the Source domain
name.

4. Complete the Scheduled Connection section:
* In the Schedule field, make sure ENABLED is selected.

Should you wish to disable the Connection document, select DISABLED
from the pull-down of the Schedule field in the Scheduled Connection
section of the screen.

¢ In the Call at Times field, enter a range of times (for example 12:00 AM -
2:00 AM) and or specify times (for example 12:00 AM, 3:00 AM) when you
want the source server to connect to the destination server. Separate
multiple specific times with a comma. The default is 8:00 AM to 22:00 PM.

« (Optional) If you enter a range of times to connect, then in the Repeat
Interval of field, optionally enter how soon after a successful connection
the source server attempts to connect again. The default is 360 minutes.

« In the Days of week field, enter the days of the week that you want the
source server to connect to the destination server. The default is every day
of the week.

5. In the Routing and Replication section:
« In the Tasks field, make sure Mail Routing is selected.

* In the Route at once if field, enter a value to determine the number of
pending messages that force mail routing to occur. The default is 5.

« In the Routing cost field, leave the default value of 1.

Lotus Domino uses routing costs to select the most efficient, least expensive
way to route mail messages from one server to another. The Mail Router
computes and stores information about these costs in its internal routing
tables. If there is more than one possible route for mail to travel between the
source server and the destination server, the Mail Router uses information in
the tables to calculate a least-cost route to the destination.

Save the Connection document (press the Esc key on the keyboard and click
on Yes in the Confirmation window to save the changes). On returning to the
Workspace, make sure the Public Name and Address Book icon is selected,
and select View -> Server -> Connections to see the Connection document
in the Name and Address Book. Figure 105 shows the Connection document
for noteserv/ibm to itsosmp/itso in the Public Name and Address Book.
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Figure 105. Lotus Notes - Connection Document in Name & Address Book

The second server (the domain hub) in domain itso will also need a Connection
document to the first server (the main hub) in domain ibm. Without it, users on
that domain would not be able to send mail or reply to users on other domains
through the main hub. The Connection document for the second server is shown
in Figure 106.
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Figure 106. Mail Routing Connection Document for Second Server

Now that the Connection documents are in place, we need to authorize the two
servers to communicate with each other. This is done by using cross certificates.

5.2.3 How Cross Certification Works
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Cross Certification at the Organization Level (Scenario 1)

The Braegen organization certifier (/braegen) cross certifies the IBM organization
certifier (/ibm). The cross certificate issued by Braegen is stored in Braegen’s
Public Address Book. The IBM organization certifier (/ibm) cross certifies the
Braegen organization certifier (/braegen) and the cross certificate issued by IBM
is stored in IBM’s Public Address Book. This allows all users and servers from
Braegen to authenticate with IBM and vice versa.

Cross Certification at the Organizational Unit Level (Scenario 2)

The Braegen Group maintains a customer support server SUPPORT exclusively
for use by external customers, one of which is Visual Concepts. The Braegen
organizational unit certifier (/support/braegen/ca) cross certifies the Visual
Concepts organizational unit certifier (faudio/visual/us), and the cross certificate
issued by /support/braegen/ca is stored in Braegen’s Public Address Book. The
Visual Concepts organizational unit certifier (/audio/visual/us) cross certifies the
Braegen organizational unit certifier (/support/braegen/ca), and the cross
certificate issued by /audio/visual/ca is stored in Visual Concept’s Public Address
Book.
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This cross certification enables Michael White/audio/visual/US and Erin
Smyth/audio/visual/us to authenticate with the server
SUPPORT/support/braegen/ca. However, it does not allow all users to
authenticate with the Braegen server PRODUCTION/DEV/braegen/ca.

5.2.4 Cross Certification and Authentication

Having set up the Connection document, the next step is to cross-certify the
Certifier ID on the servers in the two Lotus Domino domains. For this, we will be
following example 1: Cross Certification at the Organization Level. Without this
cross certification in place, the Lotus Domino Servers will not route any mail.

The steps for cross-certifying certificates are as follows:

1. Server A creates a Safe Copy of its Certifier ID and makes this file available to
Server B.

2. Server B cross-certifies the Certifier ID for Server A.

3. Server B creates a Safe Copy of its Certifier ID and makes this file available to
Server A.

4. Server A cross-certifies the Certifier ID for Server B.

The next two sections, 5.2.4.1, “Creating a Safe Copy of the Certifier ID” on page
127 and 5.2.4.2, “Cross Certifying the Certifier ID” on page 129 describe this
process by using two servers, noteserv/ibm and itsosmp/itso, as examples.

5.2.4.1 Creating a Safe Copy of the Certifier ID

This section outlines how to create a Safe Copy of the Certifier ID file, with the
assumption that there is no intermediary gateway in place for distributing the 1D
file by mail:

1. Select File -> Tools -> Server Administration... to display the Lotus Notes -
Administration dialog box, as shown in Figure 86 on page 97.

2. Select the server that you want to administer and click Administration -> ID
File... to display the Choose ID File to Examine dialog box, as shown in Figure
107.

Choose ID File to Examine

File Mame:

cert.id

List Files o
1D Files

27407738 15:55:51 20

Figure 107. Choose ID File to Examine
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3. Select the Certifier ID file for this server (usually cert.id) and click on OK.

4. Enter the password for the server on the Enter Password dialog box and click
on OK (Figure 108).

Enter Password

ord for ftsc:

Figure 108. Enter Password

5. On the User ID <domain_name> dialog box (Figure 109), select the More
Options icon and click on the Create Safe Copy... button.

User ID - noteserv

@ Mew Public Key. .

Certificates Mail Public Key...
Copy Fublic key

Encryption

are Options

Figure 109. User ID Management Screen

6. On the Enter Safe Copy ID File Name screen that is presented (Figure 110),
either accept the default or specify the name of the Safe Copy file in the File
Name field. You can either save the file on diskette or on a drive that is shared

with the server that you wish to connect to for mail routing.
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Figure 110. Name of the Safe Copy ID File

7. Click on OK.

8. Tell the Safe Copy’s file name and location to the administrator of the server
that you wish to cross-certify with.

5.2.4.2 Cross Certifying the Certifier ID
This section outlines how to cross-certify a Safe Copy of an ID file.

1. From the Notes Workspace, select File -> Tools -> Server Administration...,
click on the Certifiers icon, and select Cross Certify ID File... to display the
Choose Certifier ID screen (Figure 111).

Choose Certifier ID

List Files of Type:
ID Files

815

Figure 111. Choose Certifier ID Screen

2. Choose the server’s own Certifier ID file and click on OK.

3. Enter the password for the ID file (if required) and click on OK.
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4. On the Choose ID to be Cross-Certified dialog box (Figure 112), select the
other server’s Safe Copy ID file (in this scenario, it's noteserv.id) and click on
OK.

Choose ID to be Cross-Certified

File Mame:
nat
i h.id

notesery 1D

serverid

List Files of Type:
ID Files

0E/08/95 16:3

Figure 112. Choose ID to Cross-Certify Screen

5. (Optional) Change the expiration date of the certificate. The default is 10
years.

6. (Optional) Click Certifier, select a different certifier to issue the cross
certificate, and click OK.

7. On the Cross Certify ID dialog box (Figure 113), click on Cross Certify.

Cross Certify ID

Certifier...

Subiject name:

Fey:

Ex|

Cancel

Figure 113. Cross Certify

8. Enter the password for the ID file (if required) and click OK.
9. Click on No to exit the screen prompting for more ID files to be cross certified.
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5.3 Replication

5.3.1

Introduction

This section discusses what needs to be set up for replication of databases to
occur between servers and how to do the set up and customization for
replication.

to Replication

Replication is the process of synchronizing documents from the same databases
on different servers or workstations. The synchronization only works if the
databases are replicas -- that is, they have the same replica ID, which is a unique
number assigned to the database when it is created. You can keep multiple
replicas of a single database on multiple servers. By using distributed replicas,
users can access the same information on different networks, in different time
zones, or in different countries, without having to access one centrally located
database.

5.3.2 Creating the Connection Document for Replication

We will use a different Connection document for replication. To do this, follow
these steps:

1. Double Click on the Public Name and Address Book to open it.
2. Choose Connections view from the Navigation Panel on the left.

3. Click on the Add Connection button at the top of the view.
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Figure 114. Lotus Notes - New LAN Connection (for Replication)

4. Complete the Basics section of the document first, making sure that you
specify the Source server field as the fully qualified name of the server that will
act as the hub. In our scenario, this will be the AIX server noteserv/ibm.

5. In the Connection type field, select the type of network connection to be used
(LAN, dial-up modem, Remote LAN service, or passthru server).

6. In the Routing and Replication section, select Replication only from the
pull-down on the Tasks field, while keeping the Replication Type as Pull
Push. (We want the hub to pull changes from the spokes and push changes to
the spokes.)

7. (Optional) In the Replicate databases of Priority field, specify High, Medium
& High, or Low & Medium & High. The default is Low & Medium & High.

8. (Optional) In the Files/Directories to Replicate field, you can specify to only
replicate certain databases or directories of databases.

9. (Optional) Enter a time limit for the replication in the Replication Time Limit
field.

10. The Scheduled Connection section of the document is where you specify
when and how often replication should take place.

132  Lotus Domino Release 4.6 on IBM RS/6000



11. When you have filled-in all the values, press Esc on your keyboard and
answer Yes to save the document and return to your Workspace.

5.3.3 Required Authorizations in Server Document

CREA BSE 7B 7 E = =seti

The next step is for the spoke server to authorize the hub server to create replica
databases. This is done by using the Create replica databases field in the spoke
Server document.

To ease administration, it is recommended that a Lotus Notes Group be set up
which lists all the resources allowed to create replicas on the server:

1. Double click on the Public Name and Address Book to open it. Choose the
Group view from the Navigation panel on the left side and click on the Add
Group button at the top of the view. When you have opened Group document,
the screen, shown in Figure 115, will appear.

Lotus Notes - Administrators

Basics:
Group name:

Group type:

Description:

kemhers:

p  Administration

GROUP: Administrators
T &dministrators
ThAulti- purpose =1
"
Talison Smythitso
Dianne Smyths/Sales/tso
richael Whitedtso =1

) . W

Figure 115. Lotus Notes - New Group

Once the Group has been set up, we can update the Server document to
authorize that Group to create replicas:

1. Select the Public Name and Address Book by clicking on it once. Select
View -> Server Other... -> Server\Servers and click on OK to display a view
of the servers.

2. Select the spoke server that will be replicated to, and click on the Edit Server
button.

3. Click on > Restrictions. Your screen should now look like the one shown in
Figure 116.
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Figure 116. Updating Server Document for Replication Authorization

5.3
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4. Tab down to the Create replica databases field, and type in the Lotus Notes
Group name that you created for this use, or use the drop-down menu and
select the Group from the Public Address Book.

5. Save the document and return to your workspace.

.4 Creating the Replica on the Spoke Server

Replication only works when two servers have a database in common. For this
reason, before scheduled replication can work, the hub server must create a
replica of the database on the spoke.

If you wish to define replication settings for the database, such as specifying the
documents or database features the replica can receive, then you must define
those settings first. Refer to 5.4, “Selective Replication” on page 136 for details
on what the settings are and how to define them.

Once the replication settings are in place, it is then possible to create the replica:
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1.

Select the icon of the database that you want to replicate (by clicking on the
icon once) and select File -> Replication -> New Replica... to display the
New Replica <database_title> screen, as shown in Figure 117.

New Replica "Notes Discussion”

noteservind

Title: Ho

File name:

Encryption... Size Limit...

20 Immecliately

Figure 117. Creating a New Replica of a Database

2.

Type in the name of the spoke server (the server you want to replicate to) in
the Server field, or select it, if available, from the pull-down menu.

. Enter the title of the replica in the Title field and give the replica a name in the

File name field. The name you specify in this field does not have to be the
same as the name of the file on the source server. Lotus Notes recognizes
replicas using the Replica ID. Refer to 5.4.2, “Database Replica IDs” on page
141 for more information.

4. If you want to define the replication settings, click on Replication Settings.

5. If you want to encrypt the local copy of the database, click on the

9.

Encryption... key and specify how you want the database to be encrypted.

If you want the database to grow beyond the 1 GB default limit, click on the
Size Limit... key and select a new value.

Select Immediately to create the replica on the destination server while also
replicating the documents that the database holds. Or, if you want to create
the replica now and wait for the normal replication process to replicate the
documents, then select the Next scheduled replication radio button.

Select Copy Access Control List to copy the list from the source server to
the destination server.

Click on OK.

10.Enter your password, if prompted, and click on OK.

The database will then be replicated to the spoke server where it can be added to
the workspace by using File -> Database -> Open..., selecting the replica
database, and then clicking on the Add Icon on the Open Database screen to
add the icon to the workspace. Then click on Done.

If you get a message back saying that you are not authorized to update the
server, restart the spoke server and then try creating the new replica again.
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If you have Stack Replica Icons selected from the View pull-down menu on the
Notes Workspace and you open the replicated version that is on the hub server’s
Workspace, Lotus Notes will stack that icon onto the local server icon. (This will
only work if you click on the replicated version.)

Clicking on the downward arrow that’s present on the icon itself will enable you to
select which version of the database you want to work with.

The prerequisites for replication are now in place:

1. Connection document on one of the servers

2. Authorization for creating replicas

3. Creating the new replica

The databases(s) can now be replicated according to the schedule in the

Connection document. To replicate outside of this schedule or to force
unscheduled replication, you can select File -> Replication -> Replicate....

5.4 Selective Replication

136

Selective replication formulas establish a set of criteria for a replicated document.
For example, a replication formula can instruct the server to replicate only
documents from a certain person, about a certain topic, or in a particular view or
folder.

Database managers with authority to create replicas on other servers can
centrally administer those replicas. (See 5.3.3, “Required Authorizations in
Server Document” on page 133.)

It is important to remember that database managers of replicas on other servers
can at any time bypass any replication settings that were defined centrally.

There are three steps that need to be completed for centralized replica
administration. They are:

1. Select a destination/source server combination.

2. Specify the documents a replica can receive.

3. Select the database features that replicas can receive.

Each one of these three points is discussed here:
1. Select a destination/source server combination:
a. Right-click on the Database icon, and select Replication Settings.

b. On the Replication Setting screen, click on the Advanced icon. A dialog
box similar to the one in Figure 118 will be displayed.

c. Inthe When computer field, enter the name of the server where the
replica will be. If you can't find the server that you want from the pull-down
for this field, click on the Computer icon on the far right-hand side of the
field. From the Servers screen that appears, either type or select the name
of the server you want. Click on OK to return to the Replication Settings
dialog box.
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d. In the Receives from field, either select the source server from the
pull-down, or click on the computer icon on the far right-hand side to either
select or type the name of the server that you want.

Make sure that you have the source and destination servers specified in
the correct order. The When computer server is the one which will receive
the new replica and, perhaps, a subset of the information. The Receives
from server is the one which stores the entire contents of the database,
and it is also the server from which all other replicas of this database are
administered.

Figure 118 shows the advanced settings for a new replica of a database
that will be created on the destination server, noteserv/ibm and
administered centrally from the source server, itsosmp/itso.

See step 2 on page 138 for information on how to Replicate a subset of
documents and how to Select by formula.

See step 3 on page 139 for information on the Replicate incoming section
of the dialog box.

Replication Settings for Notes Discussion

Dther Fieplicate incomming:
| Forms, , etc. Ay ntral list
| Agents | Deletions

farmula [T Fields

Figure 118. Advanced Settings for Replication

e. Select Fields to select the specific fields that the replica will receive. Click
on the Define button to select whether you want to replicate All Fields or
Custom. If Custom is selected, you can choose a subset of fields to
replicate. See Figure 119 for an example of the list of fields you can choose
to selectively replicate.
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Replicate Selected Fields

Custom

Cancel

Help

Custom allows you to choose which database fields to replicate. viou should have 2
thorough knowledge of the database design before using this feature.

Figure 119. Replicate Selected Fields

Note

If defining fields to replicate for the Public Name & Address book, you can
select a third option - Minimal Address Book - which will send the smallest
possible set of fields required to send Lotus Notes mail. This option is
particularly useful for mobile Lotus Notes users.

Specify the documents that a replica can receive.

There are three main reasons why you may want to define only a subset of
documents to be replicated:

« To save disk space on destination servers

« To save on time (and, therefore, cost) associated with replicating a
database

« To meet the requirement for making certain views and folders available at
the destination server

2. To define a subset of documents, follow the steps below:
a. Right-click on the Database icon, and select Replication Settings....

b. On the Replication Settings screen, click on the Advanced icon and check
Replicate a subset of documents.

c. If you want the destination server to receive only certain folders and/or
views, then select the ones that apply from the list that is displayed. The
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specification for the subset of documents is only applicable to the
destination/source server combination selected in the Replication Settings
dialog box.

d. A replication formula is similar in concept to a view formula. You may use
replication formulas to determine which documents a replica receives.
Check Select by formula, having first checked Replicate a subset of
documents.

You can then enter the formula that defines the subset of documents in the
formula window (see Figure 120).

Note: The specification for the subset of documents is only applicable to
the destination/source server combination selected in the Replication
Settings dialog box.

Replication Settings for Notes Discussion

Fields & Fun Formula. b

Replicate incaming:

Figure 120. Selecting a Subset of Documents by Formula

The formula shown in the formula window of Figure 120 will only allow
documents with the string "Red Book" in the Subject field of the database
to be replicated.

You cannot use @DbLookup, @UserName, @Environment, or @Now in a
replication formula.

Using @IsResponseDoc in a replication formula causes all response
documents in a database to replicate, not just those that meet the selection
criteria. To avoid this, use @AIlIChildren or @AllIDescendants instead.

3. Select the database features that replicas can receive.
It is possible to tailor the following replication features:

a. Deselect Forms, views, etc. to prevent database design changes being
sent to the replica.

b. Deselect Agents to prevent a database replica receiving agents.
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c. Select Replication formula to allow a replica to receive the selected
replication settings.

Note: Steps a, b and c above are only relevant when the source server has
Manager or Designer access to the replica as specified in the ACL of the
replica database.

d. Deselect Access control list (ACL) to prevent a replica from receiving
changes made to the ACL. This is only relevant if the source server has
Manager access to the replica.

e. Select Deletions to allow a replica to act on deleted documents.
Documents will not be deleted from the replica database if:

1) Do not send deletions made in this replica to other replicas is
checked in the Send panel of the Replication Settings dialog box
(Figure 121) for the source server, or

Replication Settings for Notes Discussion

Figure 121. Replications Settings - Dialog Box

2) Deletions is not checked in the Advanced panel of the Replication
Settings dialog box.

As a default, a replica will inherit all the database features with the exception of
the replication formula.

Note

The features that you specify are only applicable to the destination/source
server combination selected in the Replication Settings dialog box.
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Note

Everything is now in place for the central administration of the replica.

5.4.1 Features That Will Not Replicate

The following values must be tailored at the destination server and cannot be
defined centrally:

« Remove documents not modified in the last <number> of days.

« Receive summary and 40 KB of Rich Text only.

* Do not send deletions made in this replica to other replicas.

* Do not send changes in database title and catalog information to other
replicas.

* Do not send changes in local security property to other replicas.

« Temporarily disable replication.

¢ Only replicate documents saved or modified after <date>.

¢ CD-ROM publishing date.

5.4.2 Database Replica IDs

All replicas of a database have the same Replica ID. This ID distinguishes a copy
from a replica. When Lotus Notes replicates, it checks for common databases
using this Replica ID.

To check a Replica ID, click once on the icon for the database on the Workspace,
select File -> Database -> Properties..., and then click on the Information tab
(second tab) to display the Replica ID for the database (Figure 122).

14
=
%

Easics | (j ) \\, Ei \ Design \\ Launch \ Full Text\\

Size: 1954 KB Documetits: 0
% used: I Compact I
Activity

Created: 0BMDEME 17:101:20
Modified: OE0gms 170219
User dctivity... |

Feplica 10 6206658 0075 F3Ca

Authorized for Lotus Motes Mail use
by Lotus Motes Template Development/Lotus Motes

Figure 122. Replica ID

5.4.3 Access Control Lists and Replication

The determining factor on exactly what changes a replica receives is the Access
Control Level given to the source server on the server where the replica database
exists.
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For example, the replica can only receive changes made to the design and

formulas of the database if the source server has at least Designer access to the

database.

Table 10 illustrates what is replicated according to the Access Level of the source

server to the database replica.

Table 10. Changes That Will Replicate

Access Level Access Control | Design & Edited New
List (ACL) Formula Documents Documents
Manager Yes Yes Yes Yes
Designer No Yes Yes Yes
Editor No No Yes Yes
Reader No No No No
Depositor No No No No
No Access No No No No

142 Lotus Domino Release 4.6 on IBM RS/6000



Chapter 6. Configuring Lotus Domino Servers on AlIX

This chapter covers some Lotus Notes features related to the AlX system, for
example, Lotus Domino Server startup and shut down and code distribution
under Network File System (NFS).

Several examples are presented throughout this chapter.

The following Lotus Domino Server configuration will be used for the examples:

* The Lotus Domino software is installed in the file system /usr/domino.

« The server is running as the AIX user notes and AlX group notes.

« The notes user home directory is in another file system mounted on /serverl.
All the server data files will be in the directory $SHOME/notesr4.

Note

The /usr/domino and the /serverl directories are mount points for two
different file systems. The first one will be used for the Lotus software in
general, and the second one is the home directory for the notes user.

All the code and examples in this chapter were made assuming this configuration,
and you will need to customize them to work properly in your environment. To do
so, you will be required to know about administering AIX systems and Korn Shell
scripts.

6.1 Lotus Domino Server Startup

This section covers the following topics:

* How to start up the Lotus Domino Server manually from an AIX command line.

« How to startup the Lotus Domino Server using a startup script.

« How to start up the Lotus Domino Server on an AlX machine automatically at
bootup.

6.1.1 Lotus Domino Server Startup from AIX Command Line

© Copyright IBM Corp. 1998

These are the steps to start up the Lotus Domino Server on an AlX machine and
get a server console:

1. Log in as the notes user.

2. Type the command: server

Note

If your notes.ini file is in your path, you don't need to type the Lotus Notes
data directory. In our configuration, this directory is /serverl/notesr4.

3. You may need to type the Lotus Domino Server password.

This procedure will give you the server console on a screen or window. If you Kill
this screen, the server crashes; it won't respond to any requests. To recover from
this situation, you have to kill all the servers and all their child processes and
remove the corrupted shared memories and semaphores they created. Section
15.3, “Cleaning Lotus Domino Processes” on page 418 contains an explanation
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about killing these processes and removing corrupted shared memories and
semaphores and contains a script to do it.

To run the server in the background, use the following command:

$ nohup /opt/1otus/bin/server <notes data directory> <<ECF &
> <Server _Passwor d>
> BECGF

Figure 123. Running the Lotus Domino Server in Background

The server output will be directed to the file nohup.out. You will have to type your
Lotus Domino Server password. If your server doesn’t need a password, press
Enter. If you wish to see the server output, you need to look into the nohup.out
file. You can send commands to this server through the server remote console
(see 6.2.2, “Shutting Down Lotus Domino Server on Remote Console” on page
150).

The recommended way to start up a server is the startup script shown next.

6.1.2 Starting the Lotus Domino Server using a Startup Script
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In case you wish to start the Lotus Domino Server in the background using a shell
script, we give below the following two shell scripts to be executed for fully
accomplishing the task.

6.1.2.1 Defining the Environment
This script defines essential parameters for use by the other scripts.

#!/ bi n/ ksh

# Domi no Application Server Environnent Variable Script

# Licensed Materials - Property of |IBM

# (C) COPYR GHT International Business Machines Corp 1994, 1998

# Al R ghts Reserved.

# US Governnent Users Restricted R ghts - Use, duplication or disclosure
#

restricted by GSA ADP Schedul e Contract with | BM Corp.

Description - env_doni no

This script nmakes variable definitions that are comon to
the start_dom no, stop_dom no scripts

# This script is provided "As Is".
# Script Environnent variables.

NOTES_USER=not es# Al X userid for this server

NOTES_PATH=/ server 1/ not esr4# Path for server data directory

NOTES_SERVER=not eser v# Name of Dom no Server

QUTPUT_LGOG=/ t np/ $NOTES_SERVER | og# Qutput file for server console

I NPUT_FI LE=$NOTES_PATH $NOTES_USER i nput# Input file for server console
PATH=$NOTES_PATH: / opt / | ot us/ bi n: $HOVE/ bi n: $PATH# Ensure PATH is set for scripts

6.1.2.2 Starting the Server

This script starts the server in the background, redirecting the console to
$OUTPUT_LOG, and reading commands from $SINPUTFILE.

#!/bin/ ksh -x

# Domino Server Start Script

# Licenced Materials - Property of |IBM

# (C) COPYR GHT International Business Machines Corp 1994, 1998

# Al R ghts Reserved.

# US Covernnent Users Restricted R ghts - Use, duplication or disclosure
# restricted by GSA ADP Schedul e Contract with | BM Corp.
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Description - start_dom no
This is a server startup script to start the Domi no Server in background

that gets command input froma file and pipes the output to another which
can be nonitored by administrators.

The INPUT file allows any conmand to be issued to the Domi no Server so
this file should be treated accordingly ...hidden with the appropriate
perm ssions to prevent unauthorized access to the server

B I R

# This script is provided "As Is".

# Set Script Environnent variables.
env_doni no

# Script Logic

if ((id -u == 0))

then
print "Run the Dom no Server as the $NOTES_USER user "
exit

fi

#

# if you are using /etc/hosts for tcpip nane resolution rather than a nane
# server or NS, then uncomment the follow ng line:
#export NSORDER=bi nd, | ocal , ni s

#

if [ ! -x /opt/lotus/bin/server ] ; then
echo "Cannot access server command - exiting"
exit 1

fi

if [ ! -d $NOTES_PATH] ; then
echo "Cannot access notes data directory - exiting"
exit 1

fi

NOTES_RUNNI NG=' ps -fu $NOTES USER | grep /opt/lotus | grep -v grep '
if [[ -n $NOTES_RUNNING ]] ; then

echo "Dom no Server is already running - exiting"

exit 1
fi

cd $NOTES PATH

#

# Cean up if the Domno Server term nated abnormally earlier
#

rm-f ~notes.|ck

mens="ipcs | grep $NOTES USER | awk '{ print $1 $2 }' | awk -F'nf "{ print $2 }' | awk ’{
print $1 }"°

sems='ipcs | grep $NOTES_USER | awk "{ print $1 $2 }’ | awk -F's" "{ print $2 }' | awk '{
print $1 }'°

for j in $menms;do if [ -n "$j" ] ; then ipcrm-m$j;fi;done

for j in $sems;do if [ -n "$j" ] ; then ipcrm-s $j;fi;done

export Not es_SHARED DPOOLS| ZE=40000000

#

# For servers using Notes passwords,

# replace the previous line with the following two |ines.
#

cat .secure_hi dden_passwd > $I NPUT_FI LE

echo "show server" >> $I NPUT_FI LE

cp -p $QUTPUT_LOG $QUTPUT_LOG ‘ date +" %%y %o

#cp -p  $OUTPUT_LOG $QUTPUT_LGOG backup

print "Starting Domno for Al X ($NOTES_SERVER)"
/opt/lotus/bin/server < $INPUT_FI LE > $QUTPUT_LCG 2>&1 &

Configuring Lotus Domino Servers on AIX
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6.1.3 Starting the Lotus Domino Server Automatically

To start up the Lotus Domino Server automatically after a reboot, you have to
create an entry in the /etc/inittab file and a script to start up the server. In our
example, the script is called start_domino, which is described in 6.1.2.2, “Starting
the Server” on page 144. It will be in the directory /serverl/bin. The output of the
server will moved into /tmp directory.

Use the following procedure to implement our example:
1. Log in as the notes user, and do the following:
e Create a directory called bin
$ nkdir -m 700 /serverl/bin
* Move the file start_domino in the directory /serverl/bin.
$ nv start_donino /server1l/bin
2. Login as root to do the following:
e Create an entry in the /etc/inittab file for the Lotus Notes startup script

# [usr/sbin/nkitab "notes: 2:once:/bin/su - notes -c
/ server 1/ bi n/ start_dom no
# Domno Server Startup”

This is a one line command.

— Note

If you want to remove this entry from /etc/inittab, use the command
below. This is a one line command.

# [usr/sbin/rmtab "notes: 2:once:/bin/su - notes -c
/server1/ bin/start_dom no
# Domno Server Startup”

In the next boot, the Lotus Domino Server will be started up automatically. If you
want to start up the server without rebooting the machine, as the not es user type:

$ nohup /serverl/bin/start_domno &

This a simple example. You can change this sample program to customize your
logs and directories.

6.1.4 Using the AIX alog Facility

The alog facility of AlIX can be used to maintain the server log messages. The
al og command creates and maintains fixed-sized, circular log files. It makes it
easier to maintain the size of the log file.

146 Lotus Domino Release 4.6 on IBM RS/6000



Note

To use the alog facility, you need to have at least AIX 4.1.5, and the
bos.rte.serv_aid fileset must be installed in the system. Without this, the alog
facility won't work properly with Lotus Notes. You can use the command:

Islpp -1 | grep bos.rte.serv_aid
to check if the fileset is installed in your system.
You also can run the following test to ensure that your alog version will work
properly with Lotus Notes:
1. Run the command:

alog -f /tnp/test.log

2. Type some words and press Enter. The al og command echoes your input.
3. Suspend the al og command by pressing Ctrl-Z (stop signal).
4. Run the command:

alog -f /tnp/test.log -0

5. If it shows what you've typed, it is working. If it shows only what you've
typed when you finish the previous al og command (you have to put it in the
foreground again and press Ctrl-D), it won't work with Lotus Notes. The
reason for this is that it outputs the messages to the log file only when its
standard input is finished.

To use the al og command, you must:

« Create a log file definition in the Software Service Aids Attributes Object Class
(SWservAt) of the host's Object Data Manager (ODM).

« Modify the startup script to use the al og command.

The script configure.alog (Figure 124 on page 148) creates a log file definition
(file name /serverl/log/server.alog, file size 512 KB) and creates the inittab entry
to start up the server.

It first tries to remove the old definitions, if there are any, with the odnuel et e
command. Then, it creates the log file ODM definition. The log name is notes, the
file name is /serverl/log/server.alog, and the file size is 512 KB.

After that, it removes any inittab entry that begins with Notes (take care to not
destroy your inittab) and creates the inittab to call the script
/serverl/bin/startup.alog.
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# / bi n/ ksh
#@#) onfigures Automati c Notes Sartup.
# Script startup nust be in ~notes/bin/startup

if [[ “/bin/id-u '=01]]

then
echo "Eror: you nust be root..." >&
exit 1

fi

LHOME=~not es
LOG=$LHOMWH | og/ ser ver . al og
S 7E=524288

# Del etes previous ol d odmfor the log notes...

echo "Del eting previous CMentries..."

/bi n/ odnulel ete -0 SMgervAt -q 'attribute=al og_type AND deflt=notes’
/bi n/ odnulel ete -0 SvgervAt -q attribut e=not es_| ognane

/bi n/ odndlel ete -0 Sv@ervAt -q attribut e=notes_| ogsi ze

/bi n/ odnuel ete -0 SgervAt -q attribut e=notes_| ogverb

# Define in Man alog for Donmino Server wth size 512K
echo "Defining new @MMentries..."
/bin/cat <<BQF | /bin/odnadd
SVder VA :
attribute="al og_t ype"
def It ="not es"
val ue="not es"
Siger vA«L:
attri but e="not es_| ognane"
defl t="$LCG
val ue="$LCG
Siger vA«L:
attribute="notes_| ogsi ze"
def [ t="$9 ZE'
val ue="$39 ZF'
SVger VAL :
attri but e="not es_| ogverb"
defl t="1"
val ue="1"
ECF

# Delete old inittab entries...
ENTRY=/bin/awk -F. *$1 == "notes" {print}’ /etc/inittab
if [[ -n$ENTRY ]]
then
echo Renoving inittab entry: $ENTRY
/usr/shin/rntab "$ENTRY"
fi

# Qeate the newone. ..

echo GQreating inittab entry...

/usr/sbin/nkitab "notes: 2: once:/bin/su - notes -c $LHMH bi n/startup. al og \
# Domino Server Sartup"

Figure 124. Script to Configure Automatic Start Up (configure.alog)

The new script, startup.alog, is shown in Figure 125 on page 149. The difference
is that this script redirects the standard output to the al og command instead of to
the log file. Note that the server messages will appear in the host console. If you
don’'t want this, redirect the alog standard output to /dev/null. You need to put the
password of the user notes in the file named ~/bin/.notes.
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# / bi n/ ksh
#@#) Sarts up Lotus Domino Server...
#

. letc/environnent | /bin/alog -tnotes > /dev/ consol e

NOTESPATH= opt / | ot us/ bi n
export PATHESNOTESPATH ~/ not esr 4: $PATH
export LANG-C

/bin/alog -tnotes > /dev/consol e
SNOTESPATH server < ~/bin/.notes 2>81 | \
/bin/alog -tnotes > /dev/consol e &

Figure 125. Script to Start Up a Lotus Domino Server (startup.alog)

To view the log contents, use the command:

$ alog -tnotes -0

You also can use smit, run: snit al og_show type: not es in the Alog TYPE field and
press Enter (Figure 126). Press Enter again, and you’'ll have the log file.

Showan Alog Fle

Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.

[Entry Felds]

A og TYFE not es

Aog Fle NAME [/ server1/1 og/ server. al og]
Fl=Hel p F2=Ref resh F3=Cancel F4=Li st
F5=Reset F6=Cormand Fr=Edi t F8=l nage
Fo=Shel | F10=Exi t Ent er =Do

Figure 126. Show an Alog File

To change the file name, or the log size, run: snit al og_change. Then type not es in
the Alog TYPE field and press Enter (Figure 127 on page 150). To change the file
name, type the new one in the Alog File NAME field. To change the file size, type
the new one in the Alog File SIZE field. Note that if you change the file size, the
prior log messages will be erased.
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Change / Show Characteristics of an Aog File

Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.

[Entry Helds]
Aog TYPE not es
A og File NAVE [/serverl/|log/server.alog] /
Aog File SZE [ 524288] #
VERBCE TY [1] #
Fl=Hel p F2=Ref r esh F3=Cancel F4=Li st
F5=Reset F6=Conmand Fr=Edi t F8=I nage

Fo=Shel | F10=Exi t Ent er=Do

Figure 127. Change / Show Characteristics of an Alog File

6.2 Lotus Domino Server Shut Down
This section covers the following topics:

* How to shut down the Lotus Domino Server on server console.
¢ How to shut down the Lotus Domino Server on remote console.
¢ How to shut down the Lotus Domino Server using AIX commands.
« How to shutdown the Lotus Domino Server using a shell script.

6.2.1 Shutting Down Lotus Domino Server on Server Console

If you have the Lotus Domino Server console on a screen, just type the
command exit or quit. It may take 10 seconds or more for the server to shut
down.

6.2.2 Shutting Down Lotus Domino Server on Remote Console

Another way to shut down the server is to use the remote console from the
Lotus Notes administrator workspace. Start the administrator workspace and:

1. Choose File -> Tools -> Server Administration... from the Lotus Notes
Workspace screen to get the Server Administration screen (Figure 128 on
page 151).
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Choose a server to administer:

|f:| oteserwilam

Local

a1 B1 0kJikbm
a1 B1 0k
a1 B1 0dfbm
a1 B101Abm
a1 61 0gskbm

1otesersaibm

Figure 128. Lotus Notes - Administration

2. Choose the server you want to shut down and click on the Console button.
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Dione
Help
eommand: ’T

ot

Server output;

[ Pause output

Figure 129. Remote Server Console

3. On the Remote Server Console screen (Figure 129), you can change the
server you want to shut down. Enter the command quit or exit in the Server
Console command box.

4. Click on the Send button.
5. Enter the Lotus Notes administrator password, if asked.

6. The system warns you that you won't be able to restart the server from the
remote console. If you want to shut down the server, click on the Yes button.

7. The Server response box will show the following message when the server no
longer responds:

COMVAND SENT: qui t
Renmot e systemno | onger respondi ng

Figure 130. Server Response

8. Click on the Done button.
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Note

You can use the remote console to send other commands to a server. Refer to
Appendix B in the Lotus Notes Administrator’s Guide for additional information

on server commands.

6.2.3 Shutting Down Lotus Domino Server Using AIX Command

On the operating system level, log into the server as user not es, then you can use

the command, server -q to shut down the Lotus Domino Server (assuming the
directory containing the installation binaries, /opt/lotus/bin, is already in your
PATH statement).

— Note

If the server is not responding, you have to kill (with -9 signal) all the servers
and theur child processes. You also have to clean the shared memory and
semaphores used by the notes user. The script in 15.3, “Cleaning Lotus
Domino Processes” on page 418, describes how to kill notes processes and
clean shared memory and semaphores.

6.2.4 Shutting Down Lotus Domino Server Using Shell Script

In case you wish to stop the Lotus Domino Server using a shell script, we give
below the following two shell scripts to be executed for fully accomplishing the
task.

6.2.4.1 Defining the Environment
This script defines essential parameters for use by the other scripts.

#!/ bi n/ ksh

# Domi no Application Server Environnent Variable Script

# Licenced Materials - Property of |IBM

# (C OOPYR GHT International Business Machines Corp 1994, 1998

# Al R ghts Reserved.

# US Governnent Users Restricted R ghts - Use, duplication or disclosure
#

restricted by GSA ADP Schedul e Contract with | BM Corp.

Description - env_doni no

This script nmakes variable definitions that are comon to
the start_dom no, stop_dom no scripts

# This script is provided "As Is".
# Script Environnent variables.

NOTES_USER=not es# Al X userid for this server

NOTES_PATH=/ server 1/ not esr4# Path for server data directory

NOTES_SERVER=not eser v#f Name of Dom no Server

QUTPUT_LGOG=/ t np/ $NOTES_SERVER | og# Qutput file for server console

I NPUT_FI LE=$NOTES_PATH $NOTES_USER i nput# Input file for server console
PATH=$NOTES_PATH: / opt / | ot us/ bi n: $HOVE/ bi n: $PATH# Ensure PATH is set for scripts

6.2.4.2 Stopping the Server

This script is used to stop a running server properly. If the server does not
respond anymore, the script kills the server processes and cleans up system
resources.
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#!/bi n/ ksh -x

# Domino Server Stop Script

# Licenced Materials - Property of 1BM

# (C OOPYR GHT International Business Machines Corp 1994, 1998

# Al R ghts Reserved.

# US Governnent Users Restricted R ghts - Use, duplication or disclosure
# restricted by GSA ADP Schedul e Contract with |1BM Corp.

# Description -

#

# This is the script to STOP the Domi no Server which has been started using
# the corresponding script (start_dom no).

# The script attenpts to QU T the server gracefully and waits 2 mnutes.
#

# |f Domino Server has not shut down by then, the plug is yanked.

#

Dependi ng on your environment, you may want to change this time-out period.

# This script is provided "As Is".
# Set Script Environnent variables.
. env_doni no

# Script Logic

print "Stopping Donmino for A X ($NOTES_SERVER)"

print " . waiting for shutdown to conpl ete"

echo " quit " >> $INPUT_FILE

#

#

#

count =0

NOTES_RUNNI NG= ps -fu $NOTES_USER | grep /opt/lotus | grep -v grep *
while [[ -n $NOTES_ RUNING ]] ; do

sl eep 10
count =" expr $count + 1
echo " ... waiting "$count"0O seconds"
#
# Term nate Domino Server if still running
#
if [ $count -eq 13 ] ; then

echo "Domino Server is still running after 2 m nutes"

echo " ... now for the ungraceful nethod"

for i in‘ps -fu $NOTES USER | grep lotus | grep -v grep | awk '{ print $2 }'*; do

kill -9 $i

done

menms="ipcs | grep $NOTES_USER | awk '{ print $1 $2 }' | awk -F'nf '{ print $2 }’ | awk ’{
print $1 }"°

sems='ipcs | grep $NOTES_USER | awk '{ print $1 $2 }' | awk -F's" '{ print $2 }’ | awk '{
print $1 }"°

for j in $menms;do if [ -n "$j" ] ; then ipcrm-m$j;fi;done

for j in $sems;do if [ -n "$j" ] ; then ipcrm-s $j;fi;done

echo "Domino Server ($NOTES_SERVER) TERM NATED'

exit

fi

NOTES_RUNNI NG=' ps -fu $NOTES USER | grep /opt/lotus | grep -v grep *
done

#

echo "Domino for Al X ($NOTES_SERVER) shut down conpl et ed"

6.3 Lotus Domino and NFS

This section covers how to use the Network File System (NFS) to share the Lotus
Notes installation kit files (the Lotus Notes CD-ROM), share the Notes
workstation software files, and distribute the client’s Notes data directories.

Using remote directories for the Lotus Notes servers is not recommended. With
NFS, you may have performance problems due to the use of the network. Beyond
the performance problems, you have an availability problem. When the NFS
server goes down, the Lotus Domino Server stops working until the NFS server
becomes available again.
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For the clients, there are the same problems, but there are some advantages:

« When sharing the Notes workstation software files, you reduce the disk space
usage on the clients.

* When sharing the Lotus Notes installation kit files, you don't need to have a
CD-ROM physically installed on each host. This is also useful for installing
servers, because these files are used only in the installation of the Notes
workstation software files.

* When distributing the client's Lotus Notes data directories, you have an easier
way to back up the client's files and save some client's disk space. But most
importantly, if you use a distributed environment, with the machines sharing
the same users, this is the easiest way to make a Lotus Notes client available
to the whole environment.

Note

To use NFS, the bos.net.nfs.server fileset must be installed on the host that will
export its file systems, and the bos.net.nfs.client fileset must be installed on the
machine that will mount servers' file systems. It's a good idea to install both of
them.

Run the command:

I'slpp -1 bos. net.nfs.server

to see if the server fileset is installed, and run the command:

I'slpp -1 bos.net.nfs.client

to check the client fileset.
Install both filesets if they aren't installed.

To use NFS correctly, you need a way to resolve all the host names and
addresses. This can be achieved by using the Domain Name Server (DNS), by
using Network Information System (NIS), or by using a consistent /etc/hosts file
in all hosts.

6.3.1 Combined Lotus Domino Server and Note Client Hosts

In Figure 131 on page 156, you can see a diagram of a UNIX host used as both a
Lotus Domino Server and a Lotus Notes client. It follows the server conventions
from the beginning of this chapter.
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Unix Lotus Domino Server &
Workstation Software
/usr/domino

#

Jose’s Server's Home Directory Mary’s
Home Directory /serverl Home Directory
/homel/jose /home/mary

Jose’s Server’s Notes Mary’s
Data Directory Data Directory Data Directory
/homel/jose/notesrd [/serverl/notesr4 /home/mary/notesr4

NS

Figure 131. Lotus Domino Server Unix Host

The principal components of the figure are:

UNIX Lotus Domino Server and Workstation Software
Located in the file system /usr/domino, it is used to run the server and all
the clients that can exist in this host.

Server’'s Home Directory
In our example, it is on the file system /serverl. It contains the server’s
Notes data directory (/serverl/notesr4), the user profile, the scripts
directory, and so on.

Server’s Notes Data Directory
Located in the directory /serverl/notesr4, it contains the server.id,
user.id, notes.ini, Lotus Notes databases, templates, mail files, and so
on.

Jose’s Home Directory
This is the directory for the AlX user jose. It is located in the directory
/home/jose.

Jose’s Notes Data Directory
Located in the directory /home/jose/notesr4, it contains all the notes files
for Jose’s Notes client.

Mary’s Directories
The AIX user mary, like the AlX user jose, has her own home directory,
Mary’s home directory (/home/mary), and her own Lotus Notes data
directory (/home/mary/notesr4).

In Figure 132 on page 157, you can see a diagram of a UNIX host used as a
Lotus Notes client. This host has only the Notes workstation software installed
locally. You don't need to install the Lotus Domino Server software in this host.
The client’s directories are such that they are in the UNIX server host. This host
will access its Lotus Notes server using a network protocol (TCP/IP or SPX).
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Unix Notes
Workstation Software
/usr/domino/lotus

Michael's
Home Directory
/home/michael

Ruby’s
Home Directory
/home/ruby

Ruby’s Notes
Data Directory
/home/ruby/notesr4

Michael's Notes
Data Directory

/home/michael/notesr4

Figure 132. Lotus Notes Client UNIX Host

We can say that the installation process of the Lotus Notes software has two
major steps:

1. Creating the UNIX Lotus Notes software from the distribution CD-ROM. At the
end of this step, you have the /opt/lotus/bin file system. This step has to be
done only once for each host, and after that, you won't need the CD-ROM.

2. Creating the Lotus Notes data directory. This is done when you run the not es
command for the first time. At the end of this step, you have the users’ notesr4
directory. This is the Lotus Notes setup procedure that has to be done at least
once for each server and each client. After that, you use both the /opt/lotus/bin
and the notesr4 directories to run the Lotus Domino Server or client
workstations.

Now you have different choices on how to distribute over the network:

¢ The Installation Kit to install other clients or server hosts. The target hosts
need to access this kit once for the first step of the installation.

* The UNIX Lotus Notes software to client hosts. These hosts will have to
access the file server whenever its users run the Notes workstation. With
these clients, you won't need to perform the first step of the installation.

* The users' Notes data directories. You can make the user's Notes workstation
available over the network.

6.3.2 Distributing the UNIX Installation Kit

When you want to install the Lotus Domino Server and workstation software on a
Lotus Domino Server host, or the Notes workstation software on a client host (the

first major step of the installation), you need the UNIX Installation Kit available on
a file server on the network.
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The Lotus Notes installation program can run on the file server to install multiple
remote hosts, or you can mount the Installation Kit directory from the file server
host on the host you want to install.

File Server

AlX Installation
Kit Directory
/cdrom or
/notescd

Notes Server Host Notes Client Host

Figure 133. Distributing the Lotus Notes AlX Installation Kit

The file server may have the Installation Kit on CD-ROM or copied to a file
system on its hard disk. If the Installation Kit is on a hard disk, the installation
process will be faster, and you will have your CD-ROM unit available for other
purposes.

In Figure 133, there is a file server with the Installation Kit exported and other
hosts that mount it.

Note

In our example, the CD-ROM is mounted over the /cdrom directory. The
/notescd contains a copy of the CD-ROM on the hard disk. You can choose one
of them to export.

You can choose names other than /cdrom or /notescd for these directories.
Just change them to your directories by using the commands in the following
sections.

6.3.2.1 Copying the UNIX Installation Kit
If you decided to use a file system, you first have to copy the Lotus Notes
CD-ROM to the hard disk. To copy it, log in as root, and do the following:

1. The Lotus Notes Release 4.6 CD-ROM has about 390 MB of data. Create the
/notescd file system using smtty crjfs; then select the volume group you
want, and the menu on Figure 134 will be shown. Enter the information in bold.
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Add a Journal ed File System
Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.
[Entry Fields]
\ol une group nane root vg
* 9 ZE of file system(in 512-byte bl ocks) [ 780000] #
* MOUNT PQ NI [/ not escd]
Mbunt AUTQVATI CALLY at systemrestart? yes +
PERM SS O\S read/ wite +
Mount CPTI QNS [1 +
Sart DO sk Accounting? no +
Fragnent S ze (bytes) 4096 +
Nunioer of bytes per inode 4096 +
Qonpr essi on al gorithm no +
Fl=Hel p F2=Refresh F3=Cancel F4=Li st
F5=Reset F6=Conmand Fr7=Edi t F8=I nage
Fo=Shel | F10=Exi t Ent er =Do

Figure 134. Add a Journaled File System

2. Mount the new file system: nount /not escd.

3. Remove the setgid bit from the /notescd permissions: chnod g-s /not escd.

4. Mount the CD-ROM: nount -r -v cdrfs /dev/cd0 /cdrom The /cdrom directory

6.

must exist before you issue this command. You can be using a CD-ROM
device other than /dev/cdO.

Run the commands below to copy the CD-ROM:

# cd /cdrom
#tar cvf - . | ( cd/notescd ; tar xvf - )

Or run the Lotus Notes for UNIX Distribution Copy utility:
# [ cdr ond uni x/ copydi st /not escd

It is recommended that you use the utility, which copies the files and checks
them.

3.2.2 Exporting UNIX Installation Kit

To make the Installation Kit directory available to NFS mounts, be sure to have
the NFS filesets installed in your machine, log in as root and:

1.

If you never used NFS in this host, run the command /usr/ sbi n/ nknfs -B. This
starts NFS.

Run snmitty nknf sexp and complete the fields as shown in Figure 135, or use
the command:

# [usr/sbi n/ nknfsexp -d /notescd -t ro -B
Change the /notescd directory to /cdrom if you want to export the CD-ROM.
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Add a Orectory to Exports List

Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.

[Entry Fields]
* PATHNAME of directory to export [/ not escd] /
* MIE to export directory read-onl y +
HOBTS & NETGROPS al | owed client access [1
Anonynous U D [-2]
HOSTS al | owed root access [1
HOSTNAME list. |f exported read-nostly [1
Use SEQRE option? no +
* BEXPORT directory now systemrestart or both bot h +
PATHNAME of alternate Exports file [1
Fl=Hel p F2=Ref resh F3=Cancel F4=Li st
F5=Reset F6=Conmand Fr7=kdi t F8=l nage

Fo=Shel | F10=Exi t Ent er=o

Figure 135. Add a Directory to Exports List

6.3.2.3 Mounting the UNIX Installation Kit

Now, you can mount the Installation Kit directory on the hosts you want to install.
For example, suppose that the file server host is called filserv, and the machine
you want to install is called ah1610d. You have to log in as root on ah1610d and
mount the Installation Kit directory from filserv. Perform the command:

# nmount filserv:/notescd / mt

to temporarily mount the Installation Kit over /mnt. Of course, you can choose
another directory as the mount point, and you have to change /notescd to /cdrom
if you have exported the CD-ROM directory.

After that, type in the command: cd / mt/ uni x and continue with your normal
installation procedure. See Chapter 2, “Installing a Lotus Domino Server” on page
23, for the server installation, and Chapter 3, “Installing a Notes Workstation” on
page 75, for the client installation.

6.3.3 Distributing the Lotus Notes Software Directory

160

In the example on Figure 136 on page 161, Michael’'s and Ruby’s workstations
don't have the /opt/lotus/bin file system installed. Instead of doing the first step of
the Lotus Notes installation, you can mount a file system from a remote server
that has the Notes Workstation installed on it. In our example, this file system will
be called /noteswrk. In the file server, you have to install the Notes Workstation
software to serve as a network resource.
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File Server (filserv)
Unix Notes Workstation
Software
for Exporting
/noteswork
Michael’s Ruby’s
Home Directory Home Directory
Michael's Notes Ruby’s Notes
Data Directory Data Directory
Michael's Workstation (ah1610d) Ruby’s Workstation (ah1610c)

Figure 136. Distributing the Lotus Software Directory

For example, suppose that the File Server in Figure 136 is called filserv,
Michael's workstation ah1610d, and Ruby’s workstation ah1610c. Both ah1610c
and ah1610d mount filserv’s file system, /noteswrk, over its local /opt/lotus.

To implement this example, you must:

1. Install the client workstation to serve as a network resource on /noteswrk on
filserv.

2. Export /noteswrk.
3. Mount /noteswrk on ah1610c and ah1610d.

4. Create a link for the VIM applications on mars and earth.

The file server doesn't need to be the Lotus Domino Server or run any Lotus
Notes applications. For performance reasons, it is recommended that you use
different servers, one host to be the Lotus Domino Server, another to be the file
server. But you can use a host as file server and Lotus Domino Server. In this
case, the configuration would be like that shown in Figure 137 on page 162. Note
that the server local clients use the /opt/lotus/bin file system to run the
workstations.
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File Server/Notes Server (filserv)

AlX Lotus Notes Software
usr/domino/lotus

Y

Jose’s Mary’s
Servers
Home and Data} | Home and Home and Data
Directories Data Directories
Directories

AIX Notes Workstation Software
for Exporting /noteswrk

Michael's
Home Directory

Ruby’s

Home Directory

Ruby’s Notes
Data Directory

Michael’'s Notes
Data Directory

Michael’'s Workstation (ah1610d) Ruby’s Workstation (ah1610c)

Figure 137. Distributing the Lotus Domino Software Directory from a Server

6.3.3.1 Installing the Notes Workstation Software

Before installing the Notes Workstation software, it's recommended that you
create a new file system to hold this software. With Lotus Notes Release 4.6,
installing Notes Workstation for AIX code without the documentation requires
approximately 160 MB of disk space.

Note
1. Run all commands below as root on the file server.

2. If you want to reinstall the Notes Workstation Software on a previous file
system, remove all its files and perform the installation.

To create a file system called /noteswrk:
1. Runsnit crjfs

2. Select the Volume Group you want to create the file system and press Enter.
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3. Complete the Add a Journaled File System menu, as shown in Figure 138,

and press Enter.

Add a Journaled Fle System
Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.
[Entry Felds]
\ol une group nane root vg
* S ZE of file system(in 512-byte bl ocks) [ 320000]
* MONT PQ NT [/ not eswr k]
Mount AUTQMWATI CALLY at systemrestart? yes
PERM SSI NS read/ wite
Mbunt CPTI QNS [1
Sart D sk Accounting? no
Fragnent S ze (bytes) 4096
Nunber of bytes per inode 4096
Gonpr essi on al gorithm no
Fl=Hel p F2=Ref resh F3=Cancel F4=Li st
F5=Reset F6=Cormand Fr=Edi t F8=l nage
Fo=Shel | F10=Exi t Ent er =Do

Figure 138. Add a Journaled File System

4.
5.

Mount the file system: nount /notesw k

Run the command: chnod g-s / not esw k

Now, you must install the Notes Workstation software on this file system. Mount
the Lotus Notes UNIX Installation Kit from the network (as described in 6.3.2.3,
“Mounting the UNIX Installation Kit” on page 160) or from the CD-ROM (as
described in step 4 on page 159).

Now, you have to run the Lotus installation script:

1.

Change the directory to where you mounted the Installation Kit. If the install
script is present on this directory, run it with the command ./instal | or change
to the directory UNIX, and run the install script.

2. Press Tab to display the second screen.

Press the Spacebar to select the installation of the Notes Workstation
software. Press Tab again to display the next screen.

Now you have to press the Spacebar to select to install the software on a
network resource. Press Tab to display the next screen.

The script explains that you have to select the hardware platforms you want to
use. Press Tab to begin the selection.

Note: By default, all platforms are selected (a Yes is displayed). To select No,
you have to press the Spacebar.

It asks for IBM AlX; press Tab to confirm this selection.

It asks for Sun Solaris/Sparc; press the Spacebar to deselect it and press Tab
to display the next selection.

Finally, it asks for Hewlett-Packard HP-UX; press the Spacebar to deselect it
and press Tab to display the next screen.
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9. Press Tab to accept that you want to install to only one computer. The next
screen will be displayed.

10. Press Tab to accept the current destination hostname and to display the next
screen.

11. Now, you have to change the destination path to your new file system. Press
Enter, type / not esw k, and press Enter again to install to the file system you
have created. Then, the script sets a new destination path to /noteswrk/lotus.
Press Tab to display the next screen.

12.1 f you don't want to install the optional documentation, press the Spacebar.
Press Tab to display the next screen.

13. Change the installation owner user ID to the user bin. Press Enter, then type
bi n. Press Enter again, and press Tab to display the next screen.

14. Change the installation owner group ID to the group bin. Press Enter, then
type bi n. Press Enter again and press Tab to display the next screen.

— Note

Steps 13 and 14 are very important. You have to change the user ID and the
group ID to a user ID and a group ID that is the same on all machines where
you will mount the /noteswrk file system. If you don’t, when mounting over
NFS, a normal user on the client host that has the same user ID number as
the user you selected on the file server will have owner access to these
files. The same applies to the group ID. For example, if on the server the
user notes (ID 201) owns the files under /noteswrk, and on a client host
there is a normal local user called john with ID 201, the user john will own
these files on the client host and will be able to change them.

15. Press Tab again, and you will see a configuration summary similar to the one
shown in Figure 139. Make sure that you selected the correct destination path,
platforms, user ID, and group ID.

Begin Installation - Tue Aug 11 12:11:28 CST 1998

@onfiguration Sunmary. . .

Install to single host: filserv.itsc.austin.ibmcom
Desti nati on pat h: / not eswr k/ | ot us
Installation type: Networ k Fi | eserver
P atforns specified: IBMA X
n Sol ari s/ Sparc
Product options sel ect ed: Wrkst ation
Installation owner user |d: bi n
Installation owner group Id: bi n

Figure 139. Installation Script Configuration Summary

16. Pressing Tab again validates the configuration settings.

17. If everything is correct, press Tab to begin the installation. If it is not, correct
the errors display and you must redo the configuration.
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18.It installs the software that you selected and finishes.

6.3.3.2 Exporting the Notes Workstation File System

After you create the /noteswrk directory, you have to export it so that the clients
will be able to use it. To run the following commands, you need to have root
access to the file server (filserv).

To export the /noteswrk directory, run: smtty nknfsexp. The smit menu shown in
Figure 140 is displayed. You have to specify the PATHNAME of the directory to
export and HOSTS & NETGROUPS allowed client access fields. You can also
run the command:

# [usr/sbin/ nknfsexp -d /noteswk -t rw-c 'ahl610c ah1610d’ -B

-
Add a Orectory to Exports List

Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.

[Entry Felds]

* PATHNAME of directory to export [/ not eswr k] /
* MIE to export directory read-wite +

HOBTS & NETGROLPS al | owed client access [ @h1610c ah1610d)]

Anonynous U D [-2]

HCSTS al | oned root access [1

HOSTNAME |ist. If exported read-nostly [1

Wse SEALRE opti on? no +
* EXPCRT directory now systemrestart or both bot h +

PATHNAME of alternate Exports file [1

Fl=tHel p F2=Ref resh F3=Cancel F4=Li st
Fo=Reset F6=Cormand F7=Edi t F8=l nage
Fo=Shel | F10=Exi t Ent er =Do

Figure 140. Add a Directory to Exports List

Note

Don't export a read/write file system without specifying the HOSTS &
NETGROUPS allowed client access field. If you do that, you can have some
security problems because everyone with access to your IP network will be
able to access this file system.

6.3.3.3 Configuring the Lotus Notes Client Host

On the clients ah1610c and ah1610d, you can mount filserv’'s /noteswrk/lotus
directly over /opt/lotus directory. Run, as root: smtty nknfsmt to display the
following menu, shown in Figure 141 on page 166, and complete the fields that
are highlighted.
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Add a Fle Systemfor Munting

Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.

[TAA [Entry Felds]
* PATHNAME of nount poi nt [/opt/lotus] /
* PATHNAME of renote directory [/ not esw k/ | ot us]
* HOST where renote directory resi des [filserv]
Mbunt type NAME [1
* Wse SEOURE nount option? no +
* MONT now add entry to /etc/filesystens or both? both
* [etc/filesystens entry will nount the directory yes +
on syst em RESTART.

* MIE for this NFSfile system read-wite
* ATTEMPT nount in foreground or background backgr ound
NLMBER of tines to attenpt nount

Buffer S ZE for read

Buffer S ZE for wites

NFS TIMEQJT. In tenths of a second
[MRE .. 19]

+

s T

Fl=Hel p F2=Ref resh F3=Cancel F4=Li st
Fo=Reset F6=Cormand F7=Edi t F8=l nage
Fo=Shel | F10=Exi t Ent er =Do

Figure 141. Add a File System for Mounting

You also must create a directory and a link in order to support the VIM
applications. As root, type the following:

# nkdir -m755 -p /opt/vinlib
#1n -s /opt/lotus/notes/latest/ibnpow /opt/vinlib/ibrpow

After that, you can run the Notes Workstation on the client hosts. Michael and
Ruby will be able to run their Notes Workstations.

6.3.4 Distributing the Clients Data Directories

If you have the Lotus Notes clients data directory on a file system of a file server,
you have an easier way to back up the clients files, and you save some clients
disk space. But most importantly, if you use a distributed environment (all users
can access all hosts with the same login and home directory), this is the easiest
way to make a notes client available to the whole environment. Such a setup
does reduce performance and availability, however.

Note

Some examples of distributed environments that can be used are the
Distributed Computer Environment (DCE), Network Information Service (NIS),
or Andrew File System (AFS). We will not discuss how to set up or how to work
with these environments in this redbook.

The example in Figure 142 on page 167 shows a file server that contains the
UNIX Notes Workstation software directory (/noteswrk) and the Clients Home and
Data Directories (/home). It exports both file systems to the workstation’s hosts. If
all the hosts have the same AIX users, Michael will be able to log in on Ruby’s
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workstation and access his UNIX home directory and his Lotus Notes data
directory. The same applies to Ruby.

File Server (filserv)

AlX Lotus Notes Software
/noteswrk

Clients Home & Notes Data Directories

/home

Michael's Workstation (ah1610d) Ruby’s Workstation (ah1610c)

Figure 142. Distributing the Clients Data Directories

Note

In this example, Michael's home directory is /home/michael. Michael’s Lotus
Notes data directory is /home/michael/notesr4. Both directories will be in the
/home file system

The /noteswrk directory and the /home directory do not need to be in the same
file server. In this case, we are using the /home file system as the home file
system for the AIX users and to hold the Lotus Notes data directories. If you
want, you can have two different file systems. We won't discuss this case here.

See 6.3.3, “Distributing the Lotus Notes Software Directory” on page 160, it
explains how to distribute the /noteswrk directory. To distribute the /home
directory, you have to follow the same steps. Remember, all of them must be
done as root. Suppose, again, that the file server in Figure 142 is called filserv,
Michael's workstation ah1610d and Ruby’s workstation ah1610c.

After you have created a large enough /home file system on filserv, you have to
export it. Run the command:

# [usr/sbi n/ nknf sexp -d /home -t rw-c ’'ahl1610c ah1610d’ -B
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or use snitty nknf sexp to get the menu shown in Figure 140 on page 165.
Change the PATHNAME of the directory to export field to / hone.

If you have a local /home file system on ah1610c or on ah1610d, after you mount
the /home file system from filserv, you won't be able to access your local file
system until you unmount the remote one. It's a good idea to move the data and
the local users to somewhere else (to a file system called /local, for example) and
remove the local /home file system. Please be careful when removing a file
system.

To change the mount point of the local /home file system to /local, for example,
run the commands below as root. Note that the /local file system must not exist. If
you fail to unmount the /home directory, the next reboot of the machine will solve
the problem.

— Note

Please be very careful while performing these steps. You can mix up the file
system and/or user configuration of your machine.

# chfs -nmilocal /hone
# unount /hone
# nmount /| ocal

You can edit the /etc/passwd file to change the local users’ home directory
definition (if you have local users). Change the /home/<username> fields to
/local/<username>. If you don’t want to edit the /etc/passwd, run the command:
chuser hone=/ ocal / <user nane> <user nane> for each local user that you want to
move, except the root and the administrative users.

If you want to remove the /home file system and its data enter the following:
# unount / hore

# rnis /hone

If you fail to unmount the /home file system, try to finish all processes that can
be completed using this file system. If you can’t do this, ask AlX not to mount
this file system after the reboot. Reboot by typing the following:

# chfs -Ano / hone
# shut down - Fr

After the reboot, run the command: rnfs / hone.

To mount the remote /home file system, run: snitty nknfsit to display the menu
shown in Figure 141 on page 166. Change the PATHNAME of the mount point
and the PATHNAME of the remote directory to /home.

6.4 Environment Variables

Some of the important variables required for the environment settings are
described below:
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6.4.1 Notes_SHARED_DPOOLSIZE

6.4.2 NSORDER

The Notes SHARED_DPOOLSIZE value is automatically set to: ((Total System
RAM in bytes) / 2) / 7. The objective of this setting is to use not more than 50
percent of the Total System RAM for the shared memory and to keep the total
number of shared memory segments required at seven or less. You can override
this value by issuing the following command from your shell:

export Notes_SHARED DPQOLSI ZE=(New val ue in bytes)

For example:

export Not es_SHARED DPQCOLS ZE=4000000

If the number of shared memory segments used in your system exceeds 7, then
increase the Notes SHARED_DPOOLSIZE setting. AlX allows a maximum of 10
shared memory segments.

In case you are not running either Domain Name Service (DNS) or Network
Information Services (NIS) to provide name resolution for your network, and
instead are using local /etc/hosts file on each machine, then you must have the
environment variable NSORDER set for either the Lotus Domino Server or Notes
Workstation to be able to resolve names using the local /etc/hosts file. This
variable is set as follows:

export NSCRDER=| ocal , bi nd, ni s

This variable specifies the order in which the operating system searches for
addresses for name resolution, specifying that the local (/etc/hosts) is to be
searched before attempting to contact NIS for name resolution. You can set this
variable and place the given line within the .kshrc file in the home directory for the
user ID being used to run the Lotus Domino Server/Notes Workstation so that the
variable is set each time the user logs in to the network.

6.4.3 DEBUG_ENABLE_CORE

If you want the Lotus Domino Server to generate a core file in the event of a fatal
error, set this environment variable by issuing the following command from the
shell:

export DEBUG_ENABLE_CORE=1

The default behavior is not to generate a core file.
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Chapter 7. Setting Up Printers

This chapter outlines how to install and set up printers on AlX for use on Lotus
Notes.

7.1 Installation and Setup of Printers on AIX

This chapter is only a short description on how to set up and install a printer on
AIX. For more detailed information, please refer to the AIX V4.1 Installation Guide
(SC23-2550), the AIX 4.2 Installation Guide(SC23-1924), AIX V4.3 Installation
Guide (SC23-4112), or the AIX V4.3 Guide to Printers and Printing (SC23-4130).

To each physically attached printer, different Virtual Printer Queues with different
initial sequences (PS, PCL, ASCII, and so on) can be attached.

In this way, you can print to the same physical printer with different printer modes
using different printer queues.

7.1.1 Add/Configure a Local Attached Printer
To add a local printer complete the following steps:

1. Log in on the local system as the root user.

2. Check if the Printer Backend printers.rte is already installed. (You don't need it
for printing to a remote host.) Type Islpp -1 printers.*.

3. Enter snmitty nkpgto make a printer queue.

4. Select Add a Printer/Plotter and press Enter to get to the screen shown in

Figure 143.
Add a Print Queue
Mbve cursor to desired itemand press Enter. e arrow keys to scrol .
# ATTACHVENT TYPE CESCR PTT ON
| ocal Printer Attached to Local Host
renot e Printer Attached to Renote Hbost
xstation Printer Attached to Xstation
asci i Printer Attached to ASA | Termnal
hpJet O r ect Network Printer (HP JetDrect)
file Fle (in /dev directory)
ot her Wser Defined Backend
Fl=Hel p F2=Ref r esh F3=Cancel
F8=l nage F10=Exi t Ent er=Do
/=F nd n=H nd Next

Figure 143. smitty’s Add a Local Print Queue

5. Select Printer Attached to Local Host (Figure 143) and press Enter.

© Copyright IBM Corp. 1998 171



172

Printer Type
Mbve cursor to desired itemand press Enter.

Bul |

Canon

Dat apr oduct s

Hewt et t - Packard

| BV

(64

Printroni x

Qs

Texas | nstrunents

Qher (Select thisif your printer type is not |isted above)

Fl=tel p F2=Ref resh F3=Cancel
F8=I nage F10=Exi t Ent er =Do
/=F nd n=FH nd Next

Figure 144. smitty’s Select Printer Type

6. Select the Printer Type (Figure 144) and press Enter.

Printer Type

Mbve cursor to desired itemand press Enter.

[TAH
i bn2380 1BV 2380 Personal Printer |l
i bn2380- 2 IBM2380 A us printer (Mdel 2)
i bn2381 IBVI2381 Personal Printer Il
i bn2381- 2 I1BM2381 Fus printer (Mdel 2)
i bn2390 IBVI2390 Personal Printer |11
i bn2390- 2 IBM2390 A us printer (Mdel 2)
i bn2391 I1BM 2391 Personal Printer |l

i bn2391- 2 I1BM2391 A us printer (Mdel 2)
i bng812- 2 | BM 3812 Mbdel 2 Page Printer

i bn8816 | BM 3816 Page Printer

i bn2019 | BM4019 LaserPrinter
[MRE .. 43]
Fl=tel p F2=Ref resh F3=Cancel
F8=I nage F10=Exi t Ent er =Do
/=Fnd n=H nd Next

N

Figure 145. smitty’s Printer Type

7. Select the printer you want to install (Figure 145) and press Enter.
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If the dedicated printer device driver is not installed, you will see the following
screen (Figure 146):

Printer Support Not Installed

Type or select a value for the entry field.
Press Enter AFTER naking al | desired changes.

[Entry Felds]
Sof tware to support the printer you sel ected
isnot installed. Press Enter to install
printer support software packages.

Fl=Hel p F2=Ref resh F3=Cancel F4=Li st
F5=Reset F6=Conmand Fr=Edi t F8=I nage
Fo=Shel | F10=Exi t Ent er =Do

Figure 146. smitty’s Printer Support Not Installed

a. Press Enter.

b. Press F4 to get to the Installation Device Selection list.
Select the correct installation device and press Enter.
Press F4 to get to the Software Installation Selection list.

Mark the printer(s) you want to install with F7 and press Enter.

=~ o 2 o

Accept the default settings and press Enter.

Pass the warning Are You sure? by pressing Enter.

> @

If the installation process succeeds, press F10 to exit smit.

Repeat the first steps, while referring to 7.1.1, “Add/Configure a Local
Attached Printer” on page 171.
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Printer Type

Mbve cursor to desired itemand press Enter.

[ME .. 17]
i bn4029 | BM 4029 LaserPrinter
i br#037 I BM 4037 LP printer
i bn4039 | BM 4039 LaserPrinter
i bm1070 I1BM4070 1J printer
i bn072 | BV 4072 ExecJet

Printer Interface

Mbve cursor to desired itemand press Enter.

paral |l el

rs232
Fl=tel p F2=Ref resh F3=Cancel
F8=I nage F10=Exi t Ent er =Do
/=H nd n=H nd Next

Figure 147. smitty’s Printer Type and Interface

8. Select the Printer Interface the printer is attached to (Figure 147) and press
Enter.

Printer Type

Mbve cursor to desired itemand press Enter.

[MRE .. 11]
i bn4029 I BM 4029 Laser Printer
i br037 I BM 4037 LP printer
i bn#039 | BM 4039 LaserPrinter
i br070 IBM4070 1J printer
i br#072 | BM 4072 ExecJet

Parent Adapt er
Mbve cursor to desired itemand press Enter.

sa0 Available 01-JO0 Sandard I/O Serial Port 1
sal Available 01-KO Sandard I/O Serial Port 2

Fl=tel p F2=Ref resh F3=Cancel
F8=l nage F10=Exi t Ent er=Do
/=F nd n=H nd Next

N

Figure 148. smitty’s Parent Adapter

9. Select the serial port the printer is attached to (Figure 148) and press Enter.
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Add a Print Queue

Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.

[TCH [Entry Fields]
Descri ption | BM 4029 LaserPrinter
Narmes of NEWprint queues to add
ASA | [1_asc]
QA Bwl ation [1
PA. Bl ation [1_pcl]
Post Scri pt [t onps]
Printer connection characteristics
* PCRT nuniber [s2] +
BADrate [ 9600] +
PAR TY [ none] +
Bl TS per character [8] +
Nunber of STCP BI TS [1] +
FLONGINTRL to be used [dtr] +
Printer TIME QJT period (seconds) [600] +
STATE to be configured at boot tine avai | abl e +
[BOTOV
Fl=Hel p F2=Ref resh F3=Cancel F4=Li st
F5=Reset F6=Cormand Fr=Edi t F8=I nage
\ Fo=Shel | F10=Exi t Ent er=Do

Figure 149. smitty’s Add a Print Queue

10.Fill in the names of the new printer queues you want to add for the preselected
printer, also the baud rate, and so on, or accept the defaults (Figure 149).

11.Press Enter.

12.After successful installation, exit smit with F10.

13.0n return to the prompt, enter: I pstat (Figure 150).

Queue Dev  Satus Job Files User PP % Bks O Rk

Figure 150. Output of Command Ipstat

Note
To remove printer queues, type: smtty rnpq

7.1.2 Add/Configure a Remotely Attached Printer

If an AIX host with a locally attached printer already exists and you want to use
this system as a printer server, you should take the following steps:

1. Log in on the remote server host as root user (you can also use the command:
tel net <host nane>).
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2. Get a list of all available printer queues with the command: | pstat (Figure

151).

I pstat on renote host

asc3825 asc38 READY
asc3825 asc38 READY
asc3825 dev2
os2asc | an
0s2ps  0s2
| ablps
| ablps
| ablasc @rt3 READY
| ablasc | abla READY
psdup
ps4019

Queue Dev  Satus Job Fles User PP % Bks ¢ Rk
ps @rt3 READY
ps ps READY
cps @rt3 READY
cps cps READY
ps3825 ps382 READY
ps3825 ps382 READY
ps3825 dev2 READY

Figure 151. Output of Ipstat on Remote Host

3. Add the client's hostname to the /etc/hosts.lpd file to provide the client the
printer access to the server.

4. Exit the remote host (and log in to the local system as root user).

5. Enter: snitty nkpq.

6. Select Printer Attached to Remote Host (Figure 152) and press Enter.

N
Add a Print Queue
Mbve cursor to desired itemand press Enter. e arrow keys to scroll.
# ATTACHVENT TYPE CESCR PTT QN
| ocal Printer Attached to Local Host
renote Printer Attached to Renote Host
xstation Printer Attached to Xstation
asci i Printer Attached to ASQ | Terninal
hpJet O r ect Network Printer (HP JetDrect)
file Fle (in /dev directory)
ot her Wser Defined Backend
Fl=Hel p F2=Refresh F3=Cancel
F8=l nage F10=Exi t Ent er=o
/=F nd n=H nd Next

Figure 152. smitty’s Add a Remote Print Queue

7. If you use the AIX printer subsystem, select Standard processing (Figure

153) and press Enter.
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Add a Print Queue

Mbve cursor to desired itemand press Enter. se arrow keys to scroll .

Type of Renote Printing
Mbve cursor to desired itemand press Enter.
S andard processi ng

Sandard with NFS access to server print queue attributes
Local filtering before sending to print server

Fl=Hel p F2=Ref resh F3=Cancel
F8=I nage F10=Exi t Ent er =Do
/=K nd n=H nd Next

Figure 153. smitty’s Add a Print Queue

8. Fill in the new queue name you want to add, the hostname of the dedicated
printer server and also the name of the queue on the remote printer server you

want to add to your local printer subsystem (Figure 154).

9. Press Enter.

4 N
Add a Sandard Renote Print Queue
Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.
[Entry Felds]
* Name of QUELE to add [t onps]
* HOBTNAME of renote server [itsosnp]
* Name of QUELE on renote server [ ps]
TYPE of print spool er on renote server A X Version 3 or 4 +
CESCR PTION of printer on renote server [M New PS printer]
Fl1=Hel p F2=Ref resh F3=Cancel F4=Li st
F5=Reset F6=Conmand Fr=Edi t F8=I nage
Fo=Shel | F10=Exi t Ent er =Do
N /
Figure 154. smitty’s Add a Print Queue
10.After a successful setup, exit smit with F10.
11.0n return to the prompt, enter: | pstat (Figure 155).
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Figure 155. Output of Command Ipstat on Local Host

7.2 Setting Up AIX Printers in Lotus Notes
Start Lotus Notes by typing: not es.
Open any database.

Highlight the document.

P w NPk

Choose File -> Print... (or press Ctrl+P).

File Print

Printer ...

E Generic P53 Printer on FILE: sprinter eps

Print range:
LAl

i From:

[ Draft quality Copies:

[ Graphics scaled to 100%

Fage Break

Figure 156. File -> Print

5. Click on Printer... (Figure 156).
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Printers

Inginlied Printses

el Ay Darlwa B Prirder

Figure 157. Printer Setup

6. Click on Connect... (Figure 157).

Note

If you press the Printer button and no printer is already installed, you will
get the following error message:

Lhable to read printer configuration file.

Personal : / not es/ . Xpdef aul ts or

System/opt/ | ot us/ not es/ <ver si on>/ common/ Xp/ Xpdef aul t s.
Check file pernissions and [devices] section

Connect

with 17 Fant i on local

Figure 158. Choosing a Port

7. Choose the Port that the printer will use to connect.

8. Click on OK or New depending on if you would like to use an existing port or
add a new one.(Figure 158). In this instance, we chose New to add a new
port.
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printcommand = printer_on_floor =lp -d HPL

Delete
Edit PO —M8Mm™

Part Mame: nessport=printcommand

Definition: printer_on_floorl=lp -d HPLa

Figure 159. Add Printer
9. To replace a port rather than add a new one, select the port you want to
replace.

10.To replace or add a port in the Port Name field, enter the name of the new
port, for example, newport =pri nt er conmand.

11.1n the Description field, enter in a description for the port. For example in the
Port Name field we entered newport =pri nt er conmand, where newport is the
alias for the port and printer command is a system printer command. For
example, type printer_on_floor1=lp -d HP aserj et 3 in the description field.

12.Click on Add/Replace (Figure 159).

Connect
=N with 17 Fonts Jd on local
FPaorts:

FILE:

local

neswpart=printcommand

Figure 160. Define New Port

13.Click on OK or click on New to define another new port.(Figure 161).
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Printars

Celagk Frimier

Sai as Dodans | Prievias

Figure 161. Select Port to be Edited

14.Repeat steps 10 on page 180 to step 13 on page 180 for all the queues you
want to add.

Add/Replace

: Delete
Edit P04 —78¥ — M MM M

Fart Mame:

Definition:

Figure 162. Remove a Printer Queue

15.To remove unnecessary printer queues, click on the Connect... button, shown
in Figure 161 on page 181, to open the Ports screen and select the queue and
click on Delete (Figure 162).

16.Click on OK
17.To add a new printer, choose the printer from the list of printers and a port.
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LEl of Frinkers

Figure 163. Add Printer

18.Click on OK (Figure 163).

Note

There is no indicator that the Add operation was OK.

19.Repeat step 18 on page 182 for all printers you want to add.

Printars

w32 en lecal

Y3 on lcal

el A Drlail Priviad

Figure 164. Remove Selected Printer

20.To remove printers, select the printer and click on Remove (Figure 164).
21.Click on Close.

22.To adjust any paper issues or printing preferences, click on Setup... and make
the adjustments.
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Figure 165. Save/Apply Printer

23.Click on OK (Figure 165).

7.3 Create a Site-Specific System Printer Setup File

After you have added appropriate printers and port information as described in
section 7.2, “Setting Up AIX Printers in Lotus Notes” on page 178, you must
do the following:

« Save an original copy of the
/opt/lotus/notes/<version>/common/Xp/Xpdefaults file.

e Copy the $HOME/.Xpdefaults file, which Xprinter will have now created, to the
/opt/lotus/notes/<version>/common/Xp/Xpdefaults file.

Note
’:he system printer setup file should only have Read permission.

7.4 Maintenance of an AIX Printer Subsystem

This section explains how to change and maintain the printer subsystem on AlX.
You can give the printer-handling permission to any user you want; so you must
not be the root user to maintain the AIX printer subsystem.

7.4.1 Give a User the Right to Maintain the AIX Printer Subsystem

To maintain the AIX printer subsystem, you must have root permission or be a
member of the group print q.

To add the group print g to the user not es, follow these steps:
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1. Login as root.
2. Type: snmtty chuser.

3. Enter user name, or F4 to select user from the list and press Enter.

( Change / Show Characteristics of a User )
Type or select values in entry fields.
Press Enter AFTER naking al | desired changes.
[TAA [Entry Felds]
* Wser NAME not es
Wser ID [223] #
ADM N STRATI VE USER? true +
Prinary GROP [ not es] +
Goup SET [notes, staff, printq] +
ADM N STRATI VE GROPS [ +
Anot her user can SU TO USER? true +
U GRAPS [ +
HME directory [ not es]
Initia PROGRAM [usr/bi n/ ksh]
Wser | NFCRVATI ON [Lotus Notes User]
BEXPl RATI ON dat e ( MEDhhnmyy) [
I's this user ACCONT LOKED? true +
Wser can LAA N? true +
[MRE .. 30]
Fl=Hel p F2=Ref resh F3=Cancel F4=Li st
Fo=Reset F6=Cormand F7=Edi t F8=l nage
\F9=Shel | F10=Exi t Ent er =Do

Figure 166. smitty’'s Change User Characteristics of User notes

4. Add printqto Group SET (Figure 166) and press Enter.

7.4.2 Useful Printer Commands
You can also maintain the printer subsystem by using snitty.

« The command | pst at will list the actual printer queues and all running printer
jobs (Figure 167).

Queue Dev  Satus Job Files User PP% Bks O Rk

tonps Ip0 RUNNNG 752 /tnp/notesfile.ps notes 076 738 1 1

Figure 167. Output of Command Ipstat with Running Print Jobs
e The command gcan - P<QueueNane> -x <JobNunber > will cancel print jobs in the
printer queues. For example:
— To cancel job number 752 on whichever printer the job is on, enter:
gcan -x 752
— To cancel all jobs queued on printer t onps, enter:
gcan - X - Ptonps

e The command gadm - D<pri nt er/ queue> will bring down the appropriate printer.
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e The command gadm - U<pri nt er/ queue> will bring up the appropriate printer. You
will need this command after a queue went down because of printer problems.

¢ The command gadm - X will cancel all print jobs immediately.

7.5 Understanding the Xpdefaults Printer Setting of Lotus Notes

When a user prints a document, Xprinter looks for printer setup information in the
.Xpdefaults file in the user's home directory. If that file does not exist, Xprinter
reads the system printer setup file,
/opt/lotus/notes/<version>/common/Xp/Xpdefaults, for information.

Important Note

If the user does not have an .Xpdefaults file and changes any printer setup
information, Xprinter creates a $HOME/.Xpdefaults file for the user that
includes the changes.

The information in the user's $SHOME/.Xpdefaults file controls the options that a
user has in the various printing-related dialog boxes when printing from Lotus
Notes. To ensure that users can successfully print, administrators should
create a useful, site-specific system printer setup file.

Since Xprinter will use the system printer setup file for users who lack a
$HOME/.Xpdefaults file, it is important that the system file contains appropriate
information for the site's printers.

About the .Xpdefaults file:

The Xprinter distribution contains a system printer setup file:

¢ System: /opt/lotus/notes/<version>/common/Xp/Xpdefaults
» Personal: $HOME/.Xpdefaults

The .Xpdefaults file is divided into sections, and section hames are enclosed
in brackets.

Within a section, entries are formatted such as:
keyword=data

The following is an example of an .Xpdefaults file:
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[ w ndows]

devi ce=I B4029A1, Post Scri pt, nyfi rst

[ ot her - devi ces]

[ Xprinter, Post Scri pt]
FH | enane=xpri nter. eps
Scal e=1. 00

Gopi es=1
Qientation=Portrait
PageS ze=Letter

CA =300

[ Xprinter, PA5]

H | ename=xpri nt er. pcl
Scal e=1. 00

Qopi es=1
Qientation=Portrait
PageS ze=Letter

DA =300

[ Xorinter, PA4]

H | ename=xpri nter. pcl 4
Scal e=1. 00

Qopi es=1
Qientation=Portrait
PageS ze=Letter

DA =300

[ 1 BA029AL, Post Scri pt, nyfirst]
Scal e=1. 00

Gopi es=1

Paper Tr ay=Upper

PageS ze=Letter

Qientati on=Portrait

A =300

[ ports]
ALE =

| _asc=lp -d|_asc
| pcl=lp-dI_pcl
tonps=l p -d tonps
nyfirst=lp -d tonps

Figure 168. Xpdefaults File

In the example shown in Figure 168, the default printer file follows the device
keyword in the [wi ndows] section.

The default printer is an | BM 4029 printer in Post Scri pt mode.

| B4029AL is the name of the PPD file to use when printing to that particular type
of printer, as specified in the [devi ces] section.

The last parameter for the device keyword, nyfirst, is the print command from
the [ports] section to spool the output file to the printer. The [ devi ces] section
contains a list of all printers that are configured on the system.

The port aliases, such as nyfirst, are configured by the user to reflect
system-specific configurations.
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However, the reserved alias FI LE indicates that output is sent to a file.

The [ 1 B4A029AL, Post Scri pt, nyfirst] section shows that the default printer
parameters are a scale factor of 1.00, one copy, upper paper tray, letter size,
portrait orientation, and 300 dots-per-inch resolution.
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Chapter 8. Security and Lotus Domino

Security in Lotus Dominois a big and complex topic. The aim of this chapter is not
to document how Lotus Domino internally deals with access and authorization
issues but to highlight the areas where security can be applied and how to go
about establishing the required security.

Lotus Domino provides functions to restrict or deny access at all levels, ranging
from Lotus Domino domains and servers to individual databases and fields within
a database.

8.1 User Security

There are many aspects of end-user security. The ones which will be covered in
this section are:

* User IDs and Passwords
e Locking User IDs
e Local Database Encryption

8.1.1 User IDs and Passwords

Lotus Domino uses ID files to secure access to servers. Every Lotus Domino
Server and Lotus Notes user must have an ID. An ID is a unique binary file that
identifies a legal Lotus Domino Server and Lotus Notes user. IDs are created at
the time of user or server registration. An ID file contains:

*« The name of its owner.

¢ A license number that indicates that the owner is legal and specifies whether
the owner can run the North American or International edition of Lotus Domino
or Lotus Notes. You can’t change a license number associated with a specific
public key.

« A public key and a private key.

« At least one certificate from a Certifier ID. A certificate is an electronic stamp
added to a user ID or server ID. This stamp is generated using the private key
of a Certifier ID that verifies that the name of the owner of the ID is correctly
associated with a specific public key.

« (Optional) One or more encryption keys, created and distributed by users that
allow users to encrypt and decrypt fields in a document.

If the owner of an ID creates a password for it, the password generates a key that
encrypts most of the data on the ID.

8.1.1.1 Securing the User ID File

Each user should protect their ID file from unauthorized use because it is the key
to their data, and in addition, the data that has been made available to them.
They can do this in the following ways:

« By restricting access to their ID file. Refer to 8.7.4, “UNIX File Permissions” on
page 212 to see how to restrict access to the ID file in a UNIX environment.

« By password protecting the ID file using a secure password. The best
passwords to use are those that contain a mixture of numbers and letters and
are in mixed case.
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Note

If users forget their passwords for their IDs, their IDs are of limited use. They
will still be able to perform some local work, but they will not be able to open or
read encrypted data or authenticate with any servers. To restore full
functionality, users must obtain (if available) backup copies of the ID that do
not have password protection. Otherwise, you must re-register the user.

8.1.1.2 Backup of the User ID File
Since the user ID file contains the private encryption keys and certificates for a
user, any loss or damage to the file would be a disaster for the user concerned.

Without a user ID, the user cannot access servers. Even if users obtain new IDs,
the users can never read messages and other data that they encrypted with the
lost ID.

Users should always ensure that they have a backup copy of their user ID file.

In addition, the Lotus Domino administrator can set up a special Lotus Notes
user, which requires multiple passwords to gain access. User ID files can then be
stored in the mail file and can be retrieved in case they are corrupted or if
passwords are forgotten. (For more information, see the Escrow Agent entry in
the online Lotus Domino Administration Help database.)

8.1.2 Locking User IDs
By locking a user ID, any connections that the authorized user had to Lotus

Domino Servers are dropped, and any request to access them again will require
that the appropriate password be entered for the ID file.

IDs can be locked either manually or automatically.

8.1.2.1 Manual Locking

Users should always remember to lock their user ID when they leave their
workstation unattended so that unauthorized users do not gain access to any
servers that the legitimate user was connected to.

It is possible to lock the user ID by either pressing F5 on the keyboard or by
selecting File -> Tools -> Lock ID.

8.1.2.2 Automatic Locking
Users can define an inactivity time period when their user ID is automatically
locked.

This is possible through selecting File -> Tools -> User Preferences... to display
the User Preferences dialog box and then specifying a time in the Lock ID after
[number] minutes of inactivity field.

8.1.3 Local Database Encryption

Users can encrypt local databases to prevent unwanted access by anyone who
gains unauthorized access to the workstation or anyone who makes a copy of the
database through the operating system layer.
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To encrypt a database:
1. Left-click on the Database icon to select it.
2. Select File -> Database -> Properties....

3. On the Properties screen that is displayed, click on Encryption... to display
the Encryption screen (Figure 169).

Encryption for Notes Discussion

This database will not be able to be opened locally without the appropriate user 1D,

Mediurn encryption is the recormmended choice. It offers good security and speedy access to documents. Databases using
mediurn encryption cannot be compressed by disk compression utilities.

Figure 169. Encrypting a Local Database

4. Select Locally encrypt this database using and select an encryption level.

5. The For value defaults to your own user ID. If you want to encrypt the
database for another person or group, click on the For button and select a
person or a group from the Names screen.

6. Click on OK.

Unauthorized users will receive the following message when they try to access
the locally encrypted database:

Lotus Hotes

Thiz database haz local access protection and
you are not authorized to access it locally

Figure 170. Not Authorized Message for Locally Encrypted Database
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8.2 About Workstation Data Security

The User Preferences box allows users to secure their workstations through the
Execution Control List (ECL). The ECL can limit the actions of another user’s
formula or scripts that run on a workstation, including limiting:

¢ Access to the file system

» Access to the current database

* Access to environment variables

* Access to databases of other applications

* Access to external programs

 Ability to send mail

« Ability to read databases other than the current one

« Ability to modify databases other than the current one
 Ability to export data

¢ Access to the workstation Security ECL

To access the ECL, you must first open the User Preferences box. To do this
choose File -> Tools -> User Preferences.

Once this dialog box appears on the screen click on the Security Options...
button and the following screen, shown in Figure 197, will appear.

Workstation Security: Execution Control List

e

Lotus Motes Termplate Development/Lotus Motes

o
¢
1
o
¢
1
o
¢
1
o
¢

Fename... Rermowe

Figure 171. User Preferences ECL

Before you register users you should set up a generic ECL for user workstations
by editing the Administration ECL. After you have registered the users, you can
modify the ECL to make it more user specific. To do this follow the steps below:

1. Open the Public Address Book.
2. Choose Actions -> Edit Administration ECL.

192  Lotus Domino Release 4.6 on IBM RS/6000



3. Select -Default- and then select default access levels. Any signature not
specified in the ECL is given the -Default- access. Typically, you allow only
minimal default access.

4. Select -No Signature- and then select access levels to determine the access
allowed when there is no signature or when a signature cannot be verified a
signature. Typically, you allow only minimal access.

5. To add a name, click Add, and enter the name of a person, server, or group.
Click OK.

6. Deselect one or more levels of workstation access for the specified name, as
the default is everything is selected.

7. Repeat steps 5 and 6 to add more names.

8. To change a name, select the name, click Rename, enter the new name, and
click OK.

9. To delete a name, select the name and click Remove.

10.To let users modify the ECL on their workstations, select Allow user to
modify.

11.Click OK.

You can also make changes to the ECL after you have registered all the users by
sending them a mail message with the changes made to the ECL. To do this
follow the steps below:

1. Address a memo to the users whose ECLs you want to update.

2. Add a button to the memo that executes this formula:
@RefreshEcl (server, database, name)

3. Describe the purpose of the memo and instruct the users to click the button.
4. Mail the memo.

¢ The first null parameter in the formula means that you're not selecting a
specific server to draw the ECL changes from; instead, the changes are drawn
from the users’ home server. Therefore, you should make sure the Public
Address Book with the new Administration ECL has replicated throughout the
domain before sending the memo.

* When a user clicks the button in the memo, the Administration ECL is merged
into the user’s existing workstation ECL; any entries in the Administration ECL
are added to the user’s ECL, but any entries the user has customized remain.

8.3 Remote User Security

Security may be required if sensitive or company confidential information is being
transmitted across insecure telephone lines through a modem. Lotus Notes
passwords are not a problem area because they are already encrypted before
they are sent to the server for validation.

Lotus Notes can be configured so that data transmitted to and from a remote user
is automatically encrypted. Encryption should be enabled at the port rather than

at the user level so that the data is encrypted bidirectionally. This will slow down
the transfer, but with a fast modem, the degradation is negligible.

To enable encryption for the modem port:
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1. Log in as the Lotus Domino administrator and select File -> Tools -> User
Preferences... to display the User Preferences screen.

2. Click on the Ports icon.

3. Select the communications port for modem communications and select the
Encrypt network data check box.

4, Click on OK.

8.4 Mail Security
Lotus Notes mail can be secured by:
1. Encryption

The memo will be encrypted when sent and decrypted by Lotus Notes when
the recipient opens the memo. The encryption/decryption is transparent to the
user, but it needs access to the recipients public key either in the Public or the
Personal Name and Address Book.

There are three ways to encrypt mail:
Encrypting Outgoing Mail
This method ensures the sender that only the recipient of a message can read

it while the message is in transit or stored in intermediate mail boxes or in the
recipients mail file.

Encrypting Saved Mail
This method allows users to encrypt drafts of unsent messages and messages
saved after sending.

To set up encrypting outgoing and saved mail messages, in the User
Preferences box, choose File -> Tools -> User Preferences and select the
options you would like to use.

lser Fralerances

sl pregroT

L e | Hermsy e

Figure 172. Encrypting Outgoing and Saved Mail
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Encrypting Incoming Mail

This method ensures recipients of messages that only they can read the
messages sent to them. Encrypting incoming messages prevents
administrators or users with unauthorized access to mail servers from reading

messages.
To encrypt incoming mail messages, in the Public Address Book, open the
Person document of the user that wishes to encrypt incoming mail messages
and in the Misc section, next to the Encrypt incoming mail, change the
default from No to Yes, and save the document, as shown in Figure 173.

| Lotus Notes - Al Jamal/itse | ||

QA BIDR] #B |7 J3E = =0=|c

B | % |

Misc

Comment: i

Encrypt incoming mail: Tves

Other ¥.400 address: i

Calendar domain: i

Weh page: i =
%w

Figure 173. Encrypting Incoming Mail

Signing

Signing stamps the memo with the name of the author and the date and time
of the signature. It doesn't prevent the memo from being read enroute, but if
the contents are tampered with, the recipient will know about it.

When the recipient opens the signed memo, the signature will be displayed in
the message box. An example is shown below:

Signed by A Jamal/itso on 08/11/98 03:13:50 PM according

to /itso.

Here is an overview of how Lotus Notes uses electronic signatures:

1. Lotus Notes generates a 128-bit fingerprint of the data being signed and
then encrypts the scrambled fingerprint with the private key of the author of
the data.

2. Lotus Notes attaches the encrypted fingerprint to the data.
3. Lotus Notes attaches the signer’s public key and certificates to the data.

4. When someone accesses the signed data, Lotus Notes verifies that the
signer has a common certificate ancestor with and from a certifier that the
reader trusts. If so, Lotus Notes attempts to decrypt the signed data using
the public key that corresponds to the private key with which the data was

signed.
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5. If decryption is successful, Lotus Notes indicates who signed the message.
If decryption is not successful, Lotus Notes indicates that it could not verify
the signature. Unsuccessful decryption may indicate that the data has been
tampered with and/or that the sender does not have a certificate trusted by
the reader. This might happen, for example, when a user receives mail
from a user in another company and that user doesn’'t have a cross
certificate.

A signature can be verified as long as the two IDs have a certifier in common, or
Lotus Notes finds a cross certificate between some level of the two IDs.

The signing and encryption of a memo are enabled from the Delivery Options
screen which is displayed when Delivery Options... is clicked from the New
Memo screen shown in Figure 174. The default can be set by selecting File ->
Tools -> User Preferences... in the Mail section.

Dalivery Options

9

[ty Fipart

heiry i L

B Saiem recsipl

IR Freven] copying

Figure 174. Delivery Options for Lotus Notes Memo

8.5 Server Security

The following aspects of server security will be discussed in this section:

« Restricting Physical Access to Lotus Domino Servers
« Restricting Access to Lotus Domino Server Consoles
» Server Access Control Lists

* Certification

8.5.1 Restricting Physical Access to Lotus Domino Servers

196

It is crucial to restrict access to the workstation which is running the Lotus
Domino Server program by locking it in an air-conditioned room to which only
authorized Lotus Domino administrators have access. If need be, the keyboard
and mouse can be removed to stop the casual intruder from gaining access to the
system. The server can then be administered from the remote console.

Besides restricting physical access to the server, it is probably best to allow only
the necessary administrative people to log into the server on the operating
system level. All other users should be able to access the server only through the
Lotus Notes clients on other machines.
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8.5.2 Restricting Access to Lotus Domino Server Consoles

You can provide additional security by providing a keyboard lock password and
by using the Notes Set Secure <passwor d> command on the server console.

This command restricts access to the following commands to only those people
who know the password that was used when the Set Secure command was
issued:

* Load
e Tell
* Exit
* Qit
e Set Configuration

Restricted access to these commands is removed when the Set Secure
<passwor d> command is issued again.

It's possible to change the password by issuing the Set Secure <ol d_passwor d>
<new passwor d> command.

8.5.3 Server Access Control Lists (SACL)
SACLs are specified in the Server Document in the Public Name and Address

Book, and they control access to the server.
To see the SACL for a server:
1. Double-click on the icon for the Public Name and Address Book.

2. Select the Server/Servers view, if it is not already selected, to display a list of
servers in the domain.

3. Click on the Server document that you want to work with, and either press
Ctrl+E or click on the Edit Server button to display the Server document in
edit mode (Figure 175).

4. Click on Restrictions to display the SACL for this server (Figure 175 on page
198).
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Figure 175. Server Document in Edit Mode

198

ol

The meanings of the fields within this section are described here:

¢ Only allow server access to users listed in this Address Book.

Selecting Yes prevents users and servers not listed in the Public Name and
Address Book from accessing the server. Note that you may have to restart
the server for the change to take effect.

Users who are not listed in the Public Name and Address Book will receive the
following message when trying to gain access to the server:
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Server Error: You are not authorized to uze the szerwer

Figure 176. Restricted Access to Server - Error Message

Access server

Allows users, servers, and groups listed in this field to access the server. If
this field is blank, all certified users can access the server.

Not access server

Denies access to users, servers, and groups listed in this field. Use this to
deny access to people who have left the company and who still have their IDs.
For example, create a group called Terminations and add people leaving the
company to this group.

Create new databases

Allows users, servers, or groups specified in this field to create databases on
the server. If this field is blank, all certified users can create new databases.

Create replica databases

Allows users, servers, or groups specified in this field to create replica
databases. If this field is blank, only the person working at the server machine
can create replica databases.

Administer the server from a browser

Allows users or groups specified in this field to use the web based
Administration Tool from a browser.

Access this server

Allows users, servers, and groups listed in this field to access this server as a
passthru destination. If this field is blank, all users can access this server as a
passthru destination.

Route through

Enter the names of users, servers, and groups whom you want to allow to use
this server as a passthru server. If the Route through field is blank, no users
and servers can use this server as a passthru server. Note that the Access
server and Not access server fields have no bearing on passthru users. Any
users or servers listed in the Route through field can use the server as a
passthru server, regardless of whether or not they are also included in the
Access server or Not access server fields.

Cause Calling
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8.5.4 Certification

200

Enter the names of users, servers, and groups allowed to call other servers
while routing through this server. If this field is blank, no one can use the
server to call other servers.

* Destinations allowed

Enter the remote servers that this server may route to through passthru. If this
field is blank, every server can be routed to.

Note

If you change the entries in these SACLs, a restart of the server is
necessary to make the changes active. Therefore, it is advisable to enter
group names instead of user names. If you have, for example, the group
Terminations in the Not access server field and you add a user who left the
company to this group, access to the server will be denied immediately
without restarting the server.

When a server is created or a user is registered, a Certifier ID is used to certify
the server or user ID. The certifier that is used must be secured.

8.5.4.1 Securing the Certifier ID

It is important to secure the Certifier ID for any organization (especially the
top-level organizational certifier that is used to certify organizational units,
servers, and users) by assigning multiple passwords to the ID file. You can
secure any ID file this way, not just the Certifier ID.

If security of the Certifier ID is compromised, all organizational units, servers, and
users will have to be recertified with a new certifier.

The first step is to decide how many people will be required to be given a
password to the ID file and who those people are.

Note

IBM Corporation's Global Notes Architecture, dated November 1995,
recommends four passwords with any two being present for access to the
Certifier ID.

Once they have been identified, the following procedure can be used to set
multiple passwords for the ID file:

1. Select File -> Tools -> Server Administration... to display the Lotus Domino
- Administration panel.

2. Select the server that you want to administer.
3. Click on the Certifiers icon, and select Edit Multiple Passwords....

4. Choose the Certifier ID (or any other ID file), and click on OK to display the
Edit ID File Password List dialog box.

5. Type the number of passwords required to access the chosen ID file in the At
least [number] passwords are required to access this ID field.
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6. Each administrator should then:

a. Type their name (this does not have to be their Lotus Notes user name) in
the Authorized user field.

b. Type their password in the New password field.
c. Verify their password in the Confirm password field.
d. Click on Add.

7. Once all authorized users have been added, click on OK to return to the Lotus
Domino - Administration screen.

Edit ID File Password List

Current author

Canfirm

for this

1 0 & recuired

Figure 177. Edit ID File Password List - Completed

8.6 Secure Socket Layer (SSL)

SSL security is based on certificates used by both client and server. Lotus
Domino uses the X.509 format for SSL certificates, which is currently the most
widely-recognized certificate format. This allows servers and clients with
certificates created by Lotus Domino certificate applications to exchange
certificates easily between Lotus Domino and other applications.

Certificates contain a public key, a name, an expiration date, and a digital
signature. Client certificates are stored in browsers, and server certificates are
stored in files called key ring files. A key ring file is a binary file that is protected
by a password and stores one or more certificates on the server’s hard drives.
Public and Private keys are a unique pair of mathematically-related keys that are
used to initiate SSL-encrypted transactions.

The link that allows a server and client to communicate is a Certification Authority
(CA). Like a mutual friend, a CA vouches for the identity of a server and client by
issuing certificates stamped with the CA'’s digital signature and including the CA's
trusted root certificate in the key ring file. The digital signature ensures the client
and the server that both the client certificate and the server certificate can be
trusted. If the client and server can identify the digital signature on the certificate,
then a secure SSL session can be established. Otherwise, the client and server
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cannot authenticate each other, and the session cannot be established. Clients
and servers identify digital signatures by comparing them against the trusted root
certificate in their key ring files.

A CA can be an external, commercial certifier or an internal certifier that you
establish at your organization using Lotus Notes and Lotus Domino. External and
internal CAs create both server and client certificates.

You can use SSL for the following tasks:

* Web Server (HTTP server task)
e Server Web Navigator (Web server tasks)

Note

You cannot authenticate client certificates with the Server Web Navigator.

Network News Transfer Protocol (NNTP server task)

Post Office Protocol (POPS3 server task)

Internet Messaging Access Protocol (IMAP server task)
Lightweight Directory Access Protocol (LDAP server task)

You must set up SSL and configure the Lotus Domino Server before Lotus
Domino secures the transactions.

SSL offers the following security benefits:

¢ Privacy
Data is encrypted to and from clients, so privacy is ensured during
transactions.

* Message Validation
An encoded message digest accompanies data to detect any message
tampering.

« Server Authentication

The server certificate accompanies messages to assure the client that the
server identity is authentic.

 Client Authentication
The client certificate accompanies messages to assure the server that the
client identity is authentic. Client authentication is optional and may not be a
requirement for you organization.

8.6.1 Enabling SSL on a Server

202

You can enable SSL on a server using one of two methods:

1. Enable SSL for a server only. This secures transactions, validates messages,
and authenticates server identity, but does not authenticate client identity. You
can control access to databases on the server by user name if you set up an
Internet password for the user in the Person document and use basic
password authentication.

To enable SSL for servers only:

* The servers must have certificates from an internal or external Certification
Authority (CA).
* The clients must have the servers CA certificate marked as a trusted root.
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. Enable SSL for clients and servers. This method secures transactions,
validates messages, and authenticates both the server and client identities.
You can set database access control using individual client user names.

To enable SSL for clients and servers, in addition to the steps above:

¢ The clients must have certificates from an internal or external CA.

¢ The servers must have the client’s CA certificate marked as a trusted root.

¢ The clients must have the server’'s CA certificate marked as a trusted root.

¢ Every client must have a Person document in the Public Address Book that

contains the SSL public key certificate.

8.6.1.1 Server Certificate Administration

The Server Certificate Administration application (certsrv.nsf) lets you request

server certificates from either an internal or external Certification Authority (CA)

and manage your server certificates in a key ring file.

The Server Certificate Administration application lets you:

< Create the server certificate and key ring file, which holds your server
certificate.

e Send a request to a CA to sign the server certificate.

* View requests that you submitted to CAs.

* Add a CA certificate as a trusted root to the server certificate.

* View information about certificates in the key ring file.

« Control client access to servers by adding or removing trusted root certificates

from the key ring file.
« Create a self-certified certificate for testing purposes.

The screen shown in Figure 178 on page 204 is the navigator screen for the

Server Certificate Administration application. There are four steps involved with
setting up SSL for your server and to use these steps you must be running Lotus

Domino Release 4.6.1.
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Lotus Notes - CertAdminFull3creen - Navigator

= Click on the steps below to create an 551 key ring and
Server Certificate poputlate it with certificates.

Administration 1. Create Key Ring.

2. Create Certificate Request

3. Install Trusted Root Certificate into Kay Ring

View & Edit
Key Rings 4 Instail Certificate Into Key Ring

g view
rtificate Request
i You can also quickly create a key ring
with a self-certified certificate for testing purposes,

Create Key Ring with Self-Certified Certificate

ST
w2 ah1 61 Daitse austi|

Figure 178. Server Certificate Administration Navigator Screen

The first step in enabling SSL is to create a key ring. Once the key ring is created,
a public/private keypair is automatically generated and stored in the key ring. To
create a key ring, click on the first step on the navigator screen Create Key Ring.
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Figure 179. Create Key Ring
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Once you have filled out all the information that is required, click on the Create
Key Ring button on the bottom of the screen.

» This step creates a password-protected file on the server’s hard drive that

holds the server certificate and trusted roots.

e A summary screen appears next with all the parameters you specified,

signifying that the key ring has been created.

« Click on the OK button, which will bring you back to the navigation screen

where you will then choose the next step, which is Create Server Certificate

Request. A certificate is required for the public key in the key ring you

created. Use the following form, shown in Figure 180 on page 206, to create

the certificate request.
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Figure 180. Creating a Server Certificate Request

Before you move on from this step, you should have already chosen a Certificate
Authority that will provide you with a certificate that will verify your identity.

Be sure to read the documentation provided by your CA that will specify how to
send your request, whether it be through e-mail or copy and paste it into their
Web site.

Once you have completed all the required fields in the form, click on the Create
Certificate Request button at the bottom of the screen (Figure 180) and your
certificate request will be created.

When the screen appears be sure to copy the bottom portion of the screen to
your clipboard, as this information is what the external certificate will use to verify
your identity. To copy this, highlight the section starting with BEGIN NEW
CERTIFICATE REQUEST all the way down to END NEW CERTIFICATE
REQUEST. Once this text is highlighted, click with the right mouse button and
choose copy from the menu. After you have completed this click the OK button,
which will prompt you for the password (Figure 181 on page 207) that you
entered in the first setup screen and then bring you back to the navigation screen.

* Browse to the Certificate Authority application on the CA Web site. If you are
using Microsoft Internet Explorer, make a TCP/IP connection to the server.
Internet Explorer does not allow you to accept site certificates into your
browser. If you are using Netscape, it is recommended that you connect to the
Certificate Authority application using SSL.

« If you are using Netscape, accept the site certificate in your browser using the
instructions provided by the browser software.
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e Click on Request Server Certificate.

¢ Enter your name, e-mail address, phone number, and any comments to the

CA.

< Paste your certificate in the dialog box and click Submit Certificate Request.

Password Input

Figure 181. Password Prompt

After you have entered the password, choose the third step from the navigation

screen.
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