Novell Network
Services 4.1

for AIX

By Denise Genty and Rakesh Sharma

Novell Network Services 4.1 for AIX is a
NetWare Server based on Novell’s Cross-
Platform Services 4.10b. Novell Network
Services (NNS) is enterprise network operat-
ing software that enables a workstation to
share files, printers, applications, and other
resources among client PCs running oper-
ating systems like OS/2® and Windows.
NNS is a Licensed Program Product (LPP)
that operates on AIX Version 4.2.1 or 4.3.

ovell® Network Services includes
NNovell Directory Services (NDS),

which provides a global naming ser-
vices that is distributed across the entire
NetWare® network. NNS places NetWare
Services on an AIX® computer, turning AIX
into a non-dedicated NetWare server that
provides both host operating and applica-
tion services and NetWare Services. NetWare
Services runs transparently on AIX, so
clients are not aware whether the server is
a native Novell NetWare server or an AIX
NetWare server.

NNS integrates the AIX computer world
with the networked PC world. It also solves
the need for access to company-wide appli-
cations, such as databases or schedules, that
run on host systems. Users can write reports
and track data using PC desktop applica-
tions while having access to the AIX system
resources.
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NNS Features

NNS provides file and print system services
to PC clients. The security model that it
supports prevents unauthorized access to
network resources. For network manage-
ment, NNS includes statistical utilities,
Simple Network Management Protocol
(SNMP), and AIX System Management
Interface Tool (SMIT) menus. With NDS,
users can log in to the network rather than
to an individual server. For application
developers who develop applications for
NetWare, NNS includes the NetWare appli-
cation programming interface (API) and
APIs for the NetWare IPX, SPX, and SAP
protocols.

It includes new features of a Lightweight
Directory Access Protocol (LDAP) server, IP
tunneling, and licensing models, which are
described below.

Novell Directory Services
Novell Directory Services has a global nam-
ing service that is distributed across the
entire NetWare network with a single point
of server administration. NetWare users can
login to the Directory tree and, with appro-
priate rights, access any resource on the net-
work, regardless of physical location.

NDS provides the following features:

Denise Genty

[0 Serves as a distributed information
service that stores many types of data
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00 Provides scalability and reliability
through its ability to be partitioned
and replicated

0 Provides a single point of identifica-
tion to the network with its single
sign-on authentication methods

[J Uses access control lists (ACLs) to
access services

0 Enables application developers to cus-
tomize the information contained in
the Directory with its extensible
schema

[J Uses X.500 as its model

NDS replaces the NetWare bindery found
in NetWare Versions 2.0 and 3.0. It allows
users to login to the network rather than to
an individual server. Its flexibility enables it
to work well in both small workgroups with
a few servers and corporate organizations
with hundreds of servers.

NDS also includes time synchronization.
This means that all servers within the same
tree report the same time and make auto-
matic adjustments, even when they are
located in different time zones.

Other services include the following:

File System Services: Supports multi-
ple name spaces and a multilevel file access
system. The namespace feature allows users
to view filenames in the naming conven-
tions of their workstation’s operating sys-
tem. Trustee assignments control file access
to users and groups, inherited rights, and
file attributes, which can restrict rights to
specific files.

Print Services: Allows NetWare clients
to access printing resources on both NetWare
and AIX printers. AIX can be used as a print
server and NNS can be used as a print queue
server to Novell NetWare network printers.
NNS supports all NetWare printing protocols.

Security Services: Provides secure NDS

authentication with private-key/public-key
encryption login restrictions. The keys are
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strings of numbers used in mathematical
functions. The client workstation uses a pri-
vate key to encode messages sent to the
NetWare server. The server uses a public key
to decode the messages. Neither of the two
keys nor the user’s password are sent across
the network.

Online Publications
Fifteen publications are shipped with NNS.
One book, Quick Beginnings, is shipped with
NNS as a hardcopy publication. After
installing the ncps.html.en_US image, the
books are available in PDF format in the
/usr/share/man/info/en_US/a_doc_11ib/
nns directory. They can be viewed online
using Adobe Acrobat® Reader. You can use
a Web browser at the following URL to view
a directory page from which you can access
the PDF documentation:
file:///usr/share/man/info/en_US/a_doc_lib/nns/
nnsnav/topnam.htm.

Figure 1 shows the NNS documentation
home page.

Online Publications—Welcome Page

Netscape: Novell Network Services 4.1 for AIX Documentation
File Edit View Go Bookmarks Options Directory \indow HEI|1|

Location: |1me : fust/share/nan/info fen_US fa_doc_lib/ans/nnsnav/topnay. htn

What’s New?| What’s Cool?| Destinations | Net Search| People| Software|

Novell Network Services 4.1 for AIX Documentation

The books described and linked below make up the Novell Network Services 4.1 for AIX documentation library.
The books are made available in Portable Document Format (PDF) format. Documentation in PDF format can
beviewed onlineusing Adobe Acrobat Reader, which is included in both the AIX 4.2.1 and AIX 4.3 Bonus
Packs. Documentation may also be printed from Adobe Acrobat Reader.

Server Manuals

Novell Netwark Services 4.1 for AIX Quick Beginnings — overview of NNS. How to install and configure Novell
Network Services 4.1 for AIX (NNS).

Novell Network Services 4.1 for AIX Introduction to NetWare Directory Services — describes the features and
implementation of NetWare Directory Services (NDS) technology. Conceptual overview of the NDS and how to
plan a Directory Tree. Please read this manual beforeinstalling Novell Network Services.

Novell Netwaork Services 4.1 for AIX Concepts — extended glossary of terms that relate to the NetWare network
operating system and to networking in general.

Novell Network Services 4.1 for AIX Printing Services — describes the network printing environment. Explains
how to create and configure NetWare print objects.

Novell Network Services 4.1 for AIX Supervising the Network — describes how to supervise the network after
installing Novell Network Services.

Novell Network Services 4.1 for AIX System Messages — contains error messages generated by NNS and provides
corrective actions.

Novell Nesvork Services 4.1 for AIX Uulities Reference — describes client and server utilities and when to use
them.

Client Manuals

o] e gy |

Figure 1. Welcome page for Online Publications
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Communications Protocols
NNS supports IPX and IP tunneling trans-
ports. NNS supports IPX packet-bursts (as
opposed to NCP request responses for every
request). This improves file-server data
transfer performance.

NNS IPX/SPX includes support for SPX 11
in addition to SPX protocol support. SPX II
delivers much higher performance than
SPX I for connection-oriented transport.
Since protocol dialect is negotiated at con-
nection time, NNS IPX/SPX will interoper-
ate only with the clients supporting SPX I.

NNS supports IP tunneling for IPX, a fea-
ture that provides IP protocol capability to
NNS 4.1. IPX packets are sent over an IP
network encapsulated in a User Datagram
Protocol (UDP). This feature requires both
Domain Name Server (DNS), which is part
of AIX, and Domain SAP/RIP Service (DSS).
The tunneled IPX network requires DSS.

NetWare IP requires its own domain, but
AIX supports IP Security to complement
NetWare IP. IP Security allows secure IPX
tunneling across the Internet.

API Support

The NetWare API for C is the interface to
the C programming libraries for workstation
applications. These libraries enable applica-
tions to interact with the NetWare server
and access NDS.

LDAP Server

Lightweight Directory Access Protocol
(LDAP) is a directory service protocol that
runs over TCP/IP. It is used primarily to
search for information in the directory,
where the directory service protects the data
and provides the security for the data.

NNS LDAP support is compatible with
LDAP Version 2. NNS 4.1 LDAP is compatible
with AIX LDAP Client support, which
includes the Java™ Class Library and an AIX
shared library. In addition to the AIX client,
NDS/LDAP is compatible with any client that
supports LDAP Version 2 protocol.

An example of the use of the NNS LDAP
server would be to obtain NDS users’” infor-
mation, such as e-mail addresses, using an
LDAP-enabled Web browser.
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Licensing Models

NNS uses a client/server licensing model.
Specifically, it uses the License User Man-
agement System, based on the iFOR/LS
management system. This iFOR/LS server-
based licensing scheme consists of a license
server that maintains a license database.
This database contains the availability of
NNS licenses and maintains a usage count
of the product.

NDS flexibility enables it to work well
in both small workgroups with a few servers
and corporate organizations with

hundpreds of servers.

Two types of licenses can be purchased
for NNS: SCALE server license and user
licenses. If you do not purchase any
licenses, you may configure a SANDS mode
server, which has a default of two user
licenses.

A SANDS tree can be installed and con-
figured on a single server. No other servers
can be added to the Directory, and the
NDS database cannot be partitioned or dis-
tributed. A SCALE server license is used
when installing and configuring the NDS
tree. A SCALE tree allows server database
replication to multiple servers, and the
NDS database can be partitioned and dis-
tributed. The directory tree can be shared
with other servers.

Minimum Server Configuration

After the license server is configured, it
takes four steps to configure the AIX
NetWare server. The first step is to configure
the maximum number of user licenses.
Using the SMIT tool, enter the maximum
number of licensed connections, as shown
in Figure 2. Next, configure the server name
and unique IPX internal address on the
Minimum Configuration screen, shown in
Figure 3. Verify that the IPX LAN interface
data is correct on the Change/Show a LAN
Interface screen as shown in Figure 4.
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User License Configuration
[-100

=-| System Management Interface Tool : root@tumbleweed

Exit Show Help

Return To:
_| Novell Network Services 4.1
__| Further Configuration

Change / Show Number of Licensed Clients

=-| Change / Show Number of Licensed Clients : root@tumbleweed

* Maximum Number of Licensed Connections{Num.) IISU

Maximum Number of Connections{Num.) |:50

1 0K | Commandl Reset | Cancell ? | 1

Figure 2. Configuration of user licenses

Minimum Server Configuration

=| System Management Interface Tool : root@tumbleweed =10
Exit Show Help
Return To:

_| Novell Network Services 4.1

Minimum Configuration

Minimum Configuration : root@tumbleweed

Server Name I tumbleweed |

IP¥ Internal Network(Hex.) |§0x44?8

START NetWare Server Now? I?yes List ﬁ j

Reset
Cancell |

0K | Commandl

Figure 3. Minimum server configuration
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IPX LAN Configuration

=-| System Management Interface Tool : root@umbleweed | " |D
Exit Show Help
Return To:

_| Novell Network Services 4.1
_| Further Configuration

| 1pxssPx
_|Lan
=| Change / Show a LAN Interface : root@tumbleweed
Ch| m
|| LAN Name tan 1 | —
# IPX LAN Network Address |§0x102 List
% IPX LAN Device Name | 7dev/dipi/et | Listl
# IPX LAN Device PPA Number IU
IPX LAN Device Type IEETHERNET?DLPI List| a4 7|
IPX LAN Frame Type IEETHERNET7802.2 List| a4 7| i
LAN Speed in Kilobytes/Second |§10000
RIP Ageout Interval |4
Interval between RIP Broadcasts |2
Delay in Milliseconds between RIP Packets |55 .

I 0K | Commandl

Reset |

Cancel | ? | 1

Figure 4. IPX LAN configuration

Finally, install the NDS tree and config-
ure the tree name, context, and administra-
tion user password using the SMIT option;
then configure Network Directory Services
using dsinstall. The AIX NetWare server is
now ready for operation with one volume
(SYS:) and one user (admin) created.

The Structure of NNS

Figure 5 shows the overall architecture of
NNS. Modules within the dark box are
available only when the NetWare server is
up. Modules outside the box are either
required by the NetWare protocol stack or
run on the stack independent of NNS. The
ovals represent daemons or AIX processes.
The rectangles represent Kernel drivers. The
lines, which represent the significant paths
of communication, are not meant to be
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inclusive. When daemons overlap (as the
SAP and Diagnostic daemons in Figure 5),
the daemon in the back has direct lines of
communication to the same drivers as the
daemon in front. For example, the Diagnos-
tic daemon has lines of communication to
the IPX, RIPX, and SPX II drivers.

NNS uses two key daemons to initialize
NetWare Services:

[J NPS daemon is primarily responsible
for linking kernel drivers and spawn-
ing daemons required to set up IPX
communication services.

[0 NetWare daemon is responsible for
linking kernel drivers and spawning
daemons required to set up NNS
services.
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NNS Architecture

Novell Network Services 4.1 for AlX
NWUMPS NPS
Daemon 3. Daemon PServer ILELOCK
Daemon NWSH NWUMD
Diagnostic NPrinter DSlInstall
SBackgroun
Daemon DSRepair NDS SA
SAP NVT ; NCPS NetWare NCP
Admin Process Daemon Engine
User
Kernel
sexil | | Requester | NEMUX SED
NWETC NCPIPX
AIX
IPX File
System
(_ Ethernet/Token Ring/FDDI )

Figure 5. NNS architecture

NDS !Examp’le Example NDS Tree
Configuration

A NetWare server can be

configured to have mul- £ 0=1BM

tiple volumes in addi- 2 ADMIN

tion to the SYS volume; OU=Austin OU=Raleigh __OU=CORP___OU=Benefits

NDS can be configured t’ﬂ t’ﬂ t_“ eee
so that a business’ net-

work has one or multi- 0U=05/2 OU=RS/6000 OU=AIX

ple directory trees. t-ﬂ t—n h l Forms
Companies with cen- U 2

tralized management — == Printer [ Forms svs
usually prefer a single —l Development

tree. Businesses with E organizations [l servers _l Marketing

decentralized manage- 200 roups 2 e | o somin

ment may prefer multi-

ple trees if there is little il perees B vorm —I—n Groups

interaction bgtween [T organcatonat uns R Engincers

groups, or a single tree Testers

if there is much interac- _h_l Users

tion between groups.

Figure 6 shows an L Rakesh

example of a directory £ Denise

tree and its objects. — [E pevelopment _svs

In the tree example :

[ ]
in Figure 6, the NDS
tree contains a top-most
organization named Figure 6. Directory tree and its objects
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“IBM.” There is one user, ADMIN, which
has been given all rights to the tree. Those
rights flow down to the organizations of
Austin, Raleigh, Corporate, and Benefits.
Company-wide resources can be accessed
and administered, even if the resource is in
a different geographical location. End users
have access to their organizational unit or
other units without requiring logins to indi-
vidual servers.

This tree is divided by geographic loca-
tions and divisional functions. There is a
logical organization for the Austin and
Raleigh IBM sites, and organizations for
corporate headquarters and the benefits
organization. To restrict access, the Austin
organizational unit has three different divi-
sions: OS/2, RS/6000, and AIX. In this
example, a second ADMIN user is defined in
the AIX organization. ADMIN, the adminis-
trator for the organization, has all rights to
the volumes and servers in AIX. This
ADMIN user can administer the day-to-day
operations of the AIX organization.

The AIX organization has defined one
NetWare printer, two servers, and a volume
named Development_SYS. The Develop-
ment and Marketing organizations each
have one server primarily for their use.
There are groups defined for engineers and
testers. The Users group contains users
named Rakesh and Denise, who have access
to the AIX printer and the two servers.

Groups are a beneficial NDS feature
because the administrator can assign users
to a group, then, with just one trustee
assignment, grant access to all the users
who belong to the group. In this example,
the Benefits organizational unit has a server
that contains all benefit claim forms for the
IBM company. On the Forms_SYS volume, a
user such as Denise in the AIX organization
could be given access rights to the volume
to print necessary claim forms.
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